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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

LenssmMu ocBoeHMs yueOHOU AUCIUTUTHHBI « KOMIIBIOTEpHBIE CETUY» SBISIOTCS
dbopMHpoOBaHHE KOMIIETCHIIMM 110 OCHOBHBIM paszfielaM TEOPETUUYECKUX U
MPAKTUYECKUX OCHOB MAapHIPYTU3allMM B  JIOKAJTBHBIX U  TJ00ATBHBIX
KOMITBIOTEPHBIX CETSX, a TAKKE U3yYEHUE padOThl MapIIPyTU3aTOPOB U NOJIyUCHHE
HABBIKOB [TPOEKTUPOBAHUS KOMITBIOTEPHBIX CETEH.

CtyaeHTsl AOKHBI HAYYUTHCS MPOECKTUPOBATH KOMIIBIOTEPHBIE CETH C
UCIOJIb30BAHUEM COBPEMEHHOI'O0 CETEBOro OOOpYJIOBaHUS B COOTBETCTBUM CO
CTaHJapTaMy W BBIMOJHATH 3a7a4M MO0 HACTPOMKE 000pYIOBaHUS M IMOAJECPKKE
paboTOCIIOCOOHOCTH CETH.

OCHOBHBIMM 33JJa4aMU TUCHUIUINHBI SIBISIOTCS:

* O3HaKOMJIEHHME C MPHUHLMIIAMH CETEBOI0 B3aWMOJIECHCTBUS Ha OCHOBE
mozenu OSI u cTeka TeneKoOMMyHUKaMOHHBIX TpoTokojaoB TCP/IP.

* PaccmoTpenue TexHoI0ruil epeiayn JaHHBIX Ha (U3HMYECKOM YPOBHE.

* M3yueHure MpoTOKOJIOB JIOKAJIbHBIX CETEH.

 N3yuenue texnonoruu Ethernet.

* N3yuyenus npuHuunos npoektupoBanus CKC.

* U3yueHue mnOpUHIUIOB pabOThl KOMMYTAaTOPOB W TEXHOJOTUH WX
MIPUMEHEHUSI.

* M3ydyenue agpecanuy Ha CETEBOM yPOBHE.

 N3yuyenue nporokoisos cereBoro yposus: [P, DHCP, ARP, ICMP.

* M3yueHue npuHIUIIOB pabOThl MAPUIPYTU3ATOPOB U UX OCHOBHBIX 33]1a4.

» U3yuenue crioco00B MapuipyTH3AIUH.

 N3yuenue npotokonoB mapupytuzanuu RIP, EIGRP, OSPF, BGP.

e M3yyeHue OOMOJHUTENBHBIX BO3MOXKHOCTEH MapuipytuzatopoB: NAT,
PAT, pe3epBupoBaHue MUI030B.

» O030p TEXHOJIOTUM II100AIBHBIX CETEH.

* M3y4yeHue mpoTOKOJIOB KaHAJIBHOTO YpoBHSI WAN.

 3yueHue npaBuil NpOEKTUPOBAHUS KOPITOPATUBHBIX CETEH.

2. [Inanupyemblie pe3ysibTaThl 00y4YEeHHUS 110 AUCIUIUIMHE (MOIYJIIO).

[lepeuenb GopMHpyeMBIX pe3yiabTaTOB OCBOEHHS 0Opa30BaTEIbHOM
porpamMmsl (KOMIIETEHLUI) B PE3yJIbTaTe 00yUYEHUs M0 TUCUMILINHE (MOIYIIO):

OIIK-2 - CnocobeH TmMOHWMATh YCTPOMCTBO M HCTOPHUIO Pa3BUTHS
TPAHCTIOPTHOM CHUCTEMBI;

YK-3 - CnocobGen opranu3oBaThb paOOTy KOMAaHIBI Sl JTOCTHXKEHUS
IIOCTABJICHHOW LIEJIH.



OOyueHue 1o JUCUUIUIMHE (MOJIYJII0) IPEAIOoIaraeT, 4YTo 1o ero pe3yJbraraM
oOyuatoruiicst Oyier:

3HaTh:

- oOmue NpUHIHUIBI (PYHKIIMOHMPOBAHUS AaNNapaTHbIX, MPOTrPAMMHBIX H
IIPOrPaMMHO-ANIIAPATHBIX CPEJICTB aIMUHUCTPUPYEMOM CETH;

- apXUTEKTYypy amnmnapaTHbIX, IPOTPaMMHBIX W IIPOrpaMMHO-aNNapaTHbIX
CPEACTB aJMUHUCTPUPYEMOH CETH;

- mozenb [SO s ynpasnenus cereBbIM TpapukoM, moaenu [EEE;

- TPOTOKOJBl KaHAJBbHOI'O, CETEBOT0, TPAHCIOPTHOTO M IPHUKIATHOIO
YPOBHEU MOJEIN B3aUMOAECUCTBUS OTKPBITBIX CUCTEM;

- METOJbI U TEXHOJIOTMU MPOECKTUPOBAHUSI, MOAECIUPOBAHUS, UCCIEAOBAHUS
CUCTEM 3alUThl UHPOpMaLIUU

- KpunTorpaguueckue MpoTOKOJIbI, IPUMEHSIEMbIE B KOMIIBIOTEPHBIX CETIX

- MojAcucTeMbl HMH()OPMAIMOHHOM 0€30macHOCTH KOMIBIOTEPHBIX CETEH,
yIpo3bl 0€30MMACHOCTH, PEKUMBI IPOTUBOJAEHCTBU.

Ymern:

- OpraHW30BBIBATh W TOJJCPKUBATH BBIOJIHEHWE KOMIUIEKCA Mep II0
obecnieueHn0 UHPOPMAITMOHHON OE30MTaCHOCTH;

- ONpeneNsiTh COCTaB M TOPSAJOK aAMUHUCTPUPOBAHUSA MOACUCTEMBI
nH(OPMAITMOHHON O€30TTaCHOCTH;

- NPOEKTHPOBaTh M  pPEaJU30BBIBATh  IMOJHUTUKY  O€30MacHOCTH
BBIUMCIUTEIBHBIX CETEH

- OCYIIECTBIIATh MOHUTOPUHT aIMUHUCTPUPYEMBIX CETEBBIX YCTPONCTB IS
OLICHKH YPOBHs O€30MMaCHOCTH KOMITBIOTEPHBIX CETEH.

- aHANU3UPOBATh  OCHOBHBIE  XAPAaKTEPUCTHUKH W  BO3MOXKHOCTH
TEJIEKOMMYHUKAIIMOHHBIX CUCTEM 10 Tiepeiaue nHGOpMaIiu

- MPUMEHITh METOJbl aHaJu3a 3aAlUIIEHHOCTH KOMIBIOTEPHBIX CHCTEM H
ceTen

- yHpaBJisiTh TpaUKOM ISl 3allUThl MHGOpMauu npu padboTte ¢ Oazamu
JAHHBIX, TIPH Tepeaaye M0 KOMIBIOTEPHBIM CETSIM;

Baanern:

- HaBbIKAMU KOH(GUTYPUPOBAHUS MPOTPAMMHBIX U IPOTPaMMHO-aNNapaTHBIX
CPEIICTB aIMUHUCTPUPYEMOI CETH, BEIOOPA M HACTPONKH MTPOTOKOJIOB KAaHAIBHOTO
u cereBoro ypoBHs moaenu OSI;

- pa3pabOTKHU U UCCIETOBAHUS MOJICJIEH KOMITBIOTEPHBIX CETEeHl U MOACUCTEM
0e30macHOCTH

- HaBBIKAMM OPTaHU3AlMU U TOJJIEPKKH BBIMOJHEHUS KOMIUIEKCA MEp IO
00ecCIeYeHUI0 uH(OPMAIMOHHON 0e30MacHOCTH, MOHUTOPHUHTA



(yHKIMOHUPOBAHUS MOJICUCTEM uH(POPMaMOHHON 0e30MacHOCTH
KOMIBIOTEPHBIX ~ CETeW; - HaBbIKAMH OILIGHKH YpPOBHS  0€30MacHOCTH
KOMIBIOTEPHBIX CETe, B TOM 4YHCIIE B COOTBETCTBUM C HOPMATHUBHBIMHU U
KOPIIOPATUBHBIMH TPEOOBAHUSMHU.

- HaBbIKAaMH aHajH3a I[apaMeTpPOB IPOU3BOAUTEIBHOCTH M COCTOSHHS
0e30MacHOCTH aIMUHUCTPUPYEMOM CETH 3a YCTAHOBJIEHHBIM mepuona (CyTKH,
HeJlens, MecAll, KBapTaj, rojJ); CPaBHEHHUsS IapamMeTpoB IPOU3BOJIUTEIBHOCTH
aIMUHUACTPUPYEMON CETH 3a YCTAaHOBIEHHBIA TEepuoa (CYyTKH, HEAelNs, MECHII,
KBapTaJ, TOJ), COCTaBICHHUS OTYETOB O MMPOU3BOIUTEIBHOCTH aIMUHUCTPUPYEMOI
CeTH;

3. O0beM AUCUMIUIUHBI (MOYJIS).
3.1. O0mast TpyI0eMKOCTh AUCITUTUIMHBI (MOJTYJIS).

OO6mast TpyInOEeMKOCTh AUCIUIUIMHBI (MOAyJs) coctaBiser 4 3.e. (144
aKaJIeMHUYeCKUX Jaca(oB).

3.2. OO0vem mucuuIIMHBl (MOAynsi) B (OpMe KOHTAaKTHOM paboOTHI
oOyyaromuxcst C  MeJarorMueckuMu  paboTHUKaMU ©  (WIM)  JIUIIAMH,
PUBJIEKAEMBIMU K peajn3aluyd 00pa3oBaTeIbHON MPOrpaMMbl Ha UHBIX YCIIOBUSX,
IPU MPOBEJAECHUHN YUEOHBIX 3aHITHI:

KomnuectBo yacos

Tun y4eOHBIX 3aHATHI
Bcero | Cemectp Ne7

KonTtaktHas paboTa mpu npoBeIeHNH yIeOHBIX 3aHATHH (BCETo0): 64 64
B ToMm uncre:

3aHATHSA JIEKIIMOHHOT'O THTIA 32 32
3aHATUSA CEMUHAPCKOro TUIa 32 32

3.3. ObveM muctuIUIMHBI (MOAYJs) B (popMe CamMOCTOSITENBHOW pPabOTHI
oOyyaromuxcs, a Takxke B (QopMe KOHTAKTHOM pabOThl OO0ydYarOIIUXCS C
NeAarorndyecKuMu pabOTHUKAMU U (WJIH) JIUIIAMH, TPUBJIEKAEMbBIMH K peain3aliu
o0pa3oBaTeIbHOM MpOrpaMMbl HA HWHBIX YCIOBHUSX, IMpH MPOBEACHUU
IIPOMEKYTOUHOM aTTecTanuu cocrapiser 80 akaneMruecKux yaca (OB).

3.4. Ilpu oOy4eHnH 110 HHAUBUAYAIbHOMY YIYCOHOMY IIJIaHY, B TOM YHCIIE TPU
YCKOPEHHOM O00y4Ye€HHH, 00BEM TUCIUIUIMHBI (MOJYJIs1) MOXKET ObITh peaan3oBaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHOM paboThl 0OyJaronuxcs, a Takxke B hopme
KOHTAKTHOH paboThl 00YYaIOIIMXCS C MEJarorndyecKuMU paOOTHUKAMHU U (WJIH)
JUIAMU, TIPUBJIEKAEMBIMH K peasu3aIiiu 00pa3oBaTEIbHON MPOrpaMMBbl HA HHBIX
YCJIOBHSIX, TIPH MPOBEJCHUHU TIPOMEKYTOUYHOUN aTTECTAIINH.




4. ConepxkaHue JUCHUIUIAHBI (MOIYJIA).

4.1. 3a"HaTHs TEKIIMOHHOTO THUIIA.

o/

TemaTrKa JIEKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHUE

6 cemecTp BBeneHue B ceTeBbIe TEXHOJIOTUU

-IloHsaTue — ceTu.

-OnuceIBaeTCs UCTOPHS TOSBIICHUS U PA3BUTHS CETEH.

-PaccMaTpuBaroTcst 0COOEHHOCTH JTOKATBHBIX, TII00ABHBIX U TOPOJCKUX CETEH, OTIINIHS JIOKATBHBIX H
rI100aIbHEIX CETEH.

-IIpuBOATCS XapaKTePUCTUKU CETEH OT/IEIOB, KAMITYCOB ¥ KOPITOPAITHiA.

BBenenue B ceTeBbie TEXHOJIOTUU(ITPOIOKEHHE)
paCCManI/IBaeBI)Ie BOIIPOCHKHI:

'Tpe60BaHI/Iﬂ K BBIYUCIINTCIIBHBIM CCTAM.

'PaCCManI/IBaIOTCH TpC6OBaHI/IH, MPEABABIAEMBIC K BBIYUCIIUTEIIBHBIM CETAM.
'HPOHBBOI{I/ITGHLHOCTL, HaaACKXHOCTh, 6630HaCHOCTL, IPO3pPavYHOCTh.

BBenenue B ceTeBbie TEXHOIOTHH(TTPOIOIKEHHE)

PaccmaTpuBaeBbie BOIPOCHI:

-Mopnens OSI.

-«OTKpBITas CUCTEMAY.

-Cranmaptuszaiusi.

-PaCCManI/IBaeTCH BSaHMOﬂeﬁCTBHC ((OTKpI)ITI)IX CUCTEM», MHOFprOBHeBLIﬁ noaxon, ACKOMIIO3uuAg. ---
OmnmuceiBaercs Mogens OSI 1 ee ypoBHH, a TaK XKe IITh MIaroB HHKATICYJIISAIHN.

BBenenue B ceTeBbie TEXHOJIOTHH(TTPOIOIKEHHE)

PaccmaTpuBaeBbie BOIIPOCHI:

-CTekn TeJleKOMMYHHUKAIMOHHBIX POTOKOJIOB.

-IIpuBonsiTCS MPUMEPHI CTEKOB KOMMYHHUKAIIMOHHBIX PpoToKooB: ctek OSI, crex TCP/IP.
-PaccmatpuBaroTcsi Ha3HaYeHUE W IPUHIMITBI paOOTHI NPOTOKOJIOB TpaHcnopTHoro ypoBus TCP u UDP.

Brenenue B ceTeBbie TEXHOJIOTUU(TTPOIOKEHHE)

PaccmarpuBaeBbie BOIPOCHI:

-CranapTi3anust U CTpyKTypU3alys CETeH.

-IIpuBonsATCS OCHOBHBIE NCTOYHUKN CTAHIAPTOB M OCHOBHBIE YPOBHH CTaHAAPTOB.
-CTpyKTypH3alys KaKk OCHOBA OCTPOCHHMS BBIYUCIUTEIBHBIX CETEH.

-IIpuBOISATCS IPUHIUITEI CTPYKTYPH3ALMH KaK OCHOBBI TOCTPOEHUSI BEIYUCIUTEIbHBIX CETEH.
OnuchIBAIOTCS TOTIOJIOTHH CETEBBIX HHYPACTPYKTYP.

-PaccmarpuBaercs ¢usnueckas 1 JJoruuecKkasi CTpYKTYpH3alHs CETH.

Pu3nyecKuil ypoBeHb

PaccmarpuBaeBbie BOIIPOCHI:

-KabenbpHbIe TMHHUH.

-OmnUCHIBAIOTCS THITbI KAOEIBHBIX JIMHUHN VIS TIepeadl JaHHbIX, X KOHCTPYKIHUS U XapaKTePUCTHKH.
-OmnUCHIBAIOTCS METO/IBI TIEPEIayr AUCKPETHBIX TAHHBIX, AHATIOTOBAsT MOLYJISILIUSI.
-PaccmatpuBaroTcsi METO/IBI IIU(DPOBOTO U JIOTHUECKOTO KOJTUPOBAHHUSL.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

duznueckuii ypoBeHb(IIPOIOKEHHE)

PaccmatprBaeBbie BOIPOCHI:

-Pangnoxanaisl.

-ONHCHIBAIOTCA OCHOBHBIE TIPUHIIUIIEI UCIONBE30BAHKS PaMOKaHAIOB CITyTHUKOBOM M Ha3€MHOMN CBA3H JJIst
OpraHu3aliy CeTel Mepeaayn JaHHBIX, TapaMeTphl CHTHAIIOB M allliapaTypa nepeaadn JaHHbIX. -
PaccMaTprBaIoTCsl CTPYKTYPBI IOCTPOEHHUS CETEH 0(HCOB.

'OHI/ICBIBa}OTCSI METOObI KOI[I/IpOBaHI/IH JaHHBbIX, nepeuaBaeMHx 10 pa}lI/IOKaHaHaM 1 OCHOBHBIC BOHpOCBI
06€30MacHOCTH.

KanasbHblll ypOBEHB

PaccmatprBaeBbie BOIPOCHL:

-Mertozpl HoCTyNa K cpesie epeJadn JaHHBIX.

-OnuchIBaeTcs JBa crocoba T0CTyma K cpefie epeaadyn JaHHbIX — AeTepPMUHUPOBAHHbIHA (Ha pUMepe
texHozoruit TokenRing u FDDI) u BepositHocTHBII (Ha mpuMepe TexHoioruu Ethernet).
-PaccmatpuBaroTcs mpuMepsl TOIIOJIOTHH, TPEUMYILECTBA U HEJJOCTATKH.

KananpHbll ypoBeHB(IIPOI0IKEHUE)

PaccMartpuBaeBbie BOIPOCHL:

-Cnoco0sI meperadyn JaHHBIX Ha KaHAJIEHOM YPOBHE.

-OnHCHIBAIOTCS METOBI ITepelady JaHHBIX Ha KaHAJIbHOM YpOBHE, aCHHXPOHHAsl M CHHXPOHHAs Iepenaya.
-PaccmartpuBaroTcs CHMBOJIBHO-OPUEHTHPOBaHHBIC U OMT-OPHEHTUPOBAHHBIC IPOTOKOJEI M TIepeaava ¢
yCTaHOBIECHHEM U Oe3 YCTAaHOBIICHHS COCIMHCHHS.

10

KananpHbll ypOoBEHB(IIPOIOIKEHUE)

PaccMarpuBaeBbIe BOIPOCHL:

-O0HapyxeHHe OIMOOK U KOMIPECCHUs JaHHBIX Ha KaHaJbHOM YPOBHE.

-PaccMaTpuBarOTCst MEXaHU3MBI peaiM3aliy OOHAPYKEHHUS 1 KOPPEKIUH OLIMOOK Ha yPOBHE Kaapa Ha
puMepe KOHTPOJII Mo maputety u pacdera CRC.

-[IpuBoasATCSA METOIBI KOMITPECCHS JAHHBIX JUTS TIepeiadll 0 HU3KOCKOPOCTHBIM KaHalaM CBSI3H.

11

JlokanbHBIE CETH

PaccmarpuBaeBbie BOPOCHI:

-IIpOTOKOJIBI TOKANBHBIX CETEH.

-PaccmatpuBaroTcs MpoTOKOJIBI IOKANBHBIX CeTel UX 3a1aun, cTpykTypa ctannaptoB IEEE 802.X.
-ITonpo6HO paccmarpuBaercs nporokoi LLC (802.2) u tunst npouenyp yporss LLC.

12

JlokanbHble ceTH(TIPOAOIKEHHUE)

PaccmarpuBaeBbie BOIPOCHI:

-Texnomorus 802.3 (Ethernet).

-OnucrIBatOTCS MPUHIAIBL paboThl TexHoJoruu 802.3, Tononorus, Merox gocryna CSMA/CD. -
PaccMaTpuBarOTCs ATAMBI JOCTYIA K CPeJie Mepeiaun JaHHBIX, BOSHUKHOBEHHE KOJUIM3HHU, BPEMsI IBOWHOTO
obopora.

-BrinonHsiercst oneHka mpousoauteabaoct Ethernet.

-PaccmaTpuBaroTcst mapaMeTpsl H OCOOCHHOCTH MCIIONIb30BaHus (hu3ndeckoil cpensl Ethernet B
COOTBeTCTBUU co crannapramu 10Base-5, 10Base-2, 10Base-T, ontoBosiokonuoro Ethernet.
-OnuceiBaeTcs goMeH kosutnsui. [IpuBoaurces pacuer koudurypaumu cetu Ethernet, crpykrypa MAC-
azapeca, ¢hopmartsl kaapoB cetu Ethernet.

FastEthernet.

13

JlokanpHbIE CeTH(MPOIOIHKECHHE)

PaccmatpuBaeBbie BOIPOCHL:

-Peanuzanms dusuueckoro yposHs Texnonoruu FastEthernet

-PaccmarpuBaroTcs ocoOeHHOCTH peanu3anuu Gusnyeckoro ypoBHs TexHonoruu FastEthernet mpu
nmoctpoeHunu cetu Ha 100Base-FX, 100Base-TX, 100Base-T4.

- OnuceiBatoTCs npaBuiia nocrpoenust cetu FastEthernet.




TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

/T

14 |JloxanpHBIE CETH(MPOAOHKCHHE)
PaccmatpuBaeBbie BOIPOCHIL:
-Peammzanms ¢puzngeckoro ypous TexHonornnGigabitEthernetn 10GigabitEthernet.
-PaccmatpuBaroTcsi ocoOeHHOCTH peanu3aiyu Gu3ndeckoro ypoBHs Texnosorun GigabitEthernet n
-10Gigabit Ethernet, ncrmonbp30BaHie ONTHYECKOTO KaOeNs U BUTOH Mapbl, 0COOCHHOCTH MOIUDUKAITUH
KaHaJIBHOTO YPOBHS.

15 |JlokanbpHble ceTH(MPOAOTKEHUE)
PaccmatpuBaeBbie BOIPOCHL:
-becnpoBoIHbIE TEXHOJIOTHHY JIOKAIBHBIX CETEH.
-PaccmarpuBaercs cemeiictBo ctanaapta 802.11, stansl JocTyna K cpefie nepeaayu, CTpyKTypHast
OpraHu3aLys CEeTH.

16 |CrpykrypupoBaHHas kaOenbHas cucTemMa
PaccmaTpuBaeBbie BOIIPOCHI:
-OnuceiBaeTcs CTpyKTypupoBanHas kadenbHas cuctema (CKC) u ee mpeumyiecTsa.
-IIpuBonurcs nepapxus CKC. [TonpoOHo paccmarpuBatotcs snemeHThl CKC: ropu3oHTa bHAS
HOACHCTEMA, BEPTUKAJIbHAS IIOJICUCTEMa, MarkucTpaibHas IIOJICUCTEMa, IOACUCTEMa Paboyero Mecra.
-OmnmceiBatorcs 3tansl pazpadotkun CKC u TpeboBaHMS K ee 37eMeHTaM: o0ecriedeHre YHePrOCHA0KEHS,
YCTaHOBKA Pa3beMOB M PO3ETOK, IPOKIAAKA U MOHTaX Kabels, BHIOOp MECT pa3MelleHNs]
pacrpeneuTeNbHbIe IUTH 1 KOMMYTAIIHOHHBIC MTAHEITH.

17 |CrpykrypupoBaHHas KaGeiabHas cucTeMa(Ipo10KCHHE)
PaccmaTpuBaeBble BOIIPOCHIL:
-Jloxymentuposanue CKC.
-PaccmatpuBaroTcst mpaBuia opopMiIeHHS JOKyMEHTaIMK U dkcityaTanua CKC
-IIpuBojsTcst TpeOOBAHUS, IPEABIBISIEMbIC PU TECTUPOBAHUH CTPYKTYPHUPOBAHHON KaOEIbHOM CETH,
000pyJOBaHUE Ul TECTUPOBAHUSL.

18 |KoMMyTaTOpHI JIOKAIBHBIX CETEH.
-KOoHCTpYyKTHBHOE HCHONHEHHE M IPUHLMUITEL pPAOOTHl KOMMYTATOPOB.
-OnuchIBalOTCS (PYHKIMHA KOMMYTAaTOPOB, HX YCTPOHCTBO U MPUHLUITBI pabOTHI.

19 |KoMMmyTaTOpBI JIOKAJIBHBIX CETEH(ITPOAOIKEHHE)
PaccmaTpuBaeBble BOIIPOCHI:
-HacTpoiika KOMMyTaTOpOB.
-PaccmarpuBaioTcs criocoOb! MOJKIIOUEHHUS U1l HACTPOMKH KOMMYTaTOPOB U OCHOBHBIE PEKHMBI pabOTHI
Ha npumepe kommyTtaTopa Cisco.
- [IpuBoasTCS MIATH 10 KOH(GUTYPHPOBAHHIO M HEOOXOANMBIE KOMAaHIBI.

20 |KomMMyTaTOpHhI TOKAIBHBIX ceTeH(ITPOIOKEHHE)
PaccmatpuBaeBbie BOIPOCHL:
-B03MOXHOCTH KOMMYTaTOpPOB.
-PaccmarpuBaroTCs IONOIHUTEIbHBIE BO3MOXKHOCTH KOMMYTAaTOPOB: HACTPOKKa 0€30I1aCHOCTH Ha NOPTax
KOMMYTaTOpa, GYHKLUH U aITOPUTM paboThI poTokoa “SpanningTree”.

21 KoMMyTaTophl JIOKATBHBIX CeTEH(TIPOIOKEHHUE)

PaccmatpuBaeBbie BOIPOCHIL:

-AnroputM pabdotsl mpotokona “RapidSpanningTree”.

-PaccmatpuBaroTcst pyHKIMH U anropuT™ paboThl mpoTokoina “RapidSpanningTree”.
-OnmchIBaeTcss BO3MOXKHOCTh 00BeIMHEHHsI IOPTOB KOMMYyTaTopa B ojuH kaHan EtherChannel u ero
KoH(purypuposanue Ha npumMepe kommyraropa Cisco.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue
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KoMmmyTaTops! TOKanbHBIX CETEH(TIPOIOIKEHNE)

PaccmaTpuBaeBbie BOIIPOCH:

-Oprannzanms BupTyansHbeIx cetel (VLAN) Ha koMMyTaTopax.

-OnuceiBatoTes 3a1a4u BUPTyanbHbIX cetell (VLAN), ocCHOBHBIE KOHIENINH, TPOTOKoJb! 802.1q.
-OnuchIBatOTCST KOMaHBI, He00XoauMbIe s HacTpoiikun VLAN u mpuMmepsl HaCTPOHKH.
-PaccmatpuBaercst paboTa nporokona VTP u ero koHurypamus.

23

CereBoil ypoBeHb

PaccMaTpuBaeBbie BOIIPOCHI:

-Anpecariiisi Ha CETEBOM ypPOBHE.

-3aaum ceTeBOro ypoBHsL.

-OnmchIBaeTcs MPOTOKOJ MeXceTeBoro B3anMoeiictsus IPv4. PaccmatpuBaercs popmaT cooOrmeHnH,
Ha3HAa4YCHHUE MOJIEH.

24

CeteBoil ypoBeHb(IIPOAOIKEHUE)

PaccmartpuBaeBbie BOIIPOCHI:

-Anpecaliyist Ha CEeTEBOM YPOBHE.

IP anpec.

- Broautcs nonsarue knaccos IP agpecos.

-OnceiBaeTcs OecknaccoBas afpecanys, Macka IMOACETH U €€ pacyerT.
-Haznauenue IP anpecos

-PaccmatpuBaercs nopsinok HasHadenus I[P agpecos, nmporoxon DHCP.
-IIporoxomnsl MexcereBoro B3anmoaeicTaus (IP).

-PaccmatpuBaercst paboTa cucteMsl foMeHHBIX nMeH (DNS).
-PaccmatpuBaercst paboTa nporokoiioB pazpeuienus aapeco: ARP u RARP.
-IIpuBonutcst popmar cooOlIeHNIT 1 OCHOBHBIE 3HaUeHUs 1oJiel. OMUChIBaETCs MPOTOKOJ MEpeaadn
KOHTPOJBHBIX coobmienunit ICMP, kozpl.

25

7 cemecTp MapmpyTtuzanus

PaccmarpuBaeBbie BONPOCHI:

-MapupyTu3aTopsl.

-OyHKIMK ¥ NPUHIUIEL paboTHI.

-Croco0sl MapaipyTusainuyu 1 TpUHOUIIbL pa6OTI>I IMPOTOKOJIOB I[I/IH&MPI‘IGCKOfI MapupyTu3alunu.

26

Mapupytuzanus(npoaomKeHue)

PaccmartpuBaeBbie BOIPOCHI:

-JlucTaHIIMOHHO-BEKTOPHBIHN MPOTOKOJI MapiipyTusauu RIPv1.

-IIpuHIMITBL paOOTHI, METPUKH, MEXaHU3MbI HCKITFOUSHUS MIETEIIb MapIIpyTU3aIH1, BPEMsi KOHBEPIeHIINH,
MOPSIOK HACTPOMKH.

-JlucTaHIIMOHHO-BEKTOPHBIH MPOTOKON MaprmpyTtusamn RIPv2.

-IIpuHIMITEl pabOTHI, METPUKH, MEXaHN3MBI HCKITFOUCHUS TTETEb MapIIpyTH3aIH1, BPEMsl KOHBEpPI eHIINH,
HOPSAAOK HACTPOUKHU.

27

Mapupytuzanuus(npoaommKeHue)

PaccmarpuBaeBbie BOIPOCHI:

-JlucTaHIIMOHHO-BEeKTOPHEIH MpoToko MapipyTtusanun EIGRP.

-IIpuHOKTIBI PabOTHI, METPHUKH, MEXAaHH3MBI HCKITIOYCHHUS TIETENb MapIIPyTH3AINH, BPeMsI KOHBEPT CHIHH,
MOPSOK HACTPOUKH.

28

MapmpyTtuzanusi(mpoaoHKeHUE)

PaccmartpuBaeBble BOIPOCHI:

-IIporoxon Mapupytusauuu coctosiuust nuauu OSPF.

-IIpuHIMITEl pabOTHI, METPUKH, MEXaHN3MBI HCKITFOUSHUS MTETE b MapIIpyTH3aIU1, BPEMsl KOHBEpI €HIINH,
HIOPSAIOK HACTPOMKHU.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue
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MapmpyTtuzanusi(mpoaoKeHUE)

PaccmaTpuBaeBbie BOIIPOCH:

-BosmoxnocTn MacurrabupoBanus mporokona OSPF.

-Pabora B HeCKOIIBKHX 00JIacTsIX, paboTa B IIMPOKOBELIATEIbHOM JOMEHE.

30

JlononHuTENbHbIE BO3MOXHOCTHU HUCIIOJIb30BaHMS MapLIPYTH3AaTOPOB.
PaccmaTprBaeBbie BOIIPOCHI:

-Bo3moxHocTu ucnonb3oBanus [P agpecos.

-PaccmatpuBaroTCsi JOMOMHUTENBHBIE BOZMOXKHOCTH I10 PACIIMPEHUIO aJPECHOTO IINIaHa C TOMOIIBIO
texaonoruii NAT, PAT u ux koHQHUTypHpOBaHUE.

31

JlonoHUTEIbHBIE BO3MOYKHOCTH HCITOJIB30BAHUS MAPIIPYTHU3ATOPOB(TIPOIOIKEHUE)
PaccmaTpuBaeBbie BOIIPOCHI:

-YcTaHOBKa IOTIOJTHUTENBHBIX aJ[pecoB Ha HHTepdeiicax

-PaccmatpuBaroTcsi BO3MOXKHOCTb YCTaHOBKH JIOTIOJIHUTENBHBIX a/[pecoB Ha MHTepdeiicax
MapIIpyTH3aTopa ¢ MOMOIIbI0 IpoTokoia §02.1q.

32

JlononHuTeIbHBIE BO3MOXKHOCTH MCIIOJIB30BAHUS MAPUIPYTHU3ATOPOB(TIPOJOIKEHHUE)
PaccMaTpuBaeBbie BOIIPOCHI:

-Pe3epBupoBanue numo3a

-IIporoxon HSRP

-PaccMaTpuBatoTcst mpoTOKOIBI pe3sepBrupoBanys nut0308 HSRP.

-Anroputma paboThl, PO MapIIpyTH3aTOPOB, HACTPOWKa IPYIIIbl, OalaHCUPOBKA 3arpy3KH, HACTPOIKa
peaxIM Ha COCTOSIHUE BEpXHEN JINHUU CBA3H.

33

JlonomHuTEIbHBIE BO3MOKHOCTH MCIIOJIB30BAHUS MAPUIPYTHU3ATOPOB(TIPOOIKEHNE)
PaccmarpuBaeBbie BOIPOCHI:

-Pe3epBupoBanue numo3a

-IIpotokon VRRP

-PaccmarpuBaroTcs mpoToOKOJIbl pe3epBUpOoBaHus 1U030B VRRP.

-Anroputma paboThl, PO MapIIpyTH3aTOPOB, HACTPOWKA IPYIIIEI, OalaHCUPOBKA 3arpy3KH, HACTPOMKa
pEaKIK Ha COCTOSIHUE BEPXHEN JINHUY CBS3H.

34

I[OHOJIHI/ITCJILHBIG BO3MOXXHOCTH HUCIIOJIB30BaHHUA MapLprTI/BaTOpOB(HpO,Z[OJ'I)KeHI/IC)
PaccmartpuBaeBbie BOIPOCHI:

-Pe3epBupoBanue numo3a

-IIporoxon GLBP

-PaccmarpuBaroTcs mpoTOKOIBI pe3epBupoBanus muto308 GLBP.

-AnropuTMa paboThI, POJIM MAPIIPYTH3ATOPOB, HACTPOWKA TPYIIITEI, OaJaHCHPOBKA 3aTPYy3KH, HACTPOHKa
PEaKIK Ha COCTOSIHUE BEPXHEN JINHUY CBSI3H.

35

I[OHOJ'IHI/ITGJ'ILHBIC BO3MOXXHOCTH HCIIOJIb30BaHHA MapIJ_IPYTI/ISaTOpOB(HpOI[OJ'I)KCHI/Ie)
PaccmartpuBaeBbie BOIPOCHI:

-CyMMHUpOBaHHE MapIIPyTOB.

-PaccmarpuBarorcs mpaBuiia cyMMUpoBaHus MapiupyToB. KoHpurypupoBanue cyMMapHbIX MapipyToB B
nporokonax RIP, EIGRP, OSPF.

36

JlonomHuTEIbHBIE BO3MOXKHOCTH MCIIOJIH30BAHUS MAPUIPYTHU3ATOPOB(TIPOJOIIKEHUE)
PaccmatpuBaeBbie BOIPOCHL:

-ObecnieueHne 6€30IaCHOCTH Ha CETEBOM YPOBHE C TIOMOIIBHIO CITUCKOB JTOCTYTIA.

-PaccmarpuBarorcs oOmmune nprHIKIB 00ecredeHust 6€301acHOCTH Ha CETEBOM YPOBHE C TIOMOILBIO
CIHCKOB JIOCTYTIa, aHAJIM3UPYEMbIEe TapaMeTphl, MOPSIOK (POPMUPOBAHUSL.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue
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JlononHuTenbHbIE BO3MOKHOCTH UCIIOJIB30BAHUS MapIIPyTU3aTOPOB(IIPOAOKEHUE)
PaccmarpuBaeBbie BOPOCHI:

'PaCH.II/IpeHHBIC " CTaHAapTHBIC CITMCKU JOCTYyIIA.

'PaCCManI/IBaIOTCSI TMPUHIUIIBI q)OpMPIpOBaHI/ISI PACHIMPEHHBIX U CTAHJAAPTHLIX CIIMCKOB JOCTYIIA,
AHAJIU3UPYECMBIC MMapaMETPhI, IMMOPAIO0K (bOpMI/IpOBaHI/IH U IIPUMCHCHUS.

38

JlononHuTeIbHBIE BO3MOXKHOCTH UCIIOJIB30BAHUS MAPUIPYTHU3ATOPOB(TIPOJOIKEHUE)
PaccMaTpuBaeBbie BOIIPOCH:

-IlepepacnpenencHne MapIpyTOB.

-PaccmaTpuBaroTcsi BO3MOXKHOCTH IIEpepacIpeieeH s MapIIpyTHOW HH(POPMAIIH, TOPSIIOK
B3aMMOJICHCTBUS TPOTOKOJIOB MapLIPYTH3ALUH, TIepepacupeiesIeHHsT MapIIpyTa 110 yMOIYAHHIO,
OTpaHWYEHUS TIPHU TIepepacipeieIeHHH MapIIpyTOB.

39

I'no6ansusie cetu (WAN)

PaccmartpuBaeBble BOIPOCHI:

-Tums! kanamoB WAN u 0030p MPOTOKOJIOB.

-OnuceiBatotes rinodaibhble cetd (WAN), THITBI KaHAJIOB: BbIJIEJICHHBIE JINHUH, COETMHEHUE C
KOMMYTal¥ed KaHaJIOB, COEIMHEHUE C KOMMYTALUEN [1aKETOB.

-PaccmatpuBaetcst nepapxudeckasi CTPYKTypa pacIpeeICHHON CETH.

-Mapmpytuzanus 8 WAN.

-IIporoxon mapmpytuzanuu BGP.

-OnmchIBalOTCS NPUHIUIBI paboTh! MpoTokoia BGP, aTpuOyThl 1 MX Ha3HauCHHE.

40

Mapupyrtuzanus [IPvo

PaccmartpuBaeBbie BOIPOCHI:

-OnuchIBaeTCs MPOTOKOJI MEKCETEBOr0 B3auMozekcTeus IPvo, popMat coobieHuit, Ha3HaAYCHHE TTOJICH.
-PaccmarpuBatorcs Tumbl afpecoB IPv6 u mopsok X Ha3HAYESHMSI.

-J{MCTaHMOHHO-BEKTOPHBIN TPOTOKOJ MapipyTusauuu RIPng

-IIpuHIMITEl pabOTHI, METPUKH, MEXaHU3MBI HCKITFOUCHNUS MTETETh MapIIPyTU3AINN, BPEMsI KOHBEPT €HIINH,
MOPSAIOK HACTPOUKH.

-JluCTaHIMOHHO-BEKTOPHBII mpoTokos Mapmpytusanun EIGRPv6

-IIpuHIMITEL paOOTHI, METPUKH, MEXaHU3MBbI HCKITIOUESHUS NIETENb MapIIpyTH3aliH1, BpeMs] KOHBEPTeHIINH,
HNOPSAAOK HACTPOUKH.

-IIporoxon Mapupytusanuu cocrosiHust auHuu OSPFv3.

-IIpuHIMITEL paOOTHI, METPUKH, MEXaHU3MBbI HCKITFOUEHUS MIETE b MapIIpyTH3aIM1, BPEMsl KOHBEPI eHIINH,
HOPSAIOK HACTPOMKH.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlabopaTtopHbie pabOTHI

n/n

HanmenoBanue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

6 cemectp YpoBHu mozenu OSI
B PE3YyJIbTATE BLINTOJIHCHU S pa6OTI)I CTYACHT IMOJYUYUT NOHUMAHHUC O NOPAJAKE U paBUIaX B3aPIMOI[€I>iCTBHH
YCTpOICTB B CETH IpH Nepeiade HHPOPMAIMU B COOTBETCTBUH C ypOBHEBOM Mozeinbio OSI.

VYposuu mozaenu OSI(mporomkeHue)

B pe3yJ11>TaTe BBIIIOJIHCHU S pa60T1)1 CTy}IeHT HOJ'Iy'-II/lT IIOHUMAHHUEC O nop;uu(e u npaBMnax BSaHMOﬂeﬂCTBHH
YCTPOICTB B CETH MpH Nepeade HPOPMAIIMUCTIOMOIIBIO CTAHAAPTHOTO CTEKA TEIEKOMMYHHUKAI[HOHHBIX
npotokosioB TCP/IP.




n/n

HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

MeTobl KOIUPOBAHUS
B peSyJILTaTC BBIIIOJIHCHUA pa60TBI CTy,HeHT HOJ'Iy‘II/IT HpaKTI/I‘IeCKI/IC HABBIKHU I10 UCITIOJIB30BAHUIO METOI0B
IU(pPOBOTO KOAUPOBAHUS JAHHBIX Ha (PU3UIECKOM YPOBHE.

MeToabl KOJUPOBaHUS(TIPOIOJIKEHUE)
B pesynbrate BeIOIHEHHS PaOOTHI CTYAEHT MOMYyYUT NPAaKTUYECKUE HABBIKYU 110 UCIIOIb30BaHUIO METOJIOB
M30BITOYHOTO KOJUPOBAHMA U CKPEeMOIMPOBaHUS JaHHBIX Ha (PU3UIECKOM yPOBHE.

Buras napa. O6xxum kabenst
B pesynbrarte BRIOTHEHUS paObOTHI CTYIEHT MOIYYUT MPAKTHIECKHUE HABBIKH 110 TIOATOTOBKE (PH3MUECKON
CpeIsI I Tepefadn MHpOpMAaIim.

Pacuer paboTocnoco6HOCTH ceTH

B PE3YyJIbTATE BBINTOJTHCHU pa60TI)I CTYACHT MOJYYUT NPAKTUICCKHUEC HABBIKU 11O OIICHKE
pa60TOCHOCO6HOCTH CCTH Ha 3Tale €€ NPOCKTUPOBAHUSA C UCIIOJIB30BAHUEM PA3JIMYHBIX CPC Iepeaadn
nHpopManum.

Pacuet paboTocrnocoOHOCTH CETH(IIPOTOIIKEHHE)
B pesynbprarte BRIIOTHEHUS pabOTHI CTYIEHT MOMYYHUT NPAKTHIECKHE HABBIKH 110 TIPOEKTHPOBAHHIO
JIOKAJTbHON CETH M OPTaHU3aIlNH B3aUMO/ICHCTBHS CETEBBIX YCTPOMCTB Ha (PU3NIECKOM YPOBHE.

CrpykrypupoBaHHas kKabenpHasi cCCTeMa
B PE3YyIbTATE BBINTOJTHCHU pa60TI)I CTYACHT MOJYYUT NPAKTUICCKHUEC HABBIKU 11O MTPOCKTUPOBAHUIO CKC.

CtpykTypHrpoBaHHas KabeiabHas cucTeMa. (IIpoI0JKEeHHE)
B pesynbrate BbINoIHEHHS PaOOTHI CTYACHT MONYYUT HPAKTHYECKUE HABBIKY 10 TOPAIKY (POPMUPOBAHHS
TEXHUYIECKOH JToOKyMeHTaluu mnpu npoextupoanuu CKC.

10

basoBast HacTpoiika u aHaJIM3 paboThl KOMMYTATOPOB

B pesynbprarte BRIIOTHEHUS pabOTHI CTYIEHT MOMYYUT NPAaKTHIECKHE HABBIKH 110 0a30BOI HACTPOIKe
CETCBOI'O 060py,HOBaHI/I$I KaHaJIbHOT'O YPOBHSA (KOMMyTaTOpa) " aHaJIu3y €ro pa6OTI>I C UCIIOJIb30BaAaHUEM
MPOrPaMMHOM MOJEIH.

11

bazoBas HacTpoiika 1 aHaU3 pabOThl KOMMYTATOPOB. (IIPOIOJIKEHHE)
B pesysbrarte BBITOIHEHUS paOOTHI CTYICHT MOMYYHUT MPAKTUYCCKUE HABBIKHU 1O 0A30BOM HACTPOIKE
(U3UIECKOT0 CETEBOr0 000PYAOBAHHUS KAHAIBHOTO YPOBHsI (KOMMYTAaTOpa) U aHAIKM3Y ero paboThI.

12

Kontpons nocryna. Hactpoiika 6e30nacHOCTH Ha MOpTax KOMMYyTaTopa
B pesynbrarte BRIIOIHEHUS paOOTHI CTYIEHT MOMYYUT NPAKTHIECKHAE HABBIKH 110 YCTAHOBIICHHIO KOHTPOIIS
JIOCTYTIa K CETH Ha KaHAIIEHOM ypOBHE B pekKHMe static secure

13

Kontponb noctyma. Hactpoiika 6€30macHOCTH Ha MOpTax KOMMYTaTopa(Tpoa0KEHNE)
B pesynbTate BhIMOMHEHHS pa0OTHI CTYICHT MONYYHUT MPAKTHYECKUE HABBIKU [0 YCTAHOBICHHIO KOHTPOJIS
JIOCTYIa K CETH Ha KaHAJIbHOM ypOBHE B pexkume dynamic secure.

14

Kontponbs noctyna. Hactpoiika 6€30macHOCTH Ha MOpTax KOMMYTaTopa(Tpoa0KEHNE)
B PE3YIbTATE BBITIOJIHCHUSA pa60TbI CTYACHT IOJIYINUT NPAKTHUICCKUE HABBIKU 110 YCTAHOBJICHUIO KOHTPOJISA
JIOCTYTIa K CETH Ha KaHAIIEHOM ypOBHE B pekuMe sticky secure.

15

Hactpoiika STP u ETHER CHANNEL na kommyTaTope

B PE3YyIbTATE BLINTOJIHCHU S pa6OTI)I CTYACHT MOJYUYUT NPAKTUYCCKHUEC HABBIKHU 11O TOCTPOCHUIO CETHU C
HM30BITOYHBIMY CBSI3SIMU HA KAHAJIBHOM YPOBHC.

16

Hactpoiika STP u ETHER CHANNEL nHa komMmMmyTaTOpe(IpOo10JIKEHUE)
B pesynbrate BbIIOIHEHHS PaOOTHI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKH 110 TOCTPOSHHIO CETH C
obecrieueHrEM pe3epPBUPOBAHNUS M OATAHCHPOBKH 3arpy3KH Ha KaHAIEHOM ypPOBHE.




n/n

HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

17

N3yuenue n Hactpoiika VLAN u VTP

N3yuenue u Hactpoitka VLAN Ha 01HOM KOMMYyTaTOpe

B pesynbrate BRITOTHEHHS PaOOTHI CTYAEHT NOIYYUT NPAKTHYECKNE HABBIKH 110 PA3CIICHUIO CETH Ha
norudeckue cermeHTsl (VLAN) ¢ ncrnonp3oBaHieM KOMMYTAaTOPOB.

18

N3yuenne n Hactpoiika VLAN u VTP(iponomkenue)

Wzydenue u HacTpoitka VLAN Ha 0JHOM KOMMyTaTOpe

B pesynbrate BeIITOTHEHHS PaOOTHI CTYAEHT NOMYYUT NPAaKTHYECKNE HABBIKH 110 PA3CICHUIO CETH Ha
moruugeckue cermeHTs! (VLAN) u ynpasienuto koapurypamueit VLAN.

19

Nzyuenune n Hactpoiika VLAN u VTP (mponomkenue)
N3yuenne u nactpoitka VLAN Ha HECKOIBKUX KOMMYTaTOpax C UCIOJIb30BaHUEM MpoTokosia DTP.
B pe3ynbTaTe BbIIOIHEHUS PaOOTHI CTYJEHT HONYUYUT NIPAKTUUECKUE HABBIKY 110 pa3/Ie/IeHUIO CETH Ha

norndeckue cermeHTsl (VLAN) ¢ ncrnonp3oBaHieM KOMMYTAaTOPOB H YIIPABIEHHIO KOH(UTypanuen
VLAN.

20

Nzyuenue n Hactpoiika VLAN u VTP. (nponosxenue)

W3yuenue u HacTpoiika VTP.

B pesynbprarte BRIOIHEHUS pabOTHI CTYIEHT MOMYYHUT NPaKTHIEeCKHEe HaBBIKH 110 yrpaBieHnio VLAN c
nomo1eio npotokona VTP ¢ ucnonp3oBanueM rpynn KOMMYTAaTOPOB.

21

Nzyuenune n nHactpoiika VLAN u VTP. (nmpogoimkenue)
B pe3yinbTate BbITOIHEHHS PAOOTHI CTYAEHT MOTYYUT IPAKTHYECKHUE HABBIKHU 10 TOCTPOEHHIO CETH C
M30BITOYHBIMH CBSI3SIMH Ha KaHAJIBHOM YPOBHE C pa3felieHiueM MapiipyToB mo VLAN.

22

IP anpeca. Knaccel. Cetsb. [loacers
B PE3YIBbTATE BBITTOJTHCHUA pa6OTI)I CTYACHT IOJYYUT NPAKTUUCCKHUE HABBIKU IO paCyY€Ty MACKH IMOJACETU
IS 3aJJaHHOTO KOJIMYECTBA XOCTOB U MOJCETEH.

23

IP angpeca. Kimaccrl. Cetb. [loacers(mmpoaomkeHue)
B PE3YyIbTATE BLINTOJTHCHU S pa6OTI>I CTYACHT MOJYYUT NPAKTUYICCKHUEC HABBIKU 11O paCUCTy aIpCCHOrO IJIaHa
CCTHU NPCANIPUATHA C UCIIOJIB30BAHNECM MACKU (I)HKCHpOBaHHOﬁ JJINHBI.

24

IP agpeca. Knaccol. Cetb. [loacerts. (npoaomkenue)
B PE3YIbTATE BBINTOJTHCHU pa6OTI>I CTYACHT MOJYUYUT NPAKTUUCCKHUEC HABBIKU IO paCuCTy aIpCCHOIO IjiaHa
CCTU NPEANIPUATHA C UCIIOJIB30BAHUEM MACKU nepeMeHHoﬁ JJIUHBI.

25

7 cemecTp YCTpoHCTBO MapuipyTu3aTopa. bazoBas HacTporika
B pesynbrarte BRIOIHEHUS paOOTHI CTYIEHT MOTYYHUT NPAaKTHIECKHE HABBIKH 110 padoTte ¢
MapIIpyTH3aTOPOM TP €TO MEPBOM BKIIFOUYCHHUH ¥ BHITIOITHEHUIO 0a30BOH HACTPOMKH.

26

Hacrpoiika quaamuyeckoro pacnpenenenus ip-aapecon. [Iporokoa DHCP.

(mpoomKeHue)
B pe3ynbTaTe BbIIOIHEHUS PAOOTHI CTYJEHT HOJIyYUT MPAKTUUECKUE HABBIKU 110 KOH(PUTYPHUPOBAHUIO
AaBTOMAaTHUYECKON cucTeMsbl ipucBoeHus [P-anpecos ¢ momornrsio nporokxonaa DHCP.

27

Cratuueckast MmapuipyTtusanus.Mzyuenue Tabiaun MapipyTu3anuu
B pesynbrate BeIIOTHEHHUA PAOOTHI CTYACHT HOIYYUT HPAKTHIECKHE HABBIKH 10 HACTPOWKE CTaTHIECKON
MapIIpyTH3ALUK B CETH U aHAJIM3Y COAEPKUMOT0 TaOJIHIl MapUIpy TH3ANH.

28

Craruueckast MapupyTuzanus.Mzyuenue tTadbaun MappyTu3anuu(po10HKeHUe )
B PE3YyIbTATE BLINTOJTHCHU S pa6OTI)I CTYACHT MOJYUUT NPAKTUYCCKHUEC HABBIKH 110 HaCTpOﬁKe CTaTUYCCKOro
MapuipyTa o yMOJYaHUIO B CETH U aHAIIU3Y COJEPIKUMOTO TaOJIHIl MapIIPYTU3AIIMH.

29

JlucTaHIIMOHHO-BEKTOPHBIN NPOTOKOI MapiipyTuzanuu RIPvl
B pesynprarte BRIIOIHEHUS pabOTHI CTYIEHT MOTYYHUT NPAKTHIECKHE HABBIKH 110 KOH(HUTYPUPOBAHHIO
JUCTAaHIIMOHHO-BEKTOPHOTO MPOTOKOIa MapipyTu3anun RIPv] u ananmzy ero paboTsl.




n/n

HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

30

JIMCTaHITMOHHO-BEKTOPHBIN NPOTOKOJ MapupyTu3anuu RIPv2

B pesynbprarte BRIIOTHEHUS pabOTHI CTYIEHT MOMYYHUT NPAaKTHIECKHE HABBIKH 110 KOH(UTYPHUPOBAHHIO
JUCTAHITMOHHO-BEKTOPHOTO MPOTOKOIa Mapiipytu3anui RIPv2 u ananmmzy ero paboTsI B pexumMe
ABTOCYMMUPOBAHMUS.

31

JlMcTaHIIMOHHO-BEKTOPHBIN NPOTOKOI MapuipyTusanuu RIPv2. (mpogomxenue)

B pesynbrate BbINOIHEHHS paOOTHI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKH 110 KOH(OUTYPHUPOBAHHIO
JIUCTAHIIMOHHO-BEKTOPHOTO MPOTOKOIa MapuipyTuzanuu RIPv2 u anannzy ero paboTsI B pexuMe ¢
GeckItaccoBoif aapecanueii.

32

JlMcTaHIIMOHHO-BEKTOPHBIN poTOoKoJ MapuipyTusauu EIGRP

B pesynbprarte BRIIOIHEHUS pabOTHI CTYIEHT MOMYYHUT MPAaKTHIECKHAE HABBIKH 110 KOH(UTYPUPOBAHHIO
JIMCTaHIIMOHHO-BEKTOPHOTO poToKoiia MapipyTuzanuu EIGRP n ananu3zy ero paboTsl 6e3 Hatuaust
PE3EPBHBIX MapILIPYTOB.

33

JlucTaHIMOHHO-BEKTOPHBIN NpoTokoia MapipyTtusanuu EIGRP(npogomkenue)

B pesynbrate BbINOIHEHHS PaOOTHI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKH 110 KOH(OUTYPHUPOBAHHIO
JUCTAaHIIMOHHO-BEKTOPHOTO npoTokona Mapuipytusanun EIGRP n ananmu3sy ero paboTsl ¢ pe3epBHBIMU
MapIIpyTaMH.

34

[IpoTokon mapupytuzanuu coctosinusg Junuu OSPF
B pesynbTaTe BBITOTHEHHS paOOThl CTYCHT HOJMYYHT MPAKTUYSCKUAE HABBIKU 10 KOHPHUTYPHPOBAHHIO
MPOTOKOJIa MapupyTu3anuu coctosiuus kanana OSPF u ananusy ero paboTsl B oiHON 001aCTH.

35

ITporoxon mapumpytuzanuu cocrostHus duHuu OSPE. (mponomkenue)

B pesynbrate BbINogHEHHS paOOThI CTYACHT MOIYYUT NPAKTHYECKUE HABBIKHU 110 KOH(OUTYPHUPOBAHHIO
MPOTOKOJIa MapuIpyTu3anuu coctosiuus kanana OSPF u aHanuzy ero paboTsl py MaciTabupoBaHUK Ha
HECKOJIBKO 001acTei.

36

[Iporoxon mapupyTtuzanuu coctostHust tuHun OSPF(iponomkenue)

B PE3YyIbTATE BLIITOJTHCHU pa6OTBI CTYACHT NMOJYUYUT NPAKTUICCKHUEC HABBIKH 11O KOH(l)I/IprI/IpOBaHI/IIO
MMPOTOKOJIa MAapHIPpyTHU3allu COCTOSAHNA KaHaJla OSPF u aHaJIu3y €ro pa60TLI B IIUPOKOBCHIATCIILHOM
JOMCHE.

37

Texnonorus tpancasauuu aapecos NAT, PAT(nponomxenue)
B pesynprare BRIIOTHEHUS pabOTHI CTYIEHT MOMYYUT MIPAKTUIECKUE HABBIKU T10 MCTIOIB30BaHHIO
TEXHOJIOTUH TpaHCISIKU afpecoB NAT npu mocTpOeHHH CEeTH.

38

Texnonorust Tpancisiuu aapecoB NAT, PAT(nmponomkenue)
B pesynprare BRIIOTHEHUS paObOTHI CTYIEHT MOMYYUT MPAKTUIECKUE HABBIKHU 110 MCTIOE30BAHHIO
TEXHOJIOTMHU TPAHCIIAIUU aAPECOB PAT IpUu NOCTPOCHUHN CCTU

39

[TonwuTHEpdEiichkl Ha MapIIpyTHU3aTOpE
B pe3ynbTaTe BbIIOIHEHUS PAOOTHI CTYJEHT HOJLyYUT NPaKTUUECKUE HABBIKU [10 HACTPOKKE

nopuHTepdeiicoB Ha MapUIPYTH3aTOPE JJIsl YIIPaBJICHUs TPApHKOM IIpHU Mepeaade Mex1y pasHbIMU
VLAN.

40

PesepBupoBanue murosa
B pesynbrate BBITOTHEHHS PaOOTHI CTYAEHT NONYYUT NPAKTHYECKNE HABBIKH 110 CO3JaHUIO PE3EPBHBIX
MOIKITFOYEHUH [T BBIXOa B APYTYIO CETh ¢ TOMOIIBI0 mpoTokoixa HSRP

41

PesepBupoBanue nuio3a(poa0KeHue)
B pesysbrarte BBINOIHEHUS paOOTHI CTYICHT MOJYYHUT NPAKTUUECKUE HABBIKH 110 CO3aHUIO PE3EPBHBIX
MOJKJIFOUEHUH JIJIs1 BBIXOJa B APYTYIO CETh C MOMOIBIO poTokona VRRP
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42 |PesepBupoBaHHE MUTIO3a(TPOAOTIKEHHUE)
B pesynbprarte BRIIOTHEHUS pabOTHI CTYIEHT MOMYYUT NPAaKTHIECKHE HABBIKH 110 CO3IaHUIO PE3EPBHBIX
TIOIKJTIOYEHHH TSl BEIXO/A B IPYTYIO CETh U OAIAHCHPOBKH 3arpy3KH ¢ MOMOIIbI0 ipoTokosna GLBP.

43 |CymMMHpOBaHUE MapIIPyTOB
B pe3ynbpTaTe BBINOIHEHHS PaOOTHI CTYJEHT IOJIYYHUT NPAKTUUSCKUE HABBIKU 110 ONTUMU3ALUH TaOIHI]
MapLIpyTU3ALUHU ¢ TOMOIIBI0 CYMMHPOBaHUS MapiipyToB B mpotokosax EIGRP u OSPF.

44 |O6ecneueHne 0€30MaCHOCTH HA CETEBOM YPOBHE C IMTOMOIIBIO CITUCKOB JIOCTYTIA
B pesynbrarte BRIIOTHEHUS paOOTHI CTYIEHT MOMYYUT MPAKTHIECKHE HABBIKH 110 YIIPABICHUIO TPahUKOM
Ha CETEBOM YPOBHC C IOMOLIBIO CTAHAAPTHBIX CIIMCKOB KOHTPOJIA JOCTYIIA.

45 |O6ecneuenne 0€30MaCHOCTH HA CETEBOM YPOBHE C ITOMOIIBIO CITUCKOB
JocTyna(mpoI0JKEHHE )

B PE3YyIbTATE BBINTOJTHCHU pa60TI)I CTYACHT MOJYYUT NPAKTUYCCKHUE HABBIKU 11O YIIPABJICHUTIO Tpa(i)I/IKOM
Ha CETEBOM YPOBHE C TIOMOLILIO PACHIUPEHHBIX CITMCKOB KOHTPOJIA JOCTYyIIA.

46 |IlepepacnperneneHre MapIIpyTHOW HHPOPMALITUN
B pesynbrarte BRIIOTHEHUS paOOTHI CTYyIEHT MOIYYUT MPAKTHIECKHE HABBIKHU 110 00eCIIeueHHI0 OOMeHa
MapIIpyTHOW HHPOpPMALHE MeX Ty Pa3IUIHbBIMH TPOTOKOJIAMH MapIIpyTH3ALNH.

47 |IIporokon mapuipytusanuu BGP
B pesynbTate BhIMOMHEHHS pabOThI CTYICHT MOMYYHUT MPAKTHYSCKUAE HABBIKU MO KOHPUTYPHPOBAHHIO
npoTokoiia Mapupyrtusaimu BGP u ananu3y ero padoThL.

48 |Hacrpoiika maprpytuzanuu [Pvo
B pesynbrate BbINogHEHHS paOOThI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKHU [0 KOH(OUTYPHUPOBAHHIO

npoTokosioB MapmpyTm3anuu RIPng, EIGRPv6, OSPFv3 n ananmsy ux paOboThL.

4.3. CamocrosiTenbHas padoTa 00y4JaroIMXCs.

Bun camocrosTensHO#M paboThI

1 |Pa3paborath ceThb nepeaaun JaHHBIX ¢ UCTIONb30BaHueM npoTokosioB RIP, EIGRP,
HSRP.

[ToaroroBka k J1abopaTopHBIM paboTam

BrinonHenue KypcoBoii paboTHI.

IToaroroBka k IPOMEKyTOUHOM aTTECTALUH.

o b~ WD

[ToaroToBka K T€KyIemMy KOHTPOJIIO.

4.4. IlpumepHbIN IEpeUeHb TeM KypPCOBBIX PabOT

1. Pa3zpaboTaTh ceTh nepegayu JaHHBIX ¢ UCTOIb30BaHUEM NMPOTOKOJI0B RIP,
EIGRP, HSRP.

2. PazpaboTaTh ceTh nepeayu JaHHBIX ¢ UCTIOIb30BaHUEM MPOTOKOJI0B RIP,
OSPF, HSRP.

3. Pa3paboTathb ceTh nepegadyu JaHHBIX C UCIOJIb30BaHUEM MPOTOKOJIOB RIP,
BGP, HSRP.



4. PazpaboTaTh ceThb nepelayu JaHHBIX C UCTOJb30BaHUEM MPOTOKOJI0B RIP,

EIGRPVRRP.

5. Pazpaborarth ceTh nepegadu JaHHBIX C UCIIOIb30BaHUEM MTPOTOKOJIOB RIP,

OSPF, VRRP.

6. Pa3paboTath ceTh nepegadn JaHHBIX C UCIOJIb30BaHUEM MPOTOKOJIOB RIP,

BGP, VRRP.

7. PazpaboTtath ceTh epeadu JaHHBIX C UCIIOIb30BaHUEM MTPOTOKOJIOB RIP,

EIGRPGLBP.

8. Pa3zpaboTtarh ceTh mepeaauu TaHHBIX C UCIIOIb30BaHUEM MTPOTOKOJIOB RIP,

OSPF, GLBP.

9. Pa3paboTath ceTh nepeaadu JaHHBIX ¢ UCIOJIb30BaHUEM NPOTOKOJIOB RIP,

BGP, GLBP.
10. Pa3paborath
EIGRP, OSPF, HSRP.
11. Pa3paborath
EIGRP, OSPF, HSRP.
12. Pa3paborath

EIGRP, OSPF, VRRP.

13. PazpaboraTh

EIGRP, OSPF, VRRP.

14. Pa3paboTath
EIGRP, OSPF, GLBP.
15. Pa3paborath
EIGRP, OSPF, GLBP.
16. Pa3pabotaTh
EIGRP, BGP, HSRP.
17. PazpaboraTh
EIGRP, BGP, VRRP.
18. Pa3paborathb
EIGRP, BGP, GLBP.
19. PazpabotaTh
OSPF, BGP, HSRP.
20. Paspaborath
OSPF, BGP, VRRP.

5. llepeuens wu3naHUM,

CCTh IICpCAauu JaHHBIX C

CCTh HCpcaavn JaHHBIX C

CCThb IICpCaavyr MaHHBIX C

CCTh IICpCaAauu JaHHBIX C

CCTh IICpCAauu JaHHBIX C

CCTh HCpcaadu JaHHBIX C

CCTh IICpCaauu JaHHBIX C

CETh MEPEIauYu JTAHHBIX C

CCTh nCpcaadyun JaHHBIX C

CCTh IICpCaauu JaHHBIX C

CCTh IICPpCAauu JaHHBIX C

OCBOEHUHU JTUCLUIUIMHBI (MOTYJIS).

HCIIOJIb30BaHUECM

HCIIOJBb30BAHHUECM

HCIIOJIB30BaHUEM

HCIIOJIB30BaAHUCM

HCIIOJIB30BaHHUECM

HUCIIOJb30BAHUECM

HCITIOJIB30BaHUCM

HCIIOJIb30BAHHUECM

HUCIIOJBb30BAHUECM

HCIIOJIb30BaHHUCM

HCIIOJIB30BaAaHHUCM

MIPOTOKOJIOB

IIPOTOKOJIOB

IIPOTOKOJIOB

IMPOTOKOJIOB

MIPOTOKOJIOB

IIPOTOKOJIOB

IIPOTOKOJIOB

MIPOTOKOJIOB

IIPOTOKOJIOB

IMPOTOKOJIOB

MPOTOKOJIOB

KOTOPBIC PCKOMCHAYCTCA MCIIOJIB30BATH IIpU



y bubnnorpaduueckoe onucanue Mecro nocryna

n/m

1 Cxsopuona, T. 1. KomnbrorepHbie https://e.lanbook.com/book/163825 (mata
KOMMYHHUKAIMH ¥ CETH : y4eOHO- oopamenus 30.04.2025

meTtonudeckoe mocodue / T. M. CkBopiioBa.
— Mocksa : PTY MUPDA, 2020. — 223 c.
— Texcrt : anexTpoHHbIi // Jlans :
AIIEKTPOHHO-OMOIMOTEYHAS CUCTEMA.

2 Kenenkos b.B., OCHOBEI ceTeBBIX http://library.miit.ru/bookscatalog/metod/04-
TexHonoruit. ®usndeckuii yposens : Meros. | 78203.pdf (nara obpamenus 30.04.2025)
yka3. k 1a0. pab. mo auci. "Cetu 9BM u
TesekoMMyHukauuun" s crya. IV kypcea
cren. "BrraucanTenbHbIe MallldHbI,
KOMIUTEKCHI, cucteMbl U cetn”" MUUT. Kad.

"BeraucnuTenbHble CUCTEMBI B ceTH'. - M. :
MUWUUT, 2007. - 43 c.

3 | Xenenkos b.B. Pabora kommyTaTtopoB http://library.miit.ru/bookscatalog/upos/04-
Cisco B JTOKaIbHBIX CeTsX : yued. mocobue | 35255.pdf (nara obpamenus 30.04.2025)
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"BeraucnuTenbHbIe CUCTEMBI B ceTH'. - M. :
MUWUNT, 2007. - 92 c.

4 | Kenenkos b.B., KananbHblil ypoBeHb http://library.miit.ru/bookscatalog/metod/03-
mozenu OSI: MeTon. ykas. k 1a6. pab. mo 41547.pdf (mara o6pamenus 30.04.2025)
nuci. Cetu 9BM 1 TeleKOMMYHUKAITUU TS
cTyn. 4 xypca crerl. BeraucnurenbHbIe

MaIllMHbI, KOMILJIEKCHI, CHCTEMBI U CETH,
Hanp. MHpopmMaTHKa U BEIYUCIUTETbHAS
texnuka /; MUUT. Kad. Beraucnurensasie
cucteMsl 1 cetd. - M.: MUUT, 2011. - 50 c.
: a-un. - bubnumorp.: c. 49.

5 INonmosckuiifl.M., Xenenkos b.B., http://library.miit.ru/bookscatalog/metod/DC-
Ipiranosa H.A. MapmpyTtu3anus B 407.pdf (nata obpamenus 30.04.2025)
KOMITBIOTEPHBIX CETsIX: YuebHoe nocoodue. -
M.: PYT (MUUT), 2017. — 114 c.

6. IlepeueHb COBpEeMEHHBIX MPOQPECCHOHANBHBIX 0a3 JaHHBIX U
UH(OPMAIIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOpPbIE MOTYT HCHOJb30BATHCS MPH
OCBOEHUHU JTUCLUIUINHBI (MOTYJIS).

Hayuno-texanueckas 6udnuorexka PYT(MUUT) http://library.miit.ru/

OdunmanbHelil caidT o noaaepkke pemenuit Cisco https://www.cisco.com/



(DOPYM CIIenuaJinCToB 10 I/IHCI)OpMaI_[I/IOHHBIM TEXHOJIOTUAM
http://citforum.ru/

HNHTepHEeT-yHUBEPCUTET UH(OPMAIMOHHBIX TEXHOJIOI U
http://www.intuit.ru/

TemaTnueckui bopym 1o uH()OPMAIIMOHHBIM TEXHOJIOT UM
http://habrahabr.ru/

7. IlepeueHb  JUIIEH3UOHHOTO U  CBOOOJHO  PACHPOCTPAHIEMOTO
NpOrpaMMHOr0 OO€CTeUYeHUs, B TOM YHUCJIE OTEUECTBEHHOI'O MPOU3BOACTBA,
HEO0OXOIMMOTO /11 OCBOCHHUS TUCIUTIIIMHBI (MOIYJIs).

- OC Windows
- Microsoft Office
- Nurepuer-Opay3zep (Yandex u nip.)

8. Omnucanne MaTepUabHO-TEXHUUYECKON 0a3bl, HEOOXOAUMON ISt
OCYIIIECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUIUTHHE (MOIYJIIO).

-YueOHast ayauTopusi JUIsi TPOBEICHHUS YYEOHBIX 3aHATHN (3aHATUH
JIEKIIMOHHOTO THUTIA, TPAKTUUYECKUX 3aHATUHN):

- KOMIIBIOTEp  TpemojaBaresis, pabouue  CTaHIMU  CTYJCHTOB,
MyJIbTUMEIUIHOE 000pYyI0BaHUE, TOCKA.

AyauTopus NOAKIIOUEHA K ceTu «HTepHeT».

9. ®opma MpOMEKYTOUHOM aTTECTALINU:

KypcoBas pabora B 7 cemectpe.
DK3aMeH B 7 ceMecTpe.

10. OneHoYHBIE MaTEpHUATIBI.

OreHOYHBIE MaTepHUabl, TPUMEHSIEMBIE TTPU MTPOBEACHUH TPOMEKYTOUHOM
aTTecTaluu, pa3pabaThIBAIOTCS B COOTBETCTBUU C JIOKATHLHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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