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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

LenssmMu ocBoeHMs yueOHOU AUCIUTUTHHBI « KOMIIBIOTEpHBIE CETUY» SBISIOTCS
dbopMHpoOBaHHE KOMIIETCHIIMM 110 OCHOBHBIM paszfielaM TEOPETUUYECKUX U
MPAKTUYECKUX OCHOB MAapHIPYTU3allMM B  JIOKAJTBHBIX U  TJ00ATBHBIX
KOMITBIOTEPHBIX CETSX, a TAKKE U3yYEHUE padOThl MapIIPyTU3aTOPOB U NOJIyUCHHE
HABBIKOB [TPOEKTUPOBAHUS KOMITBIOTEPHBIX CETEH.

CtyaeHTsl AOKHBI HAYYUTHCS MPOECKTUPOBATH KOMIIBIOTEPHBIE CETH C
UCIOJIb30BAHUEM COBPEMEHHOI'O0 CETEBOro OOOpYJIOBaHUS B COOTBETCTBUM CO
CTaHJapTaMy W BBIMOJHATH 3a7a4M MO0 HACTPOMKE 000pYIOBaHUS M IMOAJECPKKE
paboTOCIIOCOOHOCTH CETH.

OCHOBHBIMM 33JJa4aMU TUCHUIUINHBI SIBISIOTCS:

* O3HaKOMJIEHHME C MPHUHLMIIAMH CETEBOI0 B3aWMOJIECHCTBUS Ha OCHOBE
mozenu OSI u cTeka TeneKoOMMyHUKaMOHHBIX TpoTokojaoB TCP/IP.

* PaccmoTpenue TexHoI0ruil epeiayn JaHHBIX Ha (U3HMYECKOM YPOBHE.

* M3yueHure MpoTOKOJIOB JIOKAJIbHBIX CETEH.

 N3yuenue texnonoruu Ethernet.

* N3yuyenus npuHuunos npoektupoBanus CKC.

* U3yueHue mnOpUHIUIOB pabOThl KOMMYTAaTOPOB W TEXHOJOTUH WX
MIPUMEHEHUSI.

* M3ydyenue agpecanuy Ha CETEBOM yPOBHE.

 N3yuyenue nporokoisos cereBoro yposus: [P, DHCP, ARP, ICMP.

* M3yueHue npuHIUIIOB pabOThl MAPUIPYTU3ATOPOB U UX OCHOBHBIX 33]1a4.

» U3yuenue crioco00B MapuipyTH3AIUH.

 N3yuenue npotokonoB mapupytuzanuu RIP, EIGRP, OSPF, BGP.

e M3yyeHue OOMOJHUTENBHBIX BO3MOXKHOCTEH MapuipytuzatopoB: NAT,
PAT, pe3epBupoBaHue MUI030B.

» O030p TEXHOJIOTUM II100AIBHBIX CETEH.

* M3y4yeHue mpoTOKOJIOB KaHAJIBHOTO YpoBHSI WAN.

 3yueHue npaBuil NpOEKTUPOBAHUS KOPITOPATUBHBIX CETEH.

2. [Inanupyemblie pe3ysibTaThl 00y4YEeHHUS 110 AUCIUIUIMHE (MOIYJIIO).

[lepeuenb GopMHpyeMBIX pe3yiabTaTOB OCBOEHHS 0Opa30BaTEIbHOM
porpamMmsl (KOMIIETEHLUI) B PE3yJIbTaTe 00yUYEHUs M0 TUCUMILINHE (MOIYIIO):

IIK-6 - CnocoOHOCTh aHaNU3HPOBATH APXUTEKTYPYy, KOMIIOHEHTHI U
XapaKTEPUCTUKN TEICKOMMYHUKAIIMOHHBIX W aBTOMATH3WPOBAHHBIX CHCTEM,
BBISIBIISITH MTOTCHITUATBHBIC YSI3BUMOCTH U OIEHUBATh HH(POPMAIIMOHHBIC PUCKH;



IIK-7 - CnocobHOCTh BbIOMpaTh M HPUMEHSATh TEXHUYECKHUE CPEICTBA
3alUThl  MHpOpMaLMK, oOecneyrBaTh HUX (YHKUMOHUPOBAHHE, MPOBOAUTH
BOCCTaHOBJICHHE U 3aMEHY OTKA3aBIIUX KOMIIOHEHTOB;

ITIK-10 - CnocoOGHOCTh OCYIIECTBIATh UHCTPYMEHTAIbHBI MOHUTOPUHT U
aHaJlu3 COCTOSIHUSL O€30MAaCHOCTH KOMIBIOTEPHBIX CUCTEM M CETeH, BBISBIATH
ySI3BUMOCTH M OLIEHUBATH YPOBEHb 3aLIUIIICHHOCTH.

OOGy4eHue 1o JUCUUILIMHE (MOAYJII0) MPEANOaraeT, YTo 10 €ro pe3yJibraram
oOyuatoruiicst Oyier:

3HaTh:

- o0muMe NpuHUUIBl (PYHKIMOHUPOBAHUS allapaTHBIX, MPOTPaMMHBIX U
IPOrpaMMHO-aINaPaTHBIX CPEICTB aAMUHUCTPUPYEMON CETH;

- ApPXUTEKTYpy alllapaTHBIX, NPOrPaMMHBIX M MPOrpaMMHO-ANNapaTHBIX
CPEIICTB aIMUHUCTPUPYEMOH CETH;

- mozenb [SO s ynpasnenus cereBbIM TpapukoM, moaenu [EEE;

- MPOTOKOJbl KAHAJIBHOI'O, CETEBOT0, TPAHCIOPTHOIO U MPHUKIAJTHOIO
YPOBHEH MOJIENIN B3aUMOJACHCTBUSI OTKPBITHIX CUCTEM;

- METOJbl U TEXHOJIOTMH MPOEKTUPOBAHUS, MOJACIUPOBAHUS, UCCIIETIOBAHUS
CHCTEM 3alUThl HH(POPMaLUU

- KpUNTorpaguueckue nNpoTOKOJIbI, IPUMEHSIEMbIE B KOMIIBIOTEPHBIX CETAX

- MojAcHUCTEeMbl HMH()OPMAIMOHHOW 0€30MacHOCTH KOMIBIOTEPHBIX CETEH,
yIpo3bl 0€30MACHOCTH, PEKUMBI IPOTUBOAECHCTBUS.

Ymersn:

- OpraHM30BBIBaTh M TOJJCPKUBATH BBIMOJTHCHUE KOMIUICKCA MeEp IO
obecnieueHn0 UHPOPMAITMOHHON OE30MTaCHOCTH;

- ONpenensiTh COCTaB M TOPSAJOK aAMUHUCTPUPOBAHUSA MOACUCTEMBI
nH(OPMAIITMOHHON O€30MTaCHOCTH;

- TPOEKTHPOBAaTh ¥  PEAIM30BBIBATh  MMOJHUTHKY  OE€30MacCHOCTH
BBIYHCIIATEIBHBIX CETEH

- OCYIIECTBIIATH MOHUTOPHUHT aJIMUHUCTPUPYEMBIX CETEBBIX YCTPOUCTB IS
OLICHKH YPOBHs O€30MaCHOCTH KOMITBIOTEPHBIX CETEH.

- aHANW3UPOBATh  OCHOBHBIC  XApaKTEPUCTUKA U  BO3MOXHOCTH
TEJIEKOMMYHUKAIIMOHHBIX CUCTEM 10 Tiepeiaue HHGOpMaIiu

- MPUMEHITh METOJbl aHaJu3a 3aAlUIIEHHOCTH KOMIBIOTEPHBIX CHUCTEM H
ceTen

- ympaBisTh TpadUKOM ISl 3amUThl WHGOpMAIMK Tpu padoTe ¢ Oazamu
JTAHHBIX, TIPH Tepeave Mo KOMITBIOTEPHBIM CETSIM;

Baanern:



- HaBbIKaMH KOH(UTYPUPOBAHUS IPOTPAMMHBIX U TPOTPaMMHO-aNNapaTHbIX
CPEACTB aAMUHUCTPUPYEMOU CETH, BEIOOPA U HACTPOUKHU MPOTOKOJIOB KAHATBLHOTO
U ceTeBoro ypoBHs moaenu OSI;

- pa3paboTKHU U UCCIIEIOBAHUS MOJIEIEH KOMIIBIOTEPHBIX CETEN U MOJICUCTEM

0e30macHOCTH

- HaBBIKAMH OPraHM3allid U IOJJICPIKKH BBINOJHCHUS KOMILICKCA MeEp II0
o0ecrieueHUIO nH(pOpMAITMOHHOM 0€30I1acCHOCTH, MOHUTOPHUHTA
(yHKIMOHUPOBAHUS ITOJICUCTEM UH(}OpPMAMOHHOM 0e30MacHOCTH
KOMITBIOTEPHBIX ~ CETeH; - HaBBIKAMH OIEHKH ypPOBHS  OE€30MacHOCTH

KOMIIBIOTEPHBIX CETE€, B TOM YHUCJIE B COOTBETCTBMM C HOPMATHUBHBIMU U
KOPIOPAaTUBHBIMU TPEOOBAHUSIMH.

- HAaBbIKAMH aHAJIN3a [ApAMETPOB IMPOU3BOJAUTEILHOCTA U COCTOSHUSA
0€30MacHOCTH aIMUHUCTPUPYEMOIl CeTH 3a YCTAaHOBJICHHBIM mepuona (CyTKH,
HEeJeNsl, MecAll, KBapTajl, rojd); CPaBHEHHUS IapaMETPOB IPOU3BOJUTEILHOCTH
aIMUHUCTPUPYEMOM CETHU 3a YCTAHOBJIEHHBIM Nepuona (CyTKH, HEAes, MeECHll,
KBapTa, rof), COCTaBJIECHHS OTYETOB O MMPOU3BOAUTEILHOCTH aAMUHUCTPUPYEMOM
CETH;

3. O06beM TUCUMIUTAHBI (MOYJIS).
3.1. O0mast Tpy10eMKOCTh AUCITUTUTHHBI (MOJTYJIS).

OO6masi TpyA0E€MKOCTh IUCHHUILTUHBI (Moayssi) coctaBisger 10 3.e. (360
aKaJgeMUYECKUX Yaca(oB).

3.2. O6bem mucummuiiHbl (Momynsi) B (opmMe KOHTAaKTHOW pabOThI
oOyyarmuxcsi ¢  MeJarorMueckuMu  paboTHUKaMu ©  (WIM)  JIUIAMH,
MPUBJIEKAEMBIMHU K pean3aiuy o0pa3oBaTeIbHON MPOTPaMMbl HA UHBIX YCIIOBUSIX,
MIpU POBEJCHUN YUCOHBIX 3aHSATUMN:

KomuuectBo uacos
Tun yueOHbIX 3aHATHH Cemectp
Bcero

Ne6 | Ne7

KonrakTHas paboTa rmpy npoBeieHUN Y4eOHBIX 3aHSTHH (BCET0): 176 96 80
B ToMm uncie:

3aHsATHS JIEKIMOHHOTO THIIA 80 48 32

3aHATHS CEMUHAPCKOTO THITA 96 48 48

3.3. O6beM auCHUIUIMHBI (MOIyJsl) B (popMe CaMOCTOSITETLHON PalOOThI
oOydJarommxcs, a Takke B (opMe KOHTAKTHOM pabOThl OOydYaroIIMXCA C
nearornaecKuMu paboTHUKAMU U (WIJIH) JTUIIAMU, TIPUBJICKAEMBIMH K peaTu3aiiu



o0pa3oBaTeNpbHOM MPOTrpaMMbl HA HWHBIX YCIOBHUSX, TMPH MIPOBEIACHHUH
IIPOMEKYTOUHOM aTTecTaluu cocrapiser 184 akaneMmuyeckux yaca (0OB).

3.4. IIpu 0Oy4eHNH 110 UHANBUIYAITBHOMY YIeOHOMY IIaHY, B TOM YHCIIE TPH
YCKOPEHHOM O00Yy4YeHHH, 00BEM MUCIUIUIMHBI (MOIYIsI) MOKET OBITh pealn30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITEIbHON paboThl 00yJaronuxcs, a Takke B hopme
KOHTaKTHOW PabOThl 00ydYalOImMUXCs C MEAArorundecKuMu pabOTHUKaMH U (WJTH)
JUIIAMU, TIPUBJIEKAEMBIMH K PeaTU3aIlii 00pa30BaTEIbHOM MTPOTrPaMMBbI Ha HHBIX
YCIIOBHSIX, TIPH MIPOBEJCHUH TIPOMEKYTOUYHOMN aTTECTAIINH.

4. ConeprkaHue JUCIUTUIAHBI (MOIYJIIA).

4.1. 3aHATHA TEKOIUOHHOT'O THUIIA.

y TemaTrka JIEKITMOHHBIX 3aHATHUM / KPATKOE COJEPIKAHHE
/1

1 6 CEMECTP BBCI[GHI/IG B CE€TCBBIC TCXHOJIOT MU

-ITonstue — cern.

-OnuceIBaeTCst UCTOPUS MOSBICHUS U PA3BUTHS CETEH.

-PaccmatpuBaroTcsi 0cOOEHHOCTH JIOKAJIBHBIX, II00ATBHBIX M TOPOJCKHUX CETEH, OTINYHS JIOKATBHBIX U
rII00aIbHBIX CETeH.

-IIpuBOASTCS XapaKTEPUCTUKU CETEM OTAEIOB, KAMILyCOB M KOPIIOpaLUil.

2 |BBeneHue B ceTeBBbIe TEXHOJIOTHH(ITPOIOKCHHIE)
PaccmaTpuBaeBbie BOIPOCHI:

'Tp66OBaHI/I${ K BBIYUCJIUTCIBHBIM CCTAM.

'PaCCManI/IBaK)TCH Tpe6OBaHI/IH, NpeaABbABIIACMBIC K BBIYUCIIUTCIBHBIM CCTAM.
-HpOPBBOI[I/ITeJ'[LHOCTL, HaJIC)KHOCTBD, 6630H3CHOCTL, MpO3pavYHOCThb.

3 |BBenenue B ceTeBbie TEXHOIOTHH(IIPOIOIKEHHE)

PaccmarpuBaeBbie BOIPOCHI:

-Mogens OSI.

-«OTKpBITAst CHUCTEMAY.

-CranmapTu3amms.

-PaccmatpuBaercs B3aumoieiictBue «OTKPBITBIX CUCTEM», MHOTOYPOBHEBBIH MOXO/1, ICKOMITO3HIIHUSL. ---
OmnuceiBaercs Moaens OS] u ee YpOBHH, a TaK XKe IIATh MAroB HHKAIICYIISIHY.

4 |BBeneHue B CETEBbIE TEXHOIOTUU(TIPOJOIKEHNUE)

PaccmatprBaeBbie BOIIPOCHI:

-Crekn TCIICKOMMYHHUKAIIUOHHBIX ITPOTOKOJIOB.

-IIpuBonsiTCS IPUMEPBI CTEKOB KOMMYHHUKAIIMOHHBIX MTPpoToKosoB: ctek OSI, crex TCP/IP.
-PaccmaTpuBaroTcst Ha3HAUYEHUE U IPUHIMITEI PAa0OTHI IPOTOKOJIOB TpaHcnopTHOro yposHs TCP u UDP.

5 |BBenenwne B ceTeBbIC TEXHOJIOTHH(TIPOIOIKEHNE)

PaccmarpuBaeBbie BOIPOCHI:

-CTangapTu3anys U CTpyKTypHU3alys CEeTeH.

'HpI/IBOHHTCﬂ OCHOBHBIC UCTOYHUKU CTAHAAPTOB U OCHOBHBIC YPOBHU CTAHAAPTOB.




TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

/T
-CTpyKTypHu3aLus Kak OCHOBA IIOCTPOCHHUSI BBIYMCIUTEIBHBIX CETCH.
-IIprBOASATCS IPHHUKIIBI CTPYKTYPU3ALHKH KAK OCHOBBI IIOCTPOCHHMS BBIYUCITUTEIBHBIX CETEH.
OMUCHIBAIOTCSI TOTIONIOTHH CETEBBIX HHAPACTPYKTYP.
-PaccmarpuBaetcs husmyeckas U JOrHYECKast CTPYKTYPH3AIHS CETH.
6 |Duznueckuii ypoBeHb
PaccmatprBaeBbie BOIPOCHL:
-KaOenbHbIe JTHHUY.
-OnuCHIBAIOTCS THIIBI KaOCTBHBIX JIMHUHN [UISI IIepeIadn JaHHBIX, UX KOHCTPYKIUS U XapaKTePUCTHKU.
-OnUCHIBAIOTCS METO/IBI [IEPEAAYH AUCKPETHBIX JaHHBIX, aHAJIOTOBAsT MOy JISIIIASL.
-PaccMarpuBaroTCst METOIBI LIU(PPOBOTO U JIOTHIECKOTO KOIUPOBAHHUSL.
7 |Dusnyeckuii ypoBeHb(TIPOIOIKEHUE)
PaccmatpuBaeBbie BOIPOCHL:
-PagnokaHaibl.
-OnHUCBHIBAIOTCS OCHOBHEIE IIPUHIMUIIBI UCITIOJIB30BaHUA paJMUOKAHAIOB CHyTHI/IKOBOﬁ M Ha3eMHOMU CBS3U JJIA
Opranusanuu ceTen nepeaayun JaHHbIX, IMMapaMETPbl CUTHAJIOB U alllapaTrypa nepeaaiu JaHHbIX. -
PaccMaTpHBaIOTCs CTPYKTYPBI IOCTPOCHUSI CETeH 0(HCOB.
-OnUCHIBAIOTCS METO/IBI KOJUPOBAHUS JAHHBIX, IEPEAABASMBIX 10 PaIHOKaHAIAM U OCHOBHBIC BOIIPOCHI
6e301acHOCTH.
8 |KananbHBIN ypoBEHB
PaccmatpuBaeBbie BOIPOCHL:
-MeTo/bl OCTYIA K Cpejie epejadn JaHHBIX.
-OnuchIBaeTCs Ba crnocoda I0CTymna K cpejie epeaadn JaHHbIX — IeTePMUHUPOBAHHbIH (Ha mpUMepe
texHojoruit TokenRing u FDDI) u BepositHocTHBI# (Ha npuMepe TexHosioruu Ethernet).
-PaccmarpuBaroTcs npuMepsl TOMOJIOTHH, IPEUMYIIIECTBA U HETOCTATKH.
9 |KananpHBIH YPOBEHB(TIPOJOKEHHUE)
PaccmarpuBaeBbie BOIPOCHL:
-CriocoOBI Tiepeiauy JaHHBIX Ha KaHAIBHOM YPOBHE.
-OnHCHIBAIOTCSA METOIBI IEpeaun JaHHBIX Ha KaHAJIbHOM YPOBHE, aCHHXPOHHAsI M CHHXPOHHAs Iepenayva.
-PaccmaTtpuBaroTCs CHMBOJIBHO-OPUEHTHPOBaHHBIC U OUT-OPHEHTUPOBAHHBIC IPOTOKOJBI M MIepeaaya ¢
YCTaHOBJICHHEM U 0€3 YCTAaHOBJICHHS COCIMHEHHS.
10 |KananbHbII ypoBeHB(ITPOAOIKEHHE)
PaccmatprBaeBbie BOPOCHI:
-O0HapyxeHHe OIMOOK U KOMIPECCHUs JaHHBIX Ha KaHaJbHOM YPOBHE.
-PaccMaTpuBarOTCst MEXaHM3MBI pean3aliy OOHAPYIKESHHUS 1 KOPPEKIUK OMIMOOK Ha yPOBHE Kaapa Ha
puMepe KOHTPOJIS Mo maputety u pacdera CRC.
-IIpuBoAsATCSA METOIBI KOMITPECCHS AAHHBIX TS MEPeaul 0 HU3KOCKOPOCTHBIM KaHalaM CBSI3H.
11 |JlokanbHbIE CETH
PaccmatprBaeBbie BOIPOCHI:
-IIpOTOKOJIBI TOKAIBHBIX CETEH.
-PaccmaTpuBaroTcst MpOTOKOJIBI JTOKAJIBHBIX CETEH UX 3a1aun, CTpykTypa cragaaptoB IEEE 802.X.
-ITonpo6HO paccmarpuBaercs nporokox LLC (802.2) u tuns! npouenyp yposss LLC.
12 |JloxanpHbIE CETH(MPOAOTHKCHHE)

PaccmaTpuBaeBbie BOIIPOCH:

-Texnomorus 802.3 (Ethernet).

-OnmchIBalOTCS NPUHIUIIBI padoTs! TexHoxoruu 802.3, Tomosnorus, metox poctyna CSMA/CD. -
PaccmaTpuBaroTcs aTansl IOCTyNa K CpeJie Mepeiaun JTaHHBIX, BOSHUKHOBEHNE KOJIJIM3HUHU, BPEMSI JIBOWHOTO
obopora.

-Brimounnsercs ouenka npousBoautenbHoct Ethernet.




n/n

TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

-PaccmaTpuBaroTcst mapaMeTpsl 1 OCOOCHHOCTH HCIIONB30BaHuA (hmzndeckoii cpensr Ethernet B
cooTBeTCcTBUH co ctannapramu 10Base-5, 10Base-2, 10Base-T, ontoBonokorroro Ethernet.
-OnnceiBaeTcs foMeH kosumsnid. [IpuBoaurest pacueTr kondurypannu cetn Ethernet, ctpykrypa MAC-
anpeca, opmatsl kaapoB cetu Ethernet.

FastEthernet.

13

JlokanbHble ceTH(MPOAOTHKEHUE)

PaccmaTprBaeBbie BOIIPOCHI:

-Peanmsanms ¢pusnaeckoro yposHs texnonorun FastEthernet

-PaccmatpuBaroTcst ocobeHHOCTH peanu3aiyn ¢puzndeckoro yposHs texnonorun FastEthernet mpu
nmoctpoeHnn cetd Ha 100Base-FX, 100Base-TX, 100Base-T4.

- OnmceIBatoTes paBmia moctpoeHus cetu FastEthernet.

14

JlokanbHble ceTH(ITPOAOKEHHE)

PaccmatprBaeBbie BOIPOCHL:

-Peanuzanus ¢puzndeckoro yposus texnonorunGigabitEthernetu 10GigabitEthernet.
-PaccmatpuBaroTcsi ocoOeHHOCTH peanu3aluy Gu3ndeckoro ypoBHs Texnonorun GigabitEthernet n
-10Gigabit Ethernet, ncronb3oBaHue oNTHYECKOro Kabelst U BUTOH Hapbl, 0COOEHHOCTH MOAU(UKAILINN
KaHaJIBEHOTO YPOBHSI.

15

JlokanpHbIe CeTH(MPOIOHKEHHE)

PaccmatpuBaeBbie BOIPOCHIL:

-becnpoBOHEIE TEXHOIOTUH JIOKAIBHBIX CETEH.

-PaccmatpuBaercs cemelictBo ctangapta 802.11, atansl focTyna K cpezie nepeaayn, CTpyKTypHas
OpraHM3anus CeTH.

16

CrpykrypupoBaHHas KabelbHasi CUCTEMa

PaccmatpuBaeBbie BOIIPOCHI:

-OmnmiceiBaetcs cTpykTypupoBanHas kabenpHas cuctema (CKC) u ee mpenmytiecTsa.

-IIpuBogures nepapxust CKC. [onpobno pacecmarpusatores snemeHTs! CKC: ropu3oHTaIBHAS
MIOJICHCTEMA, BEPTHKAJIbHAS [TOJICHCTEMa, MarkucTpanbHas HOACHUCTEMa, TTo/IccTeMa pabodero MecTa.
-OnucsiBaroTes dtamnsl pa3padorku CKC u TpeboBaHus K ee 21eMeHTaM: 00ecleueHUe YSHEProCHA0KEHNs,
YCTaHOBKA pa3beMOB M PO3ETOK, POKJIAIKa U MOHTaX Kabers, BEIOOp MECT pa3MeleHUs
pacrpefenuTeNbHble IUTHl 1 KOMMYTallMOHHBIE TaHEIH.

17

CtpykTypupoBaHHas KabelibHasi cucTemMa(mpoa0IKEHHUE)

PaccmarpuBaeBbie BOIPOCHL:

-Jloxymentuposanue CKC.

-PaccmatpuBaroTcs mpaBmia opopMIIeHHAS JOKyMEHTauK 1 dkciuryararun CKC

.-IIpuBoasTcs TpeOOBaHUS, MPEABIBIIEMbIC IPH TECTUPOBAHUH CTPYKTYPHUPOBAHHON KaOeIBHOI CeTH,
000pyIOBaHHE IS TECTHPOBAHUSL.

18

KomMMmyTaTopsl 10KalIbHBIX CETEM.
-KoHcTpykTHBHOE HCHIONHEHNE U TPUHIUIBL PAOOTHI KOMMYTAaTOPOB.
-OnuchIBatoTcs (PyHKIMH KOMMYTAaTOPOB, UX YCTPOMCTBO U IIPUHIUIIBI pAaOOTHIL.

19

KoMmmyTaTops! T0KanbHBIX CETEH(TPOIOIKEHNE)

PaccmaTpuBaeBbie BOITPOCHI:

-Hacrtpoiika KoMMyTaTOpOB.

-PaccmaTpuBaroTcst criocoOBI TOIKITFOUEHUS UTT HACTPOHKH KOMMYTaTOPOB M OCHOBHBIC PEXKUMEI pabOThI
Ha rpumepe kommyTtaTopa Cisco.

- [IpuBoasTCes mark o KOHGUTypUPOBaHUIO U HEOOXOIMMbIE KOMaH/IbI.

20

KomMyTaTopbl TOKaIbHBIX CETEH(IIPOIOIKEHNUE)
PaCCManl/IBaeBI)Ie BOIPOCHI:




n/n

TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

-Bo3mMoxHOCTH KOMMYTaTOpPOB.
-PaccmaTpuBaroTCsl JOMOMHUTENBHBIE BO3MOXKHOCTH KOMMYTAaTOPOB: HACTPOHKa O€3011aCHOCTH Ha MopTax
KOMMYTaTopa, (PyHKIMH U aITOPUTM paboThI TpoToKona “SpanningTree”.

21

KomMyTaTopbl TOKaIbHBIX CETEH(IPOI0IKEHUE)

PaccmaTprBaeBbie BOIIPOCHI:

-AnroputM paboTsl mpoTokoia “RapidSpanningTree”.

-PaccmatpuBarorcs GpyHKIMM U adroput™ padoTsl mpotokodia “RapidSpanningTree”.
-OmnmcriBaeTCst BO3MOXKHOCTh 00BEAMHEHHS TOPTOB KoMMyTaTopa B oanH kaHan EtherChannel u ero
KOHHUTypupoBaHHE Ha puMepe kommyTaropa Cisco.

22

KoMMmyTaTopsl TOKanbHBIX CETEH(TIPOIOIKEHNE)

PaccmaTpuBaeBbie BOIIPOCH:

-Opranunzanms BupTyansHbeix ceteld (VLAN) Ha koMMyTaTopax.

-OnuceiBatoTes 3a1a4u BUPTyanbHbIX ceteld (VLAN), oCHOBHBIE KOHIENINH, TPOTOKOJb! 802.1q.
-OnuceIBaloTCS KOMaH b1, HeoOXoauMble iist HacTpoiiku VLAN u mpuMepbl HACTPOUKH.
-PaccmatpuBaercst paboTa nporokona VTP u ero koHurypamus.

23

CereBoil ypoBeHb

PaccmaTpuBaeBbie BOIIPOCHI:

-AJpecariys Ha CETEBOM YPOBHE.

-3aaum ceTeBOro ypoBH:L.

-OnchIBaeTcs IPOTOKOJ MeXceTeBoro B3anmoseiicteus IPv4. PaccmatpuBaercs popMaT cooOrmieHuH,
Ha3Ha4YeHUE MoJIeH.

24

CeteBoii ypoBEeHB(TIPOIOIKEHUE)

PaccmartpuBaeBbie BOIPOCHI:

-Anpecariyisi Ha CETEBOM YPOBHE.

IP anpec.

- Broaurcs nonarue knaccos IP agpecos.

-OnceiBaeTcs OeckiaccoBas ajpecanys, Macka MOJACETH U €€ pacyer.
-Haznauenue IP anpecos

-PaccmatpuBaercs nopsinok HazHadenus I[P agpecos, nmporoxon DHCP.
-IIporokomsl MexcereBoro B3aumoerictaus (IP).

-PaccmatpuBaercs paboTa cuctemsl foMeHHbIX nMeH (DNS).
-PaccmatpuBaercst pabota npoTokoioB paspenicHus aapecos: ARP u RARP.
-IIpuBonutcst popmar cooOlIeHNIT 1 OCHOBHBIE 3HaUeHUs 1oJiel. OMUChIBaETCs MPOTOKOJ MEpeaadn
KOHTPOJBHBIX coobmienunit ICMP, kozpl.

25

7 cemectp MapmpyTtuzanus

PaCCManI/IBaeBBIG BOIPOCHI:

-MapupyTu3aTopsl.

-OyHKIMK ¥ NPUHIUIEL paboTHI.

-CriocoObl MapipyTH3aluy U IPHHLUIIEL PA0OTHI TPOTOKOJIOB TUHAMHYECKOH MapIlpyTH3aIHH.

26

Mapurpytuzanuus(npoaomKeHue)

PaccmaTpuBaeBbie BOIIPOCHI:

-JlucTaHIIMOHHO-BEKTOPHBIHN MPOTOKOII MapimpyTusammu RIPv1.

-IIpuHIMITEl pabOTHI, METPUKH, MEXaHN3MBI HCKITFOUCHHUS TIETEIbh MapIIpyTH3aIH1, BPEMsI KOHBEPI €HIINH,
MOPSIOK HACTPOMKH.

-JlMCTaHIIMOHHO-BEKTOPHBII MPOTOKOI MapiipyTusanuu RIPv2.

-IIpuHIMITEl pabOTHI, METPUKH, MEXaHN3MBI HCKITFOUSHUS MTETE b MapIIpyTH3aIU1, BPEMsl KOHBEpI €HIINH,
HOPSAAOK HACTPOUKHU.

27

Mapupytuzanus(npoaomnKeHne)
PaccMarprBaeBbIe BONPOCHI:




n/n

TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

-JlucTaHIIMOHHO-BEKTOPHEIH MpoToko MaprmpyTtusamun EIGRP.
-IIpuHIMITEl pabOTHI, METPUKH, MEXaHN3MBI HCKITFOUCHHUS MTETEIh MapIIpyTH3aIU1, BPEMsl KOHBEPI €HIINH,
MOPSIIOK HACTPOUKH.

28

Mapmipytuzanus(npoaomKeHue)

PaccmarpuBaeBbie BOIPOCHI:

-IIporoxon Mapurpytuzaunu coctossHus auHnn OSPF.

-IIpuHIMITBl pabOTHI, METPUKH, MEXaHU3MbI HCKITFOUEHUS METEIb MapIIpyTU3alH1, BPeMsl KOHBEPIeHIINH,
MOPSAIOK HACTPOMKH.

29

MapmpyTtuzanusi(mpoaoHKeHUE)

PaccmaTpuBaeBbie BOIIPOCH:

-BosmoxnocTn MacurrabupoBanus mporokona OSPF.

-Pabora B HeCKOIIBKHX 00JIacTsIX, paboTa B IMPOKOBELIATEIbHOM JOMEHE.

30

JloronHuTENbHbIE BO3MOXHOCTHU HUCIIOJIb30BaHMS MapUIPYTH3AaTOPOB.
PaccmaTprBaeBbie BOIIPOCHI:

-Bo3moskHocTH ucnonb3oBanus [P anpecos.

-PaccmatpuBaroTCsi JOMOMHUTENBHBIE BOZMOXKHOCTH I10 PACIIMPEHUIO aJPECHOTO INIaHa C TOMOIIIBIO
texaonoruit NAT, PAT u ux koHQHUTypHpOBaHUE.

31

JlomosmHUTEIbHBIE BO3MOYKHOCTH HCITOJIB30BAHUS MAPIIPYTHU3ATOPOB(TIPOIOIKEHUE)
PaccmaTpuBaeBbIe BOIIPOCHI:

-YcTaHOBKa IOTIOJTHUTENBHBIX aJ]pecoB Ha HHTepdeiicax

-PaccmatpuBaroTcsi BO3MOXKHOCTh YCTAaHOBKH JIONIOJIHUTENBHBIX a/IpecoB Ha UHTep(eiicax
MapIIpyTH3aTopa ¢ MoMoIIsio mpotokoia §02.1q.

32

JlononHuTEIbHBIE BO3MOKHOCTH MCIIOJIB30BAHUS MAPUIPYTHU3ATOPOB(TIPOJOIKEHUE)
PaccmaTpuBaeBbie BOIIPOCH:

-Pe3epBupoBanue numo3a

-IIporoxon HSRP

-PaccMaTpuBatoTcst mpoTOKOIBI pesepBrupoBanys nuto308 HSRP.

-AnroputMa paboThl, POJIM MapIIpyTH3aTOPOB, HACTPOWKA IPYIIIEI, OalaHCUPOBKA 3arpy3KH, HACTPOMKa
peaxIM Ha COCTOSIHUE BEpXHEN JINHUU CBA3H.

33

JlonomHuTEIbHBIE BO3MOKHOCTH MCIIOJIB30BAHUS MAPUIPYTHU3ATOPOB(TIPOIOIKEHUE)
PaccmartpuBaeBbie BOIPOCHI:

-Pe3epBupoBanue numo3a

-IIpotokon VRRP

-PaccmarpuBaroTcs mpoToOKOJIbl pe3epBUpoBaHus 1U1030B VRRP.

-AnroputMa paboThI, PO MapIIpyTH3aTOPOB, HACTPOWKA IPYIIIEI, OalaHCUPOBKA 3arpy3KH, HACTPOMKa
pEaKIK Ha COCTOSIHUE BEPXHEN JINHUY CBS3H.

34

JlomomHUTEIHHBIE BO3MOKHOCTH HUCIIOJIB30BAHUS MapIIPyTU3aTOPOB(IIPOAOIKEHUE)
PaccmatrpuBaeBbie BONPOCHI:

-PesepBupoBanue muro3a

-ITpotoxon GLBP

-PaccmarpuBaroTcs mpoTOKOIIBI pe3epBupoBanus 1uto308 GLBP.

-AnropuTMa paboThI, POJIM MAPIIPYTH3ATOPOB, HACTPOWKA TPYIIITEI, OaJaHCHPOBKA 3aTrPy3KH, HACTPOHKa
PEaKIK Ha COCTOSTHUE BEPXHEH JINHIH CBS3H.

35

I[OHOJ'IHI/ITCJ'ILHBIC BO3MOXXHOCTH HCIIOJIb30BaHHA MapIJ_IPYTI/ISaTOpOB(HpOI[OJ'DKCHI/Ie)
PaccmartpuBaeBble BOIPOCHI:
-CyMMUpOBaHHE MapIIPyTOB.




n/n

TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

-PaccmarpuBaroTcs mpaBuiia CyMMHEpOBaHUS MapipyToB. KoHdurypupoBanue cyMMapHBIX MapIIpyTOB B
npotokonax RIP, EIGRP, OSPF.

36

I[OHOJIHI/ITCJ'ILHBIG BO3MOXXHOCTH HCIIOJIbB30BaHHUA MalepyTI/I3aTOpOB(HpOI[OJ'DKCHI/IC)
PaccmartpuBaeBbie BOIPOCHI:

-O6ecneueHne 6€30MaCHOCTH Ha CETEBOM YPOBHE C TIOMOIIBIO CITUCKOB JIOCTYIA.

-PaccmatpuBarorcs o0miye NpUHIMITBL 00eceYeHus! 6€30MacHOCTH Ha CETEBOM YPOBHE C TIOMOIIIBIO
CHHCKOB JIOCTYTIa, aHAJIM3UPYEMbIe TapaMeTphl, MOPSIOK (OPMUPOBAHUSL.

37

JlonomHuTEIbHBIE BO3MOYKHOCTH MCIIOJIB30BAHUS MAPUIPYTHU3ATOPOB(TIPOIOIIKEHUE)
PaCCManI/IBaGBBIe BOIPOCHI:

'PaCH.II/IpeHHBIC " CTaHAapTHBIC CITMCKU JOCTYyIIaA.

'PaCCManI/IBaIOTCSI TPUHIUIIBL q)OpMHpOBaHI/ISI PACHIMPCHHBIX U CTAHAAPTHBIX CIIMCKOB JOCTYIIA,
AHAJIU3UPYECMBIC MMapaMETPhI, IMMOPAIOK (bOpMI/IpOBaHI/IH 1 MIPUMCHCHMUS.

38

JlononHuTeIbHBIE BO3MOXKHOCTH UCIIOJIB30BAHUS MAPUIPYTHU3ATOPOB(TIPOJOIKEHUE)
PaccmatpuBaeBble BOIIPOCHI:

-IlepepacnpeneneHue MapHIpyTOB.

-PaccmaTpuBaroTcsi BO3MOXKHOCTH IIEpepacIpeeeH s MapIIpyTHOW HH(POPMAIIIH, TOPSIIOK
B3aUMOJICHCTBUS TPOTOKOJIOB MapLIPYTH3ALUH, TIEPEPACHIPEIEIICHHS MAPIIPYTa 110 yMOIYAHHIO,
OTpaHWYEHUS TIPHU TIepepacipeieIeHHH MapIIpyTOB.

39

I'mo6anbubie cetn (WAN)

PaccmartpuBaeBbie BOIPOCHI:

-Tumsr kananoB WAN u 00630p MPOTOKOJIOB.

-OnuceiBatores riaodaitbhbie ceTd (WAN), THITBI KaHAJIOB: BbIJICJICHHBIE JINHUH, COETMHEHUE C
KOMMYTal}ed KaHaJlOB, COEIMHEHUE C KOMMYTaLUEN I1aKETOB.

-PaccmaTpuBaercs nepapxuueckasi CTpyKTypa pacipeesieHHON ceTH.

-MapmpyTtuzanus B WAN.

-IIporoxon mapmpytuzanuu BGP.

-OnuchIBalOTCS NPUHIUIBI paboTh! MpoTokoia BGP, aTpuOyTh! 1 MX Ha3HauCHHE.

40

MapuipyTtuzamus [Pvé

PaccmartpuBaeBbie BOIPOCHI:

-OnuchIBaeTCs MPOTOKOJI MEXKCETEBOTO B3auMozeicTrus [IPvo, popMat coolbieHuii, Ha3HAYCHHE TIOJICH.
-PaccmarpuBatorcs Tumsl aapecoB IPv6 u mopsIok X Ha3HAYSHMSI.

-J{MCTaHIIMOHHO-BEKTOPHBIN TPOTOKOJI Mapupytuszaunu RIPng

-IIpuHIMITBL pabOTHI, METPUKH, MEXaHU3MbI HCKIIFOUSHUS MIETEJIb MapIIpyTU3aIH1, BPEMsi KOHBEPI eHIINH,
MOPSIOK HACTPOMKH.

-JlucTaHIIMOHHO-BEKTOPHEIH MpoTokos Mapiipytusanun EIGRPv6

-IIpuHIMITEl pabOTHI, METPUKH, MEXaHN3MBI HCKITFOUCHUS TTETEb MapIIpyTH3aIH1, BPEMsl KOHBEpPI €HIINH,
HOPSAAOK HACTPOUKHU.

-IIporoxon MapupyTtusanuu coctosiHust 1 OSPFv3.

-IIpuHIMITBL paOOTHI, METPUKH, MEXaHU3MbI HCKITIOUESHUS NIETENb MapIpyTU3aIM1, BPeMs] KOHBEPTeHIINH,
HIOPSAIOK HACTPOMKHU.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlabopaTopHbie pabOThHI




n/n

HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

6 cemectp YpoBHu monenu OSI
B pesynbrate BeITOTHEHHS PaOOTHI CTYAEHT HOIYyYUT HOHMMAHHE O TTOPSAKE M MPaBIIIaX B3aMMOJECHCTBHS
YCTpOICTB B CETH IpH Nepeade HHPOPMAIUU B COOTBETCTBUH C yPOBHEBOH Moenbio OSI.

VYposau Mozenu OSI(mpogomkeHue)

B PE3YIbTATE BBINTOJTHCHUA pa6OTI)I CTYACHT IMOJIYUYUT NOHMMAaHHUE O MMOPAAKE U IIpaBUIaxX BSaHMOHeﬁCTBHH
YCTPOWCTB B CETH IpH Iepeaaye nHGOPMAIIMUCIIOMOIIBIO CTAHAAPTHOTO CTEKa TEIEKOMMYHHUKAIIMOHHBIX
npotokosnioB TCP/IP.

MeTobl KOOQUPOBaHMS
B PE3yIbTATE BLIITOJTHCHU pa6OTBI CTYACHT MOJYYUT NPAKTUICCKNEC HABBIKH 11O UCIIOJIB30BAHNIO MECTOJA0B
IU(PPOBOTO KOAUPOBAHUS JAHHBIX Ha (PU3UIECKOM YPOBHE.

MeToabl KOJUPOBaHUS(TIPOIOJIKEHUE)
B pe3ynbTaTe BbINOIHEHUS PaOOTHI CTYJEHT HOMYYUT NPAKTUUECKUE HABBIKY 10 HCIIOJIB30BaHUIO METOI0B
M30BITOYHOTO KOJUPOBAHMA U CKPEeMOIMPOBaHUS JaHHBIX Ha (PU3UIECKOM ypPOBHE.

Buras mapa. O6xum kabens
B pesynbrarte BRIOTHEHUS paOOTHI CTYIEHT MOIYYUT MPAKTHIECKHE HABBIKH 10 TIOATOTOBKE (PH3MUECKON
Cpensl A Tepeaadn HH(pOopMaIim.

Pacuer paboTocniocobHOCTH ceTH

B PE3YyIbTATE BLINTOJTHCHU paGOTI)I CTYACHT MOJYYUT NPAKTUICCKHUEC HABBIKU 11O OIICHKE
pa6OTOCHOCO6HOCTI/I CCTHU Ha dTale €€ NPOCKTUPOBAHUSA C UCIIOJIB30BAHUEM PA3JIMYHBIX CPC/ Mepeaavun
nH}opManuu.

Pacuer paboTocnocoOHOCTH ceTH(TIPOIOKEHHUE)
B pesynbrarte BRIIOTHEHUS paOOTHI CTYIEHT MOMYYUT NPAKTHIECKHE HABBIKH 10 TIPOSKTHPOBAHHIO
JIOKAITbHON CETH M OPTaHW3aIlNH B3aUMOJICHCTBHS CETEBBIX YCTPOMCTB Ha (PU3UIECKOM YPOBHE.

CTpyKkTypHupOBaHHas KaOeJbHAs CUCTEMa
B pesynbrate BeITOTHEHHS PaOOTHI CTYACHT HOIYyYUT NPaKTHYECKUE HAaBBIKH 110 nipoekTupoBanmio CKC.

CtpykTypHrpoBaHHas KabeiabHas cucTeMa. (IIpoI0JKEeHHE)
B pesynbrate BbINOIHEHHUS PaOOTHI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKY 10 TOPAIKY (POPMUPOBAHHS
TEXHUYIECKOH ToKyMeHTaluu mnpu npoextupoannu CKC.

10

basoBas HacTpoiika u aHaTU3 pabOTHl KOMMYTATOPOB

B pesynbTaTe BBITOMHEHHS paOOThI CTYJCHT HOJMYYUT NPAKTHYECKUE HABBIKHU 110 0A30BOI HACTpOIKe
CETEeBOTO 000PYAOBaHIS KAHAIBHOTO YPOBHS (KOMMYTaTOpa) M aHAIHU3Y ero pabOTHI C MCIIOIE30BaHIEM
NpPOrpaMMHON MOJICTIH.

11

bazoBas HacTpoiika u aHaIM3 PabOTH KOMMYTATOPOB. (ITPOIOKECHHE )
B pe3ynbTate BIMOIHEHHS PAOOTHI CTYAEHT MONYYUT MPAKTHIECKUE HABBIKY 0 0a30BOI HACTPOMKe
(U3UYECKOro CETEBOro 000PYA0BaHHS KAHAIBHOTO YPOBHsI (KOMMYTAaTOpa) U aHAIKM3Y €ro paboThI.

12

KonTpons nocryna. Hactpoiika 6e30nacHOCTH Ha MOpTax KOMMYyTaTopa
B pesynbprarte BRIIOTHEHUS pabOTHI CTYIEHT MOMYYUT MPAKTHIECKAE HABBIKH 110 YCTAHOBIICHHIO KOHTPOIIS
JTOCTYTIa K CETH Ha KaHAIEHOM YPOBHE B pekKHMe static secure

13

KonTpons noctyna. Hactpoiika 6€30macHOCTH Ha MOpTaX KOMMYTaTOpa(MpoI0JIKEHHE)
B pesynbTaTe BBIIOMHEHHS pa0OThl CTYCHT HOJNYYHUT NPAKTHYSCKUE HABBIKU M0 YCTAHOBICHHIO KOHTPOJIS
JIOCTyIa K CETH Ha KaHAJIbHOM ypOBHE B pexkxume dynamic secure.

14

KonTponb nocryna. Hactpoiika 6€30macHOCTH Ha MOPTaX KOMMYTaTOpa(IPOI0TIKEHHE)
B PE3YIbTATE BBITIOJIHCHUSA pa60TbI CTYACHT IOJYINUT NPAKTUICCKUE HABBIKU 110 YCTAHOBJICHUIO KOHTPOJISL
JIOCTYIa K CeTH Ha KaHAJIbHOM YpPOBHE B pexxume sticky secure.




n/n

HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

15

Hactpoiika STP u ETHER CHANNEL na kommyTaTope

B pesynbrate BEITOTHEHHUS PaOOTHI CTYAEHT HOMYyYUT NPAKTHYECKNE HABBIKH 110 TOCTPOSHHIO CETH C
N30BITOYHBIMH CBSI35IMH HAa KaHAITHHOM YPOBHE.

16

Hactpoiika STP u ETHER CHANNEL nHa kommyTaTtope(Ipo10/KeHne)
B pesynbrare BHIIOIHEHUS pabOTHI CTYIEHT MOMYYUT MPAKTHYECKHUE HABBIKH 110 IIOCTPOEHHUIO CETH C
obecrieueHreM pe3epBUPOBAHHUS U OAJTaHCHPOBKH 3arpy3KH Ha KaHAJILHOM ypPOBHE.

17

N3yuenne n HacTpoiika VLAN u VTP

N3yuenne u Hactpoiika VLAN Ha 01HOM KOMMYyTaTOpe

B pesynbrate BEITOTHEHHS PaOOTHI CTYAEHT NOIYYUT NPAKTHYECKNE HABBIKH 110 PA3CIICHUIO CETH Ha
norudeckue cermeHTsl (VLAN) ¢ ncmonp3o0BaHieM KOMMYTAaTOPOB.

18

N3zyuenue u Hactpoiika VLAN u VTP(nponomkenue)

W3zyudenue u HacTpoiika VLAN Ha oqHOM KOMMYyTaTope

B pe3ynbTaTe BBITOIHEHHS PaOOThI CTYJEHT IOMYYUT NPAKTHUSCKUE HABBIKY 110 pa3/Ie/ICHUIO CETH Ha
noruveckue cermenTsl (VLAN) u ynpasnenuto kondurypanueit VLAN.

19

Nzyuenune n nactpoiika VLAN u VTP (mponomkenne)
N3yuenne n HacTpoiika VLAN Ha HECKOJIBKUX KOMMYTAaTOPax C UCIOJIb30BaHUEM ITpoTokosia DTP.
B pesynbrate BeITOTHEHHS PaOOTHI CTYAEHT NOIYYUT NPAKTHYECKNE HABBIKH 110 PA3CIICHUIO CETH Ha

norngeckue cermeHTsl (VLAN) ¢ ncrmonp3oBaHreM KOMMYTATOPOB H YIIPABIECHHUIO KOH(UTypannen
VLAN.

20

N3zyuenne u Hactpoiika VLAN u VTP. (mponomxkenue)

Wzydenne u HacTpoiika VTP.

B pesynbrarte BRIIOIHEHUS pabOTHI CTYIEHT MOIYYHUT NPaKTHYEeCKHEe HaBBIKH 10 yrpaBieHuio VLAN c
nomo1eio npotokosa VTP ¢ ucnonp3oBanueM rpynmn KOMMYTAaTOPOB.

21

Nzyuenue u Hactpoitka VLAN u VTP. (mponomxkenue)
B PE3YyIbTATE BLINTOJTHCHU S pa6OTBI CTYACHT MOJYYUT NPAKTUYICCKHUEC HABBIKHU 11O MTOCTPOCHUIO CECTH C
M30BITOUYHBIMHY CBSI35IMH Ha KaHAJIBHOM YPOBHE C pasjesieHneM MapimpyToB mo VLAN.

22

IP anpeca. Knaccel. Cets. Iloacets
B PE3YIbTATE BBINTOJTHCHU pa60TLI CTYACHT MOJYYUT NPAKTUICCKHUEC HABBIKU IO paCUYCTy MACKHU IMMOJACCTU
JUIA 3aJaHHOT'O KOJIMYECTBA XOCTOB U HO)ICGTCI\/’I.

23

IP agpeca. Kitacerl. Cetb. [loaceTs(npoaomkeHue)
B pesynprarte BRIOTHEHUS paOOTHI CTYIEHT MOIYYUT MPAKTHIECKHE HABBIKH 110 PAacUeTy aIpeCHOTO TUIaHa
CeTH MPEIIPHUATHS C HCIIONB30BaHUEM MACKH (PUKCUPOBAHHON JUTHHBL.

24

IP anpeca. Kimaccrl. Cetb. [Toacers. (poaomkeHme)
B PE3YIbTATE BBINTOJIHCHU pa60TLI CTYACHT MOJYUYUT NPAKTUUCCKHUEC HABBIKU IO paCuCTy aJIpCCHOIO IjiaHa
CCTU NPEANPUATHA C UCIIOJIB30BAHNEM MACKU HepeMeHHOﬁ JJIUHBI.

25

7 cemecTp YCTpoHCTBO MapiipyTu3aTopa. bazoBas HacTporika
B pesynbprarte BRIIOIHEHUS pabOTHI CTYIEHT MOIYYHUT NPAaKTHYEeCKHE HABBIKH 10 paboTte ¢
MapIIpyTH3aTOPOM TP €TO MEPBOM BKIIFOUCHHUH ¥ BHITIOHEHUIO 0a30BOH HACTPOMKH.

26

Hacrpoiika quaamuyeckoro pacnpenenenus ip-aapecon. [Iporokoa DHCP.

(mponmoiKeHue)
B pesynbrate BhIIOIHEHHS PaOOTHI CTYAEHT HOIYYUT NPAKTHYECKHE HABBIKH 110 KOH(OUTYPHPOBAHHIO
AaBTOMAaTHUYECKON cucTeMsbl pucBoenus [P-anpecos ¢ momornrsio nporokxonaa DHCP.

27

Craruyeckast MapmpyTu3anus. Mizydenue Tabaul] MappyTH3auu
B pesynprare BRIIOTHEHUS paOOTHI CTYIEHT MOMYYUT MPAKTUIECKUE HABBIKU 110 HACTPOIKE CTaTHYECKON
MapIIPyTH3ALUH B CETH U aHAJIHU3Y COACPKUMOTO TaOJIHII MapIIpy TH3AIIUH.




n/n

HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

28

Craruueckas mapmpytu3anys. 3ydenne Tabiui MapupyTu3anuu(Ipo10JnKeHNe)
B pesynbprarte BRIOIHEHUS pabOTHI CTYIEHT MOMYYUT NPAaKTHIECKAE HABBIKH 110 HACTPOUKE CTATHIECKOTO
MapIIpyTa IO YMOJIYAHUIO B CETH U aHAIIU3Y COJEPIKUMOTO TaOJIUI] MapIIPyTH3AIHH.

29

JlMCTaHIIMOHHO-BEKTOPHBIN NPOTOKOJI MapiipyTusanuu RIPvl
B pesynbrate BbINoIHEHHS PaOOTHI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKH 110 KOH(OUTYPHUPOBAHHIO
JUCTAHIMOHHO-BEKTOPHOT'O MPOTOKOIa MapiipyTu3aiui RIPv1 u ananu3y ero paboTsl.

30

JMcTaHIMOHHO-BEKTOPHBIN MTPOTOKOJ MapipyTuszaunu RIPv2

B pesynbrarte BRIIOIHEHUS pabOTHI CTYIEHT MOMYYHUT NPAKTHIECKHE HABBIKH 110 KOH(UTYPHUPOBAHHIO
JUCTAHITMOHHO-BEKTOPHOTO MPOTOKOIa Mapiipytu3anuu RIPv2 u ananmmzy ero paboTsI B pexnmMe
AaBTOCYMMHUPOBAHMUS.

31

JlMcTaHIIMOHHO-BEKTOPHBIH poTOKOI MapupyTu3auuu RIPv2. (mponomkenue)

B pesynbrate BIOIHEHHS PaOOTHI CTYAEHT HOIYyYUT NPAKTHYECKHUE HABBIKH 110 KOH(OUTYpPHUPOBAHHIO
JIMCTAaHIIMOHHO-BEKTOPHOTO MPOTOKOJIa MapiupyTu3auuu RIPv2 1 aHanu3y ero paboTsl B pesKUMe C
OecKIIacCcoBOM aapecanueii.

32

JlucTaHIMOHHO-BEKTOPHBIN NpoTokoa MapiipyTtuzanuu EIGRP

B pesynbrarte BRIIOIHEHUS pabOTHI CTYIEHT MOMYYHUT NPAaKTHIECKHE HABBIKH 110 KOH(PUTYPHUPOBAHHIO
JMCTaHIIMOHHO-BEKTOPHOTO TpoToKoa MapimpyTtuzanun EIGRP n ananu3zy ero paboTsl 6e3 HaTnaust
PE3€pBHBIX MapIIPyTOB.

33

JlucTaHMOHHO-BEKTOPHBIN npoTokoa MapimpyTtusanuu EIGRP(npogomkenue)

B PE3YIbTATE BBINTOJTHCHU pa60TLI CTYACHT NMOJYUYUT NPAKTUICCKHUEC HABBIKU 11O KOH(i)I/IprI/IpOBaHI/HO
JMUCTAHIHOHHO-BEKTOPHOT'0O MpoTokoia Mapiipytusaiui EIGRP u aHamu3y ero padboThl ¢ pe3epBHBIMU
MapupyTamu.

34

IIporokon mapmpyTtuzannu coctostHus TuHUU OSPF
B pesynbprarte BRIOIHEHUS pabOTHI CTYIEHT MOMYYHUT NPAKTHIECKHE HABBIKH 110 KOH(PUTYPUPOBAHHIO
MPOTOKOJIA MapIIpyTu3ammu coctosiHus kanana OSPF u ananmsy ero paboThl B 0J{HOM 00IACTH.

35

[Tporokon mapmpyTtuzanuu coctostaust tuHIH OSPF. (mponomkenue)

B pesynbTaTe BEIONHEHUS PabOTHI CTYACHT HOJIYYUT MPAKTHYESCKHUE HABBIKH 110 KOH(GUTYPHPOBAHHIO
MPOTOKOJIa MapupyTu3anuu coctosiuus kanana OSPF u ananusy ero paboTsl Ipy MacTabupoBaHUK Ha
HECKOJIBKO 001acTei.

36

ITporoxon mapupyTtuzanuu coctostuust tuHu OSPF(iponomkenue)

B pesynbprarte BRIOTHEHUS pabOTHI CTYIEHT MOMYYHUT NPAKTHIECKHE HABBIKH 110 KOHPUTYPUPOBAHHIO
MIPOTOKOJIA MapmIpyTH3awn coctossHus kanana OSPF u ananmsy ero paboThl B MIMPOKOBEIATETFHOM
JOMCHC.

37

Texnomorust tTpancisiuu aapecoB NAT, PAT(nmponomxkenue)
B pesynbrate BbINOJIHEHHS PaOOTHI CTYACHT HONIYYUT PAKTHYECKUE HABBIKH 110 UCTIOIb30BAHHIO
TEXHOJIOTUH TpaHCIsIIuu axpecoB NAT npH MocTpoeHUH CEeTH.

38

Texnonorus tpancasuuu aapecos NAT, PAT(nponomxenue)
B pesynbrate BeIOIHEHHUS PAOOTHI CTYACHT HOIYYUT IPAKTHIECKHE HABBIKH MO UCTIOIb30BAHHIO
TEXHOJIOTUH TpaHCIsIUMK afapecoB PAT npu noctpoeHuu cetu

39

[TonbputHEpdEHcel Ha MapIIpyTH3aTOPE
B PE3YIbTATE BLINTOJIHCHU S pa6OTI)I CTYACHT MOJYUYUT NPAKTUICCKHUEC HABBIKU 110 HaCTpOﬁKe

nopuHTEpdeiicoB Ha MapUIPYTH3aTOPE JJIsl YIIPaBJICHUs TPApHKOM IIpHU Mepeade Mea1y pasHbIMU
VLAN.




) HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue
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40 |PesepBupoBaHHE NLTIO3a
B pesynbprarte BRIIOTHEHUS pabOTHI CTYIEHT MOMYYUT NPAaKTHIECKHAE HABBIKH 110 CO3MaHUIO PE3EPBHBIX
MOAKIIOUYEHUH AJISl BBIXO/A B APYTYIO CETh C MOMOILIbI0 MpoTokosa HSRP

41 |Pe3epBupOBaHUE HUTIO3a(ITPOAOKEHHE)
B PE3YIbTATE BBINTOJTHCHUA pa6OTI)I CTYACHT IMOJYYUT NPAKTUUCCKHUE HABBIKU 110 CO3AaHUIO PE3CPBHBLIX
IOJAKJIFOUYEHUH JIS BBIXO/A B APYTYIO CETh C IIOMOILIBIO ITpoToKkosaa VRRP

42 |Pe3epBupoBaHue NUTO3a(TIPOIOKECHUE)
B pesynbprarte BeIIOIHEHUS pabOTHI CTYIEHT MOTYYHUT NPAaKTUIECKHEe HABBIKH 110 CO3aHUIO PE3EPBHBIX
TIOJIKJTIOYEHHH ISl BEIXO/A B IPYTYIO CETh U OAIAHCHPOBKH 3arpy3KH ¢ MOMOIIbI0 ipoTokona GLBP.

43 |CymMMupoBaHHE MapIIpyTOB
B pesynbrate BITOIHEHHS PaOOTHI CTYAEHT NOIYYUT NPAKTHYECKUE HABBIKHU 110 ONTHMHU3AIMN TaOJIHIT
MapIIpyTU3ALUHU ¢ TOMOIIBI0 CYMMHPOBaHUS MapiIpyToB B potokonax EIGRP u OSPF.

44 |0O06ecnedeHne 6€30MACHOCTH HA CETEBOM YPOBHE C MOMOIIBIO CITUCKOB JOCTYTIA
B pesynbrarte BRIIOTHEHUS paOOTHI CTYIEHT MOMYYUT MPAKTHIECKHE HABBIKH 110 YIIPABICHUIO TPadhUKOM
Ha CETEBOM YPOBHE C IMTOMOIIBIO CTAHAAPTHBIX CIIMCKOB KOHTPOJISI JOCTYIIA.

45 |O6ecneuenne 0€30MaCHOCTH HA CETEBOM YPOBHE C ITOMOIIBIO CITUCKOB
JOCTYTA(IPOIOKCHHE )

B PE3YyIbTATE BBINTOJTHCHU A pa60TLI CTYACHT MOJYYUT NPAKTUYCCKHUEC HABBIKU 1O YIIPABJICHUIO Tpa(l)I/IKOM
Ha CCTCBOM YPOBHC C IOMOLIBIO PACHIUPEHHBIX CITMCKOB KOHTPOJIA AOCTYyIA.

46 |[TepepacmpenencHre MapIpyTHOH HHDOpMATHH
B pesynbrate BbINOIHEHHS PaOOThI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKY 110 00ECIIEUeHUI0 0OMeHa
MapIIpyTHOW WHPOPMALIHEH MEX Ty Pa3InIHBIMH TPOTOKOJIAMH MapIIpyTH3AINH.

47 |[Iporokon mapuipytuzauuu BGP
B PE3YyIbTATE BLIITOJTHCHU S pa6OTBI CTYACHT MOJYYUT NPAKTUICCKHUEC HABBIKH 11O KOH(i)I/IprI/IpOBaHI/IIO
npoTokona Mapmpyrtusauni BGP u ananuzy ero paboTsl.

48 |Hactpoiika mapiipytuzanuu [Pvo
B pe3ynbTaTe BbIIOIHEHUS PAOOTHI CTYJEHT HOJIyYUT MPAKTUUECKUE HABBIKU 110 KOH(PUTYPHUPOBAHUIO
nporokonoB Mapiipytuzaiuu RIPng, EIGRPv6, OSPFv3 u ananu3y ux paGoTsl.

4.3. CamocrosiTenbHas padoTa 00y4daroImmXCs.

/ Buna camocrosiTesHOM paboThI
/1

1 |Pa3paboraTh ceTh nnepeaaun JaHHBIX ¢ Ucnonb3oBaHueM mpoTokonoB RIP, EIGRP,
HSRP.

[ToaroroBka k J1abopaTopHBIM paboTam

Brimonnenue KYypCOBOI'O ITPOCKTA.

IToaroroBka kK IpOMEKYTOUYHOHN aTTECTALUU.

g WD

[ToaroToBka K T€KylemMy KOHTPOJIIO.

4.4. ITpumepHbIN IEpeUYeHb TEM KYPCOBBIX MTPOEKTOB

1. Pa3zpabGoTaTh ceTh mepesayn TaHHBIX C UCIIOJIb30BaHUEM MPOTOKOJI0B RIP,
EIGRP, HSRP.



2. Pa3zpaboTaTh ceTh nepeayu JaHHbIX ¢ UCTOIb30BaHUEM MPOTOKOJI0B RIP,

OSPF, HSRP.

3. Pazpaborarth ceTh nepegadu JaHHBIX C UCIIOIb30BaHUEM MTPOTOKOJIOB RIP,

BGP, HSRP.

4. Pa3zpaboTaTh CeTh Nepelay JaHHbIX C UCIIOIb30BaHUEM MPOTOKOJI0B RIP,

EIGRPVRRP.

5. Pazpabortars ceTh epeauu JTaHHBIX C UCIIOIb30BaHUEM MPOTOKOJIOB RIP,

OSPF, VRRP.

6. Pazpabortath ceTh nepeauu JTaHHBIX C UCIIOIb30BaHUEM MPOTOKOJIOB RIP,

BGP, VRRP.

7. PazpaboTtath ceTh niepeavr JaHHBIX C UCIIOIb30BaHUEM MTPOTOKOJIOB RIP,

EIGRPGLBP.

8. Pa3zpaboTrarh ceTh mepeaaur I1aHHbIX C UCIIOIb30BaHUEM MPOTOKOJIOB RIP,

OSPF, GLBP.

9. Pazpabortarth ceTh nepeadu JaHHBIX C UCIIOIb30BaHUEM MPOTOKOJIOB RIP,

BGP, GLBP.
10. Pa3paborath
EIGRP, OSPF, HSRP.
11. PazpaboraTh
EIGRP, OSPF, HSRP.
12. PazpaboTath

EIGRP, OSPF, VRRP.

13. Pa3paborath

EIGRP, OSPF, VRRP.

14. PazpaboTaTh
EIGRP, OSPF, GLBP.
15. PazpaboraTh
EIGRP, OSPF, GLBP.
16. Pa3paborathb
EIGRP, BGP, HSRP.
17. Pa3paboTaTh
EIGRP, BGP, VRRP.
18. Paspaborath
EIGRP, BGP, GLBP.
19. Pa3paborath
OSPF, BGP, HSRP.
20. Pa3paborath
OSPF, BGP, VRRP.

CCTh

CCTh

CCTh

CCTh

CCThb

CCTh

CCThb

CCThH

CCTh

CCTh

CCTh

nepeaadn AaHHbIX C HCIIOJIB30BAHHEM

nepenayu

nepeaayn

nepeaadn

nepenadn

nepenayu

nepeiavyn

nepecaadu

nepenayu

nepeaadn

nepenavn

JTAHHBIX

JTAHHBIX

JaHHBIX

TAHHBIX

JTAHHBIX

JaHHBIX

JaHHBIX

JTAHHBIX

JaHHBIX

JaHHBIX

HCIIOJIB30BaAHUCM

HCIIOJIb30BAHHUECM

HUCIIOJIB30BaHHUECM

HCITIOJIB30BaHUCM

HCIIOJIb30BaHHUCM

HUCITIOJIB30BaAHHUEM

HCIIOJIb30BaHHUCM

HCIIOJIb30BaHHUECM

HCIIOJIB30BaHHUEM

HCIIOJBb30BAHUECM

IIPOTOKOJIOB

IMPOTOKOJIOB

MIPOTOKOJIOB

IIPOTOKOJIOB

IIPOTOKOJIOB

IMPOTOKOJIOB

IIPOTOKOJIOB

IMPOTOKOJIOB

MIPOTOKOJIOB

MIPOTOKOJIOB

IIPOTOKOJIOB



5. Ilepedyenb wu3AaHUI, KOTOpHIE

OCBOEHUHU JTUCIUIUIUHBI (MOJTYJIST).

PEKOMEHAYETCSl UCIIOJIb30BaTh IMPU

Ne
/o

bubnuorpaduueckoe onucanue

MecTo noctyna

1

Cksopuosa, T. 1. KomnberorepHsie
KOMMYHUKAIMH U CETH : y4eOHO-
meTtoaudeckoe mocodue / T. M. CkBopiioBa.
— Mocksa : PTY MUPDA, 2020. — 223 c.
— Texkcer : anexkTponHsbIit // Jlans :
3JIEKTPOHHO-OMOIMOTEYHAs CUCTEMA.

https://e.lanbook.com/book/163825 (nara
obpamenns 30.04.2025

Kenenkos b.B., OcHOBEI ceTeBBIX
TeXHOJOTUMN. DU3NUECKUN YPOBEHD : METO/.
yKa3. k J1a6. pab. mo qucu. "Cetu OBM u
TeJIeKOMMYHUKauu" 11 cTy . [V kypca
crell. "BeraucianuTenbHbIe MalllUHbI,
KoMIuieKchl, cucteMbl u cetn" MUUT. Kad.
"BrrauciauTenbHbie CUCTEMBI U ceTH". - M. :

MUUT, 2007. - 43 c.

http://library.miit.ru/bookscatalog/metod/04-
78203.pdf (mata oopamenus 30.04.2025)

XKenenkoB b.B. Pabora koMmyTaTtopos
Cisco B JIOKAJIbHBIX CETSX : yuel. mocodue
tst ety . 4 kypea criert. "Uudopmaruka u
BBIYHMCIIUTENbHAA TexHuka" o auci. "Ceru
OBM u tenekommyHnukauuu" / b.B.
Kenenkos ; MUUT. Kad.
"BrruncanTenbHble CUCTEMBI U ceTH'. - M. :
MUUT, 2007. - 92 c.

http://library.miit.ru/bookscatalog/upos/04-
35255.pdf (mata oopamenus 30.04.2025)

Kenenxos b.B., KananbHelil ypoBeHb
monenu OSI: MeTon. ykas. k j1a0. pab. mo
muct. Cetn O9BM u TenekoMMyHUKALUU AJIs
cTya. 4 Kypca cren. BeraucnurensHbie
MAaIlIWHBI, KOMITIEKCHI, CHCTEMBI H CETH,
Harp. MH(bopMaTHKa U BEIYUCITUTETbHAS
texuuka /; MUNT. Kad. Berauciaurenbapie
cHCTeMBI U ceTh. - M.: MUMT, 2011. - 50 c.
: a-wi. - bubnuorp.: c. 49.

http://library.miit.ru/bookscatalog/metod/03-
41547 .pdf (mara obpamenus 30.04.2025)

Tlonposckuitfl.M., XenenkoB b.B.,
[{piranoBa H.A. MapuipyTtu3zanus B
KOMITBIOTEPHBIX CETSIX: YUueOHoe mocoodue. -
M.: PYT (MUUT), 2017. - 114 c.

http://library.miit.ru/bookscatalog/metod/DC-
407.pdf (nata oopamenus 30.04.2025)

6. IlepeueHb COBpPEMEHHBIX

po¢eCCHOHATILHBIX

0a3 JaHHBIX U

MH(OPMAIIMOHHBIX CIPABOYHBIX CUCTEM, KOTOPbIE MOTYT HCHOJB30BAThCS IPHU

OCBOEHUHU JTUCIUIUIMHBI (MOJTYJIST).



Hayuno-texanueckas 6ubmuorexa PYT(MUUT) http://library.miit.ru/
OdunmansHbil caliT o noaaepxkke pemennit Cisco https:// www.cisco.com/

CDOPYM CIICIUAJINCTOB 110 I/IH(l)OpMaI_II/IOHHBIM TCXHOJIOTUAM
http://citforum.ru/

NHTEpHET-YHUBEPCUTET UH()OPMAITMOHHBIX TEXHOJIOTUH
http://www.intuit.ru/

Tematnuecknii bopym o UH()OPMAITMOHHBIM TECXHOJIOTHUSIM
http://habrahabr.ru/

7. llepeuyeHb  JNHMIIEH3UOHHOTO U  CBOOOJHO  PacIpoOCTPaHsIEMOTo
IpPOrpaMMHOr0 0O€cleYeHHs, B TOM YHCIE OTEUYECTBEHHOIO IPOU3BOJICTBA,
HEO0OXOIUMOTO JIJIsi OCBOSHUSI TUCITUTIIIUHBI (MOIYJIs).

- OC Windows
- Microsoft Office
- Uurepuer-6pay3zep (Yandex u nip.)

8. OmmcaHue MaTepUaJbHO-TEXHUYECKOW O0a3bl, HEOOXOJUMOM IS
OCYIIIECTBJICHUSI 00pa30BaTEILHOTO Mpoliecca Mo JUCIHUIUTHHE (MOIYJIIO).

-YuebGHast ayauTopusi Uil TPOBEACHUS Y4YEOHBIX 3aHATHH (3aHATHIN
JIEKIIMOHHOTO TUIMA, MPAKTHYECKUX 3aHATUH):

- KOMIIBIOTEp  TMpemojaBaTens, paboyue  CTaHIMH  CTYACHTOB,
MYJIbTUMEIUMHOE 000pYyI0BaHUE, TOCKA.

Ayautopus noakirodeHa k cetu « MHTepHeT.

9. ®opmMa MPOMEKYTOUHON aTTECTAITIH:

3auer B 6 cemecTpe.
Kypcosoii mpoekT B 7 cemectpe.
DK3aMeH B 7 ceMecTpe.

10. OuenouHble MaTEpHUAIIBI.

OueHOYHbIE MaTepUalibl, IPUMEHSIEMBIE MPU MPOBEACHUN MPOMEKYTOUHON

aTTeCTaIK, pa3padaThIBAIOTCA B COOTBETCTBHHM C JIOKAIBHBIM HOPMATHBHBIM
aktom PYT (MUNT).



ABTOpBI:

3aBeqyroni kadenpoit, T01EHT, K.H.
kadeapsl « BeruncauTenbHbIe CHCTEMBI
Y KBAaHTOBBIE KOMMYHUKAIUW)

CoryacoBaHo:

3asenyromuii kadhenpoit BCCullb

[Ipencenarens yueOHO-METOIMUCCKOM
KOMHUCCHH

b.B. XKXeneukosB

b.B. XKXeneukos

H.A. AnnpusHoBa



