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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

Henps mucuuminabl «KoHTposib M ayauT cucteM O€30MacCHOCTH» —
c(opMHUPOBATH y 00YUAIOIINXCSl KOMIUIEKCHBIE 3HAHUS U PAKTUYECKUE HABBIKU B
o0JacTl OLIEHKM, MOHMTOPMHIa M TPOBEPKU DPPEKTUBHOCTH CHUCTEM
Oe3omacHOCTH (B T.74. ”HPOPMAIMOHHOM, TPAHCIOPTHOW, MPOMBIIIJICHHON) IS
CBOEBPEMEHHOTO BBIABICHMS YSI3BUMOCTEHM, HApyLIEHUH W PHUCKOB, a TaKXKe
o0ecreyeHnss COOTBETCTBUS HOPMATUBHBIM TPEOOBAHMSM U CTaHAApTaM. 3aJauyH
JUCHMIUTMHBI BKIIIOYAIOT: W3y4YE€HHE HOpMaTHUBHO?IpaBOBOW 0a3pl B cdepe
0€30MacHOCTH; OCBOCHHME METOJIMK TMPOBEACHUS ayJWTOB M MHCIEKIIHIA;
(opMUpOBaHNE HABBIKOB BBIABICHUS U KJIaCCHU(PUKAUMU YIpo3 U YSI3BUMOCTE;
oOydeHue pa3paboTKe KOPPEKTUPYIOLUIMX MEPONPUATUNH 1O YCTPAHEHUIO
BBISIBJICHHBIX HEIOCTATKOB; OTPAOOTKY MPUMEHEHUsS] MHCTPYMEHTOB KOHTPOJIS U
MOHMTOPHHIa CHUCTEM O€30MACHOCTH; 3aKpEIUICHHE IOHUMaHUS IPOLECCOB
JOKYMEHTHUPOBAHUSI PE3YJIBTATOB IPOBEPOK U COCTABICHUS OTYETHOCTH.

2. Ilnanupyembie pe3ynbTaTbl 00yUEHHS N0 JUCUUILUIMHE (MOIYJIIO).

[lepeuenp  (GopMUpYyEMBIX pPE3yJbTAaTOB OCBOCHHUS 0Opa30BaTEIbHOMN
porpamMmsbl (KOMIIETEHLIUI) B pe3yIbTaTe 00yUYeHHUs 10 AUCHMILTUHE (MOIYIIO):

IMK-3 - CnocoOHOCTh MPUHUMATH ydacTHE B TPOCKTHOU JESTEIHHOCTU
TPAHCIIOPTHO- TEXHOJIOTUYECKUX KOMILJIEKCOB.

OO0yueHnue 1Mo JUCIUIUTHHE (MOTYJII0 ) IPEIIoIaraeT, 4YTo 1Mo ero pe3yIbTataM
oOyyaroruiicst 0yier:

3Harth:

B pamkax kommnereHuuu [IK-3 oOydarommiicsi qoJKe€H 3HAaTh OCHOBHBIE
MPUHIUIIBI OPTraHU3AlMK W YIPABJIEHUS MPOEKTHOM NEATENbHOCTBIO B cdepe
TPAHCIIOPTHO-TEXHOJOTUYECKMX KOMIUIEKCOB, HOPMATHBHO-TIPaBOBYIO  0azy
(Bxmouas TpeboBanusit OI'OC um oTpacieBble CTaHIAAPTHI), METOIBI OICHKU
TEXHUYECKUX U TEXHOJIOTMYECKUX PEIICHNMN, 4 TAK)KE TUIIOBBIE 3TAIIbl )KU3HEHHOTO
UKJAa MpOeKTa — OT TMOCTAHOBKU 3aJaud J0 BHEAPEHHS W MOHMTOPHUHIA
pE3yJIbTATOB.

YMmeTh:

oOyyJarommiicss JTIOJDKEH yMEeTh Yy4YacTBOBaTh B Ppa3pabOTKe MPOEKTHBIX
PELIEHHM JJI1 TPAHCTIOPTHO-TEXHOJIOTHYECKUX CUCTEM, AHAIM3UPOBATH UCXOIHBIE
JAHHBIC W OTPAHWYECHUSI, MPUMEHATh METOJbl MOJICIUPOBAHUS U ONTUMH3ALUN
TEXHOJIOTUYECKHUX IIPOLIECCOB, B3aMMOJICMCTBOBATH B COCTABE MPOEKTHOU



KOMaH/IbI, a TaKke OOOCHOBBIBATh BHIOOP TEXHHYECKMX PEIICHHH C Y4ETOM
TpeGoBaHMi1 Oe3onacHOCTH U 3()PEKTUBHOCTH.

Baagern:

B uactu BuageHus komnereHuuerd [IK-3 mpennonaraercs BiaaeHue
UHCTPYMEHTAMHU TMPOEKTHOTO ympaBieHus (B ToM uuciae HUGPOBBIMU
mwiarpopmMamu U CAD-cuctemamu), HaBbIKAMH pPabOThl C TEXHUYECKOM
JOKYMEHTAIlMe W CTaHAapTaMH, METOJaMHU OILICHKM PHUCKOB U OOeCIeUeHHUs
TexHOoCc(epHON 0€30MaCHOCTH B MPOEKTHBIX PEIICHUSAX, a TaKXKe CIIOCOOHOCTHIO
aJanTHUPOBATh THUIIOBBIC MPOCEKTHBIE TMOIXOAbl K CHeNu(pUKe TPaHCIOPTHO-
TEXHOJIOTUYECKUX KOMIIJIEKCOB.

3. O6beM AUCIUTLIUHBI (MOTYJIs).
3.1. O0mas Tpy10€MKOCTb JUCHMUILUIUHBI (MOTYJIS).

OO0mast TpyJOEMKOCTh JUCHMIUIMHBL (MOAyJisg) cocTaBisier 2 3.e. (72
aKaJIeMHUYECKHUX yaca(oB).

3.2. O6bem pguctuIuiMHbBl (MOAyJsl) B (opMe KOHTAaKTHOW paboThl
oOyyarommxcsi C  MeJarorM4ecKuMu  paboTHUKaMU ©  (WIM)  JIMIAMH,
MIPUBJICKAEMBIMHU K peanu3alii 00pa30BaTeIIbHON MMPOTpaMMbl Ha HHBIX YCIIOBHUSX,
P TIPOBEJICHUHN YUCOHBIX 3aHITHI:

KomnuectBo yacos

Tur yqeOHBIX 3aHIATHI
Bcero | Cemectp Ne3

KonrtaktHas paboTa mpu npoBeIeHIH YUeOHBIX 3aHATHH (BCETO): 24 24
B ToMm uncne:

3aHsATHS JIEKIIMOHHOTO TUIIA 8 8
3aHATHS CEMUHAPCKOTO TUMA 16 16

3.3. O6veM mgucHUIIMHBI (MOAYJs) B (hOpME CaMOCTOSITENFHOW pPabOTHI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOH pabOThl OOydYarOMIUXCS C
MeJaroru4eckuMu paboOTHUKAMU U (M) JTULAMU, IPUBJIEKAEMBIMU K pean3aliu
oOpa3oBaTeNbHOM MporpaMmbl Ha HWHBIX YCIOBUSIX, TPU NPOBEACHUU
MIPOMEXKYTOUYHOM aTTECTAIIMU COCTaBIsAET 48 akageMHUecKux vaca (OB).

3.4. IIpu 0Oy4eHuu o MHAMBUAYAIbHOMY Y4eOHOMY ILIaHY, B TOM YHCIIE IPU
YCKOPEHHOM 00Yy4Y€HUH, 00BEM AUCIUIUIMHBI (MOIYJISI) MOXKET ObITh peaii30BaH
MOJIHOCTBIO B (hOpME CaMOCTOSITENIbHOM paboThl 00yYaronuxcs, a Takxke B popme
KOHTaKTHOM pabOThl 00YyYalolMXCsl ¢ MEAArorHuecCKUMu pabOTHUKaMHU U (MIIH)
JUIAMU, IPUBJIEKAEMBbIMH K peain3allii 00pa30oBaTEIbHOM MPOrpaMMbl Ha UHBIX
YCJOBHSIX, TPU NPOBEAECHUN IPOMEKYTOUYHON aTTECTALMH.




4. ConepxaHue JUCHUTUIAHBI (MOIYJIA).

4.1. 3aHsaTus JIEKIIMOHHOTO THUIIA.

/o

Temaruka NTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

Jlexuust 1. BBenenue B KOHTPOJIb U ayJJUT CUCTEM 0€30I1aCHOCTH
TlonsTre KOHTPOJIA U ayJUTa B KOHTEKCTE CUCTEM 0e30IaCHOCTH.

Ienu, 3a1a4u ¥ IPUHIIMIIBI TPOBEACHUS KOHTPOJIS U ayAUTA.
Buel KOHTPOJISL: TOCYIAPCTBCHHBIN, BEIOMCTBEHHBIHN, OOIIICCTBEHHBIHN, BHYTPCHHUI.
Ponp ayauta B ob6ecrieueHHM 6€30MaCHOCTH OOBEKTOB U MIPOIIECCOB.

HopmatuBHO-11paBoBas 6aza (O3, 'OCT, ISO, otpacneBsie cTaHIAPTHI).

Jlexuus 2. HopMaTuBHO?1IpaBOBOE PETYJIMPOBAHUE KOHTPOJIS U ayAUTa CUCTEM
0€e30I1aCHOCTH

0030p KIFOYEBBIX HOPMATUBHBIX akTOB P® B o6mactu 6e3omacuoctu (D3 «O GezomacHoCTH», D3 «O

TPaHCIIOPTHOW O€30MacHOCTH» H JIp.).

Mexnynaponusie cranaaptsl: ISO 31000 (puck-menemxment), ISO 27001 (uHbopManmoHHast
6e3omacHocTh), ISO 45001 (oxpaHa Tpyna).

TpeboBanwmst oTpacneBsIX perynsTopoB (Pocrexuanzop, ®Cb, MBI u . 11.).

OTBETCTBEHHOCTh 3a HeCO6J’IIOZ[€HI/Ie Tpe6OBaHHI>'I 0e30IaCHOCTH.

.HGKI_[I/IH 3. MCTOI[OJ'IOFI/ISI ayJnuTa CUCTEM 0€e301IacHOCTH

OCHOBHBIE 3Talbl NPOBEJICHUS ay/UTa: IUIAHUPOBaHKE, OATOTOBKA, IpoBelieHne, oopmileHne
pE3yNbTaTOB.

Mertobl cOopa MHGOPMAIMH: HHTEPBBIO, OIIPOCHI, HAOIIOAEHNE, aHAITN3 JOKYMEHTOB.
WHCTpyMeHTHI ayauTa: YeK-JIHCThI, aHKETHI, MATPHIIBI PUCKOB.

KpI/ITepI/II/I OLCHKH COOTBETCTBHA CUCTEM 0e30IMacHOCTH HOPMATUBHBIM Tpe6OBaHI/I$IM.

OCO0CHHOCTH BHYTPEHHETO U BHEIITHETO ay/I1Ta.

.HCKI_II/IH 4. BI/IILBI 1 MCTOABI KOHTPOJISA CUCTEM 0€30IMacHOCTH

Krnaccudukarus BHIOB KOHTPOJIS: IPEIBAPUTEINBHBIN, TEKYIINH, 3aKITIOYNTENbHBIN; TUIAHOBEIN 1
BHEIUIAHOBBIM.

TexHHueckue METo bl KOHTPOJIS: HHCTPYMEHTAIbHBIE 3aMEPbl, UCIIBITAHNS, MOHUTOPUHT.
Oprasu3aliluOHHBIE METOMBL: IPOBEPKH JOKYMEHTAH, HHCTPYKTa)KU, TPEHUPOBKU.

ABromartusupoBaHHbIe cucTeMbl KoHTpoist (CKY I, Buneonabmoaeane, TaTIuKn).

IIpuHIMIBI PUCK-OPUEHTUPOBAHHOTO KOHTPOJIA.




/o

Temaruka NTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

Jlextus 5. Ayaut nHGOPMAITMOHHON 6€30MacHOCTH
YTpo3bl HHYOPMAIIMOHHOM 0E30MACHOCTH HA MPEIIPUSTHH.

Aynut UT-uHQpacTpyKTyphl: CETH, CEPBEPHI, padOYHe CTaHIHH.
OrneHka 3alMIIEHHOCTH TAaHHBIX (TIEPCOHANBHBIX, KOMMEPUYECKOH TaiHbI).
IIpoBepka cooTBetrcTBUs TpeboBanusam 152-@3, 187-D3, PCI DSS.

Amnanmus nonutuk Wb, )xypHamoB coOBITHI, HACTpOeK 6€30I1acCHOCTH.

Jlexnus 6. AyauT MPOMBIIIJIEHHON M 9KOJIOTHYECKOM 0€301MacHOCTH
KOHTpOJ'H) CO6J'I}O[[CHI/ISI HOpM HpOMLIHIHeHHOﬁ 6e3OHaCHOCTI/I Ha OIAaCHBIX IMPOU3BOJACTBCHHBIX O6’beKTaX.

AyauT cucTeM OXpaHbl TpyJia: OlleHKa ycioBult Tpyaa, CU3, nuHCTpyKTaxei.
DKOJIOTHYECKUH ayJUT: BO3AECHCTBHE HA OKPY’KAIONIYIO CPELy, OTXObI, BEIOPOCHI.
IIpoBepka cucTeM NpOTUBOABAPUHHON 3aLUUTHI U JIOKATU3ALUU aBapuil.

JlokyMeHTHpOBaHHE Pe3yIbTATOB U Pa3padOTKa KOPPEKTHPYIOIINX MEPOTIPHATHH.

Jlexuus 7. AyauT TpaHCIOPTHOM 6€30MacHOCTH
HopwmartuBHas 6a3a TpancnioptHoit 6e3omacHoctr (P3 16, mpuka3sl MuHTpaHca).

AyJuT 00BEKTOB TPaHCIIOPTHOM MHPPACTPYKTYPHI (BOK3aJIbI, @3PONOPTHI, MOCTHI).
OreHKa Mep 10 3alUTe OT aKTOB HE3aKOHHOTO BMEIIATEILCTBA.
ITpoBepka pabOTHI cuCTEM BHAECOHAOIIOICHHMS, JOCMOTPa, KOHTPOJISI OCTYTIA.

AHayu3 IaHOB 00eCIIeUeHHs TPAHCIIOPTHOM 0€30MaCHOCTH.

Jlexuus 8. IIponenypsl mpoBeaeHus ayauta 1 opopMIIeHHE Pe3yIbTaToB
[ToaroroBka K ayuTy: COCTaBJICHUE NPOrPAMMBI, YEK-JIUCTOB, TpaduKa.

[IpoBenenune ayaura: cOOp AaHHBIX, (PUKCAIUST HECOOTBETCTBUH.
OdopmiteHne oTuéra: CTpyKTypa, 00s3aTeNbHBIC Pa3/ielibl, BHIBOIDI.
PexoMeHtanmu 1o ycTpaHEHHIO BBISIBJICHHBIX HapyIICHUH.

CoryacoBaHue pe3ynbTaTOB C PYKOBOACTBOM U pa3paboTKa IMIaHa KOPPEKTUPYIOLIUX JEHCTBUIA.

Jlexius 9. MOHI/ITOpI/IHF " KOHTPOJIb UCITOJTHCHH A peKOMCH,[[aI_II/Iﬁ 0 UTOraM ayaura

Opraanu3anys CHCTEMBI MOHUTOPHHTA YCTPAaHEHHS HapyIICHHUH.
Ilepuoau4HOCTH MPOBEPOK UCIIOTHEHUS] KOPPEKTUPYIOLIMX MEPOIPUSITUH.
OrneHka 3 GEKTUBHOCTH BHEAPEHHBIX MEp.

Benenue peectpa puckoB 1 HECOOTBETCTBHIA.

IMuxingHOCTE NIpoLECcca: ayauT > KOPPEKTUPOBKA > IIOBTOPHBIN ayquT.




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE
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Jlexuus 10. CoBpeMeHHbIE TEHAECHIIMH U TEXHOJIOTUU B KOHTPOJIE U ayIUTE CUCTEM

0€e30I1aCHOCTH
{udpoBbie HHCTPYMEHTHI ayIUTa: MOOWIIBHBIE MIPUIIOKEHNUS, 0OnauHble m1aTdopMel, Bl-aHanuTuka.

Hcnonws3oBanue Big Data u MU asst mporHo3upoBaHust pUCKOB.
10T-maTauky A7 HEMPEPHIBHOTO MOHUTOPHUHTA TapaMeTPOB OE30MaCHOCTH.
Brenpenue puck-opueHTUPOBAHHBIX MOJENIEH KOHTPOJIA.

[lepcreKTHBBI pa3BUTHS ayJUTa CUCTEM OE30IIaCHOCTH B YCIOBHUIX NU(POBHU3AIIHH.

4.2. 3aHATHS CEMUHAPCKOTO THIIA.

[IpakTrueckue 3aHATHS

Tematuka MPAKTUYICCKUX 3aHATHH/ KpaTKOC COACPIKAHNC

3anstue 1. AHanu3 HopMaTUBHO?IIpaBOBOM 0a3bl B chepe 0e30macHOCTH
W3yyenue kiaroueBbIx GenepanbHbix 3akoHoB (D3 «O 6e3onmacHocTnY, 3 «O TpaHCIOPTHOM
06e30MacHOCTH» U JIp.).

Pabora ¢ mexxnynaponuasiMu cragaaptamu (ISO 31000, ISO 27001).

CocTaBiieHne TaOIHIBI HOPMATUBHEIX AKTOB MO cepaM NpuMeHeHHs (IPOMBIIUICHHAS,
WHPOPMAMOHHAS, TPAHCTIOPTHAs 0€30IIaCHOCTE).

Omnpenenenne TpeOOBaHUI K 00BEKTaM KOHKPETHOTO THUIIA.

3ansTtue 2. PazpaboTka nporpamMmsl ayauTa 6€30MacHOCTH
CocraBieHue IJIaHa ayJuTa A YCIOBHOTO MPEANPHUATHS.

DopMyIHpOBKa LieNiei U 33]1a4 IPOBEPKHU.
Br16op MeTomoB cOopa TaHHBIX (MHTEPBEIO, HAOMIOICHNE, aHATN3 TOKYMEHTOB).

Pa3paboTka 4ek-THCTOB [UIS pa3HBIX HaNpaBJIeHUH ayauTa (oxpaHa Tpyaa, b, moxapHast 6e301macHOCTB).

3ansTue 3. HpOBCI[eHI/Ie HUMHUTAIIUOHHOT'O ayIuTa HH(I)OpMaHHOHHOﬁ 0e30IMacHOCTH
MonenupoBanue yrpo3 Ub st UT-urbpacTpyKTypsl OpraHU3auy.

HpOBepKa HAaCTPOCK 0e30IMaCHOCTH CEpBEPOB U pa60tmx CTaHIII/Iﬁ.
AHaIU3 IOJIUTHK JA0CTyna u HapOJ’IBHOﬁ IOJIMTHUKH.

O(I)OpMJ'ICHI/Ie MMPOMEIKYTOYHOTO OT4YETA C BBISIBIICHHBIMHU YA3BUMOCTSAMMU.

3ansTue 4. Ay,Z[I/IT HpOMBIIHHCHHOf/'I 0E30ITaCHOCTH OIaCHOT'O IMPOU3BOACTBCHHOT'O

00BEKTA
OrieHKa COOTBETCTBUS 00BEKTa TpeOoBaHusIM PocTexHaa3opa.

HpOBepKa JOKYMCEHTAllUU 110 OXpaHe TpyJa U HpOMBIIHHCHHOﬁ 0e30I1aCHOCTH.




/o

TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE

AHanu3 )XypHaJI0B HHCTpyKTaxkei u mpoBepok CU3.

Brissnenue HapyIlIeHI/Iﬁ n ux KJ'IaCCI/I(l)I/IKaHI/IH IO CTCTICHU pHUCKa.

3ansTtue 5. OLeHKa TPaHCTIOPTHOM 0€30MMaCHOCTH Ha TPUMEPE aBTOBOK3aj1a
AyHI/IT CHUCTEM BI/I,HGOH&6HIOZ[€HI/IH, KOHTPOJIAA JOCTYyIIa U JOCMOTpa.

IIpoBepka mraHoB obecniedeHNsI TPAHCIIOPTHOH O€30MTaCHOCTH.
MopenupoBaHue CLieHapys aKTa HE3aKOHHOTO BMEIIATE/ILCTBA.

PaspaboTka pekoOMEHAAIHI 10 YCUIICHHIO 3aIlIUThI 00BEKTA.

3&HHTHC6.PvaéTIIaHaHH3pHCKOB(3HCHOHBSOB&HHCN[ManHHBIpHCKOB
I/IHGHTI/I(l)I/IKaHI/Iﬂ OIMaCHOCTEH Ha YCJIOBHOM NPEANPUATHHN.

OueHKa BEpOSITHOCTH U TSDKECTH ITOCIIEACTBUI I KaXKIOU YTpO3bl.
IMocTpoeHre MaTPHITEI PUCKOB (HU3KUI/CPEeIHUI/BRICOKHI YPOBEHB ).

HpHOpI/ITI/BaHI/Iﬂ MCEp IO CHUKCHUIO HanOolee KPUTHUYCCKUX PUCKOB.

3anstue 7. Opopmiienue oTyéra o pes3ynbraraM ayauTa
CrpykTypa 0TuéTa: BBEJICHHE, METOIOJIOTHSI, PE3yIbTaThl, BEIBOIBI, PEKOMEHIALINH.

IIpakTudeckoe 3amoHEHUE Pa3/eJIOB HA OCHOBE JAHHBIX HMUTALIMOHHOTO ayIUTa.
DopMynIHpoBKa KOPPEKTUPYIOIINX MEPONPHUSATHII C YKa3aHHEM CPOKOB M OTBETCTBEHHBIX.

CorlacoBaHne NMPOEKTa OTYETA C «PYKOBOACTBOMY (B PaMKax JIEIOBOI UTPbI).

3anstue 8. MOHUTOPUHT HCIIOIHEHNS KOPPEKTUPYIOIINUX MEPOTIPUATUI
Co3maHue peecTpa BbISBICHHBIX HApyIICHUH 1 PEKOMEHAIHi.

PazpaboTka rpaduka KOHTPOIBHBIX TPOBEPOK.
OTtpaboTKa METOIMKH OLEHKH 3 PEKTUBHOCTH BHEAPEHHBIX MEp.

3anonHeHne GopMBl MOHHTOPHHTA YCTPAHEHNS! HECOOTBETCTBHH.

3ansrtue 9. Ucnonb3oBanre NU(GPOBBIX HHCTPYMEHTOB ISl ayAUTa U KOHTPOJIS
O3HakoMJIEHHE ¢ MOOWIIbHBIMH TIPHIIOKEHHUSIMH JUTsl QUKCAlMK HapylleHu# ($hoTo, reoTern).

Paborta ¢ obnaunbiMu taThopMamu AJ1s cOopa U aHajIu3a JaHHbIX.
Busyanuzamus pe3ynsTatoB ayanta ¢ nomomnisio Bl-cuctem (Power BI, Tableau).

[pakrrueckuii pa3dop keiica ¢ npumeneHreM [0T-1aTYMKOB JIUISi MOHUTOPHUHTA TAPAMETPOB
0€e30IacHOCTH.
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3anstue 10. JlenoBast urpa « AyIuT KOMIUIEKCHOM cHCTeMbI 0€301aCHOCTH

MNPpCAIpUATUS
Pacnpenenenue poiieid: ayJuTOpbl, MPEICTABUTENN TOAPA3ACICHUMN, PyKOBOACTBO.

IIpoBenenne KoMIUIEKCHOTO ayauTa 1o HanpasieHusM (b, oxpana Tpyaa, sxonorndeckas 6€30MacHOCTS).




/ TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE
n/m

IToaroroBka UTOroBOro OT4ETA U MPE3EHTALMA PE3yIbTATOB MEPE KKOMHUCCHEN).

OOcyxIieHHe CTpaTeruyu JI0JAr0OCPOYHOTO YIPABICHUS PUCKaMH Ha NIPEAIPUSTHH.

4.3. CamocrosiTenbHas padoTa 00ydaroImXCs.

Bun camocrosiTensHO#M paboThI

1 |IToaroroBka K MPOMEXYTOYHOMY KOHTPOJIIO

2 HOI[I"OTOBK& K IMPAaKTHYCCKUM 3aHATHUAM

3 | IlogroroBka K MpOMEXYTOYHON aTTeCTaLUH.

5. Ilepedenbp wu3gaHUM, KOTOpPBIE PEKOMEHIYETCS WCIOJIb30BaTh IPHU
OCBOCHMH JTUCUUTLTUHBI (MOIYJIs).

Ne
y bubnuorpaduueckoe onucanue Mecto gocryma
II/11
1 CucreMbl 0€30MMaCHOCTH aBTOMOOHUIICH https://znanium.ru/catalog/document?id=435081

Casuu EBrennii Jleonnnosuu, Kanycrun
Brnagumup Brnagumuposua YueOHoe
nocooue HULL UHD®PA-M , 2024

2 HHTerprupoBaHHbIE CUCTEMBI https://znanium.ru/catalog/document?id=446638
6e3onacHoctu Kapabanos Poctucnas

MuxaiinoBuu Y4eOHoe nocobue
BrnaguMupckuil FOpuaAMYECKUN HHCTUTYT
®CHH Poccun , 2023

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH(OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOpPHIE MOTYT HCIOJIB30BATHCS MPH
OCBOCHHUH JUCHUIUIUHBI (MOIYJIA).

1. Onexrponnas oubauorexka PYT (MUNT) http://library.miit.ru/

2. DnekTpoHHO-OubIMoTeuHas cucrema «Jlanb» https://e.lanbook.com/

3. O6pazoBarenpHas miargopma «kOpaiit» https://urait.ru/

4. DnexTpoHHo-6nbMMoTeuHas cucrema «ZNANIUM» https://znanium.com/

5. Hayunas snexktponHas onbnuoteka eLibrary https://elibrary.ru/

6. baza gpamneix PubMed (meaumko-Ouonorudyeckue HUCCIEIOBaAHUS)

https://pubmed.ncbi.nlm.nih.gov/

7. Scopus / Web of Science (moctyn uepes noanucky BY3a).

8. OnexkTpoHHbld  (POHA MPaBOBOM U  HOPMATHUBHO-TEXHUYECKOMU

nokyMeHTtaruu http://docs.cntd.ru/



9. CnpaBouHo-tipaBoBas cuctema «Koncynprantllotoc» (mocTym u3 cetu
BVY3a).

/. IlepeuyeHb JUIEH3UOHHOTO U  CBOOOAHO  PACIPOCTPAHSIEMOTO
MpOrpaMMHOT0 OOECIeYeHHUsI, B TOM YHCJIE OTEUECTBEHHOI'O IPOU3BOJICTBRA,
HEO0OXOIMMOT0 JIJIs OCBOCHMS TUCITUTIIIUHBI (MOTYJIs).

SearchInform KWb — 3ammra oT yTeduek wuHOpManmu, mepexBar
COOOUIEHUH, ayJUT NEUCTBUI NOJb30BaTeNel, KOHTPOJIb KOMMYHUKALIHIA.

InfoWatch  Traffic Monitor — amamm3 u  OJOKHpPOBKA yTEUeK
KOH(DUIEeHIIUaTbHON HH(GOPMAIIMK, KOHTPOJIb KaHAJIOB Mepeadn JaHHBIX.

Forcepoint DLP — 3ammra gaHHBIX B KOPIIOPATHBHOM CETH M 3a €€
npenenamu, KoHTpoiabr USB?yctpoiicTB, 06maunbix cepBucos, SSL?Tpaduka.

CraxanoBey — DLP?cucrema ¢ OuomeTrpuueckoid ayTeHTHU(UKALUEH,
KOHTPOJIb KOMTUPOBAHMS JaHHBIX, OJJOKHPOBKA CKPUHIIIOTOB 3KpaHa, MOHUTOPUHT
MECCEH/IKEPOB U MOYTHI.

I'apna Ilpennpusitue — aHanu3 nepenaBaemMoil MHGopMauu, OJIOKHUPOBKa
OTIPABKU CEKPETHHIX (DAiJIOB, MOHUTOPUHT CETEBOr0 Tpaduka 0e3 yCTaHOBKU
areHToB.

MHCAUJIEP — KOHTPOJIb KOMMYHMKAIlMid TepcoHana, Qukcamus
CKPUHIIOTOB, KEMJIOTTUHT, aHAJIW3 AKTUBHOCTHU COTPYIHUKOB.

Perimetrix — mMapkupoBKa U KOHTPOJIb )KH3HECHHOTO [IUKJIA KOPIIOPATHBHBIX
JAHHBIX, YIIPaBJIEHUE TpaBaMu JocTyna K (aitam

AlienVault (AT&T Cybersecurity) — KoMIUleKCHas JUarHOCTHKA,
0oOHapy»XeHHUE yrpo3, aBTOMAaTUUSCKUH aHaIU3 )KyPHAJIOB, OIMIOBEIICHUS 110 email.

Rapid7 InsightiDR — BbIsBI€HHWE WHIIMACHTOB, pearMpoBaHUE Ha
HECaHKIIMOHUPOBAHHBIHN JTOCTYII, IOUCK U YCTPAaHEHUE yTPO3.

Sumo LogiC — WHTeIeKTyaabHbIN aHaln3 0e30MacCHOCTH, YIMpaBJICHUE
KypHaJlaMH, YCTpaHEHHUE yIrpo3 B PeaIbHOM BPEMEHHU.

ManageEngie EventLog Analyzer — wonuTopuHr BeO?cepBepoB, 0a3
JAHHBIX ¥ TIOYTOBBIX CITYKO, OMOBELIEHUSI O HECAHKIIMOHUPOBAHHOM JIOCTYIIE.

8. OmmcaHne MarepUaJbHO-TEXHUYECKOW ©0a3pl, HEOOXOJAMMOM IS
OCYIIIECTBJICHUSI 00pa30BaTEILHOTO MPOIecca MO AUCIUTUTHHE (MOIYIIIO).

YueOHble ayauTOpuM IS JICKIIMOHHBIX U TMPAKTUYECKUX 3aHATHM,
OCHAIIEHHBIE MYJIbTUMEIUNHBIM 000PYI0BaHUEM (TIPOEKTOP, IKPaH, KOMITBIOTED).

* KoMmblOTEpHBIN KJlacC € JOCTyIIOM B HWHTEPHET Jid MPOBEJICHHUS
MPAKTUYECKUX 3aHSATUH, MOWCKAa MHpOpManuu B 0a3zax JAaHHBIX, BBITOJHEHHUS
pacyeToB.



9. ®opMa NpoMeKyTOUHOU aTTECTAIUU:

3aueT B 3 cemecTpe.

10. OueHouHBIE MaTEpHUAIBI.

OreHOYHBIE MaTEepPUANTBI, TPUMEHSIEMBIE TIPU TIPOBEICHUH TTPOMEKYTOUHOM
aTTecTanuu, pa3pabaThIBalOTCS B COOTBETCTBUU C JIOKAJIBHBIM HOPMATHBHBIM
aktoM PYT (MUUT).



ABTOpBI:

accucteHT kadenps! "['uruena
TpaHcnopTa"

CoracoBaHo:

3aenyrommii kadeapoid ['T

[Ipencenarens yueOHO-METOIUUECKOM
KOMHUCCHU

P.JI. KyapsiBiesa

M.®D. Bunsk

H.A. AunpusiHoBa



