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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

Llenpto ocBoeHusi yueOHOM mucuuruinHbl «Kpunrorpapudeckas 3amura
uHbopmarumy sBiseTcs GopMHUpOBaHUE NMPOGECCUOHANBHBIX KOMIIETEHIIMM IO
OCHOBHBIM pa3zjiejiaM JUCHUTLINHBIL.

3agayamMu JUCUUILIMHBI SBIISIEOTCA:

- U3Y4YCHHE OCHOBHBIX METOJOB U CPEACTB KPUNTOrpapUUECKON 3allUuThI
nH(pOpMaIiU, CTAHJAPTOB B ATOM 001aCTH;

- MOJy4YEeHHE  TMPEACTaBICHUS O  MATEMaTUYECKUX  METoAax
KpunTorpadguueckoil 3amuTel UHGOpMaIHH;

- CTYIEHTBl JIOJDKHBI HAYYHUTHCS MPUMEHSTH COBPEMEHHBIE METOABI H
CpeliCcTBa KpUNTOrpaguuecKoi 3Tl HHGOpPMAIMU Ha MPAKTHKE.

2. Ilnanupyembie pe3ynbTaTbl 00yUEHHS MO JUCHUILUIMHE (MOIYJIIO).

Ilepeuenb (GopmMuUpyEMBIX pe3yJbTaTOB OCBOCHHUS  00pa3oBaTENbHOU
porpamMmbl (KOMIIETEHIIUI) B pe3yJibTaTe 00yUeHHUs M0 AUCIUILTNHE (MOIYIIIO):

OIIK-3 - CriocobeH ucnoap30BaTh HEOOXOIUMBIE MATEMATUYECKHUE METOIBI
JUTS pelieHus 3a/1a4y Npo(ecCUOHAIbHON 1eATeNbHOCTH;

OIIK-9 - CrnocobeH TpHUMEHATH CpeACTBAa KpUOTOrpaduyecKorl U
TEXHUYECKOM 3aluThl MHPOpPMAIMK U1 peleHus 3anad MnpodeccrnoHalbHOM
NEATENBHOCTH ;

IIK-1 - cnocoOHOCTHIO BBIMOJHATH PabOTHI MO yCTAaHOBKE, HACTPOWKE U
OOCITy)KMBaHUIO TPOTPaMMHBIX, MPOTPAaMMHO-ANNapaTHbIX (B TOM YHCIE
KpUnrorpaguuecknx) u TEXHUUECKUX CPEACTB 3alIUThl UHPOPMALIUH .

OOGy4eHwue 1Mo JUCUUIUIUHE (MOAYJII0) MPENOaraeT, YTo Mo ero pe3yJibTaTam
oOyyatomuiicst Oyier:

3HaTh:

- MaTeMaTU4eCKHEe METOJbl M OCHOBOIIOJIAralolfe JOKYMEHThl B 00JIacTU
KpunTorpadguyeckoi 3amuiieHHocTi koMnbioTepHbix cucteM (KC) u cerei;

- MEXKyHAPOIHBIC ¥ HAIIMOHAIBHBIE CTAHAAPTHI IO OIIEHKE OE30MMacCHOCTH B
o0nacTu MHGOPMALIMOHHBIX TEXHOJIOTHA.

Ymern:

- oleHMBaTh ypoBeHb O6e3onacHoctu KC u cerei;

- TPUMEHATH CTaHAApThl MW JIpyrde€ HOPMATHUBHBIC JOKYMEHTHI TIO
nH(})OpMAITMOHHOM 0€30TTacCHOCTH Jis OTleHKH 3amuieHHocTH KC.

Baaners:



- HaBblKaMH paboOTBl 1O YCTAaHOBKE, HACTPOHKE M OOCIY>KUBAHHIO
MPOrpaMMHBIX, MPOTPaAaMMHO-ANMAPAaTHBIX M TEXHUYECKUX CPEJCTB 3aIUTHI
uH(pOpMaInu.

3. O6beM AUCIUTLINHBI (MOTYJIs).
3.1. O0mas TpyA0€MKOCTb JUCHUILIUHBI (MOYJIS).

OO6mast TpyJIOEeMKOCTh AUCIHUIUIMHBI (MOJIyJisg) cocTaBisieT 8 3.e. (288
aKaJeMUYECKUX yaca(oB).

3.2. O6bem pguctuIUIMHBL (MOAyJsi) B (opMe KOHTAaKTHOW paboThl
oOyyarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMU HW  (WIM)  JIMIIAMH,
MIPUBJICKAEMBIMHU K peau3aini 00pa30BaTEIbHONW MPOTPaMMBbI Ha MHBIX YCIIOBHUSX,
P MIPOBEJICHUHN YUCOHBIX 3aHITHI:

Konnuectso yacos
Tum ydeOHBIX 3aHIATHI Cemectp
Bcero

Ne5 | Ne6

KonrtaktHas paboTa mpu npoBeneHIH YUeOHBIX 3aHATHH (BCETO): 112 48 64
B Tom uucne:

3aHATHUS JEKIIMOHHOTO THUIIa 64 32 32

3aHATHSI CEMHUHAPCKOTO THIIA 48 16 32

3.3. O6veM mgucCHUIIMHBI (MOAYJs) B (hOpMe CaMOCTOSITENHFHOW pPabOTHI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOH pabOThl OOydYarOmIUXCs C
He1arorndecKuMu pabOTHUKAaMU U (WJIH) JIMIIAMHU, TIPUBJIEKAaEMbIMH K peau3aliu
oOpa3oBaTeNbHOM MporpaMmbl Ha HWHBIX YCIOBHUSIX, TIPU NPOBEIACHUU
IPOMEXYTOUHOM aTTecTaluu cocTaBiser 176 akaneMuyeckux yaca (OB).

3.4. ITpu oOy4eHuy o0 MHAUBUAYAJILHOMY YUYEOHOMY IIJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM O0y4eHHH, 00bEeM MUCIUIUIMHBI (MOIYs1) MOXKET ObITh peaiu30BaH
MOJIHOCTBIO B (POpME CaMOCTOSTENBHON padOThl 00yUaroIuXcs, a Takxke B popme
KOHTAaKTHOW PabOThl 00YyYaIOIIUXCSl C MEAArorMueCKUMU paOOTHUKaMU U (WIIH)
JUIaMH, TIPUBJIEKaEMbIMH K pealiu3allii 00pa30BaTeIbHON MPOrpaMMbl Ha MHBIX
YCJOBHSIX, TPU MPOBEAECHUN IPOMEKYTOUYHOMN aTTECTALIMH.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.




Temaruka NTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

/1
1 |CEMECTPS5
Jlexmus 1
SAIIUTA UTHOOPMAILIUU

PaccmarpuBaembie BOIIPOCHL:

- tpeboBanus @CTIK no 3amure nHpOpMaImy;

- PEKOMEHJALUH 110 TEXHUYECKOI! 3aluTe NaHHbBIX;
- KJIaCCHI CPEJICTB 3AIUTHI JaHHBIX.

Jlexmug 2

NHOOPMALIMOHHA S BE3OITACHOCTbD
PaccmarprBaeMbie BOTIPOCHI:

- MepBbI N0 00ecrevyeH0 HHYOpMaMOHHOM 0€3011acHOCTH;
- nokymeHTsl ®CTOK no Ub;

- cepruduimpoBannsie cpencrsa Ub ®CTIOK..

Jlexnus 3

SAIIUTA KOH(I)I/II[EHHI/IAHBHoﬁ HMHOOPMAILIMU
PaccmarprBaeMbie BOTIPOCHI:

- IOpsIOK obectiedeHns MHPOPMAITMOHHON 0€30IIacHOCTH;
- KpunTorpaduyeckas 3amura THPOPMaIi.

Jlexuus 4

KPUIITOTPA®UYECKUE METO/IbI BALHIUTHI UTHOOPMAILINN
PaccmaTrpuBaeMble BOIIPOCHI:

- METO/IbI 3aIIUThI BUABL, KIacCH(UKaIINS;

- mUQpoBanue, CTCHOrpadusi, KOAUPOBAHKE, CIKATHE U JIP..

Jlexmus 5

KPUIITOI'PA®UYECKUE CPEJICTBA 3AILIUTHI THOOPMALIMU
PaccmaTprBaemble BOIIPOCHI:

- cpencTBa kpunrorpaduyaeckoit 3amuTsl HHGopmarun (CK3M);

- cepTU(UIMPOBaHHBIE KpUNITOrpadYeCcKUe CPEACTBa 3anThl HHpopManuu B Poccun.

Jlexuus 6

OJIEMEHTBI TEOPUM UM CEJI

PaccmarpuBaembie BOIPOCHL:

- anroput™ EBKimnna, cootHommenue besy;

- lnoaHTOBBI TMHEHHbIE YPABHEHNS;

- reopema Depma, QyHKIHSA U Teopema Diirepa;

- KBaJ[paTH4HBIE BBIUETHI, CHMBOJIBI JIexanapa n Skoow.

Jlexmus 7

TECTUPOBAHUE YN CEJI HA TTIPOCTOTY U [IOCTPOEHUE

BOJIBIHINX IMTPOCTBIX YNUCEJI

PaccmarpuBaembie BOIPOCHL:

- 3JIeMEHTapHBIE METO/IBI TIPOBEPKH IMPOCTOTHI YHCET;

- anroputMbl Konsiruna-Ilomepanca, Munnepa;

- BEPOATHOCTHBIE TECTHI Ha IPOCTOTY U AETEPMUHUPOBAHHBIH NOIMHOMHANBHBIA aITOPUTM IPOBEPKU
MPOCTOTHI YUCEIL.

Jlexmus 8
OAKTOPU3SALMA HEJBIX UYUCEIL C BKCHOHEHHHAHBHOﬁ
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Temaruka NTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

CJIOXHOCTBIO

PaccmarpuBaembie BOIIPOCHL:

- metoasl @epma, Ilomnapaa, lllepmana-Jlemana,
- anroputMsl JIeHcTpsl u [Tomnapaa-Iltpaccena;
- (P +1)-meton YunbsiMca u ero 0000IIeH s

Jlexmms 9

OAKTOPUBALMA LIEJIBIX YUCEJI C CYBAKCITOHEHIIUAJIBHOM CJIOXKHOCTBIO
PaccmaTpuBaemble BOTIPOCHI:

- metozsl Jukcona, [lIHoppa-Jlenctpsl, JIencTpoi-Ilomepanca,

- anroput™ bpumixapra-MoppucoHa;

- AITOPUTMBI PEIIETa YHCIOBOTO MOJIS.

Jlexmus 10

AJITEBPAMYECKUE CTPYKTYPHI: I'PYIIIIBIL, KOJIBITA, ITIOJIA
PaccmaTtpuBaeMble BOIIPOCHI:

- Ipynnbl, MOP(GU3MBI TPYIIIL, KOJIbIA, OIS

- oyst ['airya mith KOHEYHBIE TIOJIS;

- 3a7a4a JUCKPETHOTO JIOTapu(MUPOBAHHUS B KOHCUHBIX TOJIAX;

- KOJIBIIO MHOTOYJICHOB.

Jlexmmsa 11

IMPUMEHEHME KPUBBIX JUUIS ITPOBEPKHM ITPOCTOTHI 1 ®AKTOPU3ALINN
PaccmaTtpuBaeMble BOIIPOCHI:

- OJUIMNTUYCCKUE KPUBBIC U UX CBOﬁCTBa;

- anropuT™ JIGHCTPBI 11 (haKTOPHU3ANUH IEIIBIX YHCEN C TIOMOIIBIO SJUTUITUICCKUX KPUBBIX;
- BBIYMCJICHUC TTOPsAAKa IPYyIIIbl TOUCK SJJIMITHYECKOMN KpHBOﬁ HaJl KOHCYHBIM II0JICM,

- TECTUPOBAHKE YMCEI Ha ITPOCTOTY C MOMOIIBIO AIUINITHIECKUX KPUBBIX.

Jlexuus 12

AJIT'OPUTMBI JUCKPETHOI'O JIOTAPUOMHUPOBAHUS

PaccmarprBaeMbie BOTIPOCHI:

- IETEPMUHUPOBAHHBIE METOJIBI;

- TUCKpETHOE JIorapu(h)MUPOBAHKE B MPOCTHIX MOJISIX, B MOJISAX ['aliya; penieTo YucaoBOro mos;
- yactHoe depma U AUCKPETHOE JOrapu(PpMUPOBAHHE IO COCTABHOMY MOIYJIIO.

Jlexmus 13

DOAKTOPUSALIMS MHOI'OUYJIEHOB HA Il KOHEUYHBIMU TTOJISIMUA

PaccmarpruBaeMbie BOTIPOCHI:

- BEpOATHOCTHBIH aJTOPUTM PEIICHUS alTreOpandeckuX YpaBHEHHUH B KOHEYHBIX TOJISIX;

- pelieHye KBaipaTHbIX YPaBHEHUI;

- BEPOSITHOCTHBIM adropuT™M MPOBEPKU HENPUBOAUMOCTH MHOIOUYJIEHOB HaJl KOHEYHBIMU MOJISIMHU.

Jlexnus 14

TIPUBEJAEHHBIE BA3WCHI PEHIETOK 1 X ITPUJIOXEHN S
PaccmarpuBaembie BOIPOCHL:

- pemeTK u 6a3ucChI;

- LLL-nipuBeaeHHBIN O6a3uc U €ro CBONCTBA;

- anroput™ Peprrocona-Popkeina.

Jlexmus 15
OAKTOPU3ALIMA MHOT'OUYJIEHOB HAJT ITOJIEM PAITMOHAJIBHBIX YN CEJI




/o

Temaruka NTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

PaccmarprBaeMbIe BOIIPOCHL:
- LLL-anroput™ ¢axropuszannmy;
- (hakTOpH3aAIMS MHOTOWICHOB C HCIOJIB30BaHUEM IPUOIMIKEHHBIX BHIYUCICHUI.

Jlexmus 16

JUCKPETHOE ITPEOBPA3OBAHUE ®YPBE

PaccmaTpuBaemble BOTIPOCHI:

- BBIYHCIIEHUE AUCKPETHOTO Ipeobpa3oBanus Dypoe;

- IPIMEHEHHEe AUCKPETHOTO mpeodpazoBanus ypre B anroputme [lommapaa-Illtpaccena.

CEMECTP 6

Jlexuus 1

L{EJIOYMCJIEHHA I APUOMETUKA MHOI'OKPATHOM TOYHOCTU
PaccmarpuBaembie BOIIPOCHL:

- OCHOBHBIE OIIEpaIH;

- aITOPUTMBI MOJYJISIPHOU apudMeTHKy.

Jlexmus 2

CUCTEMBI JIMHEMHbBIX YPABHEHUI HAJT KOHEUYHBIMU TTOJIIMU
PaccmarpuBaembie BOIPOCHL:

- pELIEHUE CUCTEM JIMHEHMHBIX YPAaBHEHUN B LIENbIX YUCIIAX;

- TayCCOBO U CTPYKTYPUPOBAHHOE I'ayCCOBO UCKIIIOUECHHUE;

- anroputmsl Jlanuoma u Bugemana.

Jlexuus 3

SJUIMIITUYECKHUE KPUBBIE

PaccmaTtpuBaeMble BOIPOCHL:

- MIOHATHE UTUNTHYECKOH KPUBOW HaJ| ITOJIEM;

- IOPSAOK JUTMITHYECKON KPUBOIA;

- IPUMEHEHHE LTI THYECKUX KPUBBIX B KPHIITOTpa(U.

Jlexmus 4

KPUITTOTPA®UNYECKUE KIJIIOUYU
PaccmarpuBaembie BOIIPOCHL:

- yIpaBJeHUe KPUIITOTpadhUuIEeCKUMHU KITIOYaMH;
- TeHepalusl KIoYei;

- XpaHEHHE KII0Yeii;

- pacnpenieneHue KIIto4YeH.

Jlexmus 5

KPUIITOI'PAOUYECKUE ITPUMUTHUBLI

PaccmarprBaeMbie BOTIPOCHI:

- CBOﬁCTBa HpI/IMI/ITI/IBOB, OCHOBHBIC l'IpI/IMI/ITI/IBI)I, OG'be)II/IHeHI/Ie l'lpI/IMI/ITI/IBOB;
- CBOICTBa OE30MAaCHOCTH.

Jlexmus 6

KPUIITOI'PAOUYECKHE ITPOTOKOJIbI
PaccmarpuBaembie BOIPOCHL:

- OTJIMYUS IPOTOKOJIOB OT KPUIITOCUCTEM;

- BHJIBI aTaK HA KPUNTOIPahUIECKUE TPOTOKOJIEI;
- 0a30BBIC MPOTOKOJIEI,

- CTaHJAPTHBIE IPOTOKOJIBI.




/o

Temaruka NTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

Jlexmus 7

KPUITOI'PA®UYECKME ITPOTOKOJIbI JIEKTPOHHbBIX TIATEXEM
PaccmarpuBaembie BOIIPOCHL:

- 3JIEKTPOHHAs! OAINUCH;

- IPOTOKOJIBI 3JIEKTPOHHBIX IIIAaTEXeH, IpyTrue BUIbI IPOTOKOJIOB.

Jlexmus 8

CUMMETPUYHBIE 1 ACCUMETPUYHBIE KPUIITOCUCTEMBI 1

PaccmaTpuBaemble BOTIPOCHI:

- cragnapTsl mudpoBanus naHHBIX (anroputM mudposanusa nanHex DES, Triple DES, AES, anroputm
PuBecra);

- Poccwuiicknit cTaHAapT KPUITO- U IMATO3ALTUTEI COOOIIICHIH.

Jlexuus 9

CUMMETPUYHBIE U ACCUMETPUYHBIE KPUIITOCUCTEMBI 2

PaccmaTtpuBaeMble BOIIPOCHI:

- KOHIIETIIIHS KPUIITOCUCTEMBI C OTKPBITHIM KITIOUOM;

- KpunrocucreMa mdposanus naHHBIX RSA, cxemsl mmdppoBanus [Tomura-Xemmana, Db [amars,
KOMOMHHPOBaHHBIM MeTO ] MK (POBaHNSI.

Jlexmus 10

X3OUI-dYHKIMU

PaccmaTtpuBaeMble BOIIPOCHI:

- BUJIbI;

- XauI-(DYHKIMH - UcTiodb3oBanue B OI1, cranaapThl Xa1m-QpyHKIUH.

Jlexnms 11

OJIEKTPOHHA A ITOAITNCH

PaccmarprBaeMbie BOTIPOCHI:

- mpo0OIieMa ayTeHTH(PUKAINN TaHHBIX;

- TIOJIITUCH C TOTIOTHUTEIFHBIMU (PYHKIIHOHAIEHBIMH CBOHCTBAMHU.

Jlexnus 12

AJITOPUTMBI OI1

PaccmarpuBaembie BOIPOCHL:

- aJITOPUTMBI 3JIEKTPOHHON MOANHKCH (Ha3HaYCHHE U BHUJIBI, Kiaccudukanus, moaaenka JlI1);
- cnenas Oll, 6sIcTpast, HeocopuMas.

Jlexnusa 13

BE30ITACHOCTbB [TPOT'PAMMHOTI'O OBECITEUEHI A

PaccmaTprBaemble BOIIPOCHI:

- (hopmanbHBIE METOIBI JOKA3ATENbCTBA NPABIILHOCTH ITPOTPAMM U MX CHELU(PHUKAIIIN;
- METOJIBI M CpeJICTBa aHanu3a 6ezomacHoctH [10;

- KOHTPOJIbHO-UCIIBITATCIBHBIC U JIOTUKO-aHAJTUTUYECKUEC METOABI.

Jlexnus 14

BE3OITACHOCTBb TEXHMYECKHMX CPEJICTB KOMITbIOTEPHBIX CUCTEM
PaccmarpuBaembie BONPOCHL:

- TpeOOBaHUS K TEXHHYCCKUM CPEICTBAM;

- aHANM3 0e30MacHOCTH TeXHUYecKuX cpeacts KC;

- MOJIXOIBI K OI[CHKE WH(POPMAIMOHHONW O€30MaCHOCTH.




/o

Temaruka NTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

Jlexumsa 15

OCHOBHBIE METO/IbI IJTA PEIITEHUW S ITPOBJIEMBI OITPEAEJIEHU A YPOBHA
SAIMUINEHHOCTU KC

PaccmarpuBaembie BOIIPOCHL:

- CTpYKTypa KpUTEPHEB OLIEHKH COOTBETCTBHSI yPOBHS 3alUIIIEHHOCTH;

- IOKa3aTely ysI3BUMOCTY;

- ACTIONIb30BAHHUE 3MIUPHUIECKOTO, TEOPETUIECKOTO U TEOPETUKO-IMITMPHUIECKOTO METO/IOB.

Jlexmms 16

[TPOEKTUPOBAHUE CHCTEM OBECIIEYEHU S UHOOPMAILIMOHHOM BE3OITACHOCTH
PaccMaTprBaeMble BOTIPOCHI:

- IPUHIKIBI TOCTPOCHUSI CUCTEM 3aIlUThl KOH(DUACHIIMAILHON nHpOpMaIny;

- OCHOBBI MTOJIUTUKA 0E30MACHOCTH (TIOHATUE MOJUTHKH OC30MACHOCTH, PeaATU3alUs TTIOJTUTHKU
06e30MacHOCTH, MOJIENTH 0€30MaCHOCTH);

- OCHOBHBIC DTallbl HpOCKTI/IpOBaHHH.

4.2. 3aHATUS CEMHUHAPCKOTO THIIA.

HpaKTI/ILIGCKI/IC 3aHATHUA

/o

Tematuka MMPAKTUYICCKUX 3aHATHH/ KpaTKOC COACPIKAHNC

CEMECTP 5

IIpaxTuyeckast pabora 1

KPUIITOI'PA®UYECKUE METOBI 1 CPEACTBA 3AIINTHI MTHOOPMALIMN

B pesynbrate paboThl CTYAEHTOM OyAyT MCCIEAOBAaHBI U IIPOAHATU3UPOBAHBI KPUITOTPAdUIECKHE METOBI
Y CpeJICTBA 3alUThl HH(POPMAIIUH, OJrOTOBJIECH OTYET.

IIpaxkTudeckas pabora 2

®AKTOPU3ALIMA LIEJIBIX UUCEJ C 9KCIIOHEHILIUAJILHOM
CJIOXKHOCTBIO

Pesynbrat pabotsl — peanuzauus anropurmos Jlenctps! u [omnapaa-1tpaccena.

Ipaktryeckas padora 3

OAKTOPUBALIMA LIEJIBIX YUCEJI C CYBOKCITIOHEHIIUAJIBHOM CJI0XKHOCTBIO

PesynbraT paboThl — peanuzaiys anroputMos bpuixapra-MoppHcoHa M alrOpUTMOB PeIIeTa YUCIOBOTO
HOJIS.

IIpaxkTudeckas pabora 4

JUCKPETHOE JIOTAPUOMUPOBAHUE

PesynbTaT paboThI — OTYET C PEeLIeHHEM 3a/iau 110 TeMe «IucKkpeTHoe orapupMUpoBaHue B IPOCTHIX
NOoJISAX U B noJisix ["amyay.

[Ipaktuyeckas padora 5

BEPOSATHOCTHBIN AJITOPUTM PEILIEHNS AJITEBPAUYECKUX YPABHEHUIA

PesynbraT paboThI — peanu3aiysi BEpOSTHOCTHOTO ajlrOPUTMa IIPOBEPKH HEMPUBOIUMOCTH MHOTOWIEHOB
HaJl KOHEYHBIMH TTOJISIMH.

IIpaxTryeckas pabora 6
PEHIETKHN U BA3UCHI
PesynbraT pabotsr — peanu3zanus anropurma Oepriocona-Oopkeriaa.




/o

TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE

IIpaxTryeckas pabora 7

OAKTOPU3BALIMA MHOI'OYJIEHOB

PesynbraT paboThl — pemenune 3aaad rno teMe «Dakropuzays MHOTOWICHOB C HCIIOIb30BaHUEM
NPUOIMKEHHBIX BBIYACICHUNY .

[Ipaktryeckas padora 8

I[MTPEOBPA3OBAHUE ®VYPBE

PesynbraT paboThl — OTUYET C NCCIENOBAaHUEM IPUMEHEHHS IUCKPETHOTO TpeodpazoBanus Pypobe B
anroputme Ilomnapaa-Illtpaccena.

CEMECTP 6

[Ipakrnueckas padora 1

AJITEBPAMYECKHUE CTPYKTYVYPBI: I'PYIIIIBI, KOJIbLIA, TTOJIA
Pe3ynbTat paboThl — MOMyYCHHUE NPAKTHUCCKUX HABBIKOB PELICHHUS 3a/1a.

[MpakTryeckas pabora 2

LEJIOUYMCJIEHHA ST APUDMETUKA MHOI'OKPATHOIM TOYHOCTU

PesynpTaT paboThl — OTYET ¢ pe3yJIbTaTaMHK IIPOBEICHHOIO aHAIHM32 aITOPUTMOB MO IYJIPHOM
apuOMETHKH.

IpaxTrdeckas padora 3
PEILIEHUE CUCTEM JIMHEMHBIX YPABHEHUI HAJI KOHEUHBIMU [IOJIAMU
Pesynprat paboTs! — peanusanus anropurmos Jlanioma u Bugemana.

[pakTnyeckas pabora 4

SJUTANITUYECKUE KPUBBIE U X CBOMCTBA

PesynbTar paboThl — OTYET C pe3yibTaTaMy TECTUPOBAHUS YHCEN HA IPOCTOTY C MOMOIIBIO
SIUTHIITHYECKUX KPUBBIX.

[IpakTryeckas pabora 5
XPAHEHUE KJIFOUE
PesynbraT paboThI — OTUYET C pe3yJIbTaTaMU HCCIICTOBAHUSI METOIOB M CPEACTB XPAaHEHUsI KIIFOUCH.

IIpaxkTudeckas pabora 6
T'EHEPALIMS KJIIOYEM
Pe3ym)TaT pa6OTLI — OTYCT, TAC HpeI[CTaBJ'IeHI)I CXEMbI U aJ'Il"OpI/ITMBI FEHepaHI/II/I CCAaHCOBOI'O KJIKOYa.

[IpakTuyeckas pabora 7

NCCIEJOBAHUE ITPOTOKOJIA BJIFOMA

PesynbraT paboThl — OTIIAKEHHAs IPOrpaMMa, PeaTn3yIomias IPOTOKOI MPUBI3KA K OUTY (TIPOTOKOI
Biroma - cxema bimoma-Mukanm).

IIpaxTryeckas pabora 8

OJIEKTPOHHAA TTIOJITNCH

CTyAeHT MOJyYUT HABBIKK MPUMEHEHHSI COOTBETCTBYIONINX CTAHAAPTOB, OYIET 3HATH MPOIIECCHI
dbopmupoBanwust u mpoBepku I, 0COOEHHOCTH HCTIOB30BaHMS (PYHKIINK XOITHPOBaHUs B cxemax OIT.

[Ipaktrueckas padora 9

OYHKLMA XOIINPOBAHNA

CTyZeHT IOJIy4UT HaBBIKM MPUMEHEHHS] COOTBETCTBYIOIINX CTAHIApTOB, OYAET 3HATh 0COOCHHOCTH
UCIIONIb30BaHMS (DYHKIIMU X3IIUPOBaHMs B cxemax OII.

IIpaxTrgeckas padora 10




/o

TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE

N3YYEHUE METOOB IIIN®POBAHI A
PesynbraT paboTh — 3amu(poBaHHOE COOOIIEHUE C UCIIOIb30BAHUEM TPaJUIIMOHHBIX METO/I0OB
mugpoBanus (IpeJBapUTEILHO BHIOPAB KITIOY).

[pakrrueckas padora 11

WUCCIEJOBAHUE U [TPOI'PAMMHA I PEAJIM3ALIWS METO/IOB LLIU®POBAHU
PesynpraToM pabOTHI SIBISIETCS OTIAAKECHHASI IPOTpaMMa, pealn3yomias IPeI0KCHHBINH CTYyJCHTOM
ANTOPHUTM IHU(PPOBAHUS.

IIpaxTrdeckas padora 12

COBPEMEHHBIE CUMMETPUYHBIE 1 ACCUMETPUYHBIE KPUIITOCUCTEMBI
PesynbTaToM paboThI SBIETCS OTIAKEHHAS IPOrPaMMa, peasli3yrolias 3aJaHHbIH CTYACHTY
KpHUNTOTpaUuecKHid aropuTM.

[TpakTuyeckas pabdora 13
OBIIME KPUTEPHUM OLIEHKU BE3OITACHOCTHU MH®OPMAIIMOHHBIX TEXHOJIOT M.
Pesynprat paboThl — HABBIKHM IPAKTUYECKOTO MPHUMEHEHHS COOTBETCTBYIOIIETO CTaHAAPTA.

[IpakTryeckas padora 14

OLIEHKA BE3OITACHOCTHU ITPOI'PAMMHOI'O OBECITIEYEHUA.

PesynbraT paboThl — CIIMCOK YTPo3 U Mep 1o pa3zpadotke OezomacHoro [10, cormacHo T'OCT P 58412-
2019.

[TpakTnueckas padora 15
3AIUTA CPEJICTB BbIUYMCJIMTEJIBHOM TEXHUKU 1 ABTOMATU3MPOBAHHBIX CUCTEM
PesynpTat paboTHI - MOJTyueHNe HaBBIKOB MPAKTUYECKOT0 IPUMEHEHUS PyKkoBoasIIero 10KyMeHTa.

[pakrryeckas padora 16

PA3PABOTKA CUCTEMbI UHOOPMAILIMOHHOM 3ALINTHI OFbEKTA UHOOPMATHU3ALIU
B pesynbraTe BeINIOTHEHHS PaOOTHI CTYAEHTOM Oy/AET MOATOTOBJIEH OTUYET C ONIMCAHUEM CHCTEMBI 3AIIUTHI
HHPOPMAIIH.

4.3. CamocrosiTenpHas padoTa 00ydaroImuXCs.

o/

Bun camocrosTensHo# paboTh

M3ydeHne 1ONOIHUTEIBHON INTEPATyPhI

Pabora ¢ JICKIIMOHHBIM MaTCpUAIOM

IToaroroBka k MPAaKTUYCCKUM 3aHATUAM

BrinonHenune kypcoBoid paboThI.

IToaroToBKa K MPOMEXKYTOYHOM aTTECTALIMH.

o O B W N| B

IIoarororka k TCKYILIEMY KOHTPOJIIO.

4.4. ITpumepHbIN IEpeUeHb TEM KYPCOBBIX padOT

- Peanuzanus anropurma Pusecra.




- Peanuzanus anroputma DES — pexxum crienienus 6;10koB B CBC mudpe.

- Peanuzanms anroputma DES — pexum pa6otei ECB (snexTpoHHBIN
OJIOKHOT).

- Peanuzanus anroputma DES — pexxum paboter CFB — oOpaTHas cBsizb 110
MU(POTEKCTY.

- Peasmmzamus anropurma DES — OFB — oO6patHast CBsI3b MO BBIXOTY.

- Anroput™m (enepanbHOro cragaapra x9.9.
- AITOPUTM KpUNTOrpagHUuecKoro npeodpazoBaHus — OOIIUH.

- Anroput™m Kpunrorpapu4eckoro mpeoOpa3oBaHUS B PEKUME MPOCTOMH
3aMEHBI.

- Anroput™M  Kpunrorpapuueckoro mnpeoOpa3oBaHUSI B PEKUME
raMMHPOBAHUS C 0OpaTHOU CBSI3bIO

- Anroput™  Kpumnrorpapuueckoro mnpeoOpa3oBaHUSI B PEKUME
MMHUTOBCTABKHU.

- AropuT™, OCHOBaHHBIN Ha cxeMe mudpoBanus b ["amaris.

- AITOpUTM, OCHOBAaHHBI Ha KOMOWHHUPOBAHHOM METO/E U(pPOBAHUS
- OtkpsITOE pactpeaenenue kimouen Juddu-Xemnnmana

- AropuTM 31eKTpoHHOM noanucu RSA.

- AnroputM sneKTpoHHOM noanucu DSA.

- OTe4YeCTBEHHBIN CTAHAAPT PIEKTPOHHON MOIIHUCH.

- Anroput™ pOBOM MOAMUCH € AOTIOTHUTEIBHBIMH (DYHKITUSIMU TIO0 CXEME
«CIICTION MOAMIUCH.

- Anroput™ 1ipOBOI MOJAMUCH C AOTIOTHUTEIbHBIMU (DYHKIIUSIMU TI0 CXEME
«HEOCTIOPUMON MOATUCH.

5. Ilepeuenp wu3naHUM, KOTOpPBIE PEKOMEHIYETCS MCHOJIb30BATh IPHU

OCBOCHMH JTUCUUILTUHBI (MOAYJIs).

Ne

n/

II

1 | Bocrpemosa E.B. https://elar.urfu.ru/bitstream/10995/73899/3/978-5-7996-2677-
OCHOBBI 8 2019.pdf,(naTta obpamenus: 16.05.2024). -
MHMOPMAIIHOHHOI TeKCT:3IeKTPOHHBIH.

0€30MacHOCTH: yueOHOe

bubnuorpaduueckoe

Mecto nocryna
OIHCaHUE

nocooue JIsi CTy/IeHTOB

By30B. ExaTepunOypr:




N3n-Bo Ypau. yH-Ta,
2019.- 204 c. - ISBN
978-5-7996-2677-8.

Kazapun O. B.
[Iporpammuo-
annaparHble CpeCcTBa
3alIUThI UH(OPMALIHH.
3amuTa NporpaMmMHOIO
obecrieyeHus1: yueOHUK U
MPAKTUKYM JUISL CPETHETO
poeCCHOHATBLHOTO
obpazosanms / O. B.
Kazapun, A. C.
3a6al0ypuH. — Mockaa:
NznarensctBO FOpaiir,
2022. —312c. —
(ITpodeccuonanbHoe
obpasoBanue). — ISBN
978-5-534-13221-2.

https://book-pc.ru/bezopasnost/1882-programmno-apparatnye-
sredstva-zaschity-informacii.html,(zata o6pamenus: 16.05.2024).
- TeKCT:3JIEKTPOHHBIM.

T'ommukoB A. M. 3amura
nH(popManuu B
MH()OKOMMYHUKAIIMOHHBI
X CHUCTEMaX U CEeTsIX:
yuebHoe ocobue / A. M.
lN'onmnkoB. — Mocksa:
TYCVYP, 2015. — 284 c.
// JlaHb: 37IEKTPOHHO-
OubIMOTEYHAs CUCTEMA.

https://e.lanbook.com/book/110336,(mara obparieHwus:
03.05.2024). — PexxuM 10CTyIa: 75l aBTOPHU3. MOJTb30BATEIICH.
— Texcr: 351IeKTpOHHBIN

Hecrepos C. A. OcHOBBI
MH(pOPMAaIMOHHOM
0e30macHOCTH: yueOHoe
nocobue / C. A.
HecrepoB. — 5-e u3zn.,
crep. — CaHkT-
[TerepOypr: Jlans, 2022.
— 324 c. — ISBN 978-5-
8114-4067-2.

https://www.litres.ru/book/s-a-nesterov/osnovy-informacionnoy-
bezopasnosti-66007377/,(nata obparienus: 16.05.2024). —
Pexxum gocrtyna: i aBTopu3. MOJIb30BaTENEH.
TekcT:25eKTPOHHBIIA.

Jlocs A. b., Hecrepenko,
A. 10O., Poxkos, M. 1.
Kpunrorpaduueckue
METOJIBI 3aIIUTHI
nHpopManuu st
M3YYaIOIIIX
KOMITBIOTEPHYIO
0€30MaCHOCTb: YUeOHHUK

https://azon.market/image/catalog/v_1/product/pdf/378/3777079.p
df, (mata oopamenus: 17.05.2024). — Pexxum nocryna: st
aBTOPU3. NOJb30BaTeNeil. — TeKCT: 3IEeKTPOHHBIN




JUTSL aKaJIEMUYECKOTO
OakanaBpuata / A. b.
Jlocs, A. 1O.
Hecrepenko, M. U.
PoxxkoB. — 2-€ u3n.,
ucnp. — M.:
NznarensctBo FOpaiir,
2019. — 473 c. —
(Cepusi: bakanasp.

AKaJleMHUYECKHI KYypC). -
ISBN 978-5-534-12474-
3.

6. [Ilepeuenb coBpeMEHHBIX NpO(PEeCcCHOHATBHBIX 0a3 JaHHBIX W
WH(POPMAITMOHHBIX CIPABOYHBIX CHCTEM, KOTOpPBIE MOTYT HCIIOJIb30BaThCS IIPHU
OCBOCHUU JUCHUUIUIUHBI (MOIYJIA).

(DOPYM CclienuaJInCToB 110 I/IHCI)OpMaL[I/IOHHBIM TCXHOJIOTUAM
http://citforum.ru/
WM HTEpHET-YHUBEPCUTET MH(OPMAIMOHHBIX TEXHOJIOTUI

http://www.intuit.ru/
[TouckoBsie cucteMbl: Yandex, Google, Mail.
Odunuanehueiii cailt PYT (MUUAT) (https://www.miit.ru/).
Hayuno-texanueckas o6ubnuorexka PYT (MUUT) (http:/library.miit.ru).
O6pa3zoBarenbHas miatdopma «FOpaiit» (https://urait.ru/).
O6mme wuHpOpPMAIMOHHBIE, CIPABOYHBIE M  IOUCKOBBIE  CHUCTEMBbI
«Koncynbrant Ilmroc», «I'apanmy.
DIeKTPOHHO-OMOIMOTeYHAS cucTema W31aTeIbCTBA «JIanby»

(http://e.lanbook.com/).

7. IlepeueHb  JUIEH3UOHHOTO W  CBOOOAHO  PaCIPOCTPAHSIEMOTO
MporpaMMHOro oOecredyeHus, B TOM 4YHUCIE OTEYECTBEHHOIO MPOU3BOCTBA,
HEO0OXOIMMOT0 JIJIs1 OCBOCHUS AUCITUTIIIUHBI (MOIYJIs).

Microsoft Internet Explorer (unu apyroii 6paysep).
Omneparnrionnas cucrema Microsoft Windows.

Microsoft Office.
Crenuaan3nupoBaHHOE MPOrpaMMHOE 0OecTiedeHre He TpeOyeTCsl.

8. OmucaHue MaTepUaJIbHO-TEXHUYECKOM ©0a3bl, HEOOXOIUMOM IS
OCYIIECTBJICHUSI 00pa30BaTEIHLHOTO MPOIECca MO AUCIUTITHHE (MOIYIIIO).



YueOHble ayIUTOPUU ISl TMPOBEACHUS YUYEOHBIX 3aHATHM, OCHAICHHbBIC
KOMITHIOTEPHOU TEXHUKON 1 HabOpamMu JIEMOHCTPAITMOHHOTO 000PY/I0BAHMSI.

9. ®opma MPOMEKYTOUHOU ATTECTALINU:

3adeT B 5 cemecTpe.
KypcoBas pabota B 6 cemectpe.
Dk3ameH B 6 ceMecTpe.

10. OueHouHbIE MaTEPHUAIIBI.

OHCHO‘IHLIE? MaTCpuaiibl, IPUMCHACMBIC IIPpU ITPOBCACHUU HpOMG)KYTO‘IHOﬁ

aTTecTaluy, pa3pabaThiBalOTCSI B COOTBETCTBUM C JIOKAJbHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTOpBI:

CoracoBaHo:

3asenytromuii kadeapoit BCCullb

[Ipencenarens yueOHO-METOUUECKOM
KOMHUCCHUHU

N.E. Cadonona

Bb.B. XKeneukoB

H.A. AunpusinoBa



