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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

[lenpto ocBoeHus ydeOHOU aumcumiiuHbl «Kpunrtorpaduueckas 3amura
uHpopMaIuuy SABISETCS (GOPMUPOBAHHUE MPOPECCHOHAIBHBIX KOMIIETCHIIUN 10
OCHOBHBIM pa3jiesiaM JIUCIUTITAHBI.

3amauyaMy JUCITUTUTHHBI SBIISIOTCS:

- W3y4YeHUE OCHOBHBIX METOJOB W CPEICTB KPUNTOTPa(PUUECKOW 3amIuThI
nH(OpPMAITUH, CTAaHIapTOB B ATOU 00JIaCTH;

- TMOJydYeHHWE  TPEACTaBICHUS O  MaTEeMaTHYECKUX  METOoJax
KpunTorpadguueckoil 3amuTsl HHGOpPMAIIHH;

- CTYHIEHTBHI JOJDKHBI HAYYUTHCS TPUMEHSATH COBPEMEHHBICE METOIbI H
CpelICTBa KpUMTOTpaPUIecKoi 3auThl HHOOPMAITUU Ha TPAKTHKE.

2. [Inanupyembie pe3yIbTaThl 00y4eHUS 110 AUCITUIUTMHE (MOIYJIIO).

Ilepeuenr ¢GopMUpyEMBIX pPE3yJbTaTOB OCBOCHHUS 0Opa30BaTEIbHOMN
nporpamMmbl (KOMIIETEHLIUI) B pe3ysbTaTe 00yUYeHus Mo AUCUMIUINHE (MOIYIIO):

OIIK-3 - CnocobeH Ha OCHOBAaHMHM COBOKYITHOCTH MAaT€MaTHYECKUX
METO/IOB, (PU3MUYECKUX 3aKOHOB M Mojeliell pa3padaThiBaTh, OOOCHOBBIBATH U
peaNM30BBIBATh MPOLEAYPhI pelIeHus 3a/1a4 NpodhecCUOHATBHOMN IeITeTbHOCTH.

OO0y4eHue 1o JUCUUILIMHE (MOAYJII0) MPEANOIaraeT, YTo MO0 €ro pe3yJibraram
oOyuatoiuiicst 0yier:

3HaTh:

- MaTeMaTHYeCKUE METOJBI M OCHOBOIIOJIATAIONINE JOKYMEHTBI B O0IAaCTH
KpunTorpaduueckor 3amueHHoCTH KoMmbioTepHbix cucteM (KC) u cereid;

- MEKIYHAPOJIHbIC U HAIIMOHAJIBHBIC CTAHIAPTHI IO OIICHKE 0€301TaCHOCTH B
o0nacTi HHGOPMAIIMOHHBIX TEXHOJIOTHMA.

- TIOPAJIOK TECTHUPOBaHUS (YHKIMH MPOrpaMMHBIX M MPOTPaMMHO-
anmapaTHHIX (B TOM YHCIIE KPUNITOTPaQUUecKnX) CPEACTB 3aIUTHI HH(DOpMAITUU

YMmerTh:

- oueHuBaTh ypoBeHb Oe3onacHoctu KC u cereit;

- TMPUMEHATHh CTAHAAPTHI W JAPYrde€ HOPMATUBHBIC JOKYMEHTBI IO
nH(popMarmoHHOM 6e30macHOCTH JyIs orleHKH 3antuiieHHoctu KC.

- TPOBOJMTH KOHTPOJbL IIOKa3aTelied | Iporiecca (pyHKIMOHHPOBAHUS
MIPOTPAaMMHBIX U MPOrPAMMHO- aIlllapaTHHIX (B TOM YHCJIE KpUNTOTrpadUUeCKUX )
CPEIICTB 3aIIUTH HHPOPMAIIHH.

Baanern:



- HaBblIKaMU pabOTHl MO YCTAaHOBKE, HACTPONKE U OOCITYKMBAHUIO
MPOTPpaMMHBIX, MPOTPAMMHO-AMNApPaTHbIX M TEXHUYECKUX CPEJCTB 3alUTHI
uH(popMauu.

- HaBBIKAMHU TOJJepKaHus OecriepeOoiHONW paboThl MPOrPAMMHBIX H
MPOrpaMMHO- alMapaTHBIX (B TOM YHUCJIE KPUNTOrpaduyeCKUX) CPEJCTB 3aIIUTHI
unpopmarmu B UTKC

- HaBBIKAMH HCIIOJIb30BAHUSI CPEJICTB KPUNTOTPAhUUECKON M TEXHUYECKOU
3aIUTHl KHPOPMAITUU TS PEIICHUS 3a/1ad TPOdEeCCUOHAIBHON JIEITEIbHOCTH.

3. O0beM TUCHUIUTUHBI (MOJTYJIS).
3.1. O6mas Tpy10€MKOCTh JUCIUTUIAHBI (MOIYJIA).

OO0masi TPyIOEMKOCTh AUCIUIUIMHBI (MOayssi) cocTaBisier 8 3.e. (288
aKaJieMUYecKux yaca(oB).

3.2. OObeMm pguctuIUIiHBI (MOayns) B ¢GopMe KOHTAaKTHOM pabOThI
oOydJaronmuxcst ¢  MEeNarorM4ecCKUMH  pabOTHHUKaMu W (WIHM)  JUIAMH,
MPUBJICKAEMBIMU K peaau3aiuu 00pa30BaTeIbHON MMPOTPaMMBbI Ha MHBIX YCIIOBHUSX,
IPY IPOBEJICHUY yUESOHBIX 3aHITHI:

KonuvectBo yacos
Tun y4eOHBIX 3aHATHI Cemectp
Bceero

Ne5 | Ne6

KonrakTHas paboTa rmpu npoBeicHUN Y4eOHBIX 3aHATHH (BCETro): 128 64 64
B ToMm uncie:

3aHATHSA JIEKIIMOHHOT'O THTIA 64 32 32

3aHATUSA CEMUHAPCKOro TUIa 64 32 32

3.3. ObveM muctuIUIMHBI (MOAYJs) B (popMe CamMOCTOSITENBHOW pPabOTHI
oOyyaromuxcs, a Takke B (QopMe KOHTAKTHOM pabOThl OO0ydYarOIIUXCs C
nearoruueckuMu paboTHUKAMH U (M) JTUIAMU, TPUBJIEKAEMBIMH K peau3aiiu
oOpa3oBaTeIbHOM TpOrpaMMbl Ha HWHBIX YCIOBUSIX, TIPH TPOBEICHUU
MPOMEKYTOUHOM aTrrecTanuu coctapiser 160 akagemuyeckux yaca (0OB).

3.4. 1lpu oOy4yeHnH N0 MHIUBUAYAIBHOMY YYEOHOMY ILIaHY, B TOM YHCIIE IPU
YCKOPEHHOM O0y4Ye€HHH, 00BEM TUCIUIUIMHBI (MOJYJIs1) MOXKET ObITh peaan3oBaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHOM paboThl 00yJaroumxcs, a Takxke B opme
KOHTAKTHOH paboThl 00YYaIOIIMXCS C MEJarornuyecKuMU paOOTHUKAMHU U (WJIH)
JUIIAMH, TPUBJIEKaEMbIMH K peau3aluu 00pa30BaTeIbHON MPOrpaMMbl HA UHBIX
YCIJIOBHSIX, TP MPOBEAEHUU IPOMEKYTOYHOM aTTECTALINH.




4. ConeprxkaHue TUCIUTIIAHBI (MOTYJIs).

4.1. 3aHATHA TEKIUOHHOT'O THUIIA.
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TemaTtuka JICKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC

5 CEMECTP Bgenenue B kpunrorpadudeckyro 3aiuty nHhpopManuu

Cogneprkanue yueOHOTO MaTepuaa:

- Onpenenenre Kpunrorpaduu U KPUITOAHATIH3A

- OCHOBHBIE TepMUHBI: MU POBaHHE, TeMH(POBAHIE, KII0Y, OTKPHITHIN TEKCT, MIH(-POTEKCT
- Llenn kpunTorpaduaecKoil 3amuThl: KOHQUICHIHAIEHOCTD, IIETIOCTHOCTD, Ay TEHTHY-HOCTh,
HEOTKa3yeMOCTb

- Ipuanmn Kepkroddcea (6e30macHOCTS onpeaesieTcs: TOIBKO CEKPETHOCTRIO KITI0Ya)

- Kinaccudukanus kpunrorpaduueckux aJropuTMOB: CHMMETPUYHBIE U ACHMMETPHY-HbIE

KpI/IHTOaHaHI/IS " BUJIBI aTaK Ha KPHUIITOAJITOPUTMBI

Copeprxanue yueOHOTO MaTepuaa:

- Knaccudukanust atak: araka mo mudpotekcry (Ciphertext-Only)

- Artaxka ¢ u3BecTHBIM OTKPBHITEIM TekcToM (Known-Plaintext)

- Araka c BeIOpaHHbIM OTKpBITEIM TekcToM (Chosen-Plaintext, CPA)

- Araxa c BeiOpanubiM mudporexctoM (Chosen-Ciphertext, CCA)

- Araka «4enoBek nocepenune» (Man-in-the-Middle, MITM)

- Artaku 1o MOOOYHBIM KaHaIaM (BpeMsi, IINTaHUE, JIICKTPOMATHUTHOE M3JIyYCHHE)

MaremaTHuecKkue OCHOBBI KpUIITOTpapuu

Conepxanue y4eOHOT0 MaTepuaa;

- Teopus yrcen: MPOCTHIC YKCIIA, B3AUMHO POCTHIC YKCIa, HAMOOIBIINI OOIIHIA ASTH-TEINb (AITOPUTM
EBximmpa)

- MonynpsHast apudmMeTrka (mod) i cBO¥cTBa CpaBHEHHI

- Kuraiickast Teopema 00 octaTkax u e€ IprMMeHEHHE B Kpunrorpahun

- Oynknus Ditnepa ?(n) ¥ Teopema Jitepa

- luckpeTHbIe IorapuQMBI ¥ 33a4a JUCKPETHOTO JOTapu(pMHUPOBaHUS

Knaccrndeckue mudpsl (MCTOPHUECKHUE)

Cogneprkanue yueOHOTO MaTepuana:

- Hudp Lezaps: npuHIMmII, YSI3BUMOCTh K YaCTOTHOMY aHAIH3Y

- lnugp Ardam (oOpaTHBIH anpaBuT)

- lndp Bmwxuraepa: Tabmuia, KIFOUYEBOE CIOBO, BCKphITHE MeTotoM Kacucku
- Hudp Inetidepa (OurpamMmmuas 3ameHa)

- Hudp DHUTMBI: YCTPOHCTBO, IPUHIMI pabOTHI, BCKpbITHE (THIOPUHT)

CoBpemeHHbIe METO/IbI K(POBAHUS: OJIOUYHBIE U TTOTOKOBBIE MIHU(PHI

Copeprxkanue yaeOHOTO MaTepraa;

- brounsle mudper: mpuHIUT pabOTHI ¢ OJT0KaMU (GUKCUPOBAHHOMN IITHHBI

- Pexxumbl mudposanus o6aounbix mudpos (ECB, CBC, CFB, OFB, CTR, GCM)
- [ToTokoBbIe MUQPEL: TeHEpanus KIF0UeBOro motoka, XOR ¢ OTKPHITEIM TEKCTOM
- CpaBHeHHE OJOYHBIX U IOTOKOBBIX MH(POB (00IACTH IPUMEHEHHS, CKOPOCTH)

- TpeOoBaHMsI K CHHXPOHHM3ALUH ISl TIOTOKOBBIX IHU(POB

Anroput™ DES (Data Encryption Standard)




TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

/T
CopeprkaHue yaeOHOTO MaTepraa;
- Ucropus co3manms DES, pa3zmep 6moka (64 6ura) u kimroda (56 6ur)
- Cetp QelicTens: cTpyKTypa payHaa, GpyHkius Dercrens
- HauanbHas u xoHeuHas nepectaHoBku [P u IP??
- S-010KM (TabIMIIBI 3aMEHBI) U X POJIb B HENMUHEWHOCTH
- Pacincanue kitodeii: renepanus 16 payHIo0BBIX Kitouei
7 |Kpunroanamu3 DES u anropurm 3DES
Copeprxkanue yaeOHOTO MaTepraa;
- Vazsumoctu DES: manbtit pazmep ximoda (56 6uT)
- Ataka rpy6oii cuisl (Deep Crack, EFF) - Bpems nepebopa
- Indppepennmansuenii kpunroananu3 DES (buxawn, [1lamup)
- JInneiinsiii kpunroananus DES (Mamywn)
- Anroput™ 3DES (tpoitnoii DES): pexumsl EDE (mmudpoBanne-nemudposanne-mudpoBanue)
- D¢ dextuBHas croitkocts 3DES (112 6ut), 061acTh npuMeHeHHs U CTaTyc (ycTrapeBa-Hue)
8 |Anroputm AES (Advanced Encryption Standard)
Copeprxkanue yaeOHOTO MaTepraa;
- Konkypc NIST Ha HOBBIH cTaHIapT, TPEOOBAHHS
- Crpyktypa AES: 610k 128 6ur, ximoun 128/192/256 6ut
- Payan AES: SubBytes (S-610k), ShiftRows, MixColumns, AddRoundKey
- 'enepanus paynnoseix kimoueit (Key Schedule)
- Crotikocts AES Kk nuHeliHOMY 1 Aud(hepeHInaTbHOMY KPUIITOAHATTM3Y
- Anmapatnas u mporpamMmmHas mpoussoauTenbHocth AES (uncTpyKimun AES-NI)
9 |Pexxumsl mmdposanus 61ouynbx anroputMoB (ECB, CBC, CFB, OFB, CTR)
Copeprkanue yaeOHOTO MaTepraa;
- Pexxum ECB (Electronic Codebook): mapaniennsM, ysI3BUMOCTb K BBISIBIICHUIO TOBTOPSIOIIMXCSI OJIOKOB
- Pexxum CBC (Cipher Block Chaining): Bekrop nannmanusanuu (IV), cBsi3aHHOCTD 6JI0KOB
- Pexxumer CFB n OFB (mpeBparienuie 61049H0T0 mudpa B TOTOKOBBIH)
- Pexxum CTR (Counter): cyeT4rK, nmapaiean3M, IPOU3BOIBHBIN TOCTYH K OJI0KaM
- Pexxumsl ¢ ayrentudukanueit (GCM, CCM, OCB)
10 |[ToTtokomsie mm¢pps: RC4, Salsa20, ChaCha20
Copeprkanue yaeOHOTO MaTepraa;
- [IpuaInn paboThl MOTOKOBOTO MH(Pa: TEHEPATOP IICEBAOCTyYaifHOTO KirfoueBoro nmoroka (PRNG)
- Anroput™ RC4: manmanmzanus S-box, reHepanus 0aiiTOB KIIIOYEBOTO MOTOKA
- ¥sazeumoctu RC4 (cmemenne nepeix OaiitoB, WEP-aTaxm)
- CemeiictBo Salsa20 / ChaCha20 (Daniel Bernstein): crpykrypa paynaa QR (Quarter Round)
- ChaCha20-Poly1305: coueranue mmdposanus u ayreutudukaimu (AEAD)
- [Ipumenenue B mporokonax TLS 1.3, WireGuard, OpenSSH
11 |Kogs! ayrertudukanumn coodmenunii (MAC) u pexxumbr AEAD
CopeprkaHue yaeOHOTO MaTepraa;
- Otimmare MAC ot nngpoBoii moanucH (CAMMETPHUYHBIN VS. aCHMMETPUYHBIA KITFO)
- [loctpoenne MAC na ocnoe xam-pynkuuii: HMAC (RFC 2104)
- [Moctpoennie MAC Ha ocHoBe OsounbIX mmdpos: CMAC, OMAC
- Pexxumbl ¢ ayrentudukanueii (AEAD): AES-GCM, AES-CCM, ChaCha20-Poly1305
- Araka Ha HeayTeHTUQUUIMpoBaHHOE MmKppoBanue (Padding Oracle Attack na CBC)
12 |YmpaBneHue KIr09aMu B CHMMETPUYHON KPUITOTpauu




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

CopeprkaHue yaeOHOTO MaTepraa;

- [IpoGnema pacripeneeHus K049 B CHMMETPUIHON KpUITOTpadu

- Llentpsl pactpexnenenus kiaodeit (KDC): mpotokonsl Needham-Schroeder, Kerberos
- [Iporoxkomnsl cornacoBanust kiroueii: Diffie-Hellman (kak ruGpuaHbIii moxxon)

- [lepronnueckast cmena kimoueit (key rotation)

- Artaku Ha yrpaBiieHue Kiarouamu (replay attack, reflection attack)

13

[TpuHIUIBI aCHMMETPUYHOTO MH(PPOBaHUs (KPUNTOrPadus C OTKPHITHIM KIIFOYOM )

Copeprxkanue yaeOHOTO MaTepraa;

- [Mapa xorodeit: myOmaHBIN (MIQpPOBaHKE) U IPUBATHEIN (IemmdpoBaHue)

- OpHOCTOpOHHUE (QYHKINH C «a3eikoi» (trapdoor function)

- CpaBHEHHE ¢ CHMMETPUIHON KpHunTorpaduei (CKopocTb, 6€301MacHOCTh, yIIpaBiIeHUE KITF0UYaMu)
- OcHOBHBIE 33/1a4u: MK (pOBaHKE, pacHpeelieHne KIIto4eH, udpoBas moanmucs

14

Anroput™ uddu-Xammana (Diffie-Hellman)

Copeprxanue yueOHOTO MaTepraa:

- [IpoToxo: BeIpabOTKH OOIIEro CEKPETHOTO KIIF0Ya Yepe3 OTKPHITHIN KaHail

- MaTemarmnyeckast OCHOBa: MOJYJIbHOE BO3BEJICHHE B CTEIICHB, 3a/lada JUCKPETHOTO JIOTapH(MUPOBAHUS
- Araxka «4enoBek nocepenunae» Ha DH 0e3 ayreHTHOUKALINH

- Omwmnruyeckue kpussble B Diffie-Hellman (ECDH)

- [Ipumenenue: IKE B [Psec, TLS, SSH

15

Anroputm RSA (Rivest-Shamir-Adleman)

Cogeprkanue yueOHOTO MaTepuana:

- 'enepanmst kimo4eii: BEIOOP MPOCTBIX YHCEN P U (, BbIUUcIeHue n = p?q u ?(n), Beioop e u d
- lIugpposanue: ¢ = m? mod n, nemmdppoBanue: m = c? mod n

- Croiikocts RSA (pazmokeHre n Ha MHOKHTEIH - 3a1a9a (haKTOPU3AIIHH)

- Pexomenyemple pasmepsl kimroueit (2048 6ur, 4096 our)

- Padding 8 RSA: PKCS#1 v1.5, OAEP (Optimal Asymmetric Encryption Padding)

- Atakn Ha RSA (Hm3Kas akcrioHeHTa e=3, ataka Bunepa, breiixenbaxepa)

16

Kpuntocucrema Onp-I"amans (ElGamal)

Cogneprkanue yueOHOTO MaTepuana:

- Maremaruiueckasi OCHOBA: 3ajia4a AUCKPETHOTO JIOrapu(pMUPOBAHHUS B KOHEUHBIX MO-JISX

- 'enepanus xiroUeit: MpocToe YMCIIo P, MEPBOOOPA3HEIA KOPEHB g, CEKPETHBINA KITIOY X, ITYOINYHBINA y =
g? mod p

- [Ipouenypa mmpposanus: a¢emepHsIit kimtod k, mudpoteker (c¢? = g? mod p, c? =m ? y? mod p)

- Henm¢posanue: m =c? ? (c??)?? mod p

- CpaBuenne RSA u ElGamal (pa3mep mudporekcra, CKopocTb)

- Onnmuntryeckast Bepeust ECElGamal

17

6 CEMECTP Kpunrorpaduueckue X31i-(pyHKITHH

Copeprkanue yaeOHOTO MaTepraa;

- OnpeneneHne X>1I-(QOyHKINA, TPeOOBAHUS: TETSPMUHI3M, OBICTPOICHCTBIE, TaBHH-HBIH 3 ekt
- CBoiicTBa: YCTOWYHBOCTE K HAXOXKICHHIO Tpoobpasa (preimage resistance)

- YcTo4MBOCTh K HAXOXKIICHHUIO BTOPOTo 1poobpasa (second preimage resistance)

- YcroitunBocTh K KoyumsusMm (collision resistance)

- Koncrpyxkuust Mepkiia-/lamropa (MD5, SHA-1, SHA-2)

- Ataka «IHe# poKIeHHs» Ha HAXOXKIECHUE KOJUTH3UI

18

Xomr-anroputmer: MDS5, SHA-1, SHA-2




TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

/T
CopeprkaHue yaeOHOTO MaTepraa;
- MDS5: cTpyKTypa, payHIbl, pe3yasTar 128 OuT, ctaryc (CKOMIIPOMETHPOBAH )
- SHA-1: ctpykrypa, pe3ynbTar 160 6urt, ys3BumocTs (aTaka [llamOupa Ha KomuH3um)
- CemeiictBo SHA-2: SHA-224, SHA-256, SHA-384, SHA-512
- Buyrpennee ycrpoiictBo SHA-256 (6:10KHu, KOHCTaHTHI, CKaTHE)
- [Ipumenenne SHA-2 B coBpemenHnsix nporokonax (TLS, SSH, PGP)
19 |Xsur-anroputm SHA-3 (Keccak)
Copeprxkanue yaeOHOTO MaTepraa;
- Konkypc NIST Ha HOBbIi cTargapt (2007-2012), mobenautens - Keccak
- Ctpykrypa: ry0daras GyHKIus (sponge construction)
- BayTpeHHee cocTosHUe, omepanny BIUTHIBaHUA (absorbing) u oTkmuMa (squeezing)
- [apameTpsI: pa3meps! Beixoaa 224/256/384/512 6ur
- CpaBuenne SHA-3 n SHA-2 (6e30macHOCTh IPOTHB KBaHTOBBIX aTak, IPOU3BOAN-TEIEHOCTD)
20 |Ludposas noanuck (SLIT): mpUHIUIBI 1 aATOPUTMBI
Copeprkanue yaeOHOTO MaTepraa;
- Tpe©oBanust K U(POBOI MOAMHCH: TTOUIMHHOCTD, LIENTOCTHOCTh, HEOTKa3yeMOCTh
- CxeMa MMoJNHCH: MOANUCH (IIPUBATHBIM KIIOUOM) U ITpOoBepKa (ITyOIMIHBIM KITIOUOM)
- Xomr nepen noanucanueM (hash-then-sign)
- Anroput™ RSA-PSS (Probabilistic Signature Scheme)
- Anroput™ DSA (Digital Signature Algorithm)
- Anroputm ECDSA (Elliptic Curve DSA): npenMyiiiecTBa MEHBIINX KIIOYeH
- CpaBuenue RSA u ECDSA (ckopocTh reHepariiy, pa3Mep MoIIICH)
21 |[Dnmunruryeckas kpuntorpadus (ECC)
Copeprkanue yaeOHOTO MaTepraa;
- OCHOBBI M THYECKUX KPUBBIX HaJl KOHeuHbIMH Tossimu (Weierstrass ¢popma: y? =x? + ax + b)
- Onepanust CIIOKEHUS TOYCK U YIABOCHHUS TOUKH
- 3ajaya AUCKPETHOTO JIorapuMHUpOBaHus Ha dHunTHYeckoi kpusoit (ECDLP)
- Beibop napamerpos kpusoii (SECP256k1, Curve25519)
- ECDH, ECDSA, EdDSA (Edwards-curve Digital Signature Algorithm)
- [Ipeumymiectea ECC nepen RSA (MeHbIINi pa3Mep KIIF04a IpH TOI e CTOMKOCTH)
22 |Mudpactpykrypa oTKpbITHIX Kitoueid (PKI)
Copeprkanue yaeOHOTO MaTepraa;
- Kommonentsr PKI: ynocrosepstommii nentp (CA), perucrpanuonnsiii neHtp (RA), perosuropuit
cepTuduKaToB
- llemmouku noBepusi: KopHEBO# cepTrdukaT, mpomexyrounbie CA, KOHEUHBIH cepTH-(UKaT
- ®opmar ceprudurara X.509 v3: mons (subject, issuer, public key, validity, extensions)
- [Iporokounst or3biBa ceprudukaror: CRL (Certificate Revocation List), OCSP (Online Certificate Status
Protocol)
- Camomnoanucadubie cepTudukaThl vs. cepTudukarsr or CA
23 |IIporoxon TLS/SSL (Transport Layer Security)

CopeprkaHue y9eOHOTO MaTepraa;

- Hasnauyenue TLS: 3amura kaHnana cBsa3u (KOH(OUAECHIIUAIBLHOCTD, IETIOCTHOCTD, ayTeH-TH()UKAIHs)

- Apxurektypa TLS: Record Protocol u Handshake Protocol

- Pyxonoxxatue TLS 1.3: cornacoBanue mudpos, ayTeHTUGHUKAIMS CepBepa, BEIPa00T-Ka CECCHOHHOTO
KJTF09a

- Ucnone3yembie kpuntorpapudeckue aaroputmbl B TLS 1.3 (AES-GCM, ChaCha20-Poly1305, ECDHE,




TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

n/m

ECDSA)

- ¥sazeumoctu ycrapeBmux Bepcuii: POODLE (SSL 3.0), Heartbleed (OpenSSL), FREAK, Logjam
24 Kpuntorpaduueckas 3amuTa B mpotokonax SSH, IPsec

Cogneprxanue yueOHOTO MaTepuaa:

- [Ipotokon SSH: ayreHTHUKAIHS [TO KITFOYaM, TYHHEIHPOBaHUE, ITH(PPOBAHUE CECCUH

- Apxurektypa IPsec: ESP (Encapsulating Security Payload), AH (Authentication Header)
- Pexxumel [Psec: TpaHCIOPTHBIN U TyHHEJIBHBIN

- Yopasnernne kmodamu B [Psec: mpotokon IKEv1/IKEv2 (Internet Key Exchange)

- [Ipumenenune: VPN-pemrenns Ha 6aze [Psec (site-to-site, remote access)

25

I'omomopdHoe mudpoBanue

Coneprxanue y4eOHOTO MaTepuana;

- Onpenenenre roMoMopGhHOTro MUGPOBAHKSL: BBHITIOIHEHUE OTepaluii Ha 1l 3amnGpo-BaHHBIMA TaHHBIMHU
- Yactuuno romomopdusie cucrembl (PHE): RSA (ymHoxenue), Paillier (cnoxenue)

- [TonmuocTrio roMmoMopduoe mudposanue (FHE): cxema Gentry (2009)

- CoBpemennsie cxembl: BGV, CKKS, TFHE

- [lpumeHeHue: 00IaYHbIe BBIYMCIICHNS, KOH(PUACHIIMATbHBIE TPAH3AKIMN, MEUIMH-CKUE TAHHBIE

26

KBanToBas kpunrorpadus (QKD)

Conepxanue y4eOHOTO MaTepuana;

- [IpuHIUTIBI KBAaHTOBOW KpunrTorpaduu: cocrosiHue (HoToHa (ToNsapu3aius, Gasza)

- Teopema 0 HEBO3MOKHOCTH KiIoHHpoBaHus (no-cloning theorem)

- [Iporoxon BB84 (Bennett & Brassard 1984): nepenaua u cornacoBanue 6a3

- OOHapy»eHue nojcayinBanus: yposeHs omudok QBER (Quantum Bit Error Rate)

- Kommepueckne cucremsr QKD (ID Quantique, QRate) u orpanundenus (aabHOCTh, CTOUMOCTD)
- UaTerpanus QKD c ximaccuaeckum mudpoBanrneM (THOPUIHBIE CXEMB)

27

[TocTkBanToBas kpunrorpadus (PQC)

Copeprxanue yueOHOToO MaTepuana:

- Vrpo3bl KBAHTOBBIX KOMITbEOTEpOB: anroputM Llopa (hakropusanus, AMCKPETHBIC JI0-raprdMBbI),
anroput™ I'posepa (yckopeHue nepedopa)

- CeMmelicTBa IIOCTKBaHTOBBIX aITOPUTMOB: Ha ocHOBe pemieTok (lattice-based)

- Ha ocnoBe xam-ynkuuii (hash-based): cxema SPHINCS+

- Ha ocHOBe MHOTOMEpHBIX KBaIpaTHIHBIX yYpaBHEHUH (multivariate)

- Ha ocHoBe K0/10B ¢ Koppekiueit ommook (code-based): McEliece

- Cranpaptuzanusa NIST: Kyber (KEM), Dilithium (moanucs), Falcon, SPHINCS+

28

KpI/IHTOFpa(I)I/I‘lCCKI/Ie IMPOTOKOJIBI 3JICKTPOHHOI'O I'OJIOCOBAHUS

Conepxanue y4eOHOTO MaTrepuaa;

- TpeGoBaHus K MPOTOKOJIAM T'OJIOCOBAHHUS: AaHOHUMHOCTB, KOPPEKTHOCTh, YCTOMYUBOCTB K IIOBTOPHOMY
T'OJIOCOBAHUIO

- [IpoTokounsl Ha ocHOBe cirenoit moamucH (cxema dym3noka—OxamMoTo—OTHI)

- F'omoMopHOE mmpoBaHHEe 1T CYMMHPOBAHUS TOJIOCOB (cxema Dimb-I"amais)

- ['onocoBanue ¢ ucmonp30BaHreM OJIOKUYEiHA (aHATH3 IPEUMYIIECTB U YTPO3)

- Peanbubie cuctemsr: Helios Voting, Voatz (kpunroanaiu3 v KpUTHKa)

29

bnokueitH n KpunToBaIOTH! (KpUnTOrpaduuecKue OCHOBBI)

Cozeprkanue yueOHOro MaTepHaa:
- Kpunrorpadmueckast ocHoBa 610K4eiiHa: Xaui-(yHKIuu Juist cBs3biBanus 61mokos (Proof-of-Work)
- Hudposas moanucs (ECDSA/EADSA) miist moATBEPKACHUS TPAH3AKIIUIA




TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

/T
- HepeBo Mepkia uist 23 peKTHBHOM MPOBEPKH TPaH3aKIUi B O10Ke
- Koncencycubie mexannsmbr: Proof-of-Work, Proof-of-Stake, nx kpunrorpaduueckne acreKkTsl
- Kpunrorpaduueckue npumutisl B Bitcoin, Ethereum (Keccak-256, secp256k1)

30 |Creranorpadus u kpunrorpadus (KOMOMHHUPOBAHHBIE METObI 3AILIUTHI)

Cogneprkanue yueOHOTO MaTepuaa:

- Onpenenenue creraHorpaduu, OTIMUUE OT Kpunrorpaduu (COKphITHE (aKTa nepeaa-umn)

- Kimaccnueckne metonsr: LSB (Mmammmiii 6ut) B n300pakeHUSX U ayAn0

- Creranorpadus B cereBbix nmpotokoiax (TCP-ommun, nosst [P ID, BpemeHHBIE 3a-AEPIKKH)
- OOHapyxeHue cTeranorpaduy (CTeroaHaIn3)

- KomOunanus: cHavana mmgpoBaHue, 3aTeM BCTpauBaHUE B KOHTEHHED

31

[TpaBoBOE peryiupoBaHue Kpunrorpadguyeckoi 3amuTsl HHGopmanuu B PO

Cogneprkanue yueOHOTO MaTepuaa:

- ®enepanbhblii 3aKoH «O0 HHbOPMAIK, THPOPMAIIMOHHBIX TEXHOJIOTHSX U O 3alUTe HHPOPMAIHN)
(149-®3)

- ®enepanbHblii 3akoH «O cBsa3u» (126-D3) - TpeboBaHUS K onepaTopam

- [Ipuxazsr ®CTIK Poccun o cepTudukamy cpeacTs KpUNTorpadhuaeckoii 3amuTsl HHOOpMAaIHH
(CK31)

- I[Ipukazer ®CH Poccun o nmpumenenun kpunrorpaduueckux anropurmon (IOCT)

- JInnieH3npoBaHue JAeATeIbHOCTH 110 PACIPOCTPAHEHHIO MN(PPOBAIBHBIX CPEACTB

- OTBETCTBEHHOCTH 32 He3aKOHHOe ucroib3oBanue kpunrorpapun (YK PD, KoAIl PD)

32

I'OCT xpunrorpaduyeckue ctangapTsl PO

Cogneprkanue yueOHOTO MaTepuana:

- T'OCT 28147-89 (cummeTrpuuHOe mudpoBanue): 010k 64 Outa, Kirod 256 6urt, cets DeiicTens, pexMbl
-T'OCT P 34.10-2012 (mmdpoast mOAMICH Ha SJUTHNTHISCKUX KPUBBIX): TAPaMETPhl KPUBBIX

-T'OCT P 34.11-2012 (xsm-dynaxuunst Ctpudor): KOHCTpYKIHMs, pasmMep Beixoaa 256/512 our

- CpaBnenue ['OCT ¢ mexaynaponubiMu crangaptamu (AES, RSA, ECDSA, SHA-2/3)

- Ucnons3osanue 'OCT B cucteMax rocyqapCTBEHHOW U KOMMEPUYECKON TaliHBI

- [lepexon Ha mocTKkBaHTOBBIE cTaHAAPTH B PO (epcriekTrBHBIE pa3paboTKy)

4.2. 3aHATHS] CEMUHAPCKOTO THUIIA.

[IpakTrueckue 3aHATHS

n/

Tematuka MPAKTUYCCKUX 3aHATHIH/ KpaTKO€ COACPIKAHUC

5 CEMECTP Peanu3zanus u kpunroananu3 kiraccuaeckux mudpos (Llezapp, Ar6ar,
Bwxunep)

B pesynbrarte paboThI CTYAEHTOM OYAyT HCCIIEI0BaHbI U IPOaHAIN3UPOBAHBI METOIbI M (POBaHMS
Lle3aps, At6am n BiskrHepa, BBINOIHEHO NPaKTHYECKOe IHU(pOBaHKe U AeMH(POBaHUE TEKCTOB C
Pas3IMYHBIMU KIIF0YaMH, IIPOBEJCH YaCTOTHBIN KPUIITO-aHAIN3 JJIsl BCKPHITUS MH(POB, a Takxke
MOJITOTOBJIEH OTYET C BHIBOJIAMH O CTOMKO-CTH KJIACCHYECKUX aNTOPUTMOB K COBPEMEHHBIM METOJIaM aTakK.

YacToTHBIN KPUIITOAHAIN3 MOHOAJI(DAaBUTHBIX U MOIHAT(PaBUTHBIX MUPPOB

B pesynbrate paboThl CTYAEHTOM OyAyT UCCIEAOBAHbI U IPOAHAIN3UPOBAHBI METOABI YACTOTHOTO aHAIN3a
CHMBOJIOB, TIOCTPOEHBI THCTOTPAMMBI PACHIPEACIECHHS YacTOT AJIsl 3aIM(POBAHHBIX TEKCTOB HA PyCCKOM H
AHIJINICKOM S3bIKax, BBIITOIHEHO BCKPBITHE HEN3BECTHOTO MM (pa ¢ HCIOIBb30BaHNEM HHEKCA




n/n

TemaTHka MPaKTHYECKUX 3aHATHI/KPaTKOE COIEepPIKaHNe

COBITAJICHUH, OIIpEACIICHEI [UTHHA KIItoYa mudpa BioknHepa, a Taxke TOATOTOBICH OTYET ¢ 000CHOBaHUEM
BEIOOpA ME-TOJI0B KPUIITOAHAIH3A.

MonynbHas apudmMeTika u e€ IpuMeHeHne B Kpunrorpaduu

B pesynbrate paboThl CTYAEHTOM OYAYyT UCCIEAOBAHbI U TPOAHAIN3UPOBAHBI aJIr0-PUTMBI MOJYJILHOM
apuMeTukH (pacmMpeHHbIi anroput™ EBkiina, ObIcTpoe BO3Be-/ICHHE B CTENEHb, KUTalicKast Teopema 00
0CTaTKax), BBIMOJIHEHBI BHIYMCICHUSI 00paT-HbIX AJIEMEHTOB M PEIICHHE CUCTEM CPaBHEHHH, a TaKkxKe
MOJTOTOBJIEH OTUYET C MPU-MEPaMH IIPUMEHEHHSI MOIYJIbHBIX BBIYUCICHUH B KPUITOTpa(hUIECKIX
ANTOPUTMAX.

Uccnenosanue anropurma DES u ero ys3Bumocteit

B pesynbrate paboThI CTYAEHTOM OyAyT MCCIIEAOBAHbI U IPOAHAIN3UPOBAHBI CTPYK-Typa anroputMa DES
(cetp Detictens, S-6110Kku, pacrcaHKe KIIIOYEH ), BHITIOJIHEHA POrpaMMHasi HITH pydHast peannu3arys
onHoro paynna DES, npoBeneH aHainu3 ys3-BUMocTel (Majblii pa3Mep Kimova, 1udpepeHratbHbINR
KPHUIITOAHAJIK3), @ TAKXKE [TOI-TOTOBJICH O0TYeT 00 3((EeKTUBHOCTH aTaku rpy0oit cuibl Ha DES.

Uccnenosanue anropurma 3DES (Tpoiinoit DES)

B pesynbrate paboThl cTYyAEHTOM OyAyT MCCIEAOBaHbI U TPOAHAIN3UPOBAHBI peXUMBI padoTsl 3DES
(EDE2, EDE3), BemmonaeHo cpaBHeHne croiikocT 3DES ¢ omHO- 1 IByXKITIOYEBBIMU BapHAHTAMH,
IIPOBE/eHA OIleHKa Npou3BoanTenbHOCTH 3DES Ha pasnudHbIx 00beMax JaHHBIX, a TAKKe IMOArOTOBIICH
OTYET C BBIBOJIAMHU O I1e1eco00-pa3Hoctu npumeneHus 3DES B coBpeMeHHBIX cucTeMax.

Uccnenosanme anroputma AES (Advanced Encryption Standard)

B pesysbrare paboThI CTYICHTOM OYIyT HCCICIOBAHbI U IPOAHAIM3UPOBAHBI BCe ATarnbl payHaa AES
(SubBytes, ShiftRows, MixColumns, AddRoundKey), BoimosHena peanusanust oquoro payuna AES
BPYYHYIO WJIH C UCTIOB30BaHNEM Y4eOHOT0 KOJia, TPOBEACH aHAIN3 I'eHepallii payHIoBbIX kiroduel (Key
Schedule), a Taxxe MoAroToBIEH OTYET ¢ 000CHOBaHNEM cTolikocTH AES Kk TnHelHOMY 1
nudbepeHIHATEHOMY KPUNITOAHATU3Y.

HccnenoBanue pexxnmoB mudpoBanus 6mounsix anroputmos (ECB, CBC, CFB, OFB,
CTR)

B pesynbrate paboThl CTYACHTOM OYAyT UCCIIEIOBAHbI U MPOAHATN3UPOBAHBI BCE OC-HOBHBIE PEXKUMBI
mrpoBaHus OJIOYHBIX aJITOPUTMOB, BBIMOIHEHO PAKTHYECKOE IU(PPOBAHHE H300PAXKEHUS B PEKUME
ECB (Bm3yanmsanus ys3Bumoctr) 1 CBC (CKppITHE TOBTOPSAIONTNXCS OJOKOB), IPOBEICH aHAIN3 BIMSTHUS
OLIMOKK B OJJTHOM OJIOKE Ha MOCIIeIYIOIIIE OIOKH JUTsl KaXXJOT0 PEXUMA, a TAK)KE IOATOTOBJIECH OTYET C
PEKOMEHIALMSIMH 110 BEIOOPY pEeKMMa B 3aBUCHMOCTH OT 00JIaCTH MTPUMEHEHHUS.

UccnenoBanue norokoBeix mmdpos (RC4, ChaCha20)

B pesysbrare paboThI CTYIEHTOM Oy IyT UCCIICIOBAHBI U IIPOAHATM3UPOBAHBI IPUH-IIUITBI PAOOTHI
moTokoBbIX 1HppoB RC4 u ChaCha20, BeinoHEeHa reHepanys KJIrYe-Boro MOTOKa U muppoBaHUe
TECTOBBIX COOOIIEHUH, IpoBeneH aHanm3 ysa3BumMocteit RC4 (cMemenue nmepBeIx 6aliToB, IPUMEHHIMOCTD B
WEP), a Taxxe MOATrOTOBJIEH OT-YET CO CPABHEHUEM MTPOU3BOIUTENBHOCTH U Oe30omacHOCTH RC4 u
ChaCha20.

Hccnenosanue konoB ayreHTHHKauu coodmennii (HMAC, CMAC)

B pesynbrare paboThI CTyIeHTOM OYIyT MCCICIOBAHEI U IIPOAHATM3UPOBAHBI TPUH-IUIIBI TOCTPOCHUS
HMAC na ocnose xami-¢yHkimit 1 CMAC Ha ocHOBe 0J1049HBIX IU(POB, BhIOIHEHA TeHepaist MAC
JUTSL COOOIICHUI Pa3IMYHON JJTMHEI, TPOBEICH aHAIM3 YI3BUMOCTH K aTakaM Ha MOJICIIKY MOIHCH
(forgery attacks), a Takxe IOAr0-TOBJICH OTYET ¢ BbIBOAaMH 0 mpuMeneHnd MAC s obecriedeHust
LENOCTHOCTH U ayTeHTHYHOCTH JaHHbBIX.




n/n

TemaTHka MPaKTHYECKUX 3aHATHI/KPaTKOE COIEepPIKaHNe

10

HccnenoBanue pexxumoB ¢ ayrentudukaimeit (AES-GCM, ChaCha20-Poly1305)

B pesynbrate paboThl cTYyAEHTOM OyAyT HCCIIEAOBaHbI U MPOAHAIN3UPOBAHBI PEXKUMBI
ayrentuuuuposantoro mudposanus (AEAD) - AES-GCM n ChaCha20-Poly1305, BeimonseHo
IpakTHYecKoe Mu(ppoBaHUE C OTHOBPEMEHHON ayTeHTH(UKaIMeEH TaH-HbIX, IPOBEJCH aHAIN3
YCTOMUMBOCTH K aTakaM Ha [[eJIOCTHOCTh (OUTOBBIE HCKa)Ke-HUSA), a TAK)Ke TIOATOTOBIIEH OTYET C
pexomMeHaauusiMu 1o npumenennto AEAD-pexxumoB B ceteBbix npotokoiax (TLS 1.3, WireGuard).

11

VYnpasnenue kirodamMu B cumMmerpuuHoit kpunrorpaguu (KDC, Kerberos)

B pesynbTaTte paboThl CTYIeHTOM OYIyT UCCICAOBAaHbI U MIPOAHATM3UPOBAHEI MOJISIH YIIPABICHUS
KJIIFOYaMH C UCTIONIB30BaHNEM LeHTpa pacnpenenenus koueii (KDC), BbImomHeHa MY IPOTOKOJIA
Kerberos (ayrenTndukanus u Beiada OMIETOB), IPOBEACH aHAIH3 ys3BUMocCTel (replay attack, ataka Ha
BpPEMEHHBIE METKH), @ TAK)KE MOATOTOBJIEH OTYET C BEIBOJIAMH O O€30I1aCHOCTH CUMMETPUYHOTO
pacmpeeneHus KItoueH.

12

Uccnenosanue nmpotokoina Jupdu-Xsmmana (Diffie-Hellman)

B pesynbeTate paboTh CTYIeHTOM OyIyT HCCIIEN0BaHbI U IPOAHAIU3UPOBAHEl MaTeMa-THIECKHE OCHOBBI
npotokona Jndpu-Xsammana (3agada JUCKPETHOTO JIOTaprU(pMI-POBAaHUS ), BBITOTHEHA IIPOTPaMMHas
peanu3anus BHIpaOOTKH OOLIEr0 CEKPETHOTO KIIF04a, IPOBEICHA IMYJIIIUS aTaKH «IEIOBEK IIOCEPEIIHE»
(MITM) Ha HeayTeHTH-(OULUPOBAHHBII IPOTOKOJI, a TAK)KE MOATOTOBIICH OTYET C BEIBOJAMH O
HEOOXOANMO-CTH ayTEHTU(HKALIUHI CTOPOH.

13

HccnenoBanue anropurmMa RSA (renepanus kiodeid, mudppoBanue, AenndpoBaHue)

B pesynbrate paboThl CTYACHTOM OYAyT UCCIEIO0BAHbI U MPOAHAIN3UPOBAHBI BCe ATaIbl aroputMa RSA:
TeHepalys POCTHIX YUCEN P U g, BBIYKUCIEHHE N 1 7(1), BEIOOP OTKPBITOI M 3aKPBITON SKCIIOHEHT,
BBINTOJIHEHO MPAKTUIECKOE MN(PPOBAHNE U Ae-IIN(PPOBAHNE COOOLICHHUH, IIPOBEICH aHATIN3 CTOHKOCTH IS
pa3nuyHBIX pa3mepoB Kirouei (512, 1024, 2048 6uT), a TakKe MOATOTOBJIICH OTYET C BRIBOJIAMH O
¢axTopax, BIUAIOMNX Ha Oe3omacHOCTh RSA.

14

Araku Ha anroput™m RSA (Manas skcrioneHTa, ataka Bunepa, bieiixen6axepa)

Araku Ha anroputMm RSA (Manas sKCrioHeHTa, araka Bunepa, breiixenbaxepa)

B pesynbrate paboThI CTYAEHTOM OyAyT UCCIIE0BAHbI U IPOAHATN3UPOBAHBI KIIACCHYECKUE aTaKH Ha
RSA: aTtaka ¢ Mamnoii OTKpbITON SKCIIOHEHTOH (e=3), aTaka Bunepa (uenHbie 1pobu), ataka bieiixenbaxepa
Ha aJanTHBHO BBIOPAHHBIN MIM(POTEKCT, BHI-TIOJIHEHBI IPAKTHYECKUE CLIEHAPUH SKCILTyaTal[K
YSI3BUMOCTEH IIPU HENPABWIBHOM HACTPOMKE apaMeTPOB, a TAKXKE MOATOTOBJIEH OTYET C
PEKOMEHIAIMSMHE TI0 Ge30mac-HoMy ucmonb3oBanuio RSA (OAEP-naxauur, Bei60p e=65537).

15

UccnenoBanue kpunrocuctemsl Dib-I"amans (ElGamal)

B pesynbrate paboThl CTYAEHTOM OyAyT HCCIIEA0BaHbI U MMPOaHATN3UPOBAHBI IIPHHIUITEL PAOOTHI
KPHUITOCHCTEMBI DJib-I"amalisi, OCHOBaHHOM Ha 3ajiaue TUCKPETHOrO JIorapu(hMUPOBAHHUS, BHITOJHCHA
reHepanus Kiodei, mmuppoBaHue U JemudpoBaHre cCOOOLICHU, TpoBeieHo cpaBHeHne ¢ RSA o
pasMepy muppPOTEKCTa U CKOPOCTH ONEPALHid, a TAK)Ke IOArOTOBJIEH OTYET C BBIBOAAMH 00 00JIacTsIX
npumenerus ElGamal.

16

HccnenoBanue anropurmoB mudpooii moamnucu (RSA-PSS, DSA, ECDSA)

B pesynbrate paboTHI CTyIeHTOM OYyIyT MCCIICIOBAHEI U TIPOAHATM3UPOBAHBI AIITOPHTMBI ITU(PPOBOIH
nmoxmucu RSA-PSS, DSA u ECDSA, BBITIOTHEHBI TEHEPAIUS KIIFOUCBBIX AP, TOAMUCAHIE COOOIICHUS 1
MPOBEpKa MOJIIICH, IIPOBEICH aHAITU3 YSI3BUMOCTEH (IOBTOPHOE UCIIOJIB30BaHUE CITy4aifHOTO Yncia k B
DSA), a Taxxe MOA-TOTOBJICH OTYET CO CPABHECHHEM pa3Mepa MOAIMKICH U TPOU3BOIUTEIbHOCTH aNTOPHT-
MOB.




n/n

TemaTHka MPaKTHYECKUX 3aHATHI/KPaTKOE COIEepPIKaHNe
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6 CEMECTP HUccnenoranue smmnrtuueckoid kpunrorpadguu (ECC, ECDH, EADSA)

B pesynbrate paboThl cTYyAEHTOM OyAyT HCCIEAO0BaHbI U MPOAHAIN3UPOBAHBI OCHOBBI AJUIHIITHYECKOH
Kpuntorpaguu (onepamnuu CIoKeHHs ¥ yIBOSHHS TOUEK Ha KpuBoH, 3aadya ECDLP), BeimonHena
peammzanust ECDH s BeipaboTku ob1ero kiuroua u EADSA st moxmnucn cooOmienuii, mpoBeieHo
cpaBuenne ECC ¢ RSA (pa3mep kito-ua, CTOWKOCTh, CKOPOCTD), a TAaK)Ke TIOJTOTOBJIEH OTYET C BHIBOJIAMU
o npeumytie-ctBax ECC 1t MOOMJIBHBIX U BCTPAaUBAEMbBIX CHCTEM.

18

Uccnenosanue ammntudeckoi kpunrtorpadpuu (ECC, ECDH, EADSA)

B pesynbrate paboTHI CTYyICHTOM OYIyT MCCIESTOBAHEI U IIPOAHAIM3UPOBAHBI OCHOBHI SJUTUITHICCKOMN
Kpuntorpaguu (onepanuu CI0KEHHS U yIBOSHHS TOUEK Ha KpuBoH, 3agada ECDLP), BeimonHena
peamuzarust ECDH st BeipaboTiu obmrero kimoda 1 EADSA it moamucu cooOmmeHuit, mpoBeIeHO
cpaBaenue ECC ¢ RSA (pa3mep KTro-4a, CTOMKOCTh, CKOPOCT), & TAKXKE IMTOATOTOBIICH OTYET C BBIBOJIaMU
o npeumye-ctBax ECC a1 MOOMIBHBIX U BCTPAHBAEMBIX CUCTEM.

19

HccnenoBanue xam-pyukun SHA-3 (Keccak)

B pesynbrate paboThI CTYACHTOM OYAyT UCCIEIOBAHbI U MPOAHATN3UPOBAHBI PHH-IHITBI padoThl SHA-3
(ry0uaTas KOHCTPYKIUSI SpONge, BIUTHIBAHUE U OT’KUM), BBI-TIOJTHEHbI BEIYMCIEHHS X3IIEH I TECTOBBIX
cooOmmenn#, nmposeaeHo cpasHenue SHA-3 ¢ SHA-2 o npon3BoUTEIEHOCTH M yCTOHYMBOCTH K aTakam,
a TaKXKe TIOAT0-TOBJICH OTYET C BHIBOAAMH O Iesiecoo0pa3HocTH nepexoa Ha SHA-3.

20

HccnenoBaHue atak Ha XBIJ_I-(by'HKI_II/II/I (aTaKa «aHen POXIACHUS, IIOUCK KOJ’IJ'II/I3I/II71)

B pesysbrare paboThI CTYICHTOM OY/IyT HCCICIOBAHBI U IMPOAHATU3UPOBAHBI METO/IbI aTaK Ha X3III-
¢GbyHKIMHU (aTaka «IHEH POKICHUD) IS TIOMCKA KOJUTU3HH, aTaka Ha MO-UCK Mpoodpasa), BEIOJHEHO
MPAKTUYECKOE MOACTMPOBAHUE aTaKU «IHEH POXKICHUD C YMEHBIICHHOHN pa3psiaHocThio xama (20—30
OuT), IPOBE/ICH aHAIIN3 BEIYMCIUTENb-HOW CIIOXKHOCTH aTaKH, a TAKIKE MOJrOTOBJICH OTYET C BHIBOAAMH O
MHUHHMAaJIBHO 0Oe3-0MacHoM JutiHe Xama (256 out u 6oee).

21

UccnenoBanue nabpacTpykTyphl OTKpBITHIX Kiatouel (PKI) u cepruduxaror X.509

B pesynbrate paboThl CTyA€HTOM OyAyT UCCIIEAOBAHbI U IPOAHAIN3UPOBAHBI CTPYK-Typa cepTH(dUKaTa
X.509 v3, nenouku 10Bepus, MPOLEAYPHI BBITYCKa U OT3bIBA CEP-TH(UKATOB, BHIIIOIHEHA TeHepanus
CaMOITOIITUCAHHOTO cepTUdHKaTa U 3amnpoca Ha ceprudurar (CSR) ¢ momorsio OpenSSL, npoBeacH
ananu3 CRL u OCSP s npo-Bepku craTyca cepTudrkara, a TAK)Ke MOATOTOBICH OTYET C BHIBOAAMH O
ponu PKI B 3a1uiiieHHbIX KOMMYHUKALIMSX.
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Uccnenosanue nporokosna TLS (pykonoxkarue, aHanu3 Tpapuka)

B pesynbrate paboThl cTyA€HTOM OyAyT MCCIIEAOBaHbI M IPOaHAIN3NPOBAHBI 3Talbl pyKonoxarus TLS 1.2
n TLS 1.3, Bemmonnen 3axBaT u ananu3 TLS-tpaguka c momo-mpeio Wireshark (npenrnduxarnus
CipherSuites, cepTrdukaroB, KI04eBOro 00OMeHa), IPOBEICH aHAIN3 YSI3BUMOCTEH yCTapEBIIINX BEPCHIA
(SSL 3.0, TLS 1.0), a Taxxe mOATOTOBJIEH OTYET C peKOMEHIaUAMHU 1o O6e3onacHoi HacTpoiike TLS.
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HccnenoBanue nmpotokosnioB SSH u [Psec (kpunrorpadudeckne acrieKThl)

B pesynbrate paboThl cTyAEHTOM OyAyT HMCCIIEAO0BaHbI M IPOaHAIN3UPOBAHBI KPUIITO-TpaduiIeckue
Mexanm3Mbl SSH (ayrenTudukanus no kirodam, mmdposanue ceccun) u [Psec (ESP, AH, IKE),
BBINIOJIHEHBI HacTpoiika SSH-coeannenns ¢ ucnomnb3oBanu-eM RSA/ECDSA -kmouel, Hactpoiika [Psec-
TYHHEJIS] MEXy JIByMsl y3J1aMH, IPOBEIEH aHalu3 3axBauyeHHoro Tpaduka (ESP-nakers!, HeBO3MOXKHOCTh
nemrgpoBky 0e3 KIIFo4a), a TakKe IMOJIrOTOBIICH OTYET CO CpaBHEHHEM obiacrei npumeHeHust SSH u
IPsec.

24

HccnenoBanmne romomopdroro mudposanus (Ha mpumepe cxemsr [laiie)




n/n

TemaTHka MPaKTHYECKUX 3aHATHI/KPaTKOE COIEepPIKaHNe

B pesynpTate paboThl CTYIeHTOM OyIyT HCCIIEIOBAaHbI U MIPOAHATM3UPOBAHBI IIPHH-LIUITBl YACTHYHO
roMoMop(dHOTO mH(POBaHU HA IpUMepe KpunTocucTeMsl [1aiie (CBOHCTBO alANTHBHOCTH ), BBITOTHEHEI
Olepanyy CIOKeHHUs 3aII(POBaHHBIX Ynce 0e3 paciin(ppoBaHus, IPOBEACH aHAIN3 BEIYHCIUTEILHON
CJIO’KHOCTH | pazMepa MH(POTEKCTa, a TAKKe MTOrOTOBJIEH OTYET C BHIBOAAMH O IPUMEHUMOCTH T'OMO-
Mop¢HOTro MUpPOBaHUS B 00TaAYHBIX BEIYUCICHHSX.
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UccnenoBanue npoToKosia KBaHTOBOTO pacnpeeneHus kiouein (BB84) - cumynsnms

B pesynbrate paboThl cTyIeHTOM OYIyT MCCIEIO0BAHBI U IIPOAHAIN3UPOBAHBI IPHUH-IIUIIBI IPOTOKOJIA
BB84 (nepenava (hoTOHOB B pazIHUHBIX MOJISPHU3ALNAX, COTTIACOBa-HHUE 06a3, 0OHapyKEHHE
TIOJICITYIIINBAHMS ), BRITIOJTHEHA IPOTpaMMHAast CUMYJISLNSA pa-00THI MPOTOKOJIA C MOJICTIHMPOBAaHUEM KaHANA
cBs3u 1 Hanmaus Eve, mposenen ananms ypoBas ommrbok QBER (Quantum Bit Error Rate) u momm
YCHENTHO TepeaHHbIX OM-TOB, a TAKXKE MOATOTOBJICH OTYET C BRIBOJIAMH O IEPCIIEKTUBAX M OTPAHIICHUIX
KBAaHTOBOT'O paclpeeIeHus Kiroueil.
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HccnenoBanue MOCTKBaHTOBBIX Kpunrorpaduyeckux anropurmos (Kyber, Dilithium)

B pesysbrare paboThI CTYIEHTOM OYIyT UCCICIOBAHbI U IIPOAHATM3HUPOBAHBI TOCTKBAHTOBBIC AJITOPHUTMBI
Kyber (KEM) u Dilithium (uu¢poBas moamnucs), OCHO-BaHHEBIE Ha 3a1a4ax Ha pemerkax (LWE, MLWE),
BEITIOJTHEHA TeHepanys KIIoUeH, I poBaHNe U MOIIICH C HCIIOIB30BaHUEM OTKPBITHIX peai3auii
(libogs), mpoBe-/eH CpaBHUTENBHBIN aHATIN3 pa3Mepa KIF0UeH 1 Moanucel ¢ KIIaCCHISCKIMU aliro-
putmamu (RSA, ECDSA), a Takke IOATOTOBJICH OTYET ¢ BEIBOJaMu o ToToBHOCTH PQC K BHEIpEHUIO.
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HccnenoBanue Kpunrorpaguueckux MpoTOKOIOB 3IeKTpoHHOro ronocoBanus (Helios)

B pesynbrate paboThl CTYAEHTOM OYyAyT UCCIIEAOBAHbI U MPOAHAIN3UPOBAHBI KPUIITO-TpaduyecKue
npuHIuns npotokoia Helios Voting (romomopdHoe mudpoBanue, cienas MOAMICE), BBITOJTHEHA
AMYJISILMS TIpoLiecca roJ0COBaHus (PEruCTpalys, rojo-coBaHue, BepuuKanus, noJcyer), IpoBeaeH
aHanu3 TpeOOBaHMI K aHOHUMHOCTH U KOPPEKTHOCTH, & TAK)Ke IIOATOTOBJIEH OTYET C BEIBOJAMH O
0€30MMacHOCTH MTPOTOKOJIOB IEKTPOHHOTO TOJIOCOBAHMS.
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UccnenoBanue kpunrorpadudeckux ocHoB Oyokueiina (Bitcoin, Ethereum)

B pesynbrate paboThl CTYAEHTOM OYyAyT UCCIIEI0BaHbI U IPOAHAIN3UPOBAHBI KPUIITO-TpaduyecKue
NIPUMHTHUBBI, UCTIONIB3yeMble B OnokueliHe (xam-dynkuun SHA-256, nepeBbs Mepkia, nudpoBas HOAMUCH
ECDSA, Proof-of-Work), Beimonnena Bepudu-Kamnus TpaH3aKIMU U IIOCTPOSHUE JepeBa Mepkiia,
MIPOBE/ICH aHaIu3 ysa3BUMocTeil (aTaka 51%, araka Ha SHTPOITHIO KITIOUEil), a TAaKXKe MOATOTOBJICH OTYET C
BBIBOJIAMH O POJIH KpunTorpaduu B o0ecrieueHnH JeleHTPaIM30BaHHOT0 KOHCEHCYCa.
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Hccnenosanue creranorpaduu B couetanuu ¢ kpunrtorpadueit (LSB B nuzobpaxeHusx)

B pesynbrate paboThl cTYyAEHTOM OyAyT HMCCIIEAO0BAHbI U MPOAHAIN3UPOBAHBI METOIBI CTETaHOTPadUH
(meron mmaamiero 6uta LSB B n300paXkeHUSIX U ayANO), BBINTOJHEHO BCTPanBaHKE 3alIM(pPOBAHHOTO
TEKCTa B KOHTelHep (rpaduueckuii Gaiiin) 1 nocie-ayrolee U3BIeYeHHe, IPOBEIEH CTeroaHain3 s
00OHapyKeHHsI CKPBITBIX JaHHBIX (BU3yaJIbHBIN, CTATUCTUYECKHI), @ TAK)KE IIOATOTOBIIEH OTYET C
BBIBOJIAMH O KOMOH-HUPOBAHHOM NIPUMEHEHUH CTeTaHOrpaduu U Kpunrorpadum.
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HccnenoBanue atak Ha peaau3aliio KpUNTOAITOPUTMOB (aTakH 110 BPEMEHH, 10
TTATAHUIO)

B pesynbrate paboThl CTYyAEHTOM OyAyT MCCIIEA0BaHbI U IPOAHAIN3UPOBAHBI aTaKH 10 TOOOYHBIM
KaHajaM (timing attack Ha cpaBHEHHE CTPOK, aTaka [0 3Hepromnorped-aeHuro Ha S-610ku AES),
BBINIOJIHEHA MTPOTrPaMMHAs CUMYJISLMS U3MEPEHNS BpEMEHH BBITIOJIHEHHS OTlepanuii JUIsl pa3HbIX BXOJHBIX
JIAaHHBIX, TIPOBEJICH aHAJIM3 KOPPEJSILIMK BPEMEHH M CEKPETHOTO KIII0Ya, a TaK)Ke MOJrOTOBJIEH OTYET C
BBIBOJIAMH O METOJJaX 3alIMUThI (TOCTOSHHOE BPEMsI BHIITOJIHEHHS, MACKUPOBaHHE Oleparuii).




n/n

TemaTHka MPaKTHYECKUX 3aHATHI/KPaTKOE COIEepPIKaHNe
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Uccnenoanue poccuiickux kpunrorpadguieckux cranaaptos (I'OCT)

HUccrenoBanme poccuiickux kpunrorpaduyaecknx cranaaptos (FOCT)

B pesynbrate paboThI CTYAEHTOM OyAyT MCCIEAOBAHbI M TPOAHAIN3UPOBAHBI POCCHI-CKHE
kpunrorpaduueckue cranaaptsl (OCT 28147-89 - cummerpuynoe mmdposanue, [OCT P 34.10-2012 -
9JIEKTPOHHAs NOAIUCH Ha AruunTuaeckux KpuBbX, [OCT P 34.11-2012 - xsm-dynkuus Ctpudor),
BBITTOJIHEHB! TecToBbIe pacueThl (umutarus padbotsl 'OCT 28147-89 Ha yueOHBIX TaHHBIX), IPOBEACHO
CpaBHEHHE ¢ MeXayHa-poausiMu cTanaaptamu (AES, ECDSA, SHA-2), a Tak)ke MOATOTOBIIEH OTYET ¢
BbIBogamu o npuMeHeHnu 'OCT B cucteMax rocyJapCTBEHHOM U KOMMEPUECKON Tai-HBlI.

32

KomruiekcHbil aHAINU3 KpUNTOrpaduuecKon 3alUIIeHHOCTH HH(POPMAIIMOHHONW CUCTEMBI

B pesynbrate paboThl CTYyAEHTOM OyAyT MCCIEAOBAHbI M TPOAHAIN3UPOBAHBI BCE 3TAIbI TOCTPOCHH
KpHUnTorpaguaeckoi 3aluThl A7l THITOBOI HH(POPMaMOHHOH CH-CTEMBI (BEIOOp alTrOpUTMOB
mupoBaHusl, yIpaBiIeHHe KIo4aMu, udpoBast Mo-11ch, X3UIMPOBaHUE, 3aIUTa KaHAIOB CBS3N),
BBINTOJTHEHO POEKTHPOBAHKE KPHUIITO-CHCTEMBI (¢ 000CHOBaHUEM BBIOOpA aITOPUTMOB M IIAPAMETPOB),
IIPOBE/ICH aHaJIM3 BO3MOXKHBIX YTPO3 U YA3BUMOCTEH, a TakKe MOATOTOBIIEH UTOTOBBII OTUYET ¢ TIpeAsio-
KEHUSIMU 110 BHEIPEHUIO KPHIITOrpauIecKux CpeCTB 3aIUThL.

4.3. CamocrosiTenbHas paboTa 00y4daroImnxcs.

n/

Bun camocrosTensHO# paboThI

N3yueHne NONOIHUTENBHON JTUTEPATYPBI

Pabora ¢ IeKIIMOHHBIM MaTEpUAIOM

HOI[I‘OTOBKa K ITPAKTUYCCKHUM 3aHATHAM

Brinonnenue kypcoBoi pabOTHI.

BrinonHenune KkypcoBoid paOoTBhI.

[ToaroroBka k IPOMEKYTOUYHOHN aTTECTALUH.

N o o B W N

HO)IFOTOBKa K TCKYIIEMY KOHTPOJIIO.

4.4. ITpumepHbIN IEpEUEHb TEM KYPCOBBIX pabOT

- Peanmnzanums anropurma Pusecra.
- Peanuzanus anroputma DES — pexxum cuemienus 610koB B CBC mudgpe.

- Peanmzanusa anroputma DES — pexum pabotet ECB (amekTpoHHBIM

OJIOKHOT).

- Peammzanus anroputma DES — pexxum padotsl CFB — oOpaTHast cBs3b 1o

HU(PPOTEKCTY.

- Peanuzanus anroputma DES — OFB — o6patHast cBsI3b 110 BBIXOY.
- AnroputM (enepaibHOro cTangapTa x9.9.

- AITOpUTM KpunTorpaduyeckoro npeodpa3oBaHusi — OOIIUM.




- AnropuT™M Kpunrtorpapuueckoro mnpeoOpa3oBaHUS B PEKHUME IMPOCTOM
3aMEHBI.

- Auroputm  Kpuntorpaduueckoro  mnpeoOpa3oBaHUs B PEKUME
raMMHUPOBAHUS C OOPATHOM CBA3BIO

- Anroput™  Kpuntorpaduyeckoro - mnpeoOpa3oBaHUS B PEXHUME
MMHUTOBCTaBKH.

- ANITOpUTM, OCHOBAaHHBIN Ha cxeme mudpoBanus Db ["amans.

- AJITOPUTM, OCHOBAHHBI HA KOMOMHUPOBAHHOM METO/IE MU(PPOBaHUS
- OTKpBITOC pacnpeneneHue kimrodeh Iuddu-Xemimana

- AropuT™m 351eKTpOHHOM noanucu RSA.

- AJIropuTM 351eKTpoHHOM noanucu DSA.

- OTe4eCTBEHHBIN CTAHAAPT IIEKTPOHHOM MOAIMUCH.

- Anroput™ UQPOBOM MOANKCH C TOTOTHUTEILHBIMU (DYHKITUSIMHU 110 CXEME
«CIIETION MOJIIHCH).

- Anroput™ HQGPOBOM MOAMKCH C TOMOIHUTEILHBIMU (DYHKITUSIMH 10 CXEME
«HEOCIIOPUMON MOATUCH.

5. llepeuenb wu3NaHMI, KOTOpPbIE PEKOMEHAYETCS UCIOIb30BaTh MPHU
OCBOEHUHU JTUCIUIUIMHBI (MOJTYJIST).
Ne | Bubmmorpadudeckoe

Mecto nocryna

n/m omnycaHue
1 Boctpernona E.B. https://elar.urfu.ru/bitstream/10995/73899/3/978-5-7996-2677-
OCHOBEI 8 2019.pdf (mata obparenus: 16.05.2026). - TeKCT:3IEKTPOHHBIH

UH(POPMALIMOHHOM 6e3-
OTACHOCTH: y4eOHOe
nocodue JIsl CTyIEHTOB
BY30B. EkaTepuHOypr:
N3p-Bo Ypai. yH-Ta,
2019.- 204 c. - ISBN
978-5-7996-2677-8.

2 Kazapun O. B. https://book-pc.ru/bezopasnost/1882-programmno-apparatnye-
I[IporpamMmHO- sredstva-zaschity-informacii.html (naTa o6pamenus: 16.05.2026). -

alapaTHbIC CPEICTBA TeKCT:3/1eKTPOHHBIH.
3aIIUTHl HH(OPMAIIHH.
3amuTa NporpaMMHOIO
obecrieueHusI: y4eOHUK
Y TIPAKTUKYM JJISt
CpEeIHero
npodeccrHoHaIbHOTO




obpaszoBanus / O. B.
Kazapumn, A. C.
3a6a0ypuH. - Mockaa:
N3patensctBO FOpaiiT,
2022.-312c. -
(ITpoheccronanbHoe
oOpa3oBanue). - ISBN
978-5-534-13221-2.

lNonukos A. M. 3amura
uHbopMaluu B
UH(POKOM-
MYHUKaIlMOHHBIX
cUCTEMax U CeTsX:
yuebHoe 1noco-oue / A.
M. I'onukos. - Mocksa:
TYCYVYP, 2015. - 284 c.
// JIaHb: 3IEKTPOHHO-
O6ubauoreyHas
cucrema.

https://e.lanbook.com/book/110336 (nara obpamienus: 03.05.2026).
- PexxuM moctyma: ajst aBTOpH3. MOJIb30BaTeNei. - TekcT:
3JIEKTPOHHBIN

Hectepos C. A.
OcHOBBI
UH(POPMALIMOHHOM 6e3-
OITACHOCTH: y4eOHOE
nocobue / C. A.
Hecrepos. - 5-¢ u3n.,
crep. - CaHKT-
[TerepOypr: Jlanp,
2022. - 324 c. - ISBN
978-5-8114-4067-2.

https://www.litres.ru/book/s-a-nesterov/osnovy-informacionnoy-
bezopasnosti-66007377/ (mara obpa-menuns: 16.05.2026). - Pesxxum
AOCTyIa: IJId aBTOpU3. MOJIb30BaTeIICH. TCKCTISHGKTPOHHBIfI.

Jlocs A. B.,
Hecrepenko, A. 1O.,
Poxkos, M. 1.
Kpunrorpaduueckue
METO/IbI 3aIATHI
uHbopMaIuu 1Is
U3YYAIOIINUX
KOMITbIOTEPHYIO
0€301aCHOCTh: YUeOHHUK
JUISL aKaJEMHUYECKOTO
OakamaBpuata / A. b.
Jlocs, A. 1O.
Hectepenko, M. 1.
PoxKkoB. - 2-€ u3n.,
ucnp. - M.:
W3narensctBO FOpaiir,

https://azon.market/image/catalog/v_1/product/pdf/378/3777079.pdf
(mata obpamenus: 17.05.2026). - Pexxum mo-ctyma: ais aBTOpH3.
HOJIb30BaTENIEH. - TEKCT: 3JIEeKTPOHHBII




2019. - 473 c. - (Cepus:
bakanasp.
AKaZeMUYeCKUii Kypc).
- ISBN 978-5-534-
12474-3.

6. IlepeyeHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
MH(OPMAIIMOHHBIX CIPABOYHBIX CUCTEM, KOTOPbIE MOTYT HCHOJB30BATHCS IPHU
OCBOCHMH JTUCLUUILIUHBI (MOIYJIs).

CDOPYM CIICIIUAJTINCTOB 110 I/IH(i)OpMaI_II/IOHHBIM TCXHOJIOT'UAM
http://citforum.ru/
NHaTEpHET-YHUBEPCUTET UH()OPMAITMOHHBIX TEXHOJIOTUH

http://www.intuit.ru/
[TouckoBsie cucteMsl: Yandex, Google, Mail.
Odunmansueiit cait PYT (MUUT) (https://www.miit.ru/).
Hayuno-texunueckas oudauorexka PYT (MUUT) (http:/library.miit.ru).
Oo6pa3zoBarenbHas mwiathopma «tOpaitt» (https://urait.ru/).
O6mue uHPOPMAIMOHHBIE, CIPABOYHBIE ¥  TIOMCKOBBIE  CHCTEMBI
«Koncynerant [Lmtocy, «I'apanty.
DIIeKTPOHHO-O0UOINOTEUHAS cucTema M31aTeJIbCTBA «JIaHbY

(http://e.lanbook.com/).

7. IlepeueHb  JUIEH3UOHHOTO U  CBOOOJHO  PACHPOCTPAHIEMOTO
MpPOrpaMMHOTO OOECIICUYeHHsI, B TOM YHCJIE OTEUYECTBEHHOI'O IPOU3BOJICTRA,
HEO0OXOIMMOTO JIJIsI OCBOCHMSI TUCITUTIIIUHBI (MOTYJIs).

Microsoft Internet Explorer (unu npyroit 6paysep).
Onepanuonnas cucrema Microsoft Windows.
Microsoft Office.

8. OmmcaHue MaTepUaJbHO-TEXHUYECKOM O0a3bl, HEOOXOIUMOM IS
OCYIIECTBJICHUST 00pa30BaTEILHOTO IIPOIiecca MO JUCIUILINHE (MOJIYIIIO).

YueOHble ayIUTOpPUU ISl MPOBEACHUS YUEOHBIX 3aHATHM, OCHAILCHHBIC
KOMITBIOTEPHON TEXHUKON ¥ HA0OpamMu IEMOHCTPAIMOHHOTO 000PY10BaHMUS.

9. ®opMa MPOMEKyTOUHOM aTTECTAINU:

3ader B 5 cemecTpe.
KypcoBas pabota B 6 cemectpe.
DK3aMeH B 6 cemecTpe.



10. OtieHOYHBIE MaTEPUATTBI.

OHGHO‘{HLIG MaTCpualibl, IPUMCHACMBIC IIPpU IMPOBCACHUU HpOMe}I(YTOqHOﬁ

aTTeCTally, pa3padaThIBAIOTCS B COOTBETCTBHH C JIOKAJIBHBIM HOPMATUBHBIM
aktom PYT (MUNT).



ABTOpBI:

JIOIIEHT, K.H. KadeIphl
«BpraucnuTenpbHble CHCTEMBI U
KBAaHTOBBIC KOMMYHUKAITHI)

CoryacoBaHo:

3asenyromuii kadhenpoit BCCullb

[Ipencenarens yueOHO-METOIMUCCKOM
KOMHUCCHH

M. I'ongoBckui

b.B. XKXeneukos

H.A. AnnpusHoBa



