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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

[leapto ocBoeHust yueOHOM muciuiuiHbl «Kpunrorpaduueckas 3ammra
uHpopmarumn» sBiIgeTcS (HOpMHUpPOBaHUE MPO(HECCHOHATBHBIX KOMIIETCHITH 10
OCHOBHBIM pa3zjiejaM JUCLHILIAHBIL.

3ajmavyaMu JUCLUIUIMHBI SBIIIOTCS:

- W3Y4YEHUE OCHOBHBIX METOJOB MU CPEACTB KPHUMNTOrPAPUUYECKON 3aIIUThI
uH(pOpMaIuK, CTAHIAPTOB B ATOW 00J1aCTH;

- MOJYYEHHE  MPEACTABICHUS 0  MareMaTH4YeCKHMX  METohax
Kpunrorpaduyeckoi 3aiuThl THPOPMaLIUU;

- CTYJIEHTBl JIOJDKHBI HAyYHUThCS TMPUMEHSTH COBPEMEHHBIE METOIbI M
CpeacTBa KpuUntorpaduyeckoil 3amuThl HHGOPMAIIMU Ha MPAKTUKE.

2. [Inanupyembie pe3ynbTaThl 00YUEHHS IO TUCHUILIIMHE (MOYIIIO).

[lepeuenp (GopMUpYEMBIX pe3yJbTaTOB OCBOCHHsSI 0Opa3oBaTEIbHON
porpamMmsbl (KOMIIETEHIIUI) B pe3ysbTaTe 00y4eHUs 10 AUCHUILUIMHE (MOIYIIO):

OIIK-3 - CrnocoOeH Ha OCHOBaHMM COBOKYIMHOCTH MaTE€MaTUYECKUX
METOJIOB, (PU3MUYECKHX 3aKOHOB M MoOjeNiel pa3pabaThiBaTh, 0OOCHOBBIBATH U
peann30BbIBATh MPOLIEYPHI pEIIeHU 3a/1a4 TPO(PECCHOHATBHOM TSI TEIbHOCTH.

OO6yueHue Mo JUCUUILIUHE (MOIYJIIO) MPENOaraeT, 4YTo MO €ro pe3yJibTaTam
oOyyaromuiicst Oyier:

3Harth:

- MaTeMaTU4YeCKHEe METOJbl M OCHOBOIIOJIAralolife JOKYMEHThI B 00JIacTU
Kpunrorpaduueckon 3amuiieHHocTH komnbioTepHbix cucteM (KC) u cerei;

- MEKyHApOIHbIE Y HAIIMOHAIbHbBIE CTAHAAPTHI 110 OLICHKE OE30MaCHOCTH B
obnacTu MHGOPMAIIMOHHBIX TEXHOJIOTHA.

- TOPSAOK TecTUpPOBaHWS (YHKIMH TPOrPaMMHBIX H TMPOTPAMMHO-
anmnapaTHbIX (B TOM YHMCJI€ KpUNITOIPAQUUECKUX) CPEACTB 3alUThl HHPOpMaLUU

Ymern:

- OIleHUBaTh ypoBeHb Oe3omacHoctr KC u certeit;

- TOpPUMEHATHh CTaHAApThl M JApyrue HOPMAaTHBHBIE JOKYMEHTBI I10
nH(}OpMAITMOHHOM 0€30TTaCHOCTH Jis OTleHKH 3amuieHHOCTH KC.

- TMPOBOAUTH KOHTPOJIb IOKa3zareiaell M mporecca (PyHKIHMOHUPOBAHUS
IPOrpaMMHBIX U MPOrPaMMHO- aMMapaTHBIX (B TOM YHUCIE KPUNTOrPaPUUECKUX )
CPEICTB 3alUThl HH(OPMAIUH.

Baanern:



- HaBBIKAMH pabOThl MO YCTAaHOBKE, HACTPOWKE M OOCITYKHBaHHUIO
NPOTPaMMHBIX, MPOrPAaMMHO-AMMAPATHBIX M TEXHUYECKUX CPEJCTB 3allUThI
uHopMarmm.

- HaBBIKAMU TIOJJEpKaHUs OecrepeOoifHOil padOThl MPOrpaMMHBIX U
MPOrpaMMHO- alMapaTHbIX (B TOM YHCIE KPUNTOTPAQUIECKUX) CPEICTB 3AIIUTHI
unpopmanuu B UTKC

- HaBBIKAMH HCIOJB30BaHUs CPEACTB KpUNTOrpauueckoil u TeXHUUECKOH
3aIuThl UHGOPMAIIUU TSl peHIeHHs 3a1a4 MPOodECCHOHATBHON ASSITEIbHOCTH.

3. O6beM AUCIUTLIUHBI (MOIYJIs).
3.1. O0mas Tpy10€MKOCTb JUCHUIUIUHBI (MOYJIA).

OOmast TPyIOEMKOCTh JUCIHUIUIMHBI (MOJyJisi) coctaBiser 8§ 3.e. (288
aKaJIeMHUYECKHUX yaca(oB).

3.2. O0wvem mucuurIuHBl (MOAynsi) B (OpMe KOHTAaKTHOM pabOThI
oOyyarommxcsi C  MeJarorM4ecKuMM  pabOTHUKaMU ©W  (WIM)  JIMIIAMH,
IPUBJIEKAEMBIMU K peaau3alii 00pa30BaTEIbHONW MPOrpaMMbl HA UHBIX YCIIOBUSX,
IPU [IPOBEJICHUH YUEOHBIX 3aHATUM:

KonnuectBo yacos
Tun y4eOHBIX 3aHSTHIT Cemectp
Bcero

Ne5 | Ne6

KonrtaktHas paboTa mpu npoBeIeHIH yUeOHBIX 3aHATHH (BCETO): 128 64 64
B tom uucne:

3aHATHS JEKIIHOHHOTO THIIA 64 32 32

3aHsATHSI CEMHUHAPCKOTO THIIA 64 32 32

3.3. O6bemM mucCHUIUIMHBI (MOAyYJisi) B (OpME CaMOCTOSITENIbHOW pabOThI
oOydJaronuxcsi, a Takke B (opmMe KOHTAKTHOW pabOThl OOydYaIOIMIMXCA C
nearoruaeckKuMu paboTHUKAMHU U (WITH) JIUIIAMU, PUBIIEKAEMBIMH K peau3aiiu
oOpa3oBaTeNbHOM MporpaMmbl Ha HHBIX  YCIIOBUSIX, TMpU  MPOBEICHUU
MIPOMEKYTOUHOM aTTecTalu cocrapiisier 160 akageMmuyeckux yaca (0B).

3.4. ITpu oOy4eHMH IO MHAUBUAYATILHOMY YICOHOMY IIJIaHy, B TOM YHCIIC TPH
YCKOPEHHOM 00Yy4YeHHH, 00BbEeM JTUCHUILUIMHBI (MOJYJISI) MOXKET OBITh peaIn30BaH
MOJTHOCTHIO B (POpME CaMOCTOSITENIbHON pabOThl 00yJaIomuXcs, a Takke B (hopme
KOHTaKTHOU pabOThl OOy4YarOMIMXCA C MEJaroru4ecKuMy paboOTHUKAMHU U (WJTHN)
JUIaMH, TIPUBJIEKAEMBIMH K peaIM3aIliid 00pa30BaTEILHON MPOrpaMMbl Ha MHBIX
YCIIOBUSX, TIPH MPOBEACHUH TIPOMEKYTOYHOW aTTECTAIINH.




4. ConepxaHue JUCUUTUIUHBI (MOIYJIA).

4.1. 3aHsaTus JIEKIIMOHHOTO THUIIA.

/ Tematuka JICKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC
/11

1 |5 CEMECTP Baenenne B kpuntorpaduyueckyro 3aluTy nHGopmanuu

Copneprxanue yueOHOTO MaTepHaa;

- OmpeneneHre KpUNTorpaduu u KPUITOAHATH3A

- OCHOBHBIE TepMUHBI: MUPPOBaHKE, eI POBAHIE, KO, OTKPBITHIA TEKCT, () -POTEKCT
- Llenn kpunTorpaduaecKoil 3aluThl: KOHQUICHIHAIEHOCTD, IIEIOCTHOCTD, ayTeHTHY-HOCTB,
HEOTKa3yeMOCTh

- [Ipuaumn Kepkrodgcea (6e3onacHocTh onpeaensercs TOIbKO CEKPETHOCTHIO KITI0Ya)

- Knaccudukanus kpunrorpadhuueckux anropuTMOB: CHMMETPUYHBIE U ACHMMETPHY -HbIE

2 KpI/IHToaHaHI/IS H BUJIbI aTaK Ha KPpUIITOAJITOPUTMBbI

CoxnepxaHue yaeGHOro MaTepuaa:

- Knaccudukarnus arak: araka no mmdporekcry (Ciphertext-Only)

- ATaka ¢ u3BeCTHBIM OTKpHITEIM TekcToM (Known-Plaintext)

- ATaka c BeIOpaHHBIM OTKpPBITEIM TekcTOM (Chosen-Plaintext, CPA)

- Ataka c BeiOpanHbiM mudporekctom (Chosen-Ciphertext, CCA)

- Artaka «4enoBek mocepenune» (Man-in-the-Middle, MITM)

- Ataku 10 MOOOYHBIM KaHasIaM (BpeMsl, MUTaHUE, JICKTPOMArHUTHOE U3TyUCHHC)

3 |MaremaTrueckue OCHOBHI Kpuntorpahuu

CoxnepxaHue yaeGHOro MaTepuaa:

- Teopust ymcen: NPOCTHIE YKUCIIA, B3AHMHO MPOCTHIE YKHCIIA, HANOOJIBIINHA OOLIMI Ienn-TeNb (AIrOPUTM
EBkimuna)

- MonyneHast apudmMeTrka (mod) U cBoiicTBa cpaBHEHUN

- Kuraiickas Teopema 06 octatkax u e€ mpuMeHEHHEe B Kpunrorpadun

- Oynknus Diinepa ?(n) U TeopeMa Diinepa

- luckpeTHble orapu@Msel U 3aa4a JUCKPETHOTO JIOTapu(pMUPOBAHUS

4 |Knaccuueckue muppbl (MCTOPHUUECKHUE)

Conepxanue yueOHOro MaTepuaa:

- ndp Lesaps: npuHImI, YSI3BUMOCTh K YACTOTHOMY aHAIIU3Y

- Inup Ardam (oOpaTHBIH anpaBuT)

- Indp Bmwxunepa: tabanna, KI04eBoe CIOBO, BCKPEITHE MeTo10M Kacucku
- lIngp [neiidepa (Ourpammuas 3ameHa)

- lIndp DHATMEL: YCTPOWCTBO, IPUHIHMIT pabOTHI, BCKphITHE (THIOPHHT)

5 |CoBpemeHHbIe METOABI MN(POBAHU: OJIOUYHbIE U TOTOKOBBIE MIHU(PHI

ConepxaHue yaeOHOTO MaTepHraa;

- briounsie mupsl: mpuHIKN paboTh! ¢ OJ10KaMK (PUKCHUPOBAHHON JUTHHBI

- Pexxume! mmdposanns 6nounsix mudpos (ECB, CBC, CFB, OFB, CTR, GCM)
- [orokoBble mmQpel: reHepanus Kiro4eBoro motoka, XOR ¢ OTKPBITHIM TEKCTOM
- CpaBHeHHE OJIOYHBIX M OTOKOBBIX MIH(POB (001aCTH MPUMEHEHHS, CKOPOCTh)

- TpeGoBaHUsI K CHHXPOHH3ALUH JJIs TOTOKOBBIX MIH(POB

6 |Anroputrm DES (Data Encryption Standard)




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

Copneprxanue yueOHOTO MaTepHaa;

- Ucropus coznanust DES, pazmep Omoka (64 6uta) u xmoya (56 6ur)
- Cetb OelicTens: cTpyKTypa payHna, pynkius dericrens

- HauanpHas u xoneuHas nepecranoBku IP u IP??

- S-0s10KM (TaOIMIBI 3aMEHBI) U UX POJIb B HEJIMHEHHOCTH

- Pacniucanue xntodeil: renepanus 16 payHIOBBIX KITFOUei

Kpunroananus DES u anroputm 3DES

Copneprxanue yueOHOTO MaTepHana;

- Yazeumoctu DES: mansiit pazmep ximoga (56 6ur)

- Ataka rpyooii cunbl (Deep Crack, EFF) - Bpems nepe6opa

- Iuddepennmansubiii kpunroananu3 DES (buxaw, [llamup)

- JIuneiinsiii kpunroananus DES (Mauyn)

- Anroput™ 3DES (tpoitnoii DES): pexumsl EDE (mmudpoBanue-nemmdpoBanne-mudpoBaHue)
- D¢ pextuBHas croiikocts 3DES (112 6ur), o6acth mpuMeHeHHs U CTaTyc (ycTapeBa-HUE)

Anroputm AES (Advanced Encryption Standard)

Conepxkanue yueOHOTo MaTepuana:

- Konkypc NIST Ha HOBBI CTaHIApT, TPeOOBAHUS

- Ctpykrypa AES: 650k 128 our, ximtoun 128/192/256 our

- Paynn AES: SubBytes (S-6110k), ShiftRows, MixColumns, AddRoundKey

- 'enepanus payunoeix kimoueit (Key Schedule)

- Croiikocts AES Kk nuHeliHOMY 1 audepeHInanTbHOMY KPUNITOAHATIH3Y

- AnmapatHas u nporpamMmHas mpousBoauTensHocth AES (nucTpykimmun AES-NI)

Pexxumer mudposanus 6mounsix anroputmoB (ECB, CBC, CFB, OFB, CTR)

ConepxaHue yueOHOro MaTepuana:

- Pexxum ECB (Electronic Codebook): mapanienn3M, yI3BUMOCTb K BBISIBJICHUIO IOBTOPSIOIINXCS OJIOKOB
- Pexxum CBC (Cipher Block Chaining): Bekrop naunuanuzauuu (IV), cBsizanHOCTb OJI0KOB

- Pexxumbl CFB un OFB (mpeBpatuenue 6;104H0ro mudpa B IOTOKOBBIN)

- Pexxum CTR (Counter): cueTdnk, mapauieiansm, IPOU3BOIBHBIN JOCTYI K 6JI0KaM

- Pexxumsl ¢ ayrentudukanueit (GCM, CCM, OCB)

10

[TotokoBsie mm¢pper: RC4, Salsa20, ChaCha20

ConeprxaHre yueOHOTO MaTepHaa;

- [IpuaIMn paboThl MOTOKOBOTO MH(Pa: TEHEPaTOP ICEBAOCTyYaitHOTO KitoueBoro notoka (PRNG)
- Anroputm RC4: maummamm3amnms S-box, reHepaliust 0aiiToB KIIFOYEBOTO TOTOKA

- ¥sazpumoctu RC4 (cmemenne nepBbix OaiitoB, WEP-atakn)

- CemeiictBo Salsa20 / ChaCha20 (Daniel Bernstein): crpykTypa paynna QR (Quarter Round)

- ChaCha20-Poly1305: coueranue mudposanus u ayrearudukanmu (AEAD)

- [Ipumenenwne B mporokonax TLS 1.3, WireGuard, OpenSSH

11

Konwr ayrentudukarnmu coobmenunii (MAC) u pexxumsr AEAD

ConepxaHue yueOHOro Marepuaa:

- Ornmune MAC ot nngpoBoit noanucy (CMMMETPUYHBIH VS. aCHMMETPUYHBIN KITIOY)
- [octpoenne MAC na ocnose xamr-¢pynkiuii: HMAC (RFC 2104)

- [loctpoenne MAC na ocHoBe 65ounbIX mmppos: CMAC, OMAC

- Pexxumnt ¢ ayrentudukamnueii (AEAD): AES-GCM, AES-CCM, ChaCha20-Poly1305
- Artaka Ha HeayTeHTHHIMpOoBaHHOE mHudppoBarue (Padding Oracle Attack va CBC)

12

VYnpasieHue KiIro4aMi B CHMMETPHYHON KpUnTorpaduu




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

Copneprxanue yueOHOTO MaTepHaa;

- [IpoGnema pacnpeneneHus KIto4eil B CAMMETPUYHOM KpUnTorpadun

- LHenTtpsl pacnpeaenenus karoueit (KDC): mpotokonsl Needham-Schroeder, Kerberos
- [Iporoxkomnsr cornacoanust kiroueii: Diffie-Hellman (kak ruOpuaHsii moxxon)

- [lepnonnueckast cmena kimoueit (key rotation)

- ATaky Ha ynpaBieHue KinodaMu (replay attack, reflection attack)

13

[TpuHIMTIBI aCUMMETPUYHOTO MUpPOBaHHS (KpUIITOTpadusi C OTKPHITHIM KIIFOUOM)

Copneprxanue yueOHOTO MaTepHaa;

- [Mapa xroueii: myOIUUHBIN (MM pOBaHKE) U IPUBATHEIN (HemmdpoBaHue)

- OnpHOCTOpOHHUE (QDYHKIMH C «Ia3eikoit» (trapdoor function)

- CpaBHEHHE C CHMMETPUYHOM KpHuITorpadueii (CkopocTb, 6€30MaCHOCTh, yIIPaBIeHUE KII0YaMH)
- OcHOBHBIE 33/1a4: MHU(POBaHUE, paclpeielieHne Kitouei, nudpoBast HOANUCH

14

AnroputM Tuddu-Xsmamana (Diffie-Hellman)

CoxnepxaHue yaeGHOro MaTepuara:

- [IpoToko: BeIpabOTKH OOIIET0 CEKPETHOIO KITF0Ya Yepe3 OTKPBITHIN KaHal

- MaTemarunyeckasi OCHOBa: MOIYJIbHOE BO3BEIICHHE B CTEIICHb, 3a/1ada AUCKPETHOTO JIOrapu(pMUPOBAHUS
- Artaka «4ernoBek nocepenunae» Ha DH 0e3 ayreHTH)UKALHH

- Ommmnruueckue kpusbie B Diffie-Hellman (ECDH)

- [Ipumenenue: IKE B IPsec, TLS, SSH

15

Aunroput™m RSA (Rivest-Shamir-Adleman)

Conepxanue yueOHOTo MaTepuana:

- 'enepanms xirodeii: BEIOOP MPOCTHIX YUCET P U J, BEIYUCIeHHE n = p?q u ?(n), BIOOp e 1 d
- llInpposanme: ¢ = m? mod n, nemmudppoanue: m = c? mod n

- Croiikocts RSA (pasznoxeHne n Ha MHOKHUTEIH - 3a7a49a (PaKTOpU3AIIIH)

- Pexomenmyemsie pasmepsl kitoueii (2048 our, 4096 6ur)

- Padding 8 RSA: PKCS#1 v1.5, OAEP (Optimal Asymmetric Encryption Padding)

- Araxu Ha RSA (Hu3Kas skcnioHeHTa e=3, aTaka Bunepa, bneiixen6axepa)

16

Kpuntocucrema Onp-I"amans (ElGamal)

Conepxanue yueOHOro MaTepuaa:

- Maremarnueckas OCHOBA: 3aj[ada AUCKPETHOTO JIOTapru(PMUPOBAHUS B KOHSUHBIX TO-JIAX

- 'enepanus kimodeii: mpocroe YUCIIO p, IEPBOOOPA3HBIN KOPEHb g, CEKPETHBIH KITIOY X, TyOJINIHBIN y =
g? mod p

- [Iponienypa mudpoanus: r3pemepHsIit kimod k, mudporteker (¢? = g? mod p, ¢? =m ? y? mod p)

- Hemmudporarne: m = c? ? (¢??)?? mod p

- CpaBrenue RSA u ElGamal (pa3mep mudporekcra, CKOPOCTh)

- Ommntryaeckas sepcust ECElGamal

17

6 CEMECTP Kpunrorpaduueckue xa11-QyHKITN

ConepxaHue yueOHOro Marepuaa:

- Onpenenenne x3u-QyHKIUH, TPEOOBAHUS: IETEPMUHHU3M, OBICTPOAEHCTBHIE, JJABUH-HBIH 3 deKT
- CBOJiCTBa: YCTONYMBOCTH K HAX0XKICHHUIO ITpooOpasa (preimage resistance)

- YcToW4MBOCTh K HAXOXJICHHIO BTOPOTO Mpoodpasa (second preimage resistance)

- VeroitunBocTh K KoyumsmsM (collision resistance)

- Koucrpyxkuust Mepkiia-Jlamropa (MD35, SHA-1, SHA-2)

- ATaka «IHeH pOXKICHUN» Ha HAXOXKIECHUE KOJUTU3UH

18

Xosmr-anroputMel: MDS5, SHA-1, SHA-2




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

n/m
Copneprxanue yueOHOTO MaTepHaa;
- MDS: cTpykrypa, payHabl, pe3yibtar 128 OuT, craTyc (CKOMIIPOMETUPOBAH )
- SHA-1: ctpykrypa, pe3ynbrar 160 Our, ysa3Bumocts (ataka [llamOupa Ha KoIIH3UN)
- CemeiictBo SHA-2: SHA-224, SHA-256, SHA-384, SHA-512
- Baytpennee ycrpoiictBo SHA-256 (6710KH, KOHCTaHTBI, C)KAaTHE)
- [Ipumenenne SHA-2 B coBpemenssix nporokonax (TLS, SSH, PGP)
19 |Xsur-anroputm SHA-3 (Keccak)
Copneprxanue yueOHOTO MaTepHaa;
- Koukypc NIST Ha HOBbI# cTanmapt (2007-2012), moGequrens - Keccak
- CtpykTypa: ryouaras GpyHkuus (sponge construction)
- BHyTpeHHee cocrosiHMe, oniepanuy BOUThIBaHUS (absorbing) u omkuma (squeezing)
- [apametpsIl: pazmepsl Boixona 224/256/384/512 our
- CpaBHenue SHA-3 u SHA-2 (6e30macHOCTb IPOTUB KBAHTOBBIX aTaK, IPOU3BOJU-TEIbHOCTD)
20 (Hudposas noanuch (DUII): npUHIHKIIEI U aTTOPUTMBI
Conepxanue yaeOHOro MaTepuana:
- TpeGoBanust kK U(POBOH MOAMKCH: TTOUTMHHOCTD, LIEIOCTHOCTh, HEOTKa3yeMOCTh
- Cxema omIcH: IOIIHCH (TIPUBATHBIM KITFOYOM) U IIPOBEpKa (ITyOIMIHBIM KITFOUOM )
- Xom nepen noanucanuem (hash-then-sign)
- Anropurm RSA-PSS (Probabilistic Signature Scheme)
- Anrroput™ DSA (Digital Signature Algorithm)
- Anrroputm ECDSA (Elliptic Curve DSA): npenMyiiecTBa MEHbIINX KII0YeH
- CpaBHenue RSA u ECDSA (cxopocTs reHeparyu, pazMep HOIHCH)
21 [Dnmuanrryeckas kpunrorpadus (ECC)
ConepxaHue yueOHOro MaTepuana:
- OCHOBBHI JUTUNITHYECKUX KPUBBIX HaJ KOHEUHBIMU ossaMu (Weierstrass opma: y? = x? + ax + b)
- Onepanusi CIOKEHHUS TOYEK U YIABOCHHUS TOUYKH
- 3aaya AMCKPETHOTO JorapuMHUpoBaHus Ha auHnTHdeckoi kpusoii (ECDLP)
- Beibop napamerpoB kpuBoii (SECP256k1, Curve25519)
- ECDH, ECDSA, EdDSA (Edwards-curve Digital Signature Algorithm)
- [Ipeumymectsa ECC nepen RSA (MeHbIHit pa3Mep KIIF04a Mpu TOH ke CTOMKOCTH)
22 |Mudpactpykrypa oTKpbITHIX Kitodei (PKI)
Conepxkanue yueOHOro MaTepuaa:
- Komnonentsr PKI: ynocrosepstromuit nentp (CA), peructpanuonHssiii neHTp (RA), pemosuropuit
CepTUPHUKATOB
- LHenouku noBepusi: KOpHEBO# cepTudukaT, npoMexxyrodnbie CA, KOHeuHbIH cepTH-(uKar
- ®opmar cepruduxara X.509 v3: mons (subject, issuer, public key, validity, extensions)
- [Iporoxomns! or3s1Ba cepTuduraroB: CRL (Certificate Revocation List), OCSP (Online Certificate Status
Protocol)
- CamonoanucaHHble cepTUUKATHI VS. cepTuduKaTsl oT CA
23 [[Tporoxon TLS/SSL (Transport Layer Security)

ConepxkaHue yueOHOro Marepuaa:

- Hasnauenune TLS: 3ammra kanana cBs3u (KOH(QUAEHIMAIEHOCTD, IEIIOCTHOCTD, ayTeH-TH(HHUKALIIS)

- Apxutektypa TLS: Record Protocol m Handshake Protocol

- Pykonoxkatue TLS 1.3: cormacoBanue mmdpoB, ayreHTHGUKAIUSA cepBepa, BHIPab0OT-Ka CECCHOHHOTO
KJIF04Ya

- Ucnions3yemble kpunrorpaduueckue amroputmsl B TLS 1.3 (AES-GCM, ChaCha20-Poly1305, ECDHE,
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ECDSA)

- VassumoctH ycrapeBiux Bepcuii: POODLE (SSL 3.0), Heartbleed (OpenSSL), FREAK, Logjam
24 |Kpuntorpaduyeckas 3ammuTa B mpotokonax SSH, IPsec

Conepxanue yueOHOro Marepuaa:

- [Iporoxon SSH: ayrerTHUKAINS IO KITIOYaM, TYHHEIHPOBaHUE, MIH(POBaHUE CECCHH

- Apxurektypa IPsec: ESP (Encapsulating Security Payload), AH (Authentication Header)
- Pexxumel [Psec: TpaHCIOPTHBIN M TYHHEJIBHBII

- Yopasnenne xmrogamu B [Psec: mpotokon IKEvV1/IKEvV2 (Internet Key Exchange)

- Ilpumenenne: VPN-perenns Ha 6ase IPsec (site-to-site, remote access)

25

I'omomopdHOe mudpoBanue

Conepxanue yueOHOro Marepuaa:

- OnpeneneHre roMoMOp(hHOTO MU(POBAHKS: BBITIOTHEHHE OICpaliii Ha | 3aiu(ppO-BaHHBIMH JaHHBIMU
- Yactuuno romomop¢usre cuctemsl (PHE): RSA (ymHOoxeHue), Paillier (cnoxenne)

- [ommaOCTRIO TOoMOMOpdHOE mHdposanne (FHE): cxema Gentry (2009)

- Cospemennsie cxemsl: BGV, CKKS, TFHE

- [Iprmenenme: o0navHbIe BEIYACICHNUS, KOHPUICHIINATBHBIC TPAaH3aKIINH, MEAULINH-CKUE TaHHBIC

26

KsanroBas kpunrorpadus (QKD)

ConepxaHue yueOHOro Marepuana:

- [IpuHIIMOBI KBAaHTOBOM KpunTorpaduu: cocrosinue horoHa (mossipusaiys, dhasa)

- Teopema 0 HEBO3MOXKHOCTH KJIoHHUpOBaHus (no-cloning theorem)

- [Iporoxon BB84 (Bennett & Brassard 1984): mepenaua u cormacoBanue 6a3

- O0Hapy)eHHe TOACTYyIUBaHUsA: ypoBeHb omnOok QBER (Quantum Bit Error Rate)

- Kommepueckue cuctemsr QKD (ID Quantique, QRate) u orparndeHus (DarbHOCTh, CTOUMOCTD)
- UaTerpanus QKD c kmaccudecknm mudpoBanueM (THOPUIHBIE CXEMBI)

27

[ToctkBanToBas kpunrorpadus (PQC)

CopepxaHue yaeOHOTO MaTepHuaa;

- YTpo3bl KBaHTOBBIX KOMIIBbIOTEPOB: anroputM Illopa (daxkropuzanusi, AMCKPETHBIE JO-rapUPMBI),
anroput™ I'poBepa (yckopernue nepedopa)

- CeMeiicTBa IIOCTKBAaHTOBBIX ATOPUTMOB: Ha OCHOBe pemnieTok (lattice-based)

- Ha ocnoBe xsmi-¢yaknuii (hash-based): cxema SPHINCS+

- Ha ocHOBEe MHOTOMEpHBIX KBaIpaTUIHBIX ypaBHeHUH (multivariate)

- Ha ocHoBe k0/10B ¢ Koppekiuei omubok (code-based): McEliece

- Crapgaptuszanus NIST: Kyber (KEM), Dilithium (moamucs), Falcon, SPHINCS+

28

KpHHTOFpa(queCKHC ITPOTOKOJIBI JJICKTPOHHOTO T'OJIOCOBAHUA

ConepxaHue yaeOHOTO MaTepHuaa;

- TpeGoBaHMS K MPOTOKOIAM TOJIOCOBAHHS: aHOHUMHOCTH, KOPPEKTHOCTb, YCTOHYHNBOCTH K IOBTOPHOMY
TOJIOCOBAHUIO

- [Iporoxkounsr Ha ocHOBe ciernoi moanucy (cxema dynznoka—OxamoTo—OTHI)

- F'omomopdHOe mmdpoBanue st cyMMUpPOBaHUS T0J10coB (cxema Dib-I"amans)

- ['onmocoBanme ¢ ncnonp3oBaHreM OOKUYCHHA (aHAIM3 TPEUMYILECTB U yIPO3)

- Peansnbie cucremsr: Helios Voting, Voatz (kpunroanain3 1 KpUTHKa)

29

BbnokueitH 1 KpUnTOBaIOTHI (KpUNTOrpadudeckre OCHOBBI)

ConepxaHue yaeOHOTO MaTepHraa;
- Kpunrorpaduueckast ocHoBa 610K4eiiHa: X3nr-GyHKINY 1Is cBsi3siBanust 6;0koB (Proof-of-Work)
- Hudposas noamucs (ECDSA/EADSA) ans moaTBepXACHNS TPaH3aKIHHA
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n/n
- depeBo Mepkia st 3 QeKTUBHON IPOBEPKH TPAH3AKIINI B OJIOKE
- Koncencycubie mexanmsmbl: Proof-of-Work, Proof-of-Stake, ux kpuntorpapudeckie acnekThl
- Kpunrorpaduueckue npumuruest B Bitcoin, Ethereum (Keccak-256, secp256k1)

30 |Creranorpadus u kpunrorpadusi (KOMOMHHPOBAHHBIE METO IBI 3aIITUTHI)

Copneprxanue yueOHOTO MaTepHaa;

- Ompenenenne creraHorpaduy, OTIHYIHE OT Kpurrtorpaduu (COKpeITHE (pakTa mepena-am)

- Kimaccnueckne metonsr: LSB (Mumaamminii 6uT) B m300pakeHUSIX U ayIHO

- Creranorpadus B cereBbix npotokoinax (TCP-omun, moms IP ID, BpeMeHHBIE 3a-IepiKKH)
- O6HapyxeHne cTeranorpaduu (cTeroaHanms)

- KomOuHamums: cHadana mudpoBaHue, 3aTeM BCTpauBaHKe B KOHTEHHED

31

[IpaBoBOE peryiupoBaHre KpUNTOrpapuIecKoi 3anuTel nHGpopManuu B PO

CozepxaHue yueOHOro MaTepuaa:

- ®enepanbHbli 3aK0H «O0 nHbOpMaIK, THPOPMAITMOHHBIX TEXHOJIOTHAX U O 3alIUTe HHPOPMAIIHN
(149-03)

- ®enepanbHbrii 3akoH «O cBsa3n» (126-D3) - TpeboBaHUs K OMepaTopam

- [Ipuxazsr ®CTOK Poccun o ceprudukaiy cpeacTs KpUntorpadguaeckoit 3amuTsl HHGOpMAaIi
(CK31)

- [Ipukazer ®CB Poccun o npumenennn kpuntorpapuueckux aaroputmon (IOCT)

- JIuneH3upoBaHue JeSTeIbHOCTH 110 PACIPOCTPAHEHHIO IIU(PPOBATBHBIX CPE/ICTB

- OTBETCTBEHHOCTH 32 HE3aKOHHOE ucnoib3oBaHue kpunrorpadun (YK PO, KoAIl PD)

32

['OCT kpunrorpadudeckue cranaaptel PO

Conepxkanue yueOHOTo MaTepuana:

-TOCT 28147-89 (cummerpruHOe mudppoBanue): 0ok 64 Oura, xirod 256 O6uT, ceth DeifcTens, pesKUMBI
-T'OCT P 34.10-2012 (mudpoBast MOIMICH HAa SJUTMITHICCKUX KPUBBIX): MTApaMETPhI KPUBBIX

-T'OCT P 34.11-2012 (xsm-¢pyrakmus CtpuOor): KOHCTPYKIHUS, pa3Mep Beixona 256/512 out

- Cpasuenwre 'OCT ¢ mexaynaponubimu crangapramu (AES, RSA, ECDSA, SHA-2/3)

- Ucnons3osanne 'OCT B cuctemax rocyqapCTBEHHONH M KOMMEPYECKOH TaitHbI

- [Iepexos Ha TOCTKBaHTOBBIE CTaHAAPTHI B PO (TepcriekTHBHEBIE pa3padoTKN)

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

[IpakTrueckue 3aHATHS

Tematuka MPAKTUYCCKUX 3aHSATHII/ KpaTKO€ COACPIKAHUC

5 CEMECTP Peanu3zanus u kpunroaHanus kiaccuueckux mmdpos (Llesapp, Atbdan,
Buxunep)

B pesynbTate paboThl CTYAEHTOM OYAyT UCCIIEI0BaHbI U TPOaHAIN3UPOBAHBI METOABI MIM(POBAHUS
Le3aps, Ar6am 1 Biskunepa, BBINOIHEHO NPaKTHYEeCKOe MH(PPOBAaHKE U ACMIN(PPOBAHIE TEKCTOB C
Pa3NUIHBIMY KIIFOYaMH, TPOBEACH YaCTOTHBIN KPUITO-aHAIN3 ISl BCKPBITHS MIHU(POB, a TAKKE
MOJTOTOBJIEH OTYET C BEIBOJAMH O CTOWKO-CTH KJIACCHYECKUX AJITOPUTMOB K COBPEMEHHBIM METOAAM aTaK.

YacTOTHBIN KPUIITOAHAIN3 MOHOAI()ABUTHBIX U TOIHAI(PaBUTHBIX MU(PPOB

B pe3yibTare pa6OTLI CTYACHTOM 6yﬂyT HCCJIICAOBAHDBI U MPOAHAJIN3UPOBAHBI METOAbBI HA4CTOTHOI'O aHAJIN3a
CHUMBOJIOB, IIOCTPOCHBI TUCTOTPAMMBI PACIIPEACIICHUSA YaCTOT I BaIHI/I(l)pOBaHHI:IX TEKCTOB Ha PyCCKOM U
aHTTIHACKOM sA3bIKaX, BBINTOJIHCHO BCKPBITUC HECU3BECTHOI'O Hm(i)pa C UCIIOJIb30BAHUEM HMHJICKCA
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COBIIAJICHUH, ONIPEAEIIEHBI JUIMHA Kifoda mu¢pa Biskuaepa, a TakKe IOATOTOBIIEH OTYET C 000CHOBAaHUEM
BBIOOpa@ ME-TOJIOB KPHUIITOAHAIN3A.

MonynbeHas apudmeTrka u e€ npuMeHeHue B Kpunrorpaduu

B pesynbTate paboThl CTYAEHTOM OYyAyT UCCIEAOBAHBI U ITPOAHAIU3UPOBAHbI aJr0-PUTMBI MOJYJIbHON
apuMeTHKH (pacmpeHHbIN anroput™ EBkiina, OpIcTpoe BO3Be-ACHUE B CTETICHB, KUTAlCKas TeopemMa 00
OCTaTKaX), BBIOJIHEHBI BEIYHUCIICHUS 00paT-HBIX 3JIEMEHTOB U PELICHHE CHCTEM CPaBHEHHH, a TaKkKe
HOATOTOBJIEH OTYET C PU-MEPaMH IPUMEHEHHUS MOAYJIBHBIX BHIYMCICHUIH B KPUNTOTpadhHISCKIX
AIITOPUTMAaX.

Uccnenosanue anroputma DES u ero ysa3sumocreit

B pesynbTate paboThl CTYAEHTOM OYAYT UCCIIEA0BAHbI U TPOAHAIN3UPOBaHbI CTPYK-Typa ainroputma DES
(cetp Deiictens, S-6710ku, paciicaHUe KIIOYEH), BHITIOJIHEHA IPOrpaMMHasi MM pydHast peanu3anus
onHoro paynaa DES, npoBenen ananu3 ysi3-Bumocteit (Maiblid pasmep kitoua, nuddepenmanbHbIi
KPHUIITOAHAIN3), a TAKKE MOJ-TOTOBIICH OTUET 00 3 PEKTHBHOCTH aTaku rpyOoii crsl Ha DES.

Uccnenosanue anropurma 3DES (Tpoiinoit DES)

B pesynprate paboThl cTyIeHTOM OyIYyT MCCIEeIOBAHBI U MPOAHAIN3UPOBAHBI PeXUMBI paboTel 3DES
(EDE2, EDE3), BeinonseHo cpaBHeHHe cToiikocTi 3DES ¢ 07HO- 1 ABYXK/TIOUEBBIMU BapHaHTaMH,
MpoBeJieHa olleHKa mpousBoguTensHocTi 3DES Ha pa3znuuHbix 00beMax JaHHBIX, a TAKXKE MOATOTOBJICH
OTYeT C BBIBOJIAMH O Liesecoo0-pasHocTu mpuMeHeHus 3DES B coBpeMeHHBIX cucTeMax.

Uccnenosanue anroputma AES (Advanced Encryption Standard)

B pesynbTate paboThl CTYAEHTOM OyAyT MCCIIEAOBAaHbI U ITPOaHAIN3UPOBAHbI Bee dTansl payHaa AES
(SubBytes, ShiftRows, MixColumns, AddRoundKey), BrimonHeHa peanuzaius ogaoro payana AES
BPYUYHYIO WJIH C HCTIOJIb30BAHMEM YUIE€OHOT0 KOJa, POBE/ICH aHAJN3 TeHepalny payHI0BbIX Kirouer (Key
Schedule), a Takxe moaroToBIEeH OTYET ¢ 000CHOBaHHEM cToiikocTH AES k nmuHeiHOMY 1
muddepeHInaIbHOMY KPUIITOAHAIN3Y.

Hccnenoanue pexxumoB mudpoBanus 6mounsix anroputmos (ECB, CBC, CFB, OFB,
CTR)

B pesynbrate paboThl CTYAEHTOM OyayT UCCIIEAOBAaHbI U ITPOaHATU3UPOBAHBI BCE OC-HOBHBIE PEXXUMBI
MmMppOBaHUs OJIOYHBIX ANTOPUTMOB, BEITIOJIHEHO NMPAKTHYECKOE MM(pOBaHNE N300paKEHHS B PEKUME
ECB (myanmmzanus yszpumoctd) 1 CBC (CkpbITHE TOBTOPSIONINXCS OJOKOB), IPOBECH aHAIIN3 BIHSHUS
OIIMOKH B OZTHOM OJIOKE Ha MOCIEAYIoIune OJIOKH T KQXKJO0Tr0 PeKIMa, a TAKXKE TIOATOTOBIICH OTYET C
PEKOMEHAAIMSMH T10 BBIOOPY PEXHMMa B 3aBUCHMOCTH OT 00JIaCTH IPHUMEHEHHUS.

HccnenoBanue notokosbix mudpos (RC4, ChaCha20)

B pe3ynbrare paboThl CTYAEHTOM OYAyT UCCIEI0BaHbI M MPOAHATN3UPOBAHBI PUH-IUIIB PA0OTHI
noTokoBbIX mHppoB RC4 n ChaCha20, BeImoHEeHa TeHepanys KIF0Ye-Boro NOTOKA U UG pPOBaHUE
TECTOBBIX COOOIIEHHH, MpoBeIeH aHanu3 ysa3Bumocteld RC4 (cmenienue nepBbIx 0aiTOB, IPUMEHHUMOCTH B
WEP), a Tak)e HOATOTOBIIEH OT-4YET CO CPAaBHEHHEM IPOU3BOIUTEIILHOCTH B Oe3omacHocTH RC4
ChaCha20.

UccnenoBanue kogoB ayrenTudukanuu coodmenuit (HMAC, CMAC)

B pesynbrare paboThl CTYACHTOM OYAyT MCCIEI0BAaHbI M MMPOAHATN3UPOBAHbI MPUH-IUIIHI TOCTPOCHUS
HMAC na ocroBe xam-pyHkiuit 1 CMAC Ha ocHOBe OJIOUHBIX MTU(POB, BHIMOIHEHA TeHepaius MAC
JUTSL COOOIIICHHUI Pa3IMdHOM JUTMHEI, TPOBEIEH aHAJIN3 YS3BUMOCTH K aTakaM Ha MOAJENKY MOMUCH
(forgery attacks), a Takxe MOATO-TOBJIEH OTYET C BBIBOJaMH O ipuMeHeHuH MAC nist oGecnieueHus
LEIIOCTHOCTH M ayTCHTHYHOCTH JaHHBIX.
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HUccnenoBanue pexumoB ¢ ayrentudukanuein (AES-GCM, ChaCha20-Poly1305)

B pesynbrate paboThl CTYAEHTOM OYAyT UCCIIEAOBAHBI U ITPOAHATN3UPOBAHBI PEKUMEI
ayreHTHumpoBannoro mudposanus (AEAD) - AES-GCM u ChaCha20-Poly1305, BeimosiaeHO
MpaKTHYECKOe IU(PPOBaHKUE C OHOBPEMEHHOH ayTeHTU(HKALUEH 1aH-HbIX, IPOBEACH aHAIN3
YCTOWYMBOCTH K aTakaM Ha LIeJIOCTHOCTh (OMTOBBIC CKaXKe-HHsA), & TAKXKE TIOATOTOBIICH OTYET C
peKoMeHIauAMH 110 ipuMeHeHnio AEAD-pexxuMoB B ceTeBbix nmpotokonax (TLS 1.3, WireGuard).

11

VYnpasienue kiouamu B cummerpuunoii kpunrorpaduu (KDC, Kerberos)

B pesynbpTaTe paboThI CTYIEHTOM OyIyT HCCIIEIOBAHbI U IPOAHATN3UPOBAHBI MOJIETH YIIPaBICHHS
KJII0YaMU C UCTIONIb30BaHKUEM LieHTpa pacnpenenenus kirouei (KDC), BrInonHeHa SMyJIIsIIus TPOTOKOJIA
Kerberos (ayrentudukanus u Beiaaua GHICTOB), MPOBEACH aHANU3 ysi3BUMocTei (replay attack, ataka Ha
BPEMEHHBIE METKH), & TAK)Ke IOATOTOBJIEH OTYET C BBIBOJIAMH O 0€30M1aCHOCTH CUMMETPHYHOTO
pacrpeeneHus Kiaoyen.

12

HUccnenoBanue nporokoia Judpdu-Xsmimana (Diffie-Hellman)

B pesynbTate paboThl CTYAEHTOM OyAyT HUCCIIEI0BaHbI U MPOaHAIN3UPOBAHBI MATEMA-THIECKHUE OCHOBEI
nportokoina Jluddu-Xsmmana (3agada JUCKPETHOTO JOTapu(MHU-POBAHUS), BEITIOTHEHA TPOTpaMMHas
peanu3aiys BHIpaOOTKH OOIIETO CEKPETHOTO KIF0Ya, IIPOBEICHA MY aTAKH «JIETOBEK IIOCEPEIIHE)
(MITM) Ha HeayTeHTH-(DUIIMPOBAHHBIN TPOTOKOJ, & TAKXKE MOJOTOBIICH OTYET C BHIBOJAAMH O
HEOOXOTUMO-CTH ayTeHTH()UKAIIUH CTOPOH.

13

Hccnenosanue anroputma RSA (renepanus kirodeid, mudposanue, nemmudpoBaHue)

B pesynabTate paboThl CTYAEHTOM OyAyT HMCCIIEAOBaHbI M TPOaHAIN3UPOBAHBI BCE 3TAlbl anroputMa RSA:
TeHepaIys MPOCTHIX YHCEN P U (, BEIYUCICHHE N U ?(1), BEIOOP OTKPHITOH U 3aKPBITOI SKCIIOHEHT,
BBITIOJTHEHO MPAKTHYECKoe Mu(poBanue n fe-mudpoBaHne cOOOIICHHH, TPOBEICH aHATU3 CTOHKOCTH IS
pa3MYIHEIX pa3MepoB Kirrodeit (512, 1024, 2048 6ur), a Takke MOATOTOBIICH OTYET C BEIBOAAMU O
(hakTopax, BIUAIOMUX HA Oe30macHOCT RSA.

14

Ataxu Ha anroput™ RSA (Manas skcrioHeHTa, araka Bunepa, bielixen6axepa)

Artaku Ha anroput™M RSA (manas skcrioHeHTa, ataka Bunepa, brelixenb6axepa)

B pesysbrate pabOThI CTYICHTOM OYIyT MCCIICIOBAHBI U MPOAHAIM3UPOBAHBI KITACCHUECKUE aTaKu Ha
RSA: araka ¢ manoit oTKpbITOH 3KcTIOHEeHTOM (e=3), aTaka Bunepa (1ienmnbie npobu), ataka breiixen6axepa
Ha aJIANITUBHO BHIOPAHHBIH MIU(POTEKCT, BBI-MIOJHEHBI PAKTUYECKUE CIIEHAPUH IKCIUTyaTallud
YSI3BUMOCTEH TPU HETPABHILHON HACTPOMKE MAapaMeTPOB, a TAKXKE MOJrOTOBICH OTYET C
peKOMeHAaUAMH 1o Oe3omac-HoMy ucroib3oBannio RSA (OAEP-nagauar, BIOOp €=65537).

15

UccnenoBanue kpunrocucremsl Dnb-I"amans (ElGamal)

B pesysbrate paboThI CTYICHTOM OYIyT HCCIICIOBAHBI U MPOAHAIN3UPOBAHBI IIPUHIIUITEI PAOOTHI
KPHUITOCUCTEMBI DJib-1"amaisi, OCHOBaHHOH Ha 3aja4e JUCKPETHOTo Jorapu(MHPOBAaHHUS, BEIIOTHEHA
TeHepanus Kiodei, mudpoBanre U IenppoBaHre cooOIeH, mpoBeaeHo cpaBHeHHe ¢ RSA mo
pasMepy mu@pPOTEKCTa U CKOPOCTH OIEPAIIHid, @ TAKKE MMOATOTOBJICH OTUET C BBIBOJAAMH 00 00JIacTIX
npumeHenus: ElGamal.

16

HccnenoBanue anroputMoB nudposoit moamucu (RSA-PSS, DSA, ECDSA)

B pe3ynbrate paboThI CTyIeHTOM OYIyT MCCICIOBAHBI U MPOAHAIN3UPOBAHBI AITOPUTMBI IU(PPOBOH
noanucu RSA-PSS, DSA u ECDSA, BBITIOTHEHBI TeHEpAIHsl KIIFOUEBBIX Map, MOAMMCAHUE COOOIIEHYS 1
MIPOBEpKa MOJIITUCH, MPOBEJICH aHATHU3 YA3BUMOCTEH (MIOBTOPHOE UCIOJIb30BAHNE CIIYYalHOTO urcia k B
DSA), a Taxxe MoJI-TOTOBJICH OTYET CO CPAaBHEHUEM pa3Mepa MOMUCH U MPOU3BOIUTEIHLHOCTH AJITOPUT-
MOB.
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6 CEMECTP UccnenoBanue a»umuntudeckoit kpuntorpadun (ECC, ECDH, EdDSA)

B pesynbTate paboThl CTYAEHTOM OYAyT UCCIIEAO0BAHbI U TPOAHAIN3UPOBAHBI OCHOBBI AJUTHIITHYECKOM
KpunTorpaduu (onepanuy CI0KeHUs U YBOSHHUS TOUeK Ha KpUBOii, 3a1a4a ECDLP), BeimonHeHa
peannzaus ECDH st Beipabotku obmero kimtova 1 EADSA nist noanucu cooOieHunit, npoBeaeHo
cpaBHenune ECC ¢ RSA (pa3mep kito-ua, CTORKOCTb, CKOPOCTH), & TaKXkKe MOATOTOBIIEH OTYET C BHIBOJAMHU
o npeumymie-ctBax ECC 1yt MOOMIIBHBIX M BCTPaWBACMBIX CHCTEM.

18

HUccnenosanue smmuntuyeckoit kpunrorpadpuu (ECC, ECDH, EADSA)

B pesynprarte paboThl CTyIeHTOM OyIyT MCCIEIOBAHBI U MPOAHATN3UPOBAHBI OCHOBEI AJUTUIITHIECKOI
KpunTorpaduu (onepaunny CI0KeHUs U YABOSHHUS ToYeK Ha KpHBoii, 3anaua ECDLP), Beimonnena
peanuzauss ECDH nuist BeipaboTku obmero kmoda 1 EADSA nist noanucu cooOuieHni, npoBeaeHo
cpaBHenune ECC ¢ RSA (pa3mep kito-ua, CTORKOCTb, CKOPOCTH), a TAaKXkKe MOATOTOBIIEH OTUYET C BHIBOJAMHU
o npeumyie-ctBax ECC it MOOMIIBHBIX U BCTPAUBAEMbIX CUCTEM.

19

Hccnenosanue xam-dpynkiun SHA-3 (Keccak)

B pesynbTate paboThl CTYAEHTOM OyAyT UCCIIEI0BaHbI 1 TPOaHAIN3UPOBAHBI IPHH-IUIEI padoTel SHA-3
(rybuatast KOHCTPYKIHS SPONge, BIUTHIBAHUE U OTXKHMM ), BBI-TIOJTHCHBI BEIYMCIICHHS X3IIEH IS TECTOBBIX
coobmennit, mposeaeHo cpaBHeHne SHA-3 ¢ SHA-2 1o mpon3BOAUTEIHHOCTH U YCTOHYNBOCTH K aTakam,
a TaKke IOJro-TOBJICH OTUYET C BHIBOAAMH O lieJiecoo0pa3HocTH nepexoja Ha SHA-3.

20

HccnenoBanue atak Ha XdUI-PYHKIMU (aTaka «IHEH POKICHUS, TOUCK KOJUTU3HIA)

B pesynbrate paboThl CTYJACHTOM OYAYT MCCIIC0OBaHbI U MPOAHATU3UPOBAHBI METO/IbI ATaK HA X3III-
(byHKIMH (aTaka «THEH pOXKICHUSY IS IOUCKA KOJUTU3UIA, aTaka Ha [M0-UCK MPoo0pasa), BEIMOIHEHO
MPAKTHYIECKOE MOJCIUPOBAHUE ATAKU «IHEH POXKICHUS» C YMEHBIICHHOH pa3psimHOCThio Xa1ma (20—-30
OWT), IPOBE/ICH aHAJIM3 BBIYUCIIUTEIb-HON CJI0XKHOCTH aTaKH, & TAKXKE MOATOTOBJICH OTYET C BHIBOJAMHU O
MHUHUMAaJIBHO 0€3-0macHoM JyIiHe Xomma (256 out u boiee).

21

HccnenoBanue nHGpacTpyKTypbl OTKpBITHIX Kitouer (PKI) u ceprudpukatos X.509

B pesynbrate paboThl CTYAEHTOM OYyAyT UCCIIEAOBAHBI U ITPOAHAIM3UPOBAHbI CTPYK-Typa cepThdukaTa
X.509 v3, nenovxu JOBEpHs, IPOLUEIYPHI BEIITYCKa U OT3BIBA CEP-TH(PHUKATOB, BHIIOIHEHA TeHEpaLUs
caMoIo/IIrcanHoro ceprudukara u 3ampoca Ha ceprudukat (CSR) ¢ momomnipio OpenSSL, npoBeneH
aHanmu3 CRL u OCSP mist mpo-Bepku cTatyca cepTUHUKaTa, a TAKXKE MMOATOTOBIICH OTYET C BBIBOJIAMH O
posu PKI B 3aIiMIIeHHBIX KOMMYHHUKALUSIX.

22

UccnenoBanue nporokona TLS (pykonoxarue, ananus Tpaduka)

B pesysbrate pabOThI CTYICHTOM OYIyT HCCIICIOBAHBI U MPOAHAIM3UPOBAHBI 3TaIbl pyKomoxaTus TLS 1.2
u TLS 1.3, BoinonHeH 3axBar u ananu3 TLS-Tpaduka ¢ nomo-isto Wireshark (unenruduxarust
CipherSuites, cepTuhukaToB, KJIHOUEBOro 00MEHa), MPOBECH aHAIN3 YA3BUMOCTEH YCTapPEBIIUX BEPCUI
(SSL 3.0, TLS 1.0), a Taxxe OATOTOBJICH OTYET C PEKOMEHIAIIUAMU 110 Oe30macHoi HacTpoiike TLS.

23

Uccnenosanue nporokonoB SSH u [Psec (kpunrorpaguueckue acuekThl)

B pesynbTate paboThl CTYAEHTOM OYAyT UCCIIE0BaHbI U MPOaHAIN3UPOBAHBI KPUNITO-TpadHIecKre
mexaHn3Mbl SSH (ayrentuduxanus no kmovam, mmgpposanue ceccun) u IPsec (ESP, AH, IKE),
BBITIOJTHEHBI HacTpoiika SSH-coeanHenus ¢ ucnonb3oBann-eM RSA/ECDSA -xmouel, Hactpoiika [Psec-
TYHHEJS MEXIy ABYMS y3JIaMH, IIPOBEJCH aHAIN3 3aXBauyeHHOTo Tpaduka (ESP-makeTs!, HEBO3MOKHOCTD
nemmdpoBky 0€3 KIr09a), a TaKKe MOATOTOBJICH OTYET CO CpaBHEHHEM obmnacteil mpuMmenennus SSH u
IPsec.

24

HccnenoBanue romomopdHoro mudponanus (Ha npumepe cxemsl [laiie)




/o

TemaTuka MpaKTHYECKUX 3aHATUI/KpAaTKOe CollepKaHHe

B pesynbTate paboThl CTYACHTOM OYAyT UCCIIEAOBAHBI U ITPOAHAITU3UPOBAHBI MPHH-IUITBl YACTUYHO
romomopdHoro mudpoBanus Ha mpuMepe KpunTocucteMsl [1aiie (CBOHCTBO alIUTUBHOCTH ), BBITOJHCHBI
OIepanuy CI0XKCHHUS 3alu()POBAHHBIX YKced 03 paciudpoBaHus, IPOBEICH aHAIN3 BEIYUCITUTEIHHON
CJIOKHOCTH | pa3Mepa MHU(PPOTEKCTa, a TAKKE MOATOTOBIICH OTYET C BHIBOJIAMH O IPUMEHUMOCTH FOMO-
Mop¢HOTo MUpPOBaHKS B 00JIAYHBIX BEIYUCICHUSX.

25

HccnenoBanue mpoToKoIa KBAaHTOBOTO pacnpesencHus kiodeit (BB84) - cumynsmms

B pesynprarte paboThl cTyIeHTOM OyIyT MCCIIEIOBAHBI U MPOAHATN3NPOBAHBI IPHUH-IIUIIBI IPOTOKOJIA
BB84 (mepenaya GpoTOHOB B pa3NHUHBIX MMOJIIPU3ALUAXK, COTTIACOBA-HIE 0a3, 0OHapyKeHHE
TIOJICITYIITUBAHMS ), BEITIOIHEHA ITPOTPaMMHasi CHMYJIIAIHS pa-00ThI MPOTOKOJIA C MOJICTHPOBaHUEM KaHaa
cBs3u ¥ Hanmaus Eve, mpoBesieH aHamu3 yposHs omm6ok QBER (Quantum Bit Error Rate) u gonu
YCIIEITHO MepeAaHHbIX OU-TOB, a TAKXKe ITOJrOTOBJICH OTYET C BHIBOAAMH O MEPCIEKTUBAX U OTPAHUUCHUIX
KBAHTOBOTO paclpelesIeHus] KIII0YeH.

26

HccnenoBanue MOCTKBaHTOBBIX Kpunrorpadudeckux aaroputmoB (Kyber, Dilithium)

B pesynprarte paboThl cTyIeHTOM OyIyT MCCICIOBAHBI U IIPOAHANN3UPOBAHBI IOCTKBAHTOBBIC aJITOPUTMBI
Kyber (KEM) u Dilithium (uupoBas noamnuce), ocHO-BaHHbIC Ha 3a1a4ax Ha pemerkax (LWE, MLWE),
BEITIOJTHEHA TeHEPALUs KITtoUeH, mupoBaHNE U TOANUCH C UCTIONB30BAHNUEM OTKPBITHIX PeaTu3alIlii
(libogs), mpoBe-IeH CpaBHUTENBHBIN aHATHM3 pa3Mepa KIIoUeH U MOAMHCEH ¢ KIIaCCHIeCKUMH ajro-
putmamu (RSA, ECDSA), a Taxoke OATOTOBICH OTUYET ¢ BBIBOAaMHU 0 ToToBHOCTH PQC K BHEIpeHUIO.

27

Hccnenoanue Kpunrorpapuieckux MpoTOKOIOB 3JIEKTPOHHOT0 rosiocoBanus (Helios)

B pesynbraTe paboThl CTyIeHTOM OYIyT HCCIIE0BAaHbI ¥ MPOAHATU3UPOBAHbI KPUNITO-Tpaduieckue
npuHIHIE npotokona Helios Voting (romomopdroe nmmdpoBanue, ciemnas MOAINCH), BEITIOIHEHA
IMYJLILHS IpOLiecca roJI0coBaHus (perucTpanusl, rojo-coBaHue, Bepu(HuKaIys, NoACYeT), IPOBEICH
aHaM3 TpeOOBaHUIT K AHOHIMHOCTH ¥ KOPPEKTHOCTH, @ TAKXKe IMMOJTOTOBJICH OTYET C BHIBOJAMH O
0€30MacHOCTH MPOTOKOJIOB AJIEKTPOHHOT'O TOJIOCOBAHMSI.

28

Uccnenoanue kpunrorpaduueckux ocHoB Oyokueiina (Bitcoin, Ethereum)

B pesynbTate paboThl CTYACHTOM OYAyT UCCIIE0BAHbI U IPOAHAIN3UPOBAHBI KPUIITO-TpaduuecKre
MIPUMHUTHBEI, HCTIOJIb3yeMbIe B Ook4eline (xaur-pyukiun SHA-256, nepeBbs Mepkita, nudpopas noammch
ECDSA, Proof-of-Work), BeinosiHeHa Bepu(u-Kaiusi TpaH3aKIUU U TIOCTPOEHHUE JiepeBa Mepkia,
NPOBEJICH aHaNU3 ysi3BUMocTeil (ataka 51%, aTaka Ha SHTPOITHIO KIFOUEH), a TAKXKe IOATOTOBJIEH OTYET C
BBIBOJIaMH O POJIM KPUITOTpahuK B 00eCTIeYeHUH ACIEHTPAIN30BaHHOTO KOHCEHCYCa.

29

UccnenoBanue creranorpaduu B coueranuu ¢ kpunrorpadueit (LSB B nzobpaxenusx)

B pesynbTate paboThl CTYAEHTOM OYAyT UCCIIEAOBAHBI U ITPOAHAIM3UPOBAHbI METO/IBI CTeraHorpadun
(meton mnaanrero 6ura LSB B n300paxkeHHsX 1 ay/i10), BBIIIOJIHEHO BCTPAaUBAHUE 3aIIU(PPOBAHHOTO
TeKcTa B KOHTeiHep (rpaduueckuii daiiin) n nocine-ayroiee n3BiedeHNE, MPOBENICH CTErOaHaNN3 JIJIst
0OHapy>XeHHS CKPBITHIX JAHHBIX (BU3YyaJIbHBIN, CTATHCTUYECKHUI), @ TAKXKe ITOJTOTOBJICH OTYET C
BBIBOZAMHU O KOMOH-HHPOBAaHHOM MPUMEHEHHUH CTeTaHOTpadH U KpUITOTpadi.

30

HccnenoBanue aTak Ha peaan3alyio KpUNTOAITOPUTMOB (aTaku 10 BPEMEHH, 110
MTATAHUIO)

B pe3ynbrate paboTHI CTyIeHTOM OyIyT MCCICIOBAHBI U IIPOAHAIN3UPOBAHBI aTAKH M0 TOOOYHBIM
KaHanaMm (timing attack Ha cpaBHEeHHE CTPOK, aTaka 1o dHepronorped-neHuto Ha S-6moku AES),
BBITIOJTHEHA IMIPpOTrpaMMHas CUMYJIALINUA U3MEPCHUA BPEMECHHN BBITIOJTHEHUA onepaunﬁ JJIA pa3HbIX BXOJHBIX
JTAaHHBIX, POBEICH aHAJIN3 KOPPEJIIIIUN BPEMEHH U CEKPETHOT'O KITF0Ya, a TAK)KE IMOATOTOBJICH OTYET C
BBIBOJAaMHM O ME€TOAAX 3alIUTHI (HOCTOS[HHOC BPEMS BBITIOJTHCHU A, MACKUPOBAHUE onepaum‘/i).




Ne .
/ TemaTuka MpaKTHYECKUX 3aHATUI/KpAaTKOe CollepKaHHe

n/o

31 |HMccnenoBanue poccuiickux kpunrorpaduueckux cranaaptos (I'OCT)
HccnenoBanue poccuiickux kpunrorpagpudeckux cranaapros (I'OCT)
B pesynbTaTte paboThl CTyJEHTOM OyAyT HCCIIEAOBAHBI U POAHATM3UPOBAHEI POCCUI-CKUE
kpuntorpaduaeckue crannaptsl (TOCT 28147-89 - cummerpuynoe mmdposanue, [OCT P 34.10-2012 -
JJIEKTPOHHAs NOANMUCH Ha dyunnTuaeckux kpusblX, [OCT P 34.11-2012 - xam-pynkuus Ctpubdor),
BBITIOJTHEHBI TecToBbIe pacueThl (uMuTanust padotel [OCT 28147-89 Ha yueOHBIX JaHHBIX), IPOBEICHO
cpaBHeHHe ¢ MexyHa-poausiMu crangaptamMu (AES, ECDSA, SHA-2), a Takke MOATOTOBIIEH OTYET C
BbiBogamu o npuMereHnn ['OCT B cuctemax rocyqapCTBEeHHOW M KOMMEPUYECKOH Tai -HbI.

32 |KoMIUIeKCHBIN aHAJIN3 KPUMITOTPadUIeCKON 3alIUIIIEeHHOCTH HH()OPMAIIMOHHON CUCTEMBI
B pesynbTaTte paboThl CTYJEHTOM OyAyT HCCIICAOBAHBI U MPOAHATM3UPOBAHEI BCE STAIBI IIOCTPOCHHUS
KpUNTOrpaduIecKoil 3aiuTh! 11 TUIIOBON HH(POPMALIMOHHOI CH-CTEMBI (BBIOOp aIroOpHTMOB
mu(pOBaHYs, yIPaBICHUE KIIIOYaMH, [IU(PPOBAs MOA-TUCH, XILMINPOBAHKE, 3aIUTA KAaHAJIOB CBSI3N),
BBITIOJTHEHO MTPOEKTUPOBAHUE KPHUIITO-CUCTEMBI (C 0O0OCHOBaHHEM BBIOOpA alTrOPUTMOB M IIAPAMETPOB),
IMMPOBEACH aHAJIU3 BO3MOXHBIX YI'pO3 U yﬂ3BHMOCTeI71, a TaAKXKC IMOATOTOBJICH HUTOTOBBIM OTYET C npeajio-
JKEHISIME 110 BHEIPEHHUIO KPUITOrPapUIECKUX CPEICTB 3aLIUTHL.

4.3. CamocrosiTenbHas padoTa 00y4Jaromuxcs.
No .
BI/II[ CaMOCTOATCIIBHOHU pa6OTBI
n/m
1 |W3ydeHue AOMOIHUTEIBHON JIUTEPATYPHI
2 |Pabora c JIGKIIMOHHBIM MaTEPHATIOM
3 |[ToaroTroBka K MpakKTUYECKUM 3aHSATHSIM
4 | BelnosiHeHHE KypcOBOM paboTHI.
5 [ToaroroBka Kk MpOMEKYTOUHOM ATTECTALIUH.
6 | [loaroroBka K TeKyIeMy KOHTPOJTIO.
4.4. ITpumepHbIN IEpeUeHb TEM KYpPCOBBIX padOT
- Peanuzanus anropurma Pusecra.
- Peasinzanus anropurma DES — pexxum cuemienus 610koB B CBC mmudpe.
- Peamuzanus anroputma DES — pexum pabotei ECB  (31mekTpoHHBIM
OJIOKHOT).
- Peanuzanus anroputma DES — pexxum paboter CFB — oGpaTHas cBsizb 110
MHUPPOTEKCTY.

- Peanuzanus anroputma DES — OFB — oGpaTHas ¢Bsi3b 1O BBIXOY.
- Anroput™ (enepanbHOTO cTaHaapTa x9.9.
- AnropuTM Kpunrorpaduueckoro npeoOpazoBaHus — OOIIUH.

- AnropuTM KpUNTOrpaduvyecKoro MmpeoOpa3oBaHUS B PEKUME MPOCTOU

3aMCHBI.




- Anroput™M  Kpunrorpapu4eckoro - mpeoOpazoBaHUS B PEXUME
raMMUPOBaHUS C OOPATHOM CBSI3bIO

- Anroput™M  KpuntorpaduMyeckoro - mpeoOpa3oBaHHUA B PEXHUME
UMUTOBCTABKH.

- AITOpUTM, OCHOBAaHHBIN Ha cxeme mudpoBanus b ['amans.

- AJITOPUTM, OCHOBAHHBIA Ha KOMOMHUPOBAHHOM METOJIE IH(PPOBAHUS
- OtkpbITOE pacnpesenenue knodert Junddu-Xemnnmmana

- ANITOpUTM 3JIeKTpOHHOM noanucu RSA.

- AIropuTt™ 31€eKTpoHHOM noanucu DSA.

- OTeuecTBEHHBIN CTaHAAPT FIEKTPOHHON MOIHUCH.

- Anroput™ M@POBOM NOJIMUCH C TONOJHUTENBHBIMU (QYHKIUSMU IO CXEME
«CJIETION MOJITHCHUY.

- Anroput™ HM(PPOBOM NOJIMUCH C JOTOJHUTENBHBIMH (DYHKIIUSAMU IO CXEME
«HEOCTIOPUMOM TTOJITHACH.

5. IlepeueHb wu3NaHMI, KOTOpPHIE PEKOMEHAYETCS MCIOJb30BATh MPH
OCBOCHUU JUCHUIUIUHBI (MOIYJIA).

r.][\/ri bubnuorpaduyeckoe onucanue Mecro nocrymna

1 | Bocrpenosa E.B. OcHOBEI https://elar.urfu.ru/bitstream/10995/73899/3/978-
MH(POPMALMOHHON 6e30MaCHOCTH: 5-7996-2677-8 2019.pdf,(maTa obpameHus:
yaeGHOE 10COGHE LIS CTYICHTOB BY30B. 16.05.2024). - TekcT:3IeKTPOHHBII.
ExatepunOypr: U3n-Bo Ypain. yH-Ta,
2019.- 204 c. - ISBN 978-5-7996-2677-8.

2 [Tpoxoposa, O. B. Mudopmarronnas URL.: https://e.lanbook.com/book/525917 (nata
6e30MacHOCTh ¥ 3aluTa HHopManuy : | Ooparenus: 22.09.2026) . — Texcr :
yueOHuK i By30B / O. B. IIpoxoposa. 9JEKTPOHHBIN

— 7-e u3n., crep. — Cankt-IlerepOypr :
Jlanb, 2026. — 124 c.
3 [NonmukoB A. M. 3ammra nndopmanuu B https://e.lanbook.com/book/110336,(nata

MH()OKOMMYHHKAI[MOHHBIX cHcTeMax 1 | oOpamenms: 22.09.2026). — Pexum nocryna:
CeTIxX: ylle6HOC HOC06I/Ie / A. M. AJId aBTOpU3. noik30BaTesie. — TekcT:
TomukoB. — Mocksa: TYCYP, 2015. — | 2ICKTPOHHEIN

284 c. // JIaHb: NIEKTPOHHO-
O6ubauoreyHas cucrema.

4 | bananos, A. H. Kubepb6esomnacHocTb : URL: https://e.lanbook.com/book/518468 (nara
yue6HOe mocobue 114 By308 / A. H. obpamienus: 22.09.2026). — Texker :
bananoB. — 3-e u3n., crep. — CaHKT- SJICKTPOHHbIH

[TerepOypr : Jlanp, 2026. — 680 c.




5 | Pauees, C. M. OcHOBBI kpunrorpapuu URL: https://e.lanbook.com/book/510279 (nara
Ha pEIeTKaX : yd4eOHOe II0co0ue s obparenus: 22.09.2026). — Tekcr :

By30B / C. M. PareeB. — CaHkT- DJIEKTPOHHBIH

ITeTepOypr : Jlans, 2026. — 240 c.

6. IlepedueHb COBpPEeMEHHBIX MNPOQPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIIOJIL30BATHCS IIPH
OCBOCHUU JUCHUIUIUHBI (MOIYJIA).

qDOPYM CIICIINAJINCTOB 10 I/IH(bOpMaHI/IOHHBIM TEXHOJIOTUAM
http://citforum.ru/
NHTEepHET-YHUBEPCUTET HH(pOPMAITMOHHBIX TEXHOJIOTUH

http://www.intuit.ru/
Odurmansueiii caiit PYT (MUUT) (https://www.miit.ru/).
Hayuno-texuuueckast oudnuoreka PYT (MUUT) (http:/library.miit.ru).
Oo6pazoBatenbHas miatdopma «tOpaitt» (https://urait.ru/).
O6mue uHPOPMAIMOHHBIE, CIPABOYHBIE U  TMOUCKOBBIE  CUCTEMBI
«Koncynwsrant [Lntocy, «["apanty.

3H€KTpOHHO-6I/I6HI/IOT€‘{HaH CUCTEMA n3gaTciabCTBa «JIaHpy
(http://e.lanbook.com/).

7. llepedyeHb  JHUIEH3UOHHOTO M  CBOOOJHO  PacHpoCTPaHSIEMOIO
IpPOrpaMMHOr0 00€creyeHus, B TOM YHCIE OTEYECTBEHHOTO IPOU3BOJICTBA,
HEO0OXOUMOTO JIJISl OCBOCHUSI TUCIUTLTUHBI (MOYJIs).

Microsoft Internet Explorer (v npyroi 6paysep).
Oneparnonnas cucrema Microsoft Windows.
Microsoft Office.

8. OmmcaHue MaTepUaJbHO-TEXHUYECKOM ©0a3bl, HEOOXOIUMOM IS
OCYIIECTBIICHUSI 00pa30BaTEIILHOTO Mpoliecca Mo IUCIHUILTHHE (MOIYIIIO).

YueOHble ayIUTOPUU ISl MPOBEACHUS YYEOHBIX 3aHATHM, OCHAILCHHbBIC
KOMITBIOTEPHON TEXHUKOW M HAaOOpaMH IEMOHCTPAIIMOHHOTO 000Dy 10BaHUSI.

9. ®opMa NpoMEKYTOUHOU aTTECTAIUU:

3ayer B 5 cemecTpe.
KypcoBas pabota B 6 cemectpe.
DK3aMeH B 6 cemecTpe.

10. OuieHOUHBIE MAaTEpUAIIBI.



OrneHOYHBIE MaTepUaNbl, TPUMEHSIEMbIE TTPU MPOBEACHUH TTPOMEKYTOUHOM
aTTecTanuu, pa3pabaThIBalOTCS B COOTBETCTBUU C JIOKAJIBHBIM HOPMATHBHBIM
aktoM PYT (MUUT).
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