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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

OcHOBHOI 1LIeNBI0 U3y4YeHUs nucuuiuinHbl «Kpunrorpaduueckue MeToabl
3alUThl HHOOPMAIIUU U TPOTOKOJIBD) SBISIETCS (OPMUPOBAHUE Y 00YUaIOIIEroCs
KOMIETEHIUA [ CIAEAYIOUMX  BUJOB  JEATEIBHOCTH: -  HAy4YHO-
HCCJIEI0BATEbCKAS; - IPOEKTHAS; - KOHTPOJIbHO-AHAJIMTUYECKAS,

JlucuumiinHa mnpenHa3HauyeHa [Jis TOJYyYEeHUsS 3HAaHUM JUIs  pelieHus
cleyouuX npohecCuoHaIbHbBIX 3a/a4:

Hayuno-uccnenoBarenbckas A€SITENBHOCTh: - cOOp, 00paboTKa, aHAIU3 U
CUCTEMaTH3allMsl HAay4YHO-TEXHUYECKOM HH(OpMalMK, OTEYECTBEH-HOTO W
3apyOEKHOT0 OMbITa MO MPOOJIeMaM KOMIIBIOTEPHOU 0€301MacHOCTH;

[IpoekTHast AEATENBHOCTH: - pa3paboTka TEXHUYECKUX 3aJaHUi Ha
MPOCKTUPOBAHNUE, OICKHU3HBIX, TEXHUYECKUX M pPabOUYMX TIPOCKTOB CHCTEM H
MOACUCTEM 3aluThl MH(GOpPMALUM C Y4YETOM JEHUCTBYIOIIUX HOPMATUBHBIX U
METOJUYECKUX JOKYMEHTOB, -pa3pa00TKa IPOCKTOB CHUCTEM U TMOJICUCTEM
yopaBieHus UHGOPMAIMOHHONW O€30MacCHOCThI0O O0BEKTa B COOTBETCTBHM C
TEXHUYECKUM 3a/IaHUEM.

KoHTponpHO-aHanuTHyeCcKass AESTEIbHOCTh: -MPEABAPUTENIbHAS OLICHKA,
BBIOOP U pa3pabOTKa HEOOXOIUMBIX METOJIUK MOUCKA YSI3BUMOCTEH; MPUMECHECHHE
METOJIOB U METOJIUK OIICHUBAHMS 0€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM IIPH TPO-
BEJICHUM KOHTPOJIbHOTO aHaJIN3a CUCTEMbI 3allIUThI; -I0JITOTOBKA aHATUTUYECKOTO
OTYeTa IO pe3yjibTaTaM MPOBEACHHOTO aHajdn3a M BbIPAOOTKA MPEJIOKEHUN MO
YCTpPaHEHUIO BBHISIBJICHHBIX YS3BUMOCTEH.

DKCIuTyaTallMoOHHasl JesATeIbHOCTh: -yCTaHOBKA, HallaJlka, TECTUPOBAHUE U
O0OCTy’>KMBaHHE CHUCTEMHOTO M TMPHUKIATHOTO MPOTPAMMHOTO OOECIeUYeHHs; -
YCTaHOBKA, HAJIaJIKa, TECTUPOBAHUE U OOCIYy)KMBaHUE annapaTHO-IPOrPaMMHBIX
cpenctB obecrieueHrss HHOOPMAITMOHHON 0€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM;
-IIPOBEPKA TEXHUUECKOTO COCTOSHUS U TPOPUIAKTUUECKHUE OCMOTPbI TEXHUYECKUX
CPEJACTB 3allUThl UHPOPMAIUY; -TIPOBEJICHUE ATTECTAIlMU TEXHUUYECKUX CPEJICTB,
nporpaMM, ajirOpuTMOB Ha TMPEIMET COOTBETCTBHS TPEOOBAHUSIM 3aIUTHI
uH(pOpPMAIIMK 10 COOTBETCTBYIOIIMM KjlaccaM O€30MacCHOCTH WM TpOoPuisim
3aILUTBHI.

3ajaun AUCHUILIUHBL: - U3J105KEHUE OCHOBOIOJIATAOIINX TPUHIUIIOB 3aIIUThI
uHQOpPMAITMK C TIOMOIIBI0 KPUNTOTPAQUUECKHX METOAOB M U3YYCHHE UX
MPAKTUYECKOI0 MPUMEHEHHUsI. -Pa3BUTHE Y 00y4aeMbIX CHUCTEMHOIO MOAXOJa K
OopraHu3anMyd 3aumuThl  uHpoOpManuu, nepegaBaemMoil U  o0OpabaTbiBaeMOit
TEXHUYECKUMHU CPEJICTBAMH C TIOMOIIBI0O METOJOB KpuITorpaduu; -u3yyeHue
MPUHIIMIIOB CUHTE3a M aHAJIM3a KPUIITOCUCTEM, MAaTEMATUYECKUX METOIOB OLIEHKU
UX CTOMKOCTH. - TIOJIyYCHME OCHOBOIIOJArarollIuX 3HAaHUM O CBOMCTBAax,



XapaKTEPU3YIOUIMX  3alUUIIEHHOCTh KPUNTOrpaUUecKUX MPOTOKOJIOB, 00
OCHOBHBIX ME€XaHU3MaX, IPUMEHSIEMBIX JJi1 00ecleueHrs BbIIIOJHEHUS TOTO WX
MHOTO CBOWCTBa 0€30MAaCHOCTH MPOTOKOJA, @ TAaKKE OCHOBHBIX YSA3BUMOCTSIX
IIPOTOKOJIOB.

2. [Inanupyemsble pe3yibTaThl 00yUYeHUs 10 AUCIUIUIMHE (MOIYJIIO).

[lepeuenr GopMHpyeMBIX pe3ylbTaTOB OCBOEHHS 0Opa30BaTEIbHOU
IporpamMmbl (KOMIIETEHLU) B pe3ybTaTe 00yUYeHUs M0 TUCUMILIMHE (MOIYIIO):

OIIK-2 - CnocobeH TMOHWMATh YCTPOMCTBO M HCTOPHUIO Pa3BUTHS
TPAHCTIOPTHOM CHUCTEMBI;

IIK-2 - CnocobeH TpoBOAWTH aHaIW3 WHOOPMAITMOHHOW OE30MacHOCTH
OOBEKTOB M CHCTEM, NMPUHUMATh y4acTHE B OPraHU3alMd W COMPOBOXKICHUU
aTTecTanuv o0beKTa MHGOPMATHU3AIMK Ha TIPEAMET COOTBETCTBUS TPeOOBAHUSIM
3aIUTHl HTHPOPMALIUH.

OO0yueHue 1Mo JUCIUIUINHE (MOJTIYITIO) IPEANOoaraeT, 4To Mo €ro pe3yibTaram
oOyuatoruiicst Oyier:

3HaTh:

- METOJUKH U UHCTPYMEHTapHUil OUEHKH >PPEKTUBHOCTH CHCTEM 3alIUThI
uH(poOpMaIMK, BKJIIOYAs CPEACTBA KPUNTOrpaQuUecKo 3amuTbl MHGOpMAIUH
(CK3MN), 3amuineHHbie onepamoHHbIe CUCTEMBI U CUCTEMbI yIpaBlieHUs 0azaMu
JTAHHBIX.

- OCHOBHBIE ITOJIOKEHUS U METOJbl Hay4YHBIX MCCIIEJOBAaHUM, IPUMEHSIEMbIE
pu pa3paboOTKe U aHATTN3€ CTOMKOCTH KPUNITOTpapUUIECKUX CUCTEM U TPOTOKOJIOB.

- IPOrPaMMHbIE CPEJICTBA CUCTEMHOTO U MPUKJIATHOTO Ha3HAUYECHHUSI, BKIIIOYAsI
OT€UECTBEHHbIE  KpuUNTOrpauueckue  MakeTbl, JUIs  pelIeHus  3ajad
npoeccCHOHaNBHOMN eI TeTbHOCTH.

- IPUHLIUIBI IOCTPOEHUS U APXUTEKTYPY CUMMETPUYHBIX U ACUMMETPUYHBIX
kpuntocucteM (DES, AES, RSA, Omnp-T'amans), a Ttakxke aaropurMoB
AIIEKTPOHHON IU(PPOBON MOAIHUCH.

- KJIacCU(PUKaLWIO, Ha3HAYEHHE U YSI3BUMOCTH KpPUITOIpapUuecKux
MPOTOKOJOB (ayTEeHTU(UKALIMK, BbIPAOOTKH KIIOYa, pa3[eleHusl CeKpeTa,
AIIEKTPOHHBIX IIATEXKEN ).

- TOpUHIMUIOBL pabOThl M CBOMCTBA TIE€HEPATOPOB ICEBAOCTYYalHbIX
MOCJIEIOBATEIHLHOCTEH, BKIIFOYAsi PETUCTPHI CJIBUTA C JTMHEHHOM 0OpPAaTHON CBSI3bIO

(PCJIOC).

YMeTh:



- BBINOJIHATH PaOOThl MO YCTAHOBKE, HACTPOMKE, aJMUHUCTPUPOBAHHUIO H
MIPOBEPKE paboToCOCOOHOCTH porpaMMHO-anmnapaTHbIX CpEACTB
Kpunrorpadguyueckon 3amuTbl THGOPMALIIH.

- CTaBUTh U aHAJIM3UPOBATh 3aJauy P IMPOBEACHUM pa3pabOTOK B 00s1acTu
KpUnTorpaduu ¢ TOYKU 3peHHs BBIOPaHHBIX METOIOB HAYYHBIX UCCIIEIOBAHUI.

- YCTaHABIMBAaThb MPUYUHBI, LEIM U YCIOBUS M3MEHEHHS CBONCTB
KpUOTOrpapUueCKux aaropuTMOB U MPOTOKOJIOB MPUMEHUTEIBHO K KOHKPETHBIM
YCIIOBHSIM 3KCIUTYaTalUH.

- NpPOEKTUpPOBaTh W  pa3padaTblBaTh KOMIIOHEHTHI  3allHMILEHHBIX
aBTOMAaTU3UPOBAHHBIX CUCTEM C HCIIOJIb30BAHUEM KPUIITOTpaQUUECKUX METOIOB U
CPEICTB.

- MPOBOJUTH OLEHKY 3((EKTUBHOCTU pealu3aluu KpUNTOrpapUUecKux
METOJOB 3allluThl MHGOPMAIMU U JACUCTBYIOUIMX TMOJUTHK O€30IMacHOCTH B
KOMITBIOTEPHBIX CHCTEMAX.

- IPUMEHSATh HOPMATUBHBIE U MeTOInYecKHne JOKYMeHThI (ctanaaptsl ['OCT,
pekomenaanuu OCTIOK/OCB) npu pa3paboTke U SKCIUTyaTalldd CpPEJCTB
KpUINTOrpaduuecKon 3aiuThl.

Baanern:

- HaBbIKaMU BbBIOOpa METOJIOB HAy4HBIX MCCIEAOBAHUN MJIs pPELICHUS
KOHKPETHBIX 3a/1a4 o0ecrneueHus: KpUnTorpadguyeckoi 3amuTel HHOOPMALIHH.

- METOJaMU pAaIMOHAJIBHOTO BBIOOpPA TEXHOJOTHUH, HHCTPYMEHTAJIbHBIX
CPEICTB M CPEICTB BBIYMCIUTEIBHOW TEXHUKH MPU CO3JIaHWU 3alIMILEHHBIX
KOMITBIOTEPHBIX CHCTEM C UCIIOIb30BAHUEM KPUNITOTpa(UH.

- HaBbIKaMU  pabOThl C  NPOrpPaMMHO-AIIAPATHBIMU  CPEJICTBAMHU
kpunrorpaduueckoi 3ammtbl uHopmanuu (CK3M), Bkiatouyass MX yCTaHOBKY,
HACTPOWKY U MPOBEPKY PabOTOCTIOCOOHOCTH.

- OCHOBaMH pa3pa0OTKU U peaju3alud KpUNTOrpapUuecKux ajaropuTMOoB
(CMMMETPHUYHBIX, ACUMMETPUYHBIX, XEHI-(PYHKIHI) Ha S3bIKaX BBICOKOTO H
HU3KOTO YPOBHSI.

- METOAMKAaMM aHaju3a MW OLEHKH CTOMKOCTH KpUITOrpauuecKux
MPOTOKOJIOB, @ TaK)XE BBISBICHUS MX MOTEHIIMAIbHBIX YS3BUMOCTEH (BKIIIOUAsS
aTaky THIa "JeoBeK mocepeaune").

- HaBbIKAMHM IPUMEHEHHUS HOPMATUBHOM M METOIAMYECKOM NOKYMEHTalluu
(HaMOHAJIbHBIE  CTAHJAPTHI, PEKOMEHJAIMU  PETYyJsATOpOB) B  00JACTH
Kpuntorpadguueckoil  3ammTel  MHGOpPMALMKM TPU  MPOCKTHUPOBAHHHM |
AKCILTyaTallMi KOMIIBIOTEPHBIX CUCTEM.

3. O0beM TUCHUIUTUHBI (MOJTYJIS).



3.1. O6mas Tpy10€eMKOCTh AUCITUTIINHBI (MOTYJIs).

OO6mass TPyIOEMKOCTh AUCHUILIMHBI (MOayJsi) cocTaBiser 8 3.e. (288
aKaJieMUYeCKUX Jaca(oB).

3.2. O0bem pmucuMIUIMHBL (Monaynsi) B (opMe KOHTAaKTHOH padOThI
oOyyaromuxcst ¢  [eJarorM4eckuMu  paboTHUKaMU ¢ (WIM)  JIMIIAMH,
IPUBJIEKAEMBIMU K peain3aluy 00pa3oBaTebHON IPOrpaMMbl Ha UHBIX YCIIOBUSX,
IPU MPOBEJCHUHN YUEOHBIX 3aHITHI:

KomnuectBo yacos
Tun yueOHbIX 3aHATHH Cemectp
Bcero

Ne6 | Ne7

KonTtaktHas paboTa mpu mpoBeIeHIH YIeOHBIX 3aHATHH (BCETO): 144 80 64
B tom uucre:

3aHATHS JIEKIIHOHHOTO THIIA 80 48 32

3aHsATHSI CEMUHAPCKOTO THITA 64 32 32

3.3. O0beM auCUUIUIMHBL (MOAyJsg) B (opmMe caMOCTOSTENbHONW padOThI
oOydJarommxcs, a Takke B (opMe KOHTAKTHOM pabOThl OO0ydYaroImMXCi C
nearoruaeckuMu paboTHUKAMH U (MIJTH) JTUIIAMU, TIPUBJICKAEMBIMH K peaTu3aiiu
o0pa3oBaTeapbHON MIporpaMMbl Ha HWHBIX YCIOBHUSX, @pPU IPOBEICHHUH
MPOMEKYTOUHOM aTTecTauu coctapisieT 144 akagemuueckux daca (0B).

3.4. Ilpu oOy4eHnH 10 MHAUBUIYATbHOMY YIYEOHOMY TIJIaHY, B TOM YHCIIE TPU
YCKOPEHHOM O0y4YE€HHH, 00BEM JIUCIUIUIMHBI (MOJIYJIs1) MOXKET OBITh peaan30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHON paboThl 00yJaronuxcs, a Takke B hopme
KOHTaKTHOW pabOThl 00ydalOIUXCsl ¢ MEAarorudeckKuMu paboOTHUKaMH U (WJIH)
JUIAMU, TIPUBJIEKAEMBIMH K PeaT3aIliu 00pa30BaTEIHbHOM MPOTPAaMMBbI HA HHBIX
YCJIOBHSIX, TIPH MPOBEJCHUHU TIPOMEKYTOUYHOMN aTTECTAIINH.

4. ConepkaHue JUCHUTUIAHBI (MOIYJIA).

4.1. 3aHATHA TEKOUOHHOTO THUIIA.

TemaTwKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIEpIKaHUe

1 |BBenenue B kpunrorpaduro.

PaccmarpuBaembie BOPOCHL:

- Ponb kpuntorpaduu B cucreme 3amuThl HHOOPMALIUH.

- OCHOBHEBIE NOHATHUSA H OIpCACIICHU.

- CTpyKTypHas cxema 3allUIICHHOW CUCTEMBI TiepeIauy HHPOPMAIIUH.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

MatemaTHueckre OCHOBBI KpUNITOTrpaduu.

PaccmarpuBaembie BONPOCHL:

- DIIEeMEHTBI TEOPUH YUCEII, KOHCYHBIC T10JIs, BBIYCTHI.

- BEIuncnuTeNIbHO CIIOKHEIE 3aJa4 MaTEeMaTUKN (q)aKTOpI/I?)aHI/If{, JAUCKPETHOC J'IOFapI/I(bMI/IpOBaHI/Ie).

Hcropuueckue mudpbl ¥ KX KPUNTOAHAIH3.

PaccmaTprBaemble BOIIPOCH:

- lIugpsr mepecranoBku u 3ameHsl (Lle3aps, Biokenepa, Cunrana).

- HacTOTHBIN KpUNITOAHAIMS.

- [lonsTne o 6e3ycnoBHO U BEIYUCIUTENRHO cToiKuX mudpax (K. lllennon).

Kiaccnueckas cummerpudHas Kpunrorpadus.
PaccmatpuBaemble BOIIPOCH:

- [lonsiTre cuMMeTpUYHOHN IM(POCHCTEMBI.

- [lpuaumne! lllennona: paccenBaHue U IepeMeINBaHHE.
- JlaBuHHBIH 3¢ dekT.

bnounsie mmdpser u cetn Defictens.

PaccmaTpuBaemble BOTIPOCHI:

- [IpuHIMTB TOCTpOCHNUS OJI0YHBIX MH(POB.

- Cetn ®elictens u SP-cern.

- Anroput™ DES: cTpykTypa, payHI0BbIe PyHKINH, PEKUMBI paOOTHI.

CoBpeMeHHbIH cTannapT cumMMmeTpuyHoro mudposanus AES.
PaccmarpuBaeMble BOIPOCHL:

- Hcropus coznanus.

- MaTtemaTuyeckuii anmnapar.

- Ctpykrypa anropurma (SubBytes, ShiftRows, MixColumns, AddRoundKey).

[Totounsle mudpsI.

PaCCManI/IBaeMBIC BOIPOCHI:

- [IpyHIMTIBI TOCTPOEHUS HOTOYHBIX MIH(POB.

- l'amMupoBanue.

- TpeOoBaHust kK TeHepaTopaM KIIIOYEBOH MOCIIEI0BATEILHOCTH.

I'eneparops niceBnocayuainbix nocieaoparensuocteit (I'TICIT).
PaccmaTpuBaeMble BOIIPOCHI:

- [Iporpammasie u anmapatasie TTICIT.

- Peructpsl caBura ¢ muaelHON 00paTHO# cBs3bio (PCJIOC).

- Kackamuposanne PCJIOC.

AcummeTtpudHas KpunTorpadus (KpUTTOCUCTEMBI C OTKPHITHIM KITFOUOM).
PaccmarpuBaeMble BOIPOCHL:

- [lonsiTre acuMMeTpHYHO MIN(PPOCUCTEMBI.

- OpHOCTOpPOHHUE (DYHKIIUH.

- PacrnipeiesieHne OTKPBITHIX KIIOUEH.

10

Kpuntocucrema RSA.
PaccmatpuBaeMble BOIIPOCHL:

- AJITOPUTM IeHepaluu KIHYeH.

- HIudposanue u pemmppoBaHue.
- BeruncanrenbHas ClI0XKHOCTD.

- Ataku Ha RSA.

11

Kpunrocucrema Onb-I"amans.

PaccmatpuBaeMble BOIIPOCHL:

- AropuTM Ha OCHOBE 33124l JUCKPETHOTO JOrapu(MUPOBAHHS.
- lludpoBanme n nemmdpoBaHe.

- CpaBHenne ¢ RSA.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

12

[Tporokon [nddu-Xemnmana.
PaccmarpuBaembie BONPOCHL:

- [IpoToko BEIpaObOTKH 00MIET0 CEKPETHOTO KITF0Ya.
- Araka "man-in-the-middle".

- Moan¢uxanuy mpoToxonia.

13

Kpunrocucrema Ilamupa.

PaccmaTpuBaeMble BOIIPOCHI:

- beckmoueBoii nporokoa Hlamupa.

- [IpyHIMTIBI TOCTPOCHUS U IPAKTUYECKOE MPUMEHEHHE.

14

Xem-(yHKIIMA B KpUNTorpadum.
PaCCManI/IBaeMI)Ie BOIPOCHI:

- IlonsaTHe 1 OCHOBHEIE CBOMCTBA XeIlI'(l)yHKHI/H/I.

- Konnuszum nepBoro u BToporo poja.

- O6nacti npumenenuns (MDS5, SHA-1, SHA-2, SHA-3).

15

DnexrpoHHas udposas nmoamuckd (SLIT).

PaccmatpuBaeMble BOIIpOCH:

- Haznauenue n xnaccudukamnus (mpocrasi, HeKBaITHPpUIHPOBaHHAS, KBATH(DUIIPOBAHHAS).
- O61as cxema (POPMHUPOBAHUS U IPOBEPKH MOAIHCH.

16

Aunroputmbl D11 Ha ocHoBe RSA n Dnb-I"amans.
PaCCManI/IBaeMI)IC BOIPOCHI:

- CXeMbl MOJMHCH.

- OCOOEHHOCTH U CpaBHEHHE.

17

Kpunrorpadus na smmmntuyeckux kpusbix (ECC).
PaccmatpuBaeMbIe BOITPOCHL:

- O6mme cBeneHns 00 IUTUITHICCKUX KPUBBIX.

- Onepanust KOMITO3UIIUH TOYEK.

- Bei6op napameTpoB KpHBOA.

18

HpI/IMGHeHI/IC SJUITUINITHYCCKUX KPUBBIX.
PaccmarpuBaeMble BOIPOCHL:

- Hudp Dnb-I"amans Ha MU THYECKOH KPUBOM.
- Cranmapt DI 'OCT P 34.10.

- [Ipenmymectea ECC.

19

Kpunrorpaduueckue mpoToKoIbI.
PaccmarpuBaeMble BOIPOCHL:

- [lonsTHE NPOTOKONA, OTIHYMS OT ANTOPUTMA.
- lenn u npegHazHaueHue.

- Buas! npoTokosos.

20

[IpoTokomnsl ayTeHTU(DHUKAIINH.

PaccmaTpuBaemble BOIIPOCHI:

- IIporokon Inoppa, nporokon bitoma.

- AyTeHTH(HKANXs Ha OCHOBE MMApoIIei B CepTUPUKATOB.

21

[TpoTokossl ¢ HyseBbIM pasriamicauem (Zero-Knowledge Proof).
PaCCManI/IBaeMI)IC BOIPOCHI:
- [IpUHIMIOBI U TPAKTHYIECKOE 3HAYCHHE.

22

IIpoTOKOIIBI pa3neneHus CeKpeTa U IEKTPOHHBIX IUIATEKEH.
PaccmaTpuBaemMbie BOITPOCHI:

- [ToporoBeie cxemsr ([1lamupa).

- IIpoTOKOIBI TOIOCOBAHUS.

- DIEKTPOHHBIE JCHBI'H U KYOPHL.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

23

VYmpasnenue KpunrorpahUuecKUMH KIOYaMU.
PaccmatpuBaeMble BOIIPOCHL:

- [eHepauus, pactpenenieHue, XpaHeHHE U YHUUYTOKCHHUE KITIOUCH.
- Undpacrpykrypa oTkpbIThIX Kitouei (PKI).

- Y10CTOBEPSIIOIINE LIEHTPHI.

24 |CoBpeMeHHbIE HAaNPaBJICHUsI KpUnTorpaduu.
PaccmatpuBaeMbie BOTIPOCHL:
- KsanroBas kpunrorpadus.
- Creranorpadusi.
- Hefipoxpumnrorpagus.
- O630p oTteuyecTBeHHBIX cTaHAapToB 1 CK3U.
4.2. 3aHATHS CEMUHAPCKOTO TUIIA.
[IpakTueckue 3aHsaTHS
No
Wi TemaTrka MpakTUYECKUX 3aHATHI/KPaTKOE COJIepKaHUE
1 |Hctopuueckue mudpsol.
Wzyuenune n peanuzanust mmgppos Lesaps, Buxkenepa. [IpoBeneHre 4acTOTHOTO KPUIITOAHAM3A.
2 |BBIYHCITUTENBHO CIIOKHBIC 33/1a91 MAaTEMATHKH.
Pemenne 3amau hakTopU3aIMK YHCEN U TUCKPETHOTO JIOTapH(PMUPOBAHISL.
3 |Kpunrocuctema (6eckmrodeBoit mpotokoir) [lammpa.
MO,HGHHpOBaHI/Ie MMPOTOKOJIa epeaavun COO6IIICHI/I$I 0e3 npeaABapuUTCIbHOIO oOMeHa KIIF0YaMH.
4  |Kpunrocucrema Dnb-I"amarns.
Peanusanus anropuTMOB reHepanyy Kiode, udpoBaHus U AeIUppPOBaHHUS.
5 |Kpunrocucrema RSA.
Wzydenue anropurMa, pacueT KIItO4eH, muppoBaHue U NemnpoBaHie COOOIICHUH.
6 |M3yueHue OIOYHBIX TIH(POB.
AHanm3 apxXUTeKTypbl OJI0YHBIX MIM(POB HA IPUMEPE YIECOHBIX AITOPUTMOB.
7 |Anroputm AES.
JleranbHblil pa3bop u peanuzanys dtanoB mudposanus (SubBytes, ShiftRows, MixColumns).
8 [[Torounsie muUpPHI.
Hccnenosanue NpUHITMIIOB TaMMHUPOBaHus. Peaau3aius mpocToro moToyHoro mudpa.
9 |AHanoroBoe CKpeMOJIHUpOBaHUE.
I/IBY‘IGHI/IC MCTOJ0B MHBCPCHUU CIICKTPa U YJaCTOTHOM NEepeCTaHOBKU.
10 |[Iporpammuble u annapatHble reneparopsl [1CII.
W3yyeHue npuHUMTIOB pabOThI T€HEPATOPOB IICEBA0CTYYaHHBIX YHCEL.
11 |Peructpst PCJIOC.
[TocTpoeHue u aHAJIU3 PETHCTPOB CIBUTA C TMHEWHON 00paTHOM CBSI3BIO.
12 |Crpyxkrypsl renepatopoB I1CII na 6aze PCJIOC.
Wzydenne kackagHBIX U MaXKOPUTAPHBIX CXEM. 3amIuTa padoT.
13 |[lonsTue mpOTOKONA, OTIIMYUS OT KPUITOCHUCTEM.
AHanu3 pa3nuuii Ha IpakTHYecKuX npuMepax (cpaBHeHne RSA u nmporokona ayrenTHduKanmm).
14 |Buasl KpunTONpOTOKOJIOB.
Knaccudukanms nporokoio (ayreHTU(UKALNH, BBIPAOOTKH KJII0Ya, YIPABICHHS KITIOYaMH ).
15 |AyrenTudukamnys B ”HGOPMAIIMOHHBIX CHCTEMAaX.

N3yueHne MeToi0B ayTeHTU(HKAIIMK Ha OCHOBE MapoJiei, TOKEHOB, OMOMETPHH.
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16 |[Ipotoxon duddu-Xenmmana.
MopenupoBaH#e IPOTOKOJIA BRIPAOOTKH O0IIETo Kirtoya. AHAN3 YSI3BIUMOCTH K aTake "delIoBeK
nocepenuHe".
17 |IIporokoxn bioma.
W3yyeHnue nmpoTokoa ayTeHTH(UKALNY C HYJIEBBIM pa3riiallleHHEM.
18 |DnexTponHas moanuck RSA.
Peanmzanus popmupoBanus u npoBepku LI Ha ocHOBe anroputma RSA.
19 |DnexTpoHHBIE AEHBIU OJTHOTO HOMUHAIIA.
I/IBY‘IGHI/IG OPUHOUIIOB MMOCTPOCHUA aHOHMMHBIX INIATCKHBIX CUCTCM.
20 [DnexTpoHHBIE JEHBIH PA3HOTO HOMUHAIA.
Amnanus CXCEM, IMO3BOJIAOIIUX OCYHICCTBIATD IJIATCKU PA3HBIMU CyMMaMU.
21 (Pa3nmencHme cekpeTa.
Peanu3zanus noporosoii cxemsl pasaencHus cekpera lamupa.
4.3. CamocrosiTenbHas padoTa 00yJaroImuXCs.
No
Bun camocrosTensHO# paboThI
n/m
1 |M3ydeHue TOMOJHUTEIBHOMN JIUTEPATYPHI.
2 |[ToaroroBka K MPaKTUICCKUM 3aHATHSM.
3 | BemmomHeHue KypcoBoit paboTHI.
4 | [loarotoBKa K MPOMEKYTOYHOU aTTECTAIIHH.
5 | IloaroroBka K TEKyIIEMY KOHTPOJIIO.

4.4. TTpuMepHbIN IEpeUeHb TEM KYPCOBBIX PabOT
1. Uctopudaeckue mm@pbl ¥ X KPUTITOAHATHN3;

2. COBpeMEHHbIE KPUIITOCUCTEMBI C OTKPBITHIM KITFOUOM;
3. CoBpeMEHHbIE CHMMETPUYHBIE KPUIITOCUCTEMBI;
4. AnnapatHoe mHU(QpPoOBaHUE U CKPEMOJIUPOBAHMUE;

5. [lpumenenue kpunrorpauueckux METOJOB 3alIUThl MHPOpPMAIUU Ha

pa3nuyHbIX YpoBHsIX Moaenu OSI;

6. Anroput™M cuMmMmeTpudHoro mudposanus AES;

7. AITOpUTMBI BBIUUCIIEHUS XeUI-PYHKIMNA B KPUITOIpahUUECKUX CUCTEMAX;
8. IckyccTBEHHbIE HEMPOHHBIE CETH U HEMpOKpunTorpadus;

9. Creranorpagusi: UCTOPUS U COBPEMEHHOCTH;

10. birounslie mmdpsrl ¢ Kcnosib3oBanueM SP-ceteit u cereit Deticrens;

11. ITorounsie mudpsi;

12. KBanToBas kpuntorpadus;




13. 3amaya o panIe u € KpUNTOrpaPpuIecKoe UCIOIH30BAHUC;

14. CoBpeMeHHbIE CTaHAAPThl U CUCTEMBI 3JIEKTPOHHO-IIU(PPOBON MOAIUCH;
15. Texnnueckue cpeAcTBa 3aIlMThI ABTOPCKUX IIPAB;

16. ITporoxon HTTPS u 3amura unpopmanuu B cetu UHTEpHET;

17. Unentudukarus, ayreHTU()HUKAIMS 1 TapOJIbHAS 3aIlUTa;

18. ITomexoycrounBocTh HPpoB. [1Iudpsel, HE pa3MHOXKAIOIINE UCKAKEHUIT;

19. Kpunrorpaduyeckas 3amura kanaimoB paguocBszu. Cranmapt APCO
P25;

20. Cucremsl paguocsizu ¢ IIITPY u ¢ ncnonp30BaHHEM LIyMOINOAOOHBIX
CUTHAJIOB.

5. TlepeueHp wW3AaHUI, KOTOpPBIE PEKOMEHIYETCS HCIIOJIb30BaTh IPHU
OCBOEHUHU JTUCIUIUTHHBI (MOTYJIS).

No
y bubnunorpaduueckoe onucanue Mecro nocryna
/1
1 Kpunrorpadus Yacts II lonrak 1. M. https://reader.lanbook.com/book/163935

[Tpaktukym M.: MUPDA - Pocculickuit
TEXHOJIOTMYECKUI YHUBEPCUTET, - 64 c. , 2020
2 | Kpunrorpaduuecknue METObI 3aLUTHI https://reader.lanbook.com/book/162235
UH(pOPMaLIUK: KI1accuueckas Kpunrorpadus
Bopucosa C. H. YuebHoe nocobue [lenzenckuii

rOCYIapCTBEHHBIA YHHBEPCUTET, - 186 ¢. - ISBN
978-5-907102-51-4 , 2018

6. IlepedueHb COBpPEeMEHHBIX TNPOPECCHOHANBHBIX 0a3 JaHHBIX W
WH(POPMAITMOHHBIX CIPABOYHBIX CHCTEM, KOTOPBIE MOTYT HCIOJIb30BaThCS IPHU
OCBOEHUHU JTUCIUIUINHBI (MOJTYJIS).

Odunmansuseiii caiit PYT (MUUAT) (https://www.miit.ru/).

Hayuno-texuunueckas oudnuorexka PYT (MUUNT) (http:/library.miit.ru).

Oo6pa3zoBarenbHas miatdopma «HOpaiit» (https://urait.ru/).

OOmue WHPOPMALMOHHBIC, CIPABOYHBIE M  IIOMCKOBBIC  CHCTEMBI
«KoncynwsranT ITnrocy, «["apanTy.

DIeKTPOHHO-0MOIMOTeYHAS cucremMa U31aTeIbCTBA «JIanby»
(http://e.lanbook.com/).

DnexTpoHHO-0MOMMOTeYHas cuctema ibooks.ru (http://ibooks.ru/).

7. llepeyeHb  JNHMIEH3UOHHOTO U  CBOOOJHO  PacHpOCTPaHSIEMOro
IPOrpaMMHOr0 00€cleYeHusl, B TOM 4MCIE OTEYECTBEHHOIO IPOM3BOJICTBA,
HEO0OXOIMMOT0 /I OCBOCHHUSI TUCIUTIIIMHBI (MOIYJIs).



Microsoft Internet Explorer (unmu apyroii 6paysep).
Onepanuonnas cucrema Microsoft Windows.
Microsoft Office.

MathCAD 14.0 unu npyras cucreMa MOAEIUPOBAHUS.

8. OmmcaHne MaTepUaJbHO-TEXHUYECKOM 0a3bl, HEOOXOJUMOM IS
OCYIIECTBJICHUS 00pa30BaTEILHOTO IIPOIiecca Mo JUCIUILIHHE (MOJIYIIIO).

YueOHble ayIUTOPUU ISl MPOBEACHUS Y4YEOHBIX 3aHATHM, OCHAIICHHBIC
KOMITBIOTEPHON TEXHUKON 1 HA0OpamMu IEMOHCTPAIMOHHOTO 000PY10BaHMUS.

9. ®opMa MPOMEKYTOUHOM aTTECTAINU:

KypcoBas pabota B 6 cemectpe.
DKk3ameH B 0, 7 cemecTpax.

10. OneHoYHBIE MaTEpHUAIBI.

OueHouHble MaTepuabl, IPUMEHSEMbIE MTPU MPOBEACHUH MPOMEKYTOUHOM
aTTecTally, pa3padaThIBAIOTCS B COOTBETCTBUM C JIOKAJIbHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTOpBI:

npodeccop, CTapiuii HayYHbIN
COTPYAHHUK, J.H. Kapeapbl
"NHTeIeKTyallbHOE YIIPABICHUE U
uH(popMaloHHasi 6€30MacHOCTh B
BBICOKOABTOMAaTU3UPOBAHHBIX
TPaHCIOPTHBIX cuctemax'" MHCTUTyTa
KEJIE3HOJOPOKHOIO TPAHCIIOPTA

CorJiacoBaHo:

3aBeayromuii kapeapoit UYullb
3aBenyromuii kadeapont Yu3n

[Ipencenarens yueOHO-METOIMUECKOM
KOMHUCCHU
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