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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

OCHOBHOH 1LIeNbI0 M3y4YeHUs] TucHUIUIMHBL «Kpunrorpaduieckrue MeETObI
3aIUTHl MHQOPMAIIUU U TPOTOKOJIB) SIBIISIETCS (OPMUPOBAHUE Y 00YUAIOIIErOCs
KOMITETEHUIUN JIJIS CIIETYIOLIMX TUIOB 3a7a4 MpodecCUuOHANbHON IEITeTbHOCTH: -
HAy4YHO-UCCIIEI0BATEIbCKAS; - IPOCKTHAS; - KOHTPOJIbHO-aHAIUTUYECKAS,

JlucuunnuHa mnpeAHa3HauYeHa Ais TOJY4YeHHUs 3HaHUM JUid  pelieHus
CJIETYIOIINX npohecCHOHATBHBIX 3aad: Hayuno-uccnenoBarenbckas
NesATeNBbHOCTh: - cOop, 00paboTka, aHaIW3 W CHUCTEeMaTH3alus Hay4IHO-
TEXHUUYECKONH WH(GOpPMAIlMU, OTEYECTBEH-HOTO U 3apyOeXHOro OIbITa [0
npobiemMaM KOMIIbIOTEpHOM Oe3zomacHocTH; [IpoekTHas NeITeNbHOCTh: -
pa3paboTKa TEXHUYECKUX 3aJaHUN HAa MPOCKTUPOBAHUE, ICKU3HBIX, TEXHUUECKUX
U pabouux NPOEKTOB CHUCTEM U MOACHCTEM 3alllUThl MHPOPMALUHU C yYETOM
JACHCTBYIOIMX HOPMATHBHBIX W METOJUWYECKUX JIOKYMEHTOB; -pa3paboTka
MIPOEKTOB CHUCTEM W MOJCUCTEM YIpaBieHUs MH(GOPMAIIMOHHON O€30MMacHOCTHIO
00BEKTa B COOTBETCTBHH C TEXHUYECKUM 3aaHueM. KOHTpOJIbHO-aHATUTHYECKAsT
NEeSATENbHOCTD: -MPEABAPUTENbHAS OLIEHKA, BHIOOP M pa3paboTKa HEOOXOJIMMBIX
METOJUK IOMCKAa YSI3BUMOCTEH; MPUMEHEHHE METOJOB M METOAMK OLICHUBaHMS
0€30MacCHOCTH KOMIIBIOTEPHBIX CUCTEM IIPU MPO-BEACHUU KOHTPOJIBHOTO aHAIHU3a
CUCTEMBI 3alllUThI; -MOATOTOBKA AaHAJIMTHYECKOTO OTYeTa II0 pe3yJibTaraMm
IIPOBEJICHHOT'0 aHAJIN3a U BhIPAOOTKA MPEATIOKEHHM 110 YCTPAHEHUIO BBISIBIICHHBIX
yS3BUMOCTEH.  OKCIUTyaTallMOHHAs — JIEATENbHOCTh:  -yCTaHOBKA, HalaJKa,
TECTUPOBAHUE M OOCITYXKMBaHWE CHUCTEMHOTO W TPHUKIAAHOTO MPOrPaMMHOTO
oOecrneveHuns; -yCTaHOBKa, HalaIka, TECTUPOBaHNUE M OOCTYKUBAHUE aIllapaTHO-
IPOrpaMMHBIX  CpeACTB  oOecrieueHrs  HMHQPOPMAIMOHHON  Oe30macHOCTH
KOMIBIOTEPHBIX ~ CHUCTEM;  -IIPOBEPKAa  TEXHUYECKOTO  COCTOSHUS U
npOoPHUIAKTHYECKUE OCMOTPBI TEXHUYECKUX CPEJCTB 3alllUThl WHMOpMaIuu; -
NPOBEJICHUE AaTTECTAllMd TEXHUYECKUX CPEJCTB, IMpOrpamM, aJIrOpUTMOB Ha
mpeIMeT  COOTBETCTBHS ~ TpeOOBaHWSIM  3amUThl  WHPOpMAIUU IO
COOTBETCTBYIOIIMM KJlaccam 0€30MacHOCTH WK TTPOGUIISIM 3aIHTHI.

3ama4yn IUCHUUTUIMHEL: - U3JI0’)KEHNE OCHOBOTIOJIArAIOIUX MPUHITUIIOB 3aIUTHI
uHOpMAIIMKU C TIOMOINBIO KPUNTOTPAQUUECKHX METOJOB M U3YYCHUE UX
MPAKTUYECKOr0 MPUMEHEHMS. -pa3BUTHE y OOyYaeMbIX CHCTEMHOIO MOAXO0Aa K
OpraHu3alMi 3aluThl WHMOpPMAIUHU, TMepenaBaeMol U 00padaThIBaeMOi
TEXHUYECKUMHU CPEACTBAMHM C TOMOIIBI0O METOJOB KpUOTOrpaduu; -u3ydyeHue
MPUHIIAIIOB CUHTE3a U aHaJIn3a KPUNTOCUCTEM, MATEMAaTHUECKUX METOAOB OIICHKH
UX CTOWKOCTH. - TIOJIy4EHHME OCHOBOIIOJIATAOIIMX 3HAHUM O CBOMCTBAX,
XapaKTepU3yIOMINX 3allUIICHHOCTh KPUNTOrpauueckux MPOTOKOJIOB, 00
OCHOBHBIX MEXaHU3Max, MPUMEHSIEMBIX JJI1 00ECIEUCeHUs BHIMIOTHEHHUS TOTO WIIH



MHOTO CBOWCTBAa O€30IIACHOCTU IPOTOKOJIA, @ TAK)KE OCHOBHBIX YS3BUMOCTSIX
IIPOTOKOJIOB.

2. Ilnanupyembie pe3ynbTaTbl 00YUEHHS MO JUCHUILUIMHE (MOIYJIIO).

IlepeueHp (GopMUpPYEMBIX pPE3yJbTaTOB OCBOEHHUS 00pa30BaTEIbHOU
porpamMmsbl (KOMIIETEHLIUI) B pE3yJIbTaTe 00yUYEHUs 110 AUCUMILTUHE (MOLYIIIO):

OIIK-2 - CrnocobeH MOHMMAaTh YCTPOMCTBO W HMCTOPUIO Pa3BUTHS
TPAHCIIOPTHOM CUCTEMBI;

IIK-2 - CrnocobeH mpoBOAUTH aHAIN3 WHOOPMAIIMOHHOW 0€30MacHOCTH
0OBEKTOB M CHCTEM, NPUHUMATh y4acCTHE B OPTaHU3alMM W COIMPOBOXKICHUU
aTTecTalnuy 00beKTa MHGOpPMATHU3AIMK Ha MPEAMET COOTBETCTBUS TPEOOBaHUSIM
3alUThl UHPOPMAIUH.

OOGyueHwue 1o JucuUIuInHe (MOAYJII0) MPEANoaraeT, YTo Mo €ro pe3yJibTaTamMm
oOyyarormmiicst Oyier:

3HaTh:

- METOJAMKM M MHCTPYMEHTapui OLCHKH 3(PPEKTUBHOCTU CHUCTEM 3AIIUTHI
uH(popManuy, BKIIOYAs CPEACTBAa KPUOTOrpAPUYECKON 3ammThl UHGOpMALUH
(CK3M), 3anuiieHHble ONepalioOHHbIE CUCTEMBI U CUCTEMBI YIIPABICHUS OazaMu
JTAHHBIX.

- OCHOBHBIE TMOJIOKEHUSI U METOJbl HAyYHBIX MCCIIEJOBAaHUM, IPUMEHSIEMbIE
pu pa3pabOTKe U aHaJIN3€ CTOMKOCTH KPUNITOTPaPUUECKUX CUCTEM U IPOTOKOJIOB.

- IPOrPAMMHBIE CPEJICTBA CUCTEMHOTO U IPUKJIATHOTO Ha3HAYECHM S, BKIIFOYAsI
OTEYECTBEHHbIE  KpUNTOrpaduyecKkue  MakeThl, JUId  pelIeHdus  3ajaad
PO EeCCUOHATILHOM €SI TEIbHOCTH.

- IPUHLUIIBI IOCTPOCHHUS U APXUTEKTYPY CUMMETPUYHBIX U aCUMMETPUYHBIX
kpuntocucteM (DES, AES, RSA, Onp-T'amansg), a Ttakke aJropuTrMoB
ANEKTPOHHOM U(POBOM MOATHUCH.

- KJaccUpUKalWio, HAa3HAYEHHWE M YSI3BUMOCTH KPUITOrpapUUecKUX
MPOTOKOJIOB  (ayTeHTU(UKALUK, BBIPAOOTKM KJIIOYa, pAa3AeTCHUs CEKpeTa,
AIEKTPOHHBIX IIATEKEM ).

- MpUHOUOBL pabOThl M CBOWCTBA T'EHEPATOPOB ICEBAOCTYYalHBIX
MOCJIEIOBATEIBHOCTEN, BKIIFOYAsl PETUCTPBI CIBUTA C JIMHEMHONW 0OpaTHOM CBA3BIO
(PCJIIOO).

YMeTh:



- BBINOJHATH PAa0OTHI MO yCTAaHOBKE, HACTPONKE, aAMUHUCTPUPOBAHHIO U
MIPOBEPKE paboTOCTIOCOOHOCTH POTPaMMHO-AIIAPATHBIX CpeacTB
KPUITOTPaQHUECKON 3alIUThl HH()OPMAIHH.

- CTaBUTh M aHAJIM3UPOBATH 3a]a4y MPH MPOBEACHUH pa3pabOTOK B 00IacTH
KpUNTOrpaduu ¢ TOUKU 3pEHHUS BEIOPAHHBIX METO/I0B HAYYHBIX HCCIIEIOBAHUN.

- YCTaHaBIMBAaTh IPUYMHBL, LEIM U YCJIOBUS HW3MEHEHHsS CBOWCTB
KPUNTOTpapUUECKUX aITOPUTMOB U MPOTOKOJIOB MPUMEHUTEIFHO K KOHKPETHBIM
YCIIOBUSAM DKCILTyaTaIuH.

- TPOCKTHPOBATh W  pa3pabaThiBaTh  KOMIIOHEHTHl  3AIIUIICHHBIX
ABTOMATH3UPOBAHHBIX CHCTEM C UCTIOIH30BAHNEM KPUNITOTPAPHUECKUX METO/IOB U
CPEICTB.

- MPOBOJAUTH OLEHKY 3(PPEKTHUBHOCTH peanu3alii KpunTorpapuuecKux
METO/IOB 3alluThl HH(OpMAIMK M ACUCTBYIOIIMX TOJIUTUK O€30MacHOCTH B
KOMITBIOTEPHBIX CUCTEMaX.

- IPUMEHSTh HOPMAaTUBHBIC U METOIMYEeCKHEe TOKyMeHTHI (cTanaaptel ' OCT,
pekomenaanuu DOCTIOK/OCB) npu pa3paboTke H SKCIUTyaTalldd CPEACTB
KPUITOTPapUUECKON 3alTUTHI.

Baaners:

- HaBbIKAMU BbBIOOpPa METOJIOB HAYYHBIX MCCIEAOBAHUN MJIs pPELICHUS
KOHKPETHBIX 3a/1a4 o0ecrneueHus: Kpunrorpadguyeckon 3auThl HHHOPMaLUK.

- METOJAaMM pAlMOHAJIBHOTO BBIOOpPA TEXHOJIOTUH, WHCTPYMEHTAIBHBIX
CPEICTB U CPEICTB BBIUMCIMTEIBHOW TEXHUKU NPU CO3JaHUM 3alIULICHHBIX
KOMITBIOTEPHBIX CUCTEM C MCIIOJIb30BAaHUEM KpUTIITOrpadum.

- HaBbIKaMH pabOTBl C  MPOTPaMMHO-ANMNApaTHBIMH  CPEACTBAMU
kpunrorpaduueckoi 3ammtsl uHPopMauuu (CK3U), BkItoYas MX YCTaHOBKY,
HaCTPOUKY U MPOBEPKY pabOTOCTIOCOOHOCTH.

- OCHOBaMH pa3pabOTKU M peaju3alud KPUITOrpapUUeCKUX aJropuTMOB
(CMMMETpPUYHBIX, ACUMMETPUYHBIX, XEHI-(PYHKIMI) Ha s3bIKaX BBICOKOTO MU
HU3KOI'O YPOBHSI.

- METOIWMKAMH aHalli3a W OIEHKA CTOWKOCTH KPHUNTOTpaduIecKuX
MIPOTOKOJIOB, & TaK)KE BBISBICHHUS WX MOTCHIHUATBHBIX YSI3BUMOCTEH (BKIIHOYAS
aTaku TUIa "4esIoBEeK mocepeanne").

- HaBBIKAMH TMPUMEHECHUS HOPMATHBHOW M METOJUYECKON TOKYMEHTAIIUU
(HaLMOHANbHBIE  CTaHIAPTHI, PEKOMEHJAIMH  PETYJATOpOB) B  00JACTH
Kpuntorpaguueckoil  3amuThl  MHQOpPMALMM TpPU  MPOECKTHUPOBAHUM U
AKCIUTyaTallui KOMIIbIOTEPHBIX CUCTEM.

3. O0beM TUCHUTUTUHBI (MOJTYJIS).



3.1. O0uias TpyA0€MKOCTb TUCHMUIUIMHBI (MOTYJIST).

OO0mast TPyIOEeMKOCTh AWCIUIUIMHBI (MOIyJisA) coctaBiser 8 3.e. (288
aKaJIeMUYECKUX yaca(oB).

3.2. O6bem gucHUIUIMHBL (MOAYJsi) B (opMe KOHTAKTHOW paboThl
oOydJarommxcss ¢ MEJarorTHYeCKUMH  paOOTHHKaMU W (WIM)  JIUIAMH,
MIPUBJICKAEMBIMHU K peau3aini 00pa3oBaTeIbHON MPOTpaMMbl Ha HHBIX YCIOBHUSX,
P MIPOBEJICHUH YUCOHBIX 3aHITHIA:

KonugectBo uacos
Tum yaeOHBIX 3aHATHI Cemectp
Bceero

Ne6 | Ne7

KonrtaktHas paboTa mpu npoBeneHIH YUeOHBIX 3aHATHH (BCETO): 144 80 64
B Tom uucne:

3aHATHS JIEKIIMOHHOTO TUIIA 80 48 32

3aHsATHS CEMHUHAPCKOTO THIIA 64 32 32

3.3. O6bem auCHMIUIMHBI (MOAYJsi) B (opMe caMOCTOATENbHOU pPabOThI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHONM pabOThl OOydYarOUIUXCS C
nearoruaeckKuMu pabOTHUKAMU U (M) JIUI[AMU, IPUBJICKAEMBIMU K peaiu3aiiiu
oOpa3oBaTeNnbHON TporpaMMbl HA HWHBIX YCIOBHUSX, TPU MPOBEICHUU
IPOMEKYTOUHOM aTTecTauu coctapisieT 144 akagemuyeckux vaca (0OB).

3.4. ITpu oOy4eHuH 0 UHAUBUAYAJIbHOMY YUYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM O0y4eHHH, 00bEeM NUCIUIUIMHBI (MOIYJIs1) MOXKET ObITh peaqn30BaH
MOJIHOCTBIO B (POpME CaMOCTOSTENBHON padOThl 00yUaroIuUXCs, a TaKke B (hopme
KOHTAaKTHOW PabOThl 00YYaIOIIUXCSl C MEAarormueCKuMU paOOTHUKaMU U (WIJIH)
JUIAMH, TPUBJIEKAEMbIMH K pealiu3alii 00pa30BaTeIbHON MpOorpaMMbl Ha MHBIX
YCIJIOBHSIX, IPH IPOBEAEHUH IPOMEXYTOYHOM aTTECTALINN.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.

Temaruka JIEKIIUOHHBIX 3aHATHH / KpaTKO€ COACPIKAHUC

1 |BBenenue B kpunrorpaduro.

PaCCManI/IBaGMI)IC BOIPOCHI:

- Pons kpuntorpaduu B cucreme 3aiuThl HHOOPMALIIH.

- OCHOBHbBIE TOHATHA U OINPCACIICHUA.

- CTpyKTypHas cXxeMa 3allUIIeHHON CUCTEMBI Iepeaadn HHPOpMaIu.




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

MaremaTHuecKue OCHOBBI KpUIITOTpaduu.

PaccmarpuBaembie BOIIPOCHL:

- DNIeMEeHThI TEOPUH YHCEJI, KOHEUHBIE MO, BEIUETHI.

- BeruncauTenbHO CII0KHBIE 33J]a4l MaTeMaTHKH ((pakTopHu3aLusl, AMCKPETHOE JIorapiupMupoBaHue).

Hcropuueckue mmdpbl ¥ ©X KPUNTOAHATIN3.

PaccmaTpuBaemble BOTIPOCHI:

- [lIncpsr mepectanoBku u 3amensl (Lle3aps, Biokenepa, Cuurana).

- HacTOTHBIN KpUNTOAHAIN3.

- [Tonsitue o 6e3ycnoBHO U BEIYUCTUTENHHO cToWKNX mudppax (K. lllenHon).

Kiaccuueckast cummeTpudHasi Kpunrorpadus.
PaccmarpuBaembie BOIIPOCHL:

- [lonsiTHe cuMMeETPUYHON MM(POCUCTEMBI.

- IIpunnuns! [lleHHOHA: pacceuBaHUE U IEPEMEIIMBAHUE.
- JlaBunHBIH 3¢ dexT.

bnounsie mmdps! u cetu Peiicrens.

PaccmaTprBaemble BOTIPOCHI:

- [IpuHIMIBI TOCTPOEHUST OIOYHBIX MIM(POB.

- Cetu ®elictens u SP-cern.

- Anroput™ DES: ctpykTypa, payHI0BbIe pyHKINH, PEKUMBI paOOTHI.

CoBpeMeHHbIH cTaHaapT cumMeTpuyHoro mudpoBanus AES.
PaccmaTtpuBaeMble BOIIPOCHI:

- Uctopust coznanus.

- MaTtemaruueckuil anmnapar.

- Ctpykrypa anroputma (SubBytes, ShiftRows, MixColumns, AddRoundKey).

[Morounsre mmpoI.

PaccmaTpuBaemble BOIIPOCHI:

- [IpuHUMIBI TOCTPOEHHSI HOTOYHBIX MIU(PPOB.

- 'ammupoBaHue.

- TpeGoBaHus K reHepaTopaM KIIIOUEBON MOCIEI0BATEIBHOCTH.

['enepartopsl niceBiocayvaiinbix nocnenosarensHocteit (I'TICIT).
PaccmarprBaeMble BOIIPOCHI:

- [Iporpammusie u annapatasie ['TICII.

- Peructpsl casura ¢ muHelHOU 00paTHOH cBsi3bio (PCJIOC).

- Kackaguposanue PCJIOC.

AcummerpuyHas KpunTorpagus (KpUITOCUCTEMBI C OTKPBITHIM KIIFOUOM).
PaccmarpuBaembie BOIPOCHL:

- [ToHsiTHE aCUMMETPUYHOM MIU(YPOCUCTEMBI.

- OgHOCTOpOHHME (YHKINH.

- Pactipenenenne OTKPBITHIX KITFOYEH.

10

Kpunrocucrema RSA.
PaccmaTprBaemble BOIIPOCHL:

- AITOpUTM reHepaluy KII0YeH.

- lllndpoBanue u gemmndposanue.
- BeluucnuresnbHas Cl10KHOCTD.

- Araku Ha RSA.

11

Kpunrocucrema Dnb-I"amans.

PaccmarpuBaembie BOIPOCHL:

- ANITOpPUTM Ha OCHOBE 33J[a4¥l JJUCKPETHOTO JOTapu(pMHUPOBaHUSI.
- lllndposanue u gemmndposanue.

- CpaBHenue ¢ RSA.
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TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

12

[Iporokon Auddu-Xenamana.
PaccmarpuBaembie BOIIPOCHL:

- [IpoToxo:1 BBIpaOOTKH OOIIETO CEKPETHOTO KITI0Ya.
- Artaka "man-in-the-middle".

- Moau¢ukanuu npoToxoia.

13

Kpunrocucrema Ilamupa.

PaccmaTpuBaeMble BOTIPOCHI:

- beckmoueBoii mporokos Hlamupa.

- [IprHIMIBI TOCTPOCHUS U IPAKTUYECKOE IPUMEHEHHE.

14

Xem-GyHKIMA B KpUNITOrpaduu.
PaccmarpuBaembie BOIIPOCHL:
- IToHsATHE M OCHOBHBIE CBOMCTBA XeIH'(i)yHKHI/II/I.

- Komiusuu mepBoro u BTOpOro poja.
- O6nactu npumenenus (MD5, SHA-1, SHA-2, SHA-3).

15

OnexrponHas U posas nmoamuck (DLIT).

PaccmarprBaeMBIe BOIIPOCHL:

- Haznauenue u knaccudukamnus (mpocrasi, HeKBanun(puIupoBaHHas, KBATH(QUITUPOBAHHAS ).
- Obwast cxema HOPMUPOBAHUS ¥ IPOBEPKH HOIIHCH.

16

Anroputmbl DI Ha ocHoBe RSA 1 Dnb-I"amans.
PaccmaTtpuBaeMble BOIIPOCHI:

- CxeMbl OJIITHICH.

- OcoOeHHOCTH U CpaBHEHUE.

17

Kpunrorpadus na smumntaaeckux kpusbix (ECC).
PaCCManI/IBaeMBIC BOIPOCHI:

- O6H.[I/Ie CBCACHUA 00 IIMOTHYECKUX KPUBBIX.

- OHepauI/m KOMITIO3HUIIMHU TOYCK.

- Bri6op mapameTpoB KpuBOH.

18

HpI/IMeHeHI/IC OJUIMIITHYCCKUX KPHUBBIX.
PaccmarpuBaembie BOIPOCHL:

- ludp Dnp-I'amans Ha IMIUNTHYECKOH KPUBO.
- Cranpapt OUII 'OCT P 34.10.

- [Ipeumymectsa ECC.

19

Kpunrorpadguuecknue mpoToKOIbI.
PaccmarpuBaembie BONPOCHL:

- [TonsiTue IMMPpOTOKOJIa, OTIINYHUA OT aJIrTOPpUTMA.
- lenu u npenHa3HauYeHUE.

- Buzbl IpoTOKOJI0B.

20

[TpoTOoKOIIBI ayTEeHTHU(HUKALINH.

PaccmarpuBaeMble BOIPOCHL:

- IIporoxon llIHoppa, nporokon biroma.

- AyTeHTH(]HKAIM Ha OCHOBE MapoJiel 1 cepTH(HUKATOB.

21

[Tporokosbl ¢ HyseBbIM pasriamenuem (Zero-Knowledge Proof).
PaccmarpuBaembie BOIPOCHL:
- IIpuHIUMIOBI U IPaKTUYECKOE 3HAUYEHUE.

22

HpOTOKOHLI pasacIICHUA CCKPETA U DJICKTPOHHBIX MIaTexen.
PaccmarpuBaembie BOIPOCHL:

- [loporossie cxems! (Lllamupa).

- IIpoToko:b! ronocoBaHusl.

- DNEeKTPOHHBIE JEHBIH U KYTIOPBIL.
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TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

23

VYnpasienue KpunrorpahuyecKuMu KIr4aMu.
PaccmarpuBaembie BOIIPOCHL:

- 'enepauus, pacupeneneHye, XxpaHeHHE U YHUUTOKEHHE KITIOUYeH.
- Undpacrpykrypa oTkpbIThIX Kitoueit (PKI).

- Y A0CTOBEpAIOIIME LICHTPHI.

24 |CoBpeMeHHBIC HANpPaBJICHUsI KpUNITOrpaduu.
PaCCManI/IBaEMHe BOIIPOCHI:
- KBanToBas kpunrorpagus.
- Creranorpadusi.
- Hefipokpurnrorpagus.
- O630p oreuecTBeHHBIX cTanaapToB 1 CK3U.
4.2. 3aHATHUS CEMUHAPCKOTO THUIIA.
[IpakTrueckue 3aHATHS
No
w Temaruka NpakTUYECKUX 3aHATHI/KPATKOE COJIEpKaHUE
1 |HUcropuueckue mmdpol.
W3zyyenue u peanuzanus mwudpos Llesaps, Bukenepa. [IpoBenenne 4acTOTHOTO KPUIITOAHAIN3A.
2 |BBIYHCITUTENBHO CIIOKHBIC 32/1a9M MATEMATHKH.
Pemenue 3anau hakTopU3aIiy YHCENT U TUCKPETHOTO JIOTapU()MUPOBAHHUS.
3 |Kpunrocucrema (6eckitoueBoii mporoko:n) [lamupa.
MojenupoBaHue MPOTOKOJIA MTEpeIaun COOOIEHHsI 63 MPeIBapUTEIILHOTO 00MEHA KITFOUaMHU.
4  |Kpunrocucrema Dmb-I"amans.
Peanu3anus anropuTMOB reHepanyn Kitodei, mudppoBaHus U IemupoBaHHs.
5 |Kpunrocucrema RSA.
W3ydeHue anroput™a, pacdeT KIFOUCH, MuppoBaHe U TemudpoBaHie COOOMICHAN.
6 |M3yueHue OJIOYHBIX MIH(POB.
AHanu3 apXUTEKTypHI OJIOYHBIX MH(POB Ha MPUMeEpe YISOHBIX alTOPUTMOB.
7 |Anroputm AES.
JeranbHblii pa3oop u peanu3sanms stanoB mudposanus (SubBytes, ShiftRows, MixColumns).
8 |IloTounsle mUQPHI.
I/ICCJ'IC,I[OBaHI/Ie HNPUHIOUIIOB TaMMHUPOBAHUS. Peanmaulxm IPOCTOro MNOTOYHOIO mnq)pa
9 |AHanoroBoe CKpeMOJIMpOBaHUE.
I/I3yqu1/Ie MCTOJA0B MHBEPCHU CIICKTPA U YaCTOTHOM NEPECTAaHOBKHU.
10 |[Iporpammusle u annapatHblie reneparopsl [1CII.
W3ydenue MpUHIMIIOB paOOTHI TEHEPATOPOB MCEBIOCTYIaHBIX YHCEI.
11 |Peructpsr PCJIOC.
[TocTpoeHue 1 aHAIM3 PETHCTPOB C/IBUTa C JIMHEHHOI 00paTHOM CBSI3bIO.
12 |Crpykrypsl rereparopos IICII na 6aze PCJIOC.
I/ISY‘ICHI/IC KaCKaJIHbIX U Ma)KOPUTAPHBIX CXEM. 3aIHHTa pa60T.
13 |[loHsATHE IPOTOKOJIA, OTIIMYHUS OT KPUITOCUCTEM.
AHann3 pa3nuunii Ha IpaKTHYECKUX MpuMepax (cpaBHeHHe RSA U mpoTokona ayTeHTH(HUKAIIH).
14 |Bunbl KpUNTONPOTOKOJIOB.
Krnaccudukarus npoTokosnoB (ayTeHTH(GHUKAINN, BRIPAaOOTKH KITI0Ya, YIPABICHHUS KIIIOYaMH).
15 |AyrenTudukanus B UHQOPMALMOHHBIX CHCTEMAX.

HSy‘lGHI/IC METOI0B ayTeHTI/I(bI/IKaIII/II/I Ha OCHOBC naponeﬁ, TOKCHOB, 6I/IOMeTpI/II/I.




/ TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE
n/n

16 |[Iporoxon Jduddu-Xemnmana.
MopenupoBaHie POTOKOJIA BEIPaOOTKH O0IIEro KiIrva. AHaIN3 YSI3BUMOCTH K aTake "desoBeK
nocepeaunHe".

17 |[Ipotoxon bmroma.
I/I3yquI/Ie IMPpOTOKOJIa ayTeHTI/I(I)I/IKaHI/II/I C HYJICBBIM pa3rjiallicCHUCM.

18 |DnexTponHas moanuch RSA.
Peammzanus popmupoBanus u nposepku DL Ha ocHOBe anroputma RSA.

19 |DnexTpoHHBIC JCHHTY OJTHOTO HOMHUHAIA.
I/I3yqu1/1e IMPUHIUIIOB NOCTPOCHU A AHOHUMHBIX IJIATCIKHBIX CUCTCM.

20 [DneKTpOoHHBIE JEHBIU PA3HOTO HOMHUHAIA.
Amnanuz CXCM, MMO3BOJIAOIINX OCYHICCTBIIATDH IJIATCKU PA3HBIMU CyMMaMU.

21 (Pa3znmencHme cexpera.
Peanmaulxm HOpOFOBOP‘I CXCMbI pa3aCJICHUS CCKPCTA LHaMHpa.

4.3. CamocrosiTenbHas paboTa 00y4darOIMuXCS.

Ne Bua camocrosiTensHOM paboThI
n/m

1 |U3yudeHue MOMOTHUTEIHHOM JIUTEPATYPHI.

2 |[ToaroroBka K MPaKTUYCCKUM 3aHSATHSIM.

3 | BoimonHenue KypcoBoii padoThI.

4 | IloarotoBka K MpOMEKYTOYHOU aTTECTALIUU.

5 | IloxroroBka K TEKyIeMy KOHTPOJIIO.

4.4. TTpumepHbIN IEpeUeHb TEM KYPCOBBIX pabOT
1. Uctopuueckue mudphl 1 MX KPUTITOAHAIIN3;

2. CoBpeMeHHBIE KPUNITOCUCTEMBI C OTKPBITHIM KITFOUOM;
3. CoBpeMEHHbIE CHMMETPUYHBIE KPUIITOCUCTEMBI;
4. AnnapatHoe mu(ppoBaHUe U CKPeMOIUPOBAHHUE;

5. IlpumeneHnue kpunrorpauueckux METOJOB 3aIIUThl MHPOpMaLUU Ha
pa3IM4YHbIX YpOBHsIX Mojenu OSI;
6. Anroput™m cummeTrpudHoro mudpoanus AES;

7. AITOpUTMBI BBIYKCTIEHUSI XeII-(QYHKIINI B KPUIITOTPpAPUUECKUX CUCTEMAX;
8. MckyccTBeHHBIC HEHPOHHBIE CETH U HEUPOKpUTITOTpadus;

9. Creranorpadusi: ICTOPUS U COBPEMEHHOCTb;

10. briounsie mmdpsl ¢ ucnoib3oBaHueM SP-cereit u cereit Deticrens,

11. ITorounsie mudpsi;

12. KanToBas kpunrtorpadus;



13. 3agaua o panue u e€ Kpunrorpapuueckoe UCIOJIb30BaHuUE;

14. CoBpeMeHHBIE CTaHAAPTHI U CUCTEMBI JIEKTPOHHO-IIU(PPOBOI MOANHNCH;
15. TexHnueckue cpeaCcTBa 3aIUTHI ABTOPCKUX IIPAB;

16. IIpotokon HTTPS u 3amura undopmanuu B cetu UHTEpHET;

17. Unentndukanus, ayreHTU(UKaLUs U TapoJIbHas 3aIUTa;

18. I[TomexoycTounBocTsh mudpos. nudpsl, He pa3MHOXKAIOIINE UCKAKEHUH;

19. Kpunrorpadpuueckas 3amura KaHaiaoB paguocBsizu. Cranmapt APCO
P25;

20. Cucremsl paguocssizu ¢ IIIIPY u ¢ ucnonap30BaHUEM LIyMONOJOOHBIX
CUTHAJIOB.

5. IlepeueHp wu3MaHMM, KOTOpPBIE PEKOMEHAYETCS MCIOJIb30BATh IIPH
OCBOCHMH JTUCUHUILTUHBI (MOIYJIs).

Ne
i bubnuorpaduyeckoe onucanue Mecrto nocrymna
1 | Kpunrorpadus Yacts 11 Honrak L. M. https://reader.lanbook.com/book/163935

[Ipaktuxym M.: MUPDA - Poccutickuit
TEXHOJIOTHYECKUN YHUBEPCHUTET, - 64 c. , 2020
2 Kpunrorpadudeckue MeTO bl 3alTUTHI https://reader.lanbook.com/book/162235
uH(pOpMaIIUU: KJIacCCHUecKas Kpunrorpadus
bopucosa C. H. Yuebnoe nocobue [lenzenckuii

roCyJJapCTBEHHbIN YHHUBEPCHUTET, - 186 c. - ISBN
978-5-907102-51-4 , 2018

6. IlepeueHb COBpEMEHHBIX MNPOPECCHOHANBHBIX ©0a3 JaHHBIX U
WH(OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJIB30BATHCS MIPH
OCBOCHHUH JUCHUIUIMHBI (MOIYJIA).

Odunuanehsiii caiit PYT (MUUAT) (https://www.miit.ru/).

Hayuno-texaunueckas 6ubnuorexa PYT (MUNT) (http:/library.miit.ru).

O6pa3zoBarenbHas miatdopma «FOpaiit» (https://urait.ru/).

O6mme wuHpOpPMAIMOHHBIE, CIPABOYHBIE M  IOUCKOBBIE  CHUCTEMBbI
«Koncynbrant I[lmroc», «I'apanm.

DIIEeKTPOHHO-0MOIMOTeYHAS cucTema U31aTeIbCTBA «JIaHnby»

(http://e.lanbook.com/).

7. IlepeueHb  JHUIEH3MOHHOIO W  CBOOOAHO  PACIPOCTPAHSIEMOTO
MpOrpaMMHOr0 OO€CTeYeHus, B TOM YHCJIE OTEUECTBEHHOI'O IPOU3BOJICTRA,
HEO0OXOIMMOT0 JIJIs OCBOCHMS UCITUTIIIUHBI (MOIYJIs).



Microsoft Internet Explorer (uu npyroii 6paysep).
Omnepanmonnas cucrema Microsoft Windows.

Microsoft Office.
MathCAD 14.0 unu npyras cucteMa MOJCITUPOBAHUS.

8. Omnwucanme MaTepUaIbHO-TEXHUYECKOW 0a3bl, HEOOXOAUMOW s
OCYIIECTBJIEHUSI 00pa30BaTEIBLHOTO MpOoIecca MO AUCHUIITHHE (MOJIYIIIO).

Y4eOHble ayIUTOPUU ISl MPOBEACHUS Y4YEOHBIX 3aHSATHI, OCHAIICHHBIC
KOMIIBIOTEPHON TEXHUKON M HA0OpaMu IEMOHCTPAIIMOHHOTO 000PYyI0BaHUSI.

9. ®opma MpOMEKYTOUHOM ATTECTALNU:

KypcoBas pabota B 6 cemectpe.
DK3aMeH B 6, 7 cemecTpax.

10. OneHOUYHBIE MaTEpHUAIBI.

OLeHOYHbIE MATEPHUAIIBI, IPUMEHSIEMBIE TIPU MPOBEICHUH ITPOMEKYTOUYHON
aTTeCTalluy, pa3padaThIBalOTCA B COOTBETCTBUM C JIOKAJIbHBIM HOPMATHBHBIM

aktom PYT (MUUT).
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