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1. Iesin ocBoeHUs1 y4eOHOI JMCIUIITHHBI

I[I/ICI_II/IHJII/IHa npeaHasHa4dycHa JJId OJYyUCHUA 3HAHUI AJI pCHICHUA CICAYOINUX
HpO(i)eCCI/IOHaJ'IBHI)IX 3aJa4 (B COOTBETCTBHUH C BUJaMU IICHTGJ'IBHOCTI/I)Z

HpOCKTHO-TeXHOJIOI‘I/I‘ICCKaSI ACATCIBHOCTD

* [IpuMeHeHre COBPEMEHHBIX HHCTPYMEHTAIBHBIX CPEACTB IPU pa3paboTKe MPOrpaMMHOTO
o0ecrieyeHusl.

* [Ipumenenne Web-TeXHOIOTHI MPHU peau3aliy YAaJICHHOTO TOCTyIa B CHCTEMax
KITUEHT/CepBEP U PacTpe/IeICHHBIX BHIUMCICHHIA.

* cronp30BaHKe CTaHAAPTOB M TUIIOBBIX METOJ0B KOHTPOJISI M OILICHKH KavyeCcTBa IPOrpaMMHOM
TPOTYKIIMH.

* Yyactre B paboTax Mo aBTOMaTH3aI[UU TEXHOJIOTHIECKUX MTPOILIECCOB B X0J1€ TIOJITOTOBKU
IIPOM3BOJICTBA HOBOH MPOIYKIUH.

d OCBOCHI/IG nu HpI/IMeHeHI/Ie COBpCMeHHBIX HpOFpaMMHO-MCTOI[I/I‘-IeCKI/IX KOMIIJICKCOB
UCCIICIOBAaHHS U aBTOMATH3HUPOBAHHOTO MTPOEKTUPOBAHUS 00BEKTOB PO EeCCHOHATHHOM
JIEATENHHOCTH.

Hay4aHo-uccnenoBarenbckas AeITeIbHOCTD

* V3ydyeHue HayuyHO-TEXHUYECKOI HH(OpMAIK, OTEYECTBEHHOTO U 3apy0eKHOTO OIIbITA IO
TEMaTHKE UCCIICJOBAHMUS.

* MaTeMaTH4ecKoe MOJIeIMPOBAaHUE MTPOLIECCOB U 0OBEKTOB Ha 0a3e CTaHIAPTHBIX AKETOB
aBTOMATH3UPOBAHHOTO NIPOEKTUPOBAHUS U UCCIIEIOBAHUH.

* [IpoBeneHre IKCIEPUMEHTOB 110 33JJaHHOW METOJIMKE U aHAJIU3 PE3YJIbTaTOB.

* [IpoBeaeHne u3mMepeHuii u HaOII0IEHHH, COCTaBIEHHE ONMCAHUS TPOBOAUMBIX MCCIIEJOBAaHUM,
MOJrOTOBKA JAHHBIX JIJISl COCTABJICHUSI 0030pOB, OTYETOB M HAYYHBIX ITyOTHKAIIHH.

» CocraBjieHHE OTYETA 110 BBHIIIOJHEHHOMY 331aHUI0, YYaCTUE BO BHEIPEHUU PE3YJIbTATOB
UCCIIEIOBaHUN U pa3paboToK.

2. MecTo yueOoHO# qucuuminubl B crpykrype OII BO

VYuebnas qucuuiuivHa "MeTosbl U cpeicTBa obecreyeHnss HHPOPMALMOHHOM
6e3omacHocTH" oTHOCUTCS K 00Ky 1 "J{Mcuumnianasl (MOAYIM)" ¥ BXOAUT B €r0 BapUATUBHYIO
4acTh.

3. [lnanupyembie pe3yJabTaThl 00y4eHHs MO JMCUUILINHE (MOIYJII0), COOTHECEHHbIE €
IUVIAHUPYEMBbIMHU Pe3yJIbTATAMH OCBOCHHS 00pa30BaTeIbHOI MPOrpaMMbl

[Iporecc n3ydeHus: AMCHUILUIMHBI HAMIpaBJieH Ha GOPMUPOBAHUE CIETYIOIINX
KOMIIETEHIINN:

OIIK-5 CIOCOOHOCTBIO pellaTh CTaHAAPTHBIE 33/]a4l IPOoQecCHOHATbHOMN
NeSITeIbHOCTH Ha OCHOBE MH(GOPMAIIMOHHOMN 1 OMOInorpapuueckoi KyJIbTypbl
C IPUMEHEHNEM HH(POPMAIIMOHHO-KOMMYHUKALIMOHHBIX TEXHOJIOTHUHI U €
Y4€TOM OCHOBHBIX TpeOoBaHUN MH(OPMALIMOHHON 6€3011aCHOCTH

[1K-2 CIOCOOHOCTBIO pa3pabaThIBaTh KOMIOHEHTHI alapaTHO-MPOrPaMMHBIX
KOMIUIEKCOB U 0a3 JaHHBIX, UCIOJIb3YSl COBPEMEHHbIE HHCTPYMEHTAJIbHBIE
CPEICTBA M TEXHOJOTUH NPOTrpaMMHUPOBAHUS




4. O01mast TpPyA0eMKOCTh JUCHUIIJIMHBI COCTABJISIET
3 3aueTHble equHUIEI (108 ak. 4.).
5. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

[IpenogaBanue nucuuIuIMHb «MeTObI U CpeacTBa obecrneueHus: HHGOPMaIMOHHON
0€30MacHOCTH» OCYIIECTBISETCS B (popME JISKIHA, 1a00paTOPHBIX 3aHATUN U BBITOJIHEHUS
KypCOBOro npoekTa.JIekuuu npoBoasaTcs B TPAAULUUOHHOW KIACCHO-YPOYHOM OPraHU3allMOHHON
dbopme B o0beme 24 yaca, 110 THUILY YIIpaBJICHUS [TO3HABATENbHOM AedaTenbHocThio Ha 100 %
ABIIAIOTCS TPAJANLMOHHBIMU KJIAaCCUUYECKU-IEKIIUOHHBIMU (OOBSCHUTEIIBHO-
WLTIOCTpaTUBHBIME).JJabopaTopHbIe pabOTHl OPraHU30BaHbI C UCTIOIB30BAHUEM TEXHOJIOTHIA
pasBuBatoiiero ooyuenus. Kypc madoparopasix padbot (12 4acoB) mpoBOJAUTCS C
MCII0JIb30BAaHNEM MHTEPAKTUBHBIX (AMAJIOTOBBIX) TEXHOJIOTHI, B TOM UUCIIE AIEKTPOHHBIN
MPAKTUKYM (peleHue mpoOIeMHBIX MOCTaBICHHBIX 3a/1a4 ¢ TOMOIIbIO0 COBPEMEHHOM
BBIUMCIUTEILHON TEXHUKHU U UCCIIeI0BaHUE MOJIeJIel ); TEXHOJIOTUI, OCHOBaHHBIX Ha
KOJUIEKTUBHBIX criocobax o0yuenus. CamocrositenbHas padora crynenta (36 gacon)
OpraHH30BaHa C UCIOJIB30BAHUEM TPAAUIIMOHHBIX BUAOB PaboThl. K TpaauIiMOHHBIM BHIaM
paboThl OTHOCUTCS OTPabOTKA JIEKIIMOHHOTO MaTepHraia U 0TpabOTKa OTAEIbHBIX TEM I10
yueOHbIM TocoOMsAM.O1ieHKa MOIYyYeHHbIX 3HAaHUM, YMEHUH U HaBBIKOB OCHOBaHa Ha MOJ1yJIbHO-
pelTHHrOBOM TeXHONIOrHU. Beck Kypce pa3ouT Ha 6 pa3enoB, MPeACTaBISIOMNX cOO0H
JIOTHYECKH 3aBEepIICHHBIA 00beM yueOHoi nHpopmannu. DOH/IBI OLIEHOYHBIX CPEIICTB
OCBOEHHBIX KOMIIETEHIIMM BKJIFOUAIOT KAaK BOIIPOCHI TEOPETUUYECKOIO XapaKkTepa JJisl OLUEHKU
3HAHUU, TaK U 33/IaHUs IPAKTHYECKOTO coJiep>KaHus (pelleHre KOHKPETHBIX 3aja4, paboTta ¢
JAHHBIMU) /7151 OLIEHKU YMEHHUM U HAaBBIKOB. TeopeTHUecKHe 3HaHUsI IPOBEPSAIOTCS ITyTEM
MPUMEHEHHUS TAaKUX OPTaHU3aLUOHHBIX POPM, KaK MHAUBHUIYaIbHbIE U TPYIIIOBBIE
onpocsl.lpoBeaennn 3aHsATHI 110 TUCHUIUIMHE (MOYJII0) BO3MOYKHO C IPUMEHEHUEM
AIIEKTPOHHOTO OOYYEHHUS ¥ TUCTAHIIMOHHBIX 00pa30BaTENBHBIX TEXHOJIOTHIA, peaIn3yeMbIe C
pUMEeHEeHHEeM UH(POPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETEH MPH OMOCPETOBaHHOM (Ha
PAacCTOSIHNN) B3aUMOIEUCTBUU O0yUaIOLMXCsl U NeAarornyeckux paboTHUKoB.B nporecce
MIPOBEJCHUS 3aHATUI C IPUMEHEHUEM AJIEKTPOHHOIO 00yUeHUs U AUCTAaHIIMOHHBIX
00pa30BaTeNbHBIX TEXHOJIIOTUI IPUMEHSIOTCS COBPEMEHHbIE 00pa3oBaTeIbHbIEe TEXHOIOT U,
TakHe Kak (Mpu HEOOXOAUMOCTH ):- UCIIOJIB30BaHUE COBPEMEHHBIX CPEACTB KOMMYHHUKALIUU;-
aIIeKTpoHHAast popma oOMeHa MaTepuaaaMu;- TMCTaHIIMOHHAs (hOpMa TPYIIOBLIX U
WHUBUIyaJIbHBIX KOHCYJIBTAIIN;- NCIOJIb30BAHNE KOMIIBIOTEPHBIX TEXHOJIOTUM U
IIPOrPaMMHBIX IPOAYKTOB, HEOOXOAUMBIX JIJIsl cOOpa M cucTeMaTu3aluy HHpopMaluu,
IpoBe/IeHUs TPeOyEeMbIX IPOTrPaMMOM pacyeToB | T.J..

6. Coep:kanue TUCHUILIHHBI (MOIYJIfA), CTPYKTYPUPOBAHHOE M0 TeMaM (pa3jeiaM)

PA3JIEJI 1
BBenenue B ynpasieHue nHQOpMalMOHHONW 0€30MacCHOCTHIO

PA3JIEJI 1

OCHOBHBIE TTOHSATHS.

VYnpasienrne HHPOPMALMOHHBIMU PUCKAMHU

MexayHapoIHbIe CTaHIAPTH3UPYIOIINE OPTaHU3AINY M CTAaHIAPTHI B 00J1aCTH YIPaBICHUS
UH(POPMALIMOHHOM 6€30MaCHOCTBIO.

PA3JIEJ 2
OcHoBHBIE (DYHKIIMU CHCTEM YIPaBJICHUs HHPOPMALMOHHON 6€30MacHOCThIO

Tema: IlonsiTue cucreM ynpasieHus: HHGpopmalronHoi 6e3onacuoctrio (CYUD)
DYHKIUU CUCTEM YIIpaBJIeHUs] MHYOPMAIIMOHHON 0€30MacHOCTBHIO.



BrisBrenue u aHanu3 puckoB HH(POPMAITMOHHON 0€30aCHOCTH; TUIAHUPOBAHUE U MPAKTHYECKast
peanu3anys MporeccoB, HAMPABIECHHBIX HA MUHUMU3aLMIO pUCKOB Mb; KOHTponMpoBaHue 3TUX
IPOIIECCOB; BHECEHHE B MPOIIECCHI MUHUMH3AINN HHPOPMALIMOHHBIX PUCKOB HEOOXOAUMBIX
KOPPEKTUPOBOK.

Tewma: ITonsitue cucreM ynpasieHus nHpopmarronHoi 6e3onacuoctrio (CYHDB)
BBITIOJIHEHHE M 3allIUTa JJaOopaTOpHBIX padot Nel-2

PA3AEJ 3
[TpuHLIMIIBI KAYECTBEHHOTO YIIpaBieHUs: HH(OPMALMOHHON 06€3011aCHOCThIO

Tema: KauecTBeHHOE ynpaBieHne HHPOPMALMOHHONW O€30MaCHOCTHIO.

KommuiekcHbil o1x0/1; puckooOpa3zyrolue (GakTopbl; COTIaCOBAaHHOCTh ¢ OM3HEC-3aauaMu U
CTpaTeruel MpeanpusTHs; YPOBEHb YIIPABIIEMOCTH; aIeKBATHOCTh MCIIOJIb3YEeMOH 1
renepupyemoit uapopmaruu; d3bdextuBHocTs CYUD Kak 6aianc MKy BO3MOKHOCTSIMH,
IPOM3BOIUTENFHOCTBIO M U3IEPKKAMH; HEPEPHIBHOCTh YIPABJICHHUS; IPOLIECCHBIN TOIXOI.

PA3/IEJI 4
Kpunrorpaduyeckas 3amura

Tema: Knaccugukanus kpuntorpauueckux aaropuTMoB.

OcuoBuble onpenenenus. Haznauenue mmdpoBanus. [IpuHIHIBI KpUTITOTrpahUIeCKOTO
3akpbITUs MHopMaruu. [Ipocteie MeToap! mudpoBanus. Tadnuua Buxunepa. [ludposanue ¢
OTKPBITHIM U 3aKPBITHIM KiItouaMu. OCHOBHBIE BH/IbI aTaK Ha KPUIITOAJITOPUTMBI.
CuMMeTpUYHbIE KPUIITOAITOPUT-MbI. BII0UHBIE U TOTOKOBBIE KPUITOAITOPUTMBI. AJITOPUTM
DES. Anroputm 3DES. Anroputm AES. Bornpockl cToMKOCTH KpUIITOAITOPUTMOB. IIpodiema
pacripeneseHus kitouyeil. JIOCTOMHCTBAa U HEJOCTATKH CUMMETPUYHOr0 HM(poBaHus.
AcumMeTpuyHbIe KpUnToanropuT™Mbel. Anroput™M RSA. Anroputm dudduXasnmana.
OneKTpOHHO-LM(POBas MOANUCH. JIOCTOMHCTBA U HEIOCTATKU ACUMMETPUYHOTO IIU(PPOBaHUS U
00JacTh €ro NpUMEHEHHUS.

PA3JIEJL 5
3amuTa OT HECAaHKIIMOHUPOBAHHOT'O JIOCTYIIA.

Tema: AyreHTudukanus, aBTopu3anus 1 aAMUHUCTPUPOBAHHE ACHCTBUH MMOJIb30BaTECH.
OcHoBHble TpuHLUIIBI cucTeMbl AAA. Metozs! ayrenTudukanmu: napoau, PIN u
6uomerpuueckue naHHble. ABropuszanus. Accounting. Cepsep AAA.

Ounbtpanus Tpaduka. Crincku nocryna. Mucnekuus tpaduka. TpaaunnoHHbIN MEXCETEBOM
skpaH. Texnonorus Zone-based farewall. OcHOBHbBIE CXeMbI IPUMEHEHUS] MEKCETEBBIX IKPAHOB.
Mertonbl aHanu3a cereBoi nHpopMaiuu. Curnarypsl. CructeMbl 0OHapyKE€HUS BTOP>KEHUIN
(IDS). Cucrems! npenorspaieHus Bropxxenuit (IPS).

PA3JIEJI 6
Hepapxudeckast opraHu3alysi poLeccoB yIpaBieHUs HHPOPMALMOHHOM 6e301MacHOCThIO

Tema: Mepapxus mporieccoB yrnpasieHus: HHGOPMaIMOHHON 0€3011aCHOCTHIO.
3aMKHYTBIH )KU3HEHHBIN LIUKI CUCTEMBI YIpaBieHNUs HHPOPMALIMOHHOM 6€30MacHOCTBIO.
CucTeMHBIH OAX01 K CO3JaHUIO CUCTEMBI YIpaBiIeHUsI HHPOPMAIIHOHHOI 0€30MacHOCTHIO.

DK3aMeH



