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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[enstMu OCBOCHMSI TUCITUTUIMHBI (MOJTYJIS) SIBISIOTCS:

- M3y4Y€HHWE METOJIOB W NPOrPAMMHBIX CPEICTB JUIsl aHalu3a 3alluThl
uHpopManmy;

- U3y4YeHHE OCHOBHBIX YSI3BUMOCTEH OOBEKTOB MH(OpMATU3ALMH U yTrpo3
0e30MacHOCTH;

- U3y4YCHHE METO/IOB aHAJIM3a 3AIUIIICHHOCTH HUH(POPMAIIMOHHBIX CHCTEM;

- U3y4YCHHE METO/IOB TECTUPOBAHMS CUCTEMBI 3aIlIUTHI,

- U3y4YEHHUE CPEICTB aHAIIN3a 3aUIUIIIEHHOCTH 00bEKTOB HH(POpPMAaTHU3aLUH.

3aayaMy OCBOEHUS AUCIUIUIMHBI (MOJTYJIS) SIBJISIFOTCS:

- pa3paboTKa METOJIOB 3aIUTHI MPOTPAMMHBIX CUCTEM OT YSI3BUMOCTEH;

- INPOEKTHPOBaHHME  MPOrPaMMHOTO  OOECleuyeHusi,  CIIOCOOHOrO
MIPOTUBOCTOSITH yIpo3aM O€30MaCHOCTH;

- IPOBEACHUE aHAIN3a 3aUIUIIIEHHOCTH TPOrPAMMHOT0 KOMILUIEKCA.

2. IlmanupyeMsble pe3ynbTaThl 00yUYeHHS 110 TUCHUIUTHHE (MOIYJIIO).

[lepeuenp  (GopMUpYyEMBIX pPE3yJbTAaTOB OCBOCHHUS 0Opa30BaTEIbHOMN
porpamMmsbl (KOMIIETEHLIUI) B pe3yIbTaTe 00yUYeHHUs 10 AUCHMILTUHE (MOIYIIO):

IMIK-1 - CnoocoOGHOCTh aHANM3UPOBATh U OIEHUBATH 3aAlIUIIEHHOCTH
IPOrpaMMHO-aIAPATHBIX CPEACTB 3aITUTHI HH(DOpMAIUY;

IIK-6 - CnocoOHOCTh aHAIM3UPOBATH APXUTEKTYPY, KOMIIOHEHTHI U
XapaKTEPUCTUKU TEICKOMMYHUKAIIMOHHBIX W aBTOMAaTHU3UPOBAHHBIX CHCTEM,
BBISIBIISAT MTOTCHITMAIBHBIC YI3BUMOCTH U OIIEHUBATh HH(POPMAITMOHHBIC PUCKH.

OOGy4eHwue 1Mo JUCUUIUIUHE (MOAYJII0) MPENOaraeT, YTo Mo ero pe3yJibTaTam
oOyyatomuiicst Oyier:

3HaTh:

- OCHOBHBIC TEPMHHBI U OTIPeCICHUS HHPOPMAITMOHHOM 0€30I1aCHOCTH;

- METOJIBl aHaJIM3a 3alIUIEHHOCTH HH(POPMAITUK OT BHEIIHUX U BHYTPEHHHUX
HapYIIUTEJICH, 3aIUIIICHHOCTH BEO-TIPUIIOKEHUHN 1 0a3 TaHHBIX.

Ymern:

- OIIPE/ICIIATh BHEIIHUE U BHYTPCHHHUE YIPO3bl 0€301aCHOCTH HH(POPMAIINH;

- OIICHUBAThH CTCIICHb 3AIIMIICHHOCTH 00BheKTa HH(POPMATH3AIINH;

- OMIPENIEIIATh aKTYaJbHBIC YTPO3bI U YSI3BUMOCTH;

- ICTIOJIb30BaTh CKaHEPhl 0€30MaCHOCTH VISl TTOMCKA YA3BUMOCTEH 00BEKTOB
nH(}OpMaATH3AIINN.

Baanern:



- METOJIMKOM OTpe/ieNieHus yrpo3 6e30nacHOCTH HHPOpPMaLINK;

- IPOTPaMMHBIMH CPEACTBAMH aHAIH3a 3aIIUIIEHHOCTH;

- JIOCTaTOYHBIMH 3HAHUSAMH B TEOPUU TECTUPOBAHUSA CUCTEMBI 3aIUTHI
uH(pOpMaIny.

3. O6beM AUCIUTLIUHBI (MOTYJIs).

3.1. O0mas TpyA0€MKOCTb JUCHUILIUHBI (MOYJIS).

OO6mast TPyIOEMKOCTh AUCHUIUIMHBI (MOIyJist) coctaBisier S5 3.e. (180
aKaJIeMUYECKUX yaca(oB).

3.2. O6bem pguctuIUIMHBL (MOAYJsl) B (opMe KOHTAKTHOM pabOThI
oOyyarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMU ©W  (WIM)  JIMIIAMH,
MPUBJIEKAEMBIMU K peaju3alii 00pa30BaTEIbHON MPOrpaMMbl HA UHBIX YCIOBHSIX,
IIPU NPOBEJCHUHN YUE€OHBIX 3aHITHI:

KommaecTBo yacoB

Tun y4eOHBIX 3aHSTHIT
Bcero | Cemectp Ne9

KonrtaktHas paboTa mpu npoBeneHIH YUeOHBIX 3aHATHH (BCETO): 80 80
B ToM uncre:

3aHATHUS JEKIIHOHHOTO THUIIA 48 48
3aHATHSA CEMUHAPCKOTO TUMA 32 32

3.3. O6beM auCHMIUIMHBI (MOAYJsi) B (opMe CaMOCTOATENbHOU pPabOThI
oOyuarommxcsi, a Takxke B (¢opMe KOHTAKTHOM pabOThl OOydYaromuxcs C
nearoruaeckKuMu paboTHUKAMHU U (WITH ) JIUIIAMU, IPUBIIEKAEMBIMH K peau3aiiu
oOpa3oBaTeNnpHON TpOrpaMMbl HAa HWHBIX YCIOBHUSX, TIPU  MPOBEICHUU
IPOMEKYTOUHOM aTTectanuu coctapisier 100 akagemuyeckux yaca (0B).

3.4. ITpu oOy4eHnH 0 UHAUBUAYAJIBHOMY YYEOHOMY ILJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM O0y4eHHH, 00bEeM NUCIUIUIMHBI (MOIYs1) MOXKET ObITh peaiu30BaH
MOJIHOCTBIO B (POpME CaMOCTOSITENBHOU padOThl 00yYaroIuXcs, a Takxke B (hopme
KOHTAaKTHOM PabOThl 00ydYaroOIUXCs C MEAaroruuecKuMu pabOTHUKaMH U (MJIN)
JUIAMH, TIPUBJIEKAEMbIMH K pealiu3allii 00pa30BaTeIbHON MPOrpaMMbl Ha MHBIX
YCJOBHSIX, TPU MPOBEAECHUN IPOMEKYTOUYHON aTTECTALIMH.

4. ConepxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.




/o

Temaruka TEKIIMOHHBIX 3aHATHH / KpaTKOE COJepKaHUE

OcCHOBHBIE TIOHATHS 3aIUTHI HH(HOPMALIUN
PaccmarpuBaembie BOIIPOCHL:

- IIOHSITHE YSI3BUMOCTH,

- 0OBEKTHI 3aIIUTEHI,

- CBOWCTBa U JOCTYI K HH(pOPMAIHH,

- BU/IBI 3aIIUTHI HHPOPMAINY;

- LIeJIb ¥ CPEJICTBA 3AIUTEL;

- (paKTOpEI, BO3ACHCTBYIOMHNE HA OE30MTaCHOCTb.

Yrpo3bl HHPOPMAIIMOHHOM 0€30aCHOCTH
PaccMaTprBaeMble BOTIPOCHI:

- KJIacCH()MKAIUs ¥ UCTOYHUKHU YIPO3,

- 9Tambl U CIOCOO0BI JocTyna K pecypcam UC,

- BUJIBI YTPO3, OCHOBHBIC yrpo3sl 1C;

- METO/Ibl PeaIU3aLUH yrpo3.

PazpaboTka nuHaMHYECKUX CaliTOB
PaccMaTprBaeMble BOTIPOCHI:

- cpena pazpabdotku Node.js,

- MOJYJIH,

- MPOMEXKYTOYHOE MPOrPaMMHOE 00eCIIeUeHNE;
- DKCIOPT U3 MOAYJIEH.

Pa3paboTka TuHaMUYECKHX CaliTOB
PaccmaTtpuBaeMble BOIIPOCHI:

- I1a0JIOH TOKyMEHTa M MIa0JIOHM3aTOPBI,
- GET u POST 3anpocsl,

- MapUIpyTH3ALHS;

- CTaTUYECKHE PECYPCHI.

PazpaboTka nuHaMHUECKUX CaiTOB
PaccmarpuBaembie BOIIPOCHL:

- TexHojioru AJAX,

- OTIIPaBKa JIaHHBIX (HOPMBI,

- 00paboTKa TaHHBIX Ha CepBepe;

- 00paboTKa OTBETa KIIMCHTOM.

OO61as cuctema OLEHKHU YSI3BUMOCTEN
PaccmarprBaeMble BOIIPOCHI:

HOHATHE YSI3BHMOCTH,

- 6a3a ys3eumoctu CVE,

- 6asza ys3Bumoctu NVD,

- 6asza ys3sumocteit ®CTOK Poccun,

- METPUKHU OLICHKH YSI3BUMOCTEH.

Meroauka anann3sa samumerHoctd kommannu GlobalTrust
PaCCManI/IBaGMLIC BOIPOCHI:

- MCTOJbI UCCIICAOBAHNWA 3alllUIIICHHOCTH,

= 9TaIllbl pa60T I10 aHAJIN3Yy 3alllUIICHHOCTH;

- TCCTUPOBAHUC CUCTEMbI 3allUThI.

OCHOBHBIE YA3BUMOCTHU BCG-HpI/IJ'IO)KCHI/Iﬁ
PaccmarpuBaemble BOIPOCHL:

- Tom-10 yrpo3 6e30macHOCTH;

- KpaTKoe oTMcaHne yrpo3 0ezomacHocTH kiaccoB Al - A10:2025.

Ckanep ys3sumocteit OWASP ZAP

PaCCMa’IpI/IBaGMLIC BOIPOCHI:




/o

Temaruka TEKIIMOHHBIX 3aHATHH / KpaTKOE COJepKaHUE

- CKaHUPOBAHUE CaNTa;
- nHpopManus 00 ysI3BUMOCTH;
- IPOCMOTP CECCHIA.

10

Vsa3sumocTts SQL-uHBEKIIHS.
PaccmarpuBaembie BOIIPOCHL:

- HOHy‘{eHI/Ie HCC&HKI_[PIOHI/IPOBEIHHOFO ,I[OCTyHa
- UI3MEHEHHE NapoJsl AIMUHUCTPATOPA

- METOAbI 3alIITUTHI.

11

Pa6ora ¢ ys3Bumbim npunoskennem JUICE SHOP NodeJS Application
PaccmarpuBaembie BOIIPOCHL:

- CTPYKTYypa NPpUIO0KCHUA;

- 3aITyCK NPUIIOKEHMUS;

- AEMOHCTpalund yH3BHMOCTeI>1.

12

IDOR-ys13BUMOCTD

PaCCManI/IBaeMBIC BOIPOCHI:

- OIIUCAaHUC YA3BUMOCTU,

- yFISBHMLIfI KO HNPUIIOKCHUA

- MO,I[I/I(I)I/IKEII_II/UI KOoJa € ICJIbIO YCTPAaHCHHUA YA3BUMOCTH.

13

O06paboTka ommbdoK

PaccmaTtpuBaeMble BOIIPOCHI:

- OIMUCAHUEC YA3BUMOCTU,

- yﬂ3BHMLII71 KO IPUIJIOKCHUA

- MO,I[I/I(I)I/IKaI_II/IFI KoJa € ICJIbIO YCTPAHCHUS YA3BUMOCTH.

14

VY 93BUMBINA KOMIIOHEHT

PaCCManI/IBaeMBIC BOIPOCHI:

- OIIMCAaHUC YA3BUMOCTU,

- YA3BUMBIN KO IPUIIOKECHMUS;

- MoudUKanKs KOJAa C IEeNbI0 YCTPAaHEHUS YSI3BUMOCTH.

15

Kpunrorpaduueckue coon

PaccmarpuBaembie BOIIPOCHL:

- OIIUCAaHUC YA3BUMOCTU,

- yHSBI/IMHﬁ KO HPUIJIOKCHUS

- MO,I[I/I(I)I/IKaI_II/IH KOoJa € ICJIbIO YCTPAaHCHHUA YA3BUMOCTH.

16

SQL-unbexnus u metosl 3amuTel B JUICE SHOP
PaccmarpuBaembie BOIPOCHL:

- OITUCAHUEC YA3BHUMOCTU,

- YSA3BUMBIH KOJI IPMIIOKEHHUS,;

- MOAM(UKAIHS KOAA C IETbI0 YCTPAHEHHUS YA3BHUMOCTH.

17

Xpanumbiii XSS

PaCCManI/IBaGMLIC BOIPOCHI:

- OIMUCAaHUC YA3BUMOCTU,

- yH3BHMLII7[ KO HPUIIOKECHUA

- MOHI/I(i)I/IKaIII/IH KoJa € IICJIbIO YCTPAaHCHHUA YA3BUMOCTH.

18

HeOe3omacHblii 1u3aiiH

PaccmarpuBaembie BOIPOCHL:

- OIIMCAHHC yHSBHMOCTI/I;

- yHBBHMBIﬁ KO HpI/IJ'lO)KeHI/Iﬂ;

- MOHI/I(I)I/IK&III/IH KoJa € IICJIbIO YCTPAaHCHHUA YA3BUMOCTH.

19

CoOou ayTeHTHDUKAITIT
PaCCManI/IBaGMLIe BOIPOCHI:




TemaTuka JTEKIMOHHBIX 3aHATUHN / KPaTKOE COJIEpKAHNE

n/m
- OITMCaHUueC yﬂSBI/IMOCTI/I;
- yH3BPIMLII71 KO INPUIJIOKCHUA
- MOI[I/I(l)I/IKaIII/DI KoJa C IICJIbIO YCTPAHCHUSA YA3BUMOCTHU.
20 |Hapymenwue nenoctaoctu I10 u manabix. Hebe3omacHas necepuanu3amnus

PaccmarpuBaembie BOIIPOCHL:

- OTIMCAHUE yS3BUMOCTH;

- YSI3BUMBIN KOZ MPHIIOKECHUS;

- Moau(UKaMs KoJa ¢ LEeNbI0 YCTPaHSHHUS YA3BUMOCTH.

21

COowu BeleHUs )KYPHAJIOB M ONIOBEIICHU I
PaccmarpuBaembie BOIIPOCHL:

- OIMUCAHUC YA3BUMOCTU,

- yH3BPIMLII71 KO INPUIIOKCHUA

- MOI[I/I(l)I/IKaIII/IH KoJa C IICJIbIO YCTPAHCHUSA YA3BUMOCTHU.

22

HekoppekTHas 00paboTka UCKIIOYSHHI
PaCCManI/IBaeMBIe BOIPOCHI:

- OITMCaHUuC yﬂSBHMOCTGﬁ;

- yﬂ3BHMLII7[ KO HNPUIIOKCHUA

- MO,I[I/I(I)I/IKEII_II/ISI KOoJa € ICJIbIO YCTPAaHCHHUA YA3BUMOCTH.

23

HekoppekTtHas oOpaboTka npu 3arpyske Qaitnon
PaccmaTtpuBaeMble BOIIPOCHI:

- OIIUCAHUE yA3BUMOCTEH;

- YA3BUMBIN KO IPUIIOKCHMS,

- MO,I[I/I(I)I/IKaI_II/ISI KOoJa € ICJIbIO YCTPAaHCHHUA YA3BUMOCTH.

24

MeToa0n0TuN aHaIK3a 3alUIICHHOCTH. CpCI[CTBa AJId IIPOBCACHNA TCCTUPOBAHUS HA

IIPOHUKHOBCHHEC

PaccmarprBaeMbie BOTIPOCHI:

- TCCTUPOBAHUC HA TPOHUKHOBCHUE;

- ME€TOABI TECTUPOBAHUS,

- poccuiickue u 3apy0OexHble METOUKN TECTUPOBAHHS,
- OTanbl TCCTUPOBAHUA,

- IIOUCKOBBIC CUCTCMBI,

- ckanep-BC.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

[IpakTrueckue 3aHATUS

TemaTuka MpakTUYECKUX 3aHATUNA/KPATKOE COJEPIKAHNE

O1neHka ya3BUMOCTEN

B PE3YJIbTATC MPAKTUYCCKOI'O 3aHATHUA CTYACHT I1OJ1y4acT HABbIK OLICHKU yHSBHMOCTCﬁ IO CTaHAapTy

CVSS

Cpena pa3zpabotku BeO-npuiioskeHuit Node.js

B PEIYIBTATE MPAKTUYECKOI'O 3aHATHUA CTY ACHT IMOJIyYacT HaBBIK pa3pa6OTKI/I IIPUIIOKECHUA B CUCTEME

Node

Pa3paboTka KJIMeHTCKOI yacTH BeO-TIPUIIOKEHUS

B PE3YJIbTATC MPAKTUYCCKOI'O 3aHATHUA CTYACHT I1OJy4YacT HABbIK pa3pa60TKH KJIMEHTCKOM 4acTH

npuiokeHus Ha s3bike JavaScript u HTML




TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE

Pa3paboTka cepBepHOI 4acTH BEO-TIPHIIOKEHHS
B pesyiibTaTe MpakKTHYECKOTO 3aHSTHS CTYICHT MIOJTyYaeT HAaBbIK pa3paboTKU CEPBEPHON 4acTH
MPUJIOKEHUs Ha s3bike JavaScript B cpene Node

Cxkanep ysazsumocteit OWASP ZAP

B PE3YJIbTATC MPAKTUYCCKOI'O 3aHATHUA CTYACHT IMOJIy4acT HaBbIK pa6OTLI CO CKaHEpOM yf[3BPIMOCTeI71,
ITOMCKa OCHOBHBIX in3BHMOCTeI>i C UCIIOJIb30BAHUEM CKaHEpa

Va3zsumoe npuioxenne JUICE SHOP

B pesynbpTaTte mpakTHYECKOro 3aHATHS CTYACHT MOTy4YaeT HaBbIK ONPECICHNUS ysI3BIMBIX MECT B BEO-
MPUIIOKECHUH

Okcrutyaranus u ycrpanenue ysa3sumoctu Al npunoxenus JUICE SHOP
B PE3YJIbTATC MPAKTUYCCKOI'O 3aHATHUA CTYACHT I1OJIy4YacT HaBbIK BBIINIOJIHCHUA 3alIPpOCOB,
OKCIIYaTUPYIOIUX UMCIOIINECA YA3BUMOCTHU BeG-HpI/IHO)KeHI/Iﬂ

Dkcrutyaranus u ycrpanenue yszsumoctu A2 npuinoxenust JUICE SHOP
B PE3yabTaTC NPAKTUYCCKOIO 3aHATHUA CTYACHT MOJYYAacT HABBIK BBIMIOJIHCHHNA 3aIlIPOCOB,
OKCITYAaTUPYIOIHUX UMCIOIIHNECA YA3BUMOCTHU B€6'HpI/IJ'IO)KeHI/I$I

Dkcrutyaranus u ycrpanenue yszsumoctu A3 npuioxenust JUICE SHOP
B PEIYIbTATC MPAKTUYCCKOI'O 3aHATHUA CTYACHT IMOJIYyYacT HaBbIK BBIIIOJIHCHUA 3alIPpOCOB,
OKCIUTYaTUPYIOIUX UMECIOIHNCCA YA3BUMOCTHU BeG-HpI/IHO)KeHI/IH

10

Okcmutyarauus u ycrpaienue ys3suMmoctd A4 npunoxxenus JUICE SHOP
B PEIYIbTATC MPAKTUYCCKOI'O 3aHATHUA CTYACHT IMOJIYyYacT HaBBIK BBIIIOJIHCHHUA 3alIPpOCOB,
OKCITYaTUPYIOIHUX UMCIOIIHNECA YA3BUMOCTHU B€6'HpI/IJ'IO)KeHI/I$I

11

Dkcrutyaranus u ycrpanenue yszsumoctu AS npuinoxenus JUICE SHOP
B PE3yabTaTC MPAKTUYCCKOI'O 3aHATHA CTYACHT IMOJIYy4acT HABBIK BBIIIOJHCHUA 3alIPOCOB,
OKCIUTYaTUPYIOIUX UMCIOIIHNECA YA3BUMOCTHU B€6'HpI/IJ'IO)KeHI/I$I

12

OKculyarauus U ycrpaienue ys3suMmoctu A6 npunoxenus JUICE SHOP
B PEIYIbTATEC MPAKTUYECKOI'O 3aHATHUA CTYACHT IMOJIYyYacT HABBIK BBIMTOJHCHHUSA 3alIPpOCOB,
OKCILUTYaTUPYIOIIUX UMEIOIUECA YA3BUMOCTH Be6-HpI/IHO)KeHI/I$I

13

Dkcrutyaranus u ycrpaneHue yszsumoctu A7 npunoxenust JUICE SHOP
B PE3YyJIbTAaTC MPAKTUYCCKOI'O 3aHATHUA CTYACHT I1OJIYyYacT HABBIK BBIIIOJHCHUSA 3alIPOCOB,
OKCITYaTUPYIOIHUX UMCIOIINECA YA3BUMOCTHU BC6'HpI/IHO)KGHI/I$I

14

Dkcrutyaranus u ycrpaneHue yszsumoctu A8 npunoxkenust JUICE SHOP
B PEIYIBbTATEC MPAKTUYECKOI'O 3aHATHUA CTYACHT IMOJYYacT HaBBIK BBITIOJTHEHUA 3aITPOCOB,
OKCILUTYaTUPYIOIIUX UMEIOIUECA YA3BUMOCTH Be6-HpI/IHO)KeHI/I$I

15

Okcmutyarauus u ycrpaneHue ys3suMmoctd A9 npunoxenus JUICE SHOP
B PEIYIBbTATE MPAKTUYECKOI'O 3aHATHUA CTYACHT IMOJIYy4YacT HaBBIK BBIIIOJIHCHHUA 3alIPpOCOB,
OKCITYaTUPYIOIHUX UMCIOIIHNECA YA3BUMOCTU B€6'HpI/IHO)KGHI/I$I

16

Okcruryaranus u ycrpaneHue yszsumoctu A 10 npunoxenust JUICE SHOP
B PE3YyJbTAaTC MPAKTUYCCKOI'O 3aHATHUA CTYACHT I1OJIy4YacT HABBIK BBIIIOJHCHUSA 3alIPOCOB,

OKCIUTYaTUPYIOIUX UMCIOIIHNECH YA3BUMOCTHU B€6'HpI/IJ'IO)KeHI/I$I

4.3. CamocrosiTenbHas paboTa 00y4aromImuxcsl.

Bun camocrositensHoil paboTh

Nzyuenne noxymenrtanuu no Node.js, OWASP ZAP, JUICE SHOP

Ananus u JOIIOJIHUTCIIbHAasA npopa60TKa JICKOIMOHHOT'O MaTCpuraia

IIoarororka k MMPaKTUYICCKUM 3aHATUAM




Ne Bun camocrosiTensHO#M paboThI
n/m
4 |M3yuenue yueOHOI TUTEpaTyphl U3 MIPUBEICHHBIX HICTOUHUKOB
5 |BrlnosHEeHHE KypCcOBOIO MPOEKTA.
6 | BeimonHeHue KypcoBoi paboTHI.
7 | IloaroroBka K MpoOMeKyTOYHON aTTECTALIUU.
8 | IloaroroBka K TeKyLIeMy KOHTPOJIIO.

4.4, [TpumepHbIH NepeueHb TEM KypPCOBBIX padboT

Peanm3oBath ys3BUMOE BEO-TIPHIOKEHHWE W PEIICHUE TI0 YCTPaHEHHUIO
ysi3BUMocTel. [lpuiioxkeHue mODKHO coAepKaTh HaAOO0p ySA3BUMOCTEW U3
CJIEIYIOIIETO CIKCKA COMIACHO MHANBUYAIbHOMY 3aaHUIO:

AO01 — Broken Access Control (Hapymienue KOHTpOJIst JOCTYyTIA)

A02 — Security Misconfiguration (OmmOku koHpUTYpary 6€30MacHOCTH)
A03 — Software Supply Chain Failures (Coou B niernouxe nocraok [10)
A04 — Cryptographic Failures (Coou B kpuntorpahudeckoi 3anure)

AO05 — Injection (Muabekuun)

A06 — Insecure Design (Hebe3omacublii qu3aiiH)

AO07 — Authentication Failures (COou B ayTeHTU)UKAIIAN)

A08 — Software or Data Integrity Failures (Hapymenus nemoctaoctr [10 nmm
JAHHBIX)

A09 — Security Logging and Alerting Failures (COon BeneHus XypHAJIOB U
OTIOBEIIICHUI )

A10 - Mishandling of Exceptional Conditions (HexoppekTHas oOpaboTtka
UCKITIOYUTEILHBIX CUTYaITUH )

5. Ilepedenr wu3maHWi, KOTOPbIE PEKOMEHAYETCS HCIOIb30BaTh MpHU
OCBOEHUU JUCUUIUIAHBI (MOAYJIA).

11\/&;)1 bubnunorpaduueckoe onucanue Mecto noctyna
1 | HaBenoBckuii M.A. Pa3paboTka BeO- https://www.elibrary.ru/item.asp?id=45603698
cepBHCOB: YuebHoe nmocobue. — M.: PYT (mata obpamenus: 06.06.2026). - Teker:
(MUUT), 2020. — 111 c. SIEKTPOHHBIIA.
2 Huorenec 10O. , O3kaiis O. https://reader.lanbook.com/book/131717#4
Ku6ep6e30macHOCTh. CTPATErus aTak u (nata obpamenus: 06.06.2026). - Tekct:
3JIEKTPOHHBI.




o0oponsl. - M3natensctBo "/IMK Ilpecc",
2020. - 326 c. ISBN: 978-5-97060-709-1

3 | deBuc P. MckyccTBO TeCTUpOBaHUS HA https://reader.lanbook.com/book/241076 (nata
NPOHUKHOBEHHME B CETh. - M3/1aTebCTBO oOpamenus: 06.06.2026). - Tekcr:
"JIMK Ilpecc", 2021. - 310 c. ISBN: 978-5- 3NIEKTPOHHBIH.
97060-529-5

6. IlepeueHb COBpEMEHHBIX TMPOPECCHOHANBHBIX ©0a3 MaHHBIX U
WH()OPMAITMOHHBIX CIIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJB30BAaThCS MPHU
OCBOCHUU JUCHUIUIAHBI (MOAYJIA).

- Hayunas anextponnas 6uonmoreka (http://elibrary.ru)

- DnexkTpoHHO-0MOIMoTeYHass cucreMa HayuHo-TexHHUYecKoN OMOIMOTEKH

MUUT (http://library.miit.ru)

- Bukunenus (https://ru.wikipedia.org)

- Marepuassl 1o ”HGOPMALIMOHHBIM TEXHONOTUAM (WwWw.citforum.ru)

- Caiit Node.js (https://nodejs.org/en/)

- PyxoBoactBo no ncnones3oBanuto JUICE SHOP ¢ onucannem nMmeromuxcs

ys3BumocTteit (https://owasp.org/www-project-juice-shop/ )

7. llepedyeHb  JHUIIEH3UOHHOTO U  CBOOOJHO  PaCHpPOCTPAHSIEMOIO
IpPOrpaMMHOr0 OOecCreYeHusi, B TOM YHCJIE€ OTEUYECTBEHHOrO IPOU3BOJICTBA,
HEO0OXOIMMOTrO /111 OCBOCHMS JUCIUTIIIUHBI (MOYJIs).

- A3b1k mporpammupoBanus JavaScript

- Ilporpammnas tuarpopma Node.js (mumensus X11, cBoGogHO-
pacmpoctpansiemoe [10)

- Ckanep ys3sumocteit OWASP ZAP (https://www.zaproxy.org/download)

- GitHub. Juice Shop (https://github.com/juice-shop/juice-shop )

8. OmnucaHue MaTepuaJIbHO-TEXHUYECKOW 0a3bl, HEOOXOAUMOM it
OCYIIECTBJICHHUSI 00pa30BaTEILHOTO MPOIecca MO AUCIUTITHHE (MOIYIIIO).

- VYdeOHas ayauTopus IJisi TPOBEACHHS 3aHSITHU JICKIIMOHHOTO THIIA,
NPaKTUYECKUX 3aHATUM, 1a00pPaTOPHBIX PaldOT.

- AynuoBu3yaiabHOE 000pyIOBAHHUE ayAUTOPUH.

- APM ympaBisroniui, 1Jisi BEIBOAa U300payKeHUsI Ha SKpaH JJisl CTYJEHTOB.

- AKyCcTH4Y€ECKasi CUCTEMA.

- Mecto a1 npenoiaBaresis, OCHAIEHHOE KOMITBIOTEPOM.

- IEPCOHATbHBIC KOMITBIOTEPHI, MOHUTOPBI, TPUHTEP, JOCKa yueOHasl.

- Aynutopus noakirodeHa k uatepaery PYT(MUNT).



9. ®opma MPOMEKYTOUHOM ATTECTALINU:

3aueT B 9 cemectpe.
Kypcosas padota B 9 cemectpe.

10. OueHouHBIE MaTEpHUAIBI.

OreHOYHBIE MaTepUANIbl, TPUMEHSIEMBIE TIPU MPOBEACHUH TPOMEKYTOUHOM
aTTecTaluu, pa3pabaThIBalOTCS B COOTBETCTBUU C JIOKAJIBHBIM HOPMATHBHBIM
aktoM PYT (MUUT).



ABTOpBI:

JIOLICHT, IOIEHT, K.H. Kadeapbl
«BbruncnurenbHbIE CUCTEMBI U

KBAHTOBBIE KOMMYHUKALIUW M.A. [1aBbI1OBCKUI
CoriacoBaHo:
3aBenyromuii kadeapoit BCCullb b.B. XKenenkon

[Ipencenarens yueOHO-METOUUECKOM
KOMHCCHUU H.A. AunpusinoBa



