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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

[enstMu OCBOCHHMSI TUCITUTUTMHBI (MOJTYJISI) SIBIISTFOTCS:

- W3YyYCHHE METOJOB W TPOTPAMMHBIX CPEACTB JUIS aHAIHM3a 3allUuThI
uHbopMaIuy;

- M3y4YEHHUE OCHOBHBIX YSI3BHUMOCTCH OOBEKTOB HH(OpPMATH3AIMK W YIpO3
0Ee30ITaCHOCTH;

- I3yYCHHE METOJIOB aHaJIN3a 3alIUIIICHHOCTH HH(MOPMAIIMOHHBIX CHCTEM;

- U3YYCHHE METOJIOB TECTUPOBAHHS CHCTEMBI 3aIIIUTHI;

- I3YYCHHE CPEJICTB aHAIM3A 3AIIUIICHHOCTH 00BEKTOB HH(pOpPMATH3AIIHH.

3amayamMu OCBOCHUS JUCIMILTAHBI (MOJTYJIs) SIBJISIFOTCSI:

- pa3paboTKa METOOB 3alIUThI TPOTPAMMHBIX CUCTEM OT YS3BUMOCTEH;

- MPOEKTUPOBAaHUE  MPOrPAaMMHOTO  OOECMeYeHUs,  CIOCOOHOTO
MPOTUBOCTOSITh YyTpo3aM 0€30MaCHOCTH;

- IPOBEJICHUE aHAIN3a 3aUIIEHHOCTH TPOrPAMMHOI'0 KOMILIEKCA.

2. [Inanupyemsble pe3ysbTaThl 00y4YEeHHUs 110 AUCIUIUIMHE (MOAYJIIO).

[lepeuenb ¢GopmMupyemMbiX pe3ylbTaTOB OCBOCHUS 00pa3oBaTeIbHOU
nporpaMmbl (KOMIETEHIMI) B pe3yJIbTaTe O0y4eHUsI 110 AUCHUILIMHE (MOYJIIO):

IIK-4 - CnocoOHOCTH TPOBOJUTH AKCIIEPUMEHTAIBHBIE HCCIICOBAHUS
3aIUIIEHHOCTH OOBEKTOB C MPUMEHEHHWEM COOTBETCTBYIOIUX (PU3NYECKUX H
MaTeMaTHYECKHX METOJ0B, TEXHHUYECKUX M MPOrPAMMHBIX CpPEICTB 00pabOTKH
PE3YyJIbTATOB SKCIIEPUMEHTA.

OOyueHue 1Mo JUCIUTLIMHE (MOJTYITIO ) TIPEIIoIaraeT, 4To 1Mo ero pe3yibTaTaM
oOyuaromuiicst Oyier:

3HaTh:

- OCHOBHBIE TEPMUHBI U OTpe/iesieHus HHPOPMAIMOHHOM 0€30MacHOCTH;

- METObI aHAJTN3a 3AMUIIEHHOCTH HH(POPMAIIUKA OT BHENTHUX U BHYTPECHHUX
HapYIIUTENICH, 3alUIIIEHHOCTH BeO-NPUI0KEHUHN 1 0a3 TaHHBIX.

Ymerhb:

- OTIPE/IEISTh BHEIIHNE ¥ BHYTPEHHHE YIPO3bl 0€301MacHOCTH HH(pOpMaIuy;

- OLICHUBATh CTEINCHb 3aLIUIEHHOCTH 00beKTa MH()OPMATH3AIIHH;

- OTIPEJIEIIATh aKTyaJIbHbIE YIPO3bl U YSI3BUMOCTH;

- HCII0JIb30BaTh CKaHepbl O€30MaCHOCTH ISl TIOUCKA YSA3BUMOCTENH 00BEKTOB
uH(pOpMaTU3aLIUN.

Baangern:
- METOJIUKOM ompeiesieHusl yrpo3 6e30macHOCTU UHGOpMaIUK;



- IPOrPaMMHBIMU CPEJICTBAMH AHAJIM3A 3AIIUILIEHHOCTH;
- JIOCTaTOYHBIMM 3HAHUSMH B TEOPUM TECTHUPOBAHUSA CHUCTEMBI 3aIUTHI
uH(popMauu.

3. O0beM TUCHUIUTMHBI (MOJTYJIS).

3.1. O6mas Tpy10eMKOCTb JUCIHUIUIMHBI (MO IS ).

OO0mast TpyHOEMKOCTh AUCIUIUIMHBI (MOJyJis) coctaBiser 6 3.e. (216
aKaJeMHUYeCcKuX yaca(oB).

3.2. OO0vem mucuuIIMHBL (MOAynsi) B (OpMe KOHTAaKTHOM paboOThI
oOyyaromuxcsi ¢  MeJaroruieckuMu  paboTHUKaMU ©  (WIM)  JIUIAMH,
IPUBJIEKAEMBIMU K peajn3aluy 00pa3oBaTeIbHON IPOrpaMMBbl Ha UHBIX YCIIOBUSX,
IPU MPOBEJECHUHN YUEOHBIX 3aHITHI:

KomnuectBo yacos

Tum yaeOHbBIX 3aHATHI
Bcero | Cemectp Ne2

KonTtaktHas paboTa mpu npoBeIeHNH yIeOHBIX 3aHATHH (BCET0): 48 48
B ToMm uncre:

3aHATHUSA JIEKIIUOHHOTO THUIA 32 32
3aHsATHSI CEMUHAPCKOTO THIIA 16 16

3.3. O0beM aUCHUIUIMHBI (MOIyJisg) B (opmMe caMOCTOSITENbHOW padoThI
oOyyaromuxcs, a Takxke B (QopMe KOHTAKTHOM pabOThl OO0ydYarOIIUXCS C
nearoruaeckuMu paboTHUKAMH U (WIJTH) JIUIIAMU, TIPUBJICKAEMBIMH K peaTu3aiiu
oOpa3oBaTeIbHOM TpOrpaMMbl Ha HWHBIX YCIOBUSIX, TIPH TPOBEICHUU
MPOMEKYTOUHOM aTTeCTalNK cocTaBisieT 168 akageMuueckux yaca (0OB).

3.4. Ilpu oOy4eHnH 10 MHAUBUAYATFHOMY YIYEOHOMY TIJIaHY, B TOM YHCIIE TPU
YCKOPEHHOM 00yY€HHUH, O0BEM JUCIUIUIMHBI (MOJYJIs1) MOXKET ObITh peaan30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITeNIbHOM paboThl oOyJaroumxcs, a Takke B hopme
KOHTaKTHOW PabOThl 00ydalOIUXCsl ¢ MEAarorudeckKuMu pabOTHUKAMH U (WJIH)
JUIAMU, TIPUBJIEKAEMBIMH K pPeasu3aIliu 00pa30oBaTEIbHON MPOTrpaMMBbl HA HHBIX
YCJIOBHSIX, TIPH MIPOBEJCHUHU TIPOMEKYTOUYHOUN aTTECTAIINH.

4. ConepxkaHue JUCHUIUIAHBI (MOIYJIA).

4.1. 3a"HaTH TEKIIMOHHOTO THUIIA.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

OO6mrast cucTema OIIEHKH YSI3BUMOCTEH
PaccmatprBaeMbie BOITPOCHL:

MOHSTHE YA3BHMOCTH,

- 6a3a ys3Bumoctu CVE,

- 6a3za ys3BuMoctu NVD,

- 6asa ysa3Bumocteit ®CTIK Poccuu.

Meronuka a"anu3a 3amumesaoct kommannu GlobalTrust
PaccmatpuBaeMbie BOTIPOCHL:

- METOAbI NCCJIICAOBAHNUA 3alIUIIICHHOCTH,

- 3TaIllbl pa60T 10 aHAJIN3Yy 3alIUIICHHOCTHU;

- TCCTUPOBAHUC CUCTCMBbI 3allIUThI.

Ckanep ysazBumocteit OWASP ZAP
PaccmaTpuBaeMble BOIIPOCHL:

- CKAaHUPOBAHUE CANTa;

- nHdopmanus 00 ysI3BUMOCTH;

- IPOCMOTP CECCUil.

Va3zsumocts SQL-BHenpenue. CiocoObl BHeapeHus. 3amura ot SQL-BHeapeHus
PaCCManI/IBaGMBIG BOIPOCHI:

- [IOJIYYCHUC HCCAHKIIMOHUPOBAHHOI'O A0CTYyIIa

- UIBMCHCHMUC MapoJjid aAIMUHUCTPATOPA

- MCTO/JbI 3allIUThI.

Pabota ¢ ysa3BumbIM npuioskeHrneM Damn Vulnerable NodeJS Application
PaCCManI/IBaeMI)Ie BOIIPOCHKHI:

- CTPYKTYpa NPpUIOKEHHUS;

- 3aIyCK NPUIIOKECHMUS;

- IEMOHCTpaLUs YI3BUMOCTEH.

SQL-BHenpenue B mpmioxeHud DVNA 1 MeTOIbI 3aIUTHI
PaCCManI/IBaeMLIe BOIPOCHI:

- OIMMCAaHUEC YA3BUMOCTU,

- yfIBBHMLIfI KOJI IPUJIOKCHUA

- Moau(UKAIHUs KOZA C IEJbI0 YCTPAHCHUS YI3BUMOCTH.

Henocrarku ayrentudukanun. HebesonacHslil coOpoc maposis
PaccmaTprBaeMble BOTIPOCHI:

- OITUCAHUE YA3BUMOCTH,

- yH3BHMBII>i KO TPUJTIOKCHHA

- MOHI/I(l)I/IKaHI/ISI KOoJa € ICJIbIO YCTPAaHCHUA YA3BUMOCTH.

Pazrnamenue KOH(pI/I)ICHI_II/IaHBHLIX JAHHBIX
PaccmatpuBaembie BOMPOCHI:

- OTMCaHUE ySI3BUMOCTH;

- YSI3BUMBIN KOJT IIPHIIOKEHIS,;

- Momu(UKAIHS KO C IEeTBI0 YCTPAHCHUS YSI3BUMOCTH.

Buemnune cynaoctn XML (XXE)

PaccmarpuBaeMsble BOIpoCHL:

- OIIUCAHUE yA3BUMOCTH;

- YSI3BUMBII KOJ IIPUJIOKECHHUS;

- MoaudUKaIMs KOJia C LeJIbI0 YCTPaHEHHUs! YSI3BUMOCTH.

10

Henocratku KOHTpOJIs qocTymna
PaccmaTtpuBaemMbie BOITPOCHI:
- OITUCAHUEC YA3BUMOCTH,




TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

n/m
- YS3BUMBIN KOJ| TIPHITOKEHIS,
- Momu(UKAIS KO C IEeTBI0 YCTPAHCHHUS YSI3BIUMOCTH.
11 |HekoppekTHas HacTpoiika mapaMeTpoB 0€301acCHOCTH

PaccmarpuBaeMble BOIPOCHI:

- OIIUCaHUE YSA3BUMOCTH;

- YSI3BUMBII KOJ IIPUIIOKCHHUS;

- MoaudUKaIHs KoJia C LeNbI0 YCTPaHEHHUs! YSI3BUMOCTH.

12

MexcallTOBOE BBIIIOJHEHUE CLIEHAPUEB
PaCCManI/IBaCMBIG BOIPOCHI:

- OIMMCAaHUC YA3BUMOCTU,

- yfIBBI/IMBIﬁ KO TIPUJIOKCHUA

- MO}_'[I/I(l)I/IKaHI/ISI KoJa € ICJIbIO YCTPAaHCHUA YA3BUMOCTH.

13

Hebe3onacHas necepuanuzanus
paCCManI/IBaeMI)Ie BOIIPOCHKHI:

- OIMMCAaHUEC YA3BUMOCTU,

- YSI3BUMBIN KOJ NPUIOKECHHUS;

- Moau(UKAIS KO C IETBI0 YCTPAaHSHUS YA3BHMOCTH.

14

Hcnons30BaHne KOMIIOHEHTOB C H3BECTHBIMU YA3BUMOCTAMU
PaccmarpuBaembie BOIpPOCHL:

- ONUCaHMe ySA3BUMOCTEM;

- YSI3BUMBIN KO/ MIPUIIOKECHHUS;

- Moau( UK KO C b0 YCTPAHCHUS YA3BUMOCTH.

15

Henocrarku xypHanupoBaHus © MOHUTOPHHTA
PaccmaTpuBaemble BOTIPOCHI:

- ONIMCaHME ySA3BUMOCTEM;

- YSI3BUMBIN KOJ| IPUIIOKEHMUS,;

- Moau(UKAIMS KOJa C LEJbI0 YCTPaHEHHUS YSI3BUMOCTH.

16

MGTOJIOJ'IOFI/II/I daHaJIM3a 3alllUIIICHHOCTH. CereBble CKaHCPbI 0e30IacCHOCTH
PaccmatpuBaembie BOMPOCHL:

- TECTUPOBAHUE HA MPOHUKHOBEHUE;

- poccuiickue U 3apyOe)KHbIC METOAUKH TCCTUPOBAHHMS,

- 3Tanbl TECTUPOBAHUS.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

[IpaxkTrueckue 3ausaTUs

/11

TemaTrka MpakTUIECKUX 3aHATHI/KPATKOE COJIEpKaHUE

Omnenka ysa3BUMocTen

B pesynbraTe npakTHYECKOro 3aHSTHS CTYACHT MOJIy4aeT HaBbIK OLIEHKH YSI3BUMOCTEH 110 CTaHIapTy
CVSS

Ckanep yszBumocteit OWASP ZAP

B pesynbraTe mpakTHYECKOT0 3aHATHS CTYAEHT MOJTydaeT HaBbIK PabOTHI CO CKAHEPOM YSI3BIMOCTEH,
TIONCKA OCHOBHBIX ySI3BUMOCTEH C MCIIOJIB30BAHUEM CKaHepa

Okciutyaranus u ycrpaneHue ys3suMoctd Al u A2 npunosxenus JUICE SHOP




n/n

TemaTHka MPaKTHYECKUX 3aHATHI/KPaTKOE COIEep KaHNe

B pesynbraTe mpakTHUECKOro 3aHATHS CTYACHT IOIy4aeT HaBbIK BBITOJHEHUS 3aIIPOCOB,
SKCIUTYaTHPYIOIINX UMEIOLINECS YSI3BUMOCTH BEO-TIPHIIOKEHUS, U METO/l YCTPaHEHHS YA3BUMOCTEH

Okciutyaranuus u ycrpanenue ysa3suMoctd A3 u A4 npunosxenus JUICE SHOP

B PEIYIbTATE MPAKTUYCCKOT'O 3aHATUA CTYJACHT NTOJY4Ya€T HAaBbIK BBIIIOJTHECHUS 3alIPpOCOB,
OKCILTYaTUPYIOIUX UMECIOMIUEC YA3ZBUMOCTHU Be6-HpI/IJ'[O)KCHI/I$[, U METOJ YCTPpaHCHUA yHSBHMOCTeﬁ

Okcrutyaranus U ycrpanenue yszpumocta AS npuioxenus JUICE SHOP

B PE3yabTaTC MPAKTUICCKOT'O 3aHATUA CTYACHT NOJYHAaCT HABbIK BLIITIOJTHCHUSA 3alIPOCOB,
SKCITYAaTUPYIOIUX UMCIOIIHNECS YA3BUMOCTHU BC6-HpI/IJ'IO)I(GHI/I$I, 1 MCETOA YCTPAHCHUA yHBBI/IMOCTCﬁ

Okciutyaranus u ycrpanenue yszsuMmoctu A6 npunoxenus JUICE SHOP

B PEIYIBbTATE MPAKTUYCCKOT'O 3aHATUA CTYACHT NOJIYYa€T HABbIK BBITIOJTHEHW 3aIIPOCOB,
OKCILTYaTUPYIOIUX UMECIOMIHUEC YA3BUMOCTU Be6-HpI/IJ'[O)KCHI/I$[, U METOJ YCTPpaHCHUA yHSBHMOCTeﬁ

Okcruryaranus U ycrpanenue ys3pumocta A7 u A8 npunoxxenus: JUICE SHOP

B PE3yabTaTC MPAKTUICCKOT'O 3aHATUA CTYACHT NOJYHAaCT HAaBbIK BLIIIOJTHCHUA 3alIPOCOB,
SKCITYAaTUPYIOIUX UMCIOIIHNECS YA3BUMOCTHU BC6-HpI/IJ'IO)I(GHI/I$I, 1 MCTOA YCTPAHCHUA yHBBI/IMOCTCﬁ

Okciuryaranus u ycrpaneHue ys3BuMoctd A9 u A10 npunoxenus JUICE SHOP

B PE3YIBTATE MPAKTUYCCKOT'O 3aHATUA CTYACHT NTOJTY4Ya€T HABBIK BBITIOJTHECHUS 3aITPOCOB,
OKCILTYaTUPYIOIUX UMCIOIIHUEC YA3BUMOCTHU Be6—npun0>1<em/m, U METOJ YCTPpaHCHUA yH3BHMOCTeI>'I

4.3. CamocrosiTenbHas padoTa 00y4daroInXCs.

n/

Buna camocrosTensHOM paboThI

HOZIFOTOBKa K IPaKTUYCCKUM 3aHATHAM

N3ydenue yueOHON aUTEpATYPhl U3 MPUBEICHHBIX HUCTOYHUKOB

BeimoHeHne KypcoBoii paObOTHI.

IloaroroBka k HpOMC)KyTO‘-IHOﬁ aTTeCTalu.

gl | W] N -

[ToaroroBka k TeKyIiemMy KOHTPOJIIO.

YA3BAMOCTEM.

4.4. ITpumepHbIN TIEpeueHb TeM KypPCOBBIX PabOT

Peasm3oBarh ys3BUMOE BEO-NIPHIIOKEHHWE M PEIICHUE 10 YCTPAHCHHIO

CIICAYOOICTO CIIMCKA COINIaCHO MHAWBUAYAJIbHOMY 3a1aHUTO!

1. Al-Buenpenue

2. A2-HenocraTku ayTeHTU(DUKAITUH

3. A3-Pasrnamenne koHGUACHIMATBHBIX JaHHBIX
4. A4-Buemnue cynaoctd XML (XXE)

5. A5-Henocratku KOHTpOJIS AOCTYyIIA

[TpunoxxeHne MOOMKHO coAepX aThb HAOOp YI3BUMOCTEH U3



6. A6-HexoppekTHast HacTpou?ka rmapameTpoB 0€30MMacHOCTH

7. A7-Mexcan?ToBO€ BBITIOJIHEHHE clieHapueB (XSS)

8. A8-Hebe3omacHas neceprann3amus

9. A9-Mcnonb30BaHre KOMIOHEHTOB C U3BECTHBIMH YS3BUMOCTSIMU

10. A10-HenocraTku >KypHAJIMPOBAHUS U MOHUTOPUHTA

5. llepeueHp wu3HaHUN, KOTOpBIE

OCBOEHUHU JTUCIUIUTHHBI (MOTYJIS).

PEKOMEHAYETCSl HUCIOJIb30BaTh IIPHU

Ne
i bubnuorpaduueckoe onucanue Mecro nocryna
1 HasbioBckuit M.A. Pa3paboTka BeO- https://lwww.elibrary.ru/item.asp?id=45603698

cepBuCcOB: YueOHoe mocobue. — M.: PYT
(MHUUAT), 2020. - 111 c.

(mara obpamenns: : 17.03.2025). - TekcT:
3JIEKTPOHHBIH.

2 | Huorenec 1O. , O3kaiis 3. https://reader.lanbook.com/book/131717#4
Kub6ep0Oe30nacHoCTb. CTpaTerus atak 1 (nara obpatenus: : 17.03.2025). - Texer:
06opoHsL. - M3narenscrso "JIMK IIpecc”, | 2/CKTPOHHBIM.

2020. - 326 c. ISBN: 978-5-97060-709-1
3 HpBuc P. UckyccTBO TecTUpOBaHUs Ha https://reader.lanbook.com/book/241076 (nata

IMPOHUKHOBCHHUC B CCTh. - H?:ZIaTeJII)CTBO

obpamenus: : 17.03.2025). - Tekcer:

"JIMK Tlpecc", 2021. - 310 c. ISBN: 978-5- | CKTPOHHBIiA.
97060-529-5
6. IlepeueHb COBpEMEHHBIX MPOQPECCHOHATBHBIX 0a3 MaHHBIX U

I/IHCI)OpMaI_II/IOHHBIX CIIpaBOYHbBIX CHUCTCM, KOTOPBLIC MOI'YyT HCIIOJIB30BATHCA IIPU

OCBOEHUHU JTUCIUIUIMHBI (MOJTYJIST).
- Hayunas snextponnas 6ubnuoreka (http://elibrary.ru)

- DJIeKTPOHHO-OMOIMoTeYHass cucTeMa HaydHo-TexHUuYeckoil OuOIMoTeKu
MUUT (http://library.miit.ru)
- DnexkTpoHHO-O0MOmMoTeunas cuctema Jlans (https://e.lanbook.com/)

- Marepuansl 1o HHPOPMAIIMOHHBIM TeXHOIOTUAM (Www.citforum.ru)

- Caiit Node.js (https://nodejs.org/en/)

- PykoBoxctBo mo wucnone3oBanutio DVNA ¢ onucaHneM HMEHOLIMXCS
ysizBuMocTeit (https://appsecco.com/books/dvna-developers-security-guide/)



7. llepedyeHb  JNHMIEH3UOHHOTO WU  CBOOOJHO  PacHpoOCTPaHSIEMOro
IPOrpaMMHOr0 OOECHEeYeHHsl, B TOM YHCJIE OTEUYECTBEHHOI'O MPOU3BOJACTBA,
HEO0OXOIMMOTIO0 /11 OCBOCHHUSI TUCIUTIIIMHBI (MOIYJIs).

- S3b1K IporpammupoBaHus JavaScript

- Ilporpammuas mmarpopma Node.js (aunensus X11, cBoOoaHO-
pactipoctpansiemoe [10)

- Ckanep yszsumocteit OWASP ZAP (https://www.zaproxy.org/download)

- Damn Vulnerable NodelJS Application (https://github.com/appsecco/dvna)

8. Onucanue MaTepUaIbHO-TEXHUYECKOW 0a3bl, HEOOXOAMMOW st
OCYIIECTBJIECHUSI 00pa30BaTEIHLHOTO MPOllecca MO AUCHUILTHHE (MOIYIIIO).

YueOHas ayauTopusi Uil TPOBEACHUS YYEOHBIX 3aHATUM (3aHATHM
JIEKUIMOHHOTO THIIA, MPAKTUYECKUX 3aHATUH, Ja0OpaTOpHBIX padOT, KypCOBOIrO
MPOCKTUPOBAHUS (BBITIOJIHEHHUSI KYPCOBBIX pPa0OT), TEKYLIEro KOHTPOJS W
MIPOMEKYTOUHOM aTTeCTALINH ):

- KOMIIBIOTEp MPENoaaBaTelis, MPOEKTOpP, SKpaH MPOSKIIMOHHBIN, pabodne
CTaHI[MU CTYJIEHTOB, MapKepHas J0CKa.

Aynutopus noAKIouUeHa K ceTu «IHTepHeT»

9. ®opma TPOMEKYTOUYHOM aTTECTALIUM:

Kypcosas pabota Bo 2 cemectpe.
DK3aM€H BO 2 CEMECTPE.

10. OueHouHbIe MaTEPHUAIIBI.

OueHoOYHbIE MaTepUalIbl, IPUMEHSIEMbIE MPU MPOBEIACHUHN MPOMEKYTOUHOU
aTTeCTalny, pa3padaThIBAIOTCS B COOTBETCTBHH C JIOKAIBHBIM HOPMATHBHBIM
aktom PYT (MUNT).
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