MHWHHUCTEPCTBO TPAHCIIOPTA POCCUMCKOM ®EJEPAIINN

OEJEPAJIBHOE I'OCYJAPCTBEHHOE BIO/KETHOE OBPA30OBATEJIbHOE
YYPEXJIEHUE BBICIIEI'O OBPA3OBAHMSA

«POCCUMCKHUH YHUBEPCUTET TPAHCIIOPTA (MUUT)»

Kadenpa

ABTOp

YTBEPX/ALO:
Hupexrop UTTCY

f;/(a é I1.®. BectembssHOB

08 cenTs6ps 2017 r.

((YHpaBHCHI/IC H 3a1IuTa I/IH(l)OpMaHI/IH»

Cunopenko Banentuna ['enHanbeBHa, 1.T.H., Tpodeccop

PABOYAS IIPOTPAMMA YUYEBHOM JUCIHUITJINHBI

MeToabl OlIEHKH 3aIINIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM

CroenmaaprHOCTh:

10.05.01 — KomnstoTepHasi 6€301MacHOCTh

Coeumanusanus:

Nudopmanrionnas 6e30nacHOCTb 0ObEKTOB

nH(popmaTu3au Ha 0a3e KOMIbIOTEPHBIX CUCTEM

KBanuduxarus BeITyCKHUKA!

CrienuaaucT 1o 3anmTe HHPopMaIuu

dopma 00yueHus: OYHast

I'ox Havasta HOATOTOBKU 2017

OnoOpeHo Ha 3aceTaHUHN
Y4eOHO-MEeTOAMYECKON KOMUCCUM UHCTUTYTA
ITporokon Ne 1
06 centsiops 2017 .

[Ipencenarens yaeOHO-METOANIECKOM

KOMHUCCHHU — 7

C.B. Bonoaun

Onob6peHo Ha 3aceaHuu Kadeapsl

[TpoTokom Ne 2
04 cents16ps 2017 1.
3aBemyromnuii kadeapoit

JILA. bapaHnos

Mocksa 2017 r.




1. IEJI OCBOEHMSI YUEBHOM U CHUTIINHBI

ensimu n3ydyeHus: IUCUUIUIMHBI «METO/ bl OLIEHKH 3alUILEHHOCTH KOMIBIOTEPHBIX CUCTEM
SBJISIIOTCSI OBJIAJICHUE CTYI€HTAMU TEOPETUYECKUX U IPAKTUYECKUX OCHOB OpraHU3alUuM U
IPOBEICHUS OLEHKH 0€301MacCHOCTH KOMITBIOTEPHBIX CUCTEM; Pa3BUTHE B IpOIecce 0OyUeHUs
CHCTEMHOI'0 MBILIICHHSI, HEOOXOAUMOTO JJIsl PELIeHHUs 3a1a4 IPOrPaMMHOM 3aIUThI
UH(POPMALIUHU C YUETOM TPeOOBaHMI CUCTEMHOTO MOJIX0a; 00yYeHHE CTYACHTOB MPUHLIUIIAM
noctpoeHus 3amuThl nHpopmanuu B OC 1 aHaIn3a HaJIe)KHOCTH, 3aILUThl KOMITBIOTEPHBIX
CUCTEMAX.

3agauu IUCHUILIUHBIL

M3Y4E€HHE IPUHILIUIIOB IOCTPOEHUS MOJICUCTEM 3aIUTHI B KOMIIBIOTEPHBIX CUCTEMAaX Pa3InYHON
apXUTEKTYpHI;

U3YYEHHE CPEJICTB U METOJ0B HECAHKLIMOHUPOBAHHOTO JJOCTYIA K peCypcaM KOMIIbIOTEPHbIX
CHCTEM;

U3y4eHHE CUCTEMHOTO MOIX0/a K MpobemMe 3auThl HH(GOPMAIMK B KOMITBIOTEPHBIX CHCTEMAaXx;
U3y4eHHE MEXaHU3MOB 3alUThl HH()OPMAIMK U BO3MOXXHOCTEN 10 UX IPEOIOJICHHUIO.
OCHOBHOH 11€J1bI0 U3yYEHUS YUEOHON NUCHUIUIMHBI «MeTOo bl OLIEHKHU 3alUIIEHHOCTH
KOMITbIOTEPHBIX CUCTEM» SIBIISIETCS (POPMUPOBAHUE y O0YUAIOIIErOCsi KOMIIETCHIIMN 1151
CJIEYIOIINX BUAOB JESTEIbHOCTH:

Hay4YHO-MCCIIEI0BATENbCKAs,;

OpraHU3alMOHHO-YIIPABJIEHYECKASI.

Jucuunirza npeiHa3HadyeHa JUlsl OoJydeHHsl 3HAHUH J171s1 peIieHus! CIie Iy oIuX
poecCuOHANBHBIX 3a/1a4 (B COOTBETCTBUM C BUJAMH JIEATEIBHOCTH):
HayuHo-uccnenoBarenbckas AesTelNbHOCTb:

cbop, 00paboTKa, aHAIN3 U CHCTEMAaTHU3alus HAy9HO-TEXHHYECKON MH(POpMaInH,
OTEYECTBEHHOI'0 1 3apy0eKHOTr0 OIMbITA 10 MIPOoOIeMaM KOMIIbIOTEPHON 6€3011aCHOCTH;
U3y4eHue U 0000IIeHHE OMbITa PadOThI IPYTUX YUPEKICHHUM, OpraHu3auil U NpeArnpusTHil 1o
croco0am UCIOJIb30BaHUs METOI0B M CPEJICTB obecnedeHust MH(GOpMamoHHON 6€30acHOCTH C
1eJIbI0 MOBBIIEHNS A((HEKTUBHOCTH U COBEPIIEHCTBOBAHUS pabOT MO 3aluTe HHHOPMALIK Ha
KOHKPETHOM OOBEKTE;

MOATOTOBKA HAYYHO-TEXHUYECKUX OTYETOB, 0030POB, IMyOJIUKAIIUN TIO pe3yIbTaTaM
BBITIOJTHEHHBIX UCCIIEI0BAaHUM.

OpraHu3alvoHHO-yIIpaBiIeHYeCcKas JesTeIbHOCTD:

opranu3zaiys paboThl KOJUIEKTUBA HCIIOJHUTENCH, IPUHATHE YIIPaBIEHUYECKUX PEILICHHUH B
YCIIOBUSIX CIIEKTpa MHEHHH, ONpeiesieHne MOopsiiKa BBIIIOJIHEHUS PaloT.



2. MECTO YYEBHOM JJUCHUILJIMHBI B CTPYKTYPE OII BO

VYyeOHnas aucuuniauHa "MeTo/ bl OLICHKH 3aIUIEHHOCTH KOMIIBIOTEPHBIX CUCTEM"

oTHOcHTCs K Os1oKy 1 "Jluciumiuabl (MOIynH)" ¥ BXOJUT B €r0 BAPUATHBHYIO YacCTh.
2.1. HauMeHOBaHUSs NMpeAIeCTBYIOMIUX JUCHUIIIHH

I[HSI HN3YUCHUA I[ElHHOfI JUCHUITIINHBI HCO6XOILI/IMBI CJICAYIOIIUC 3HAHUA, YMCHHUA U
HaBBbIKU, (bOpMI/IpyeMI)Ie OpeaAIICCTBYIOIUMU JUCIHUILIIMHAMM:

2.1.1. AnnapaTHble CPeJACTBA BLIYHCIUTEIbHONH TEXHUKH:
3HaHUs: OCHOBBI pa0OTHI BHIYUCIUTEIBHON TEXHUKU U €€ CTPOCHUE
VYmenuns: MPUMCHATH BBIYUCIIUTCIBbHYIO TCXHUKY AJId PCUHICHUA 3aaaY 3allUThI I/IHCI)OpMaI_II/II/I

Haspixn: IMPUMCHCHUA TCXHUYCCKUX U NPOIPAMMHBIX CPCACTB TECCTUPOBAHUA C LICJIBIO
OIIpCACIICHUA UCIIPABHOCTU KOMIIBXOTEPA U OLICHKHU €TI0 IIPONU3BOANUTCIIbHOCTH

2.1.2. UccaenoBaHue onepanmii:
3HaHUS: TIOHATHUSA, OTIPEICTICHUS, TEPMHUHBI (TOHATUHHBIN anmapar Kypca)

YMenus: IMPUMCHATH MOJYYCHHBIC TCOPCTUYCCKUEC 3HAHWA OJI PCIICHHUA KOHKPETHBIX
MMPAKTUYCCKUX 3a1aq

HaBbIky: moncka HeCTaHAAPTHBIX CIIOCOOOB peIIeHUs 33/1a4 00paboTku HH(popManun
2.1.3. KomnbloTepHble CeTH:

3HaHUS: TEOPETUYECKUE OCHOBBI U MPUKJIIAAHbIE BOIPOCH! aIMUHUCTPUPOBAHUS, YCTPOICTBA U
YIIPABJICHUS ONEPALIMOHHBIX CUCTEM, & TAK)KE JIOKAJIbHBIX KOMIIBIOTEPHBIX CETEH, IIOCTPOCHHBIX
Ha UX OCHOBE

YMeHus: MpuMeHSITh HE00XOAUMOE CETEBOE MPOTPaMMHO-aNIIapaTHoe odecreueHme
HaBbIku: 3KCIUTyaTaluy U NOJIEPKKH pPabOTOCIIOCOOHOCTH JIOKAJILHOW CeTH

2.1.4. MaTtemaTH4ecKasi JOTMKa U TeOPUsl AJITOPUTMOB.
3HaHUs: OHATHS, OIIpeJIeNIeHNs], TEPMUHBI (TIOHATUIHHBIN anmapar Kypca)

YMenus: MPUMCHATH OJYYCHHBIC TCOPCTUYCCKUEC 3HAHWA I PCIICHHUA KOHKPETHBIX
MPAKTUYCCKUX 3aaaY

HaBbiku: Bnagets ciocobamu 00paboTKH JUCKPETHBIX COOOIIEHUN
2.1.5. MeToansl onTUMU3ALNH:
3HaHUS: TIOHATHUSA, OTIPEICTICHUS, TEPMHUHBI (MOHATUIHBIN ammapar Kypca)

YMeHusi: oThICKMBATh, IPeoOpa3oBbIBaTh U NEpeaaBaTh HHPOPMAIHUIO, OTYUEHHYIO TPH
IPOBE/ICHUH HAyYHBIX UCCIIE0OBAaHU, BEIpaOaThIBATh KOHKPETHBIE PEKOMEHIAIINN

Hagriku: B1ageTs TCpMHUHAMU Hpe,I[MeTHOﬁ O6J'IaCTI/I, CBA3aHHLBIMU C MCXKJINCHUIIIIMHAPHBIMHA U
WHHOBAITMOHHBIMH HpO6J’IeMaMI/I

2.1.6. MeToabl NPOrpaMMHUPOBAHMA
3HaHUSL: SI3BIKU IPOrPAMMHMPOBAHUS U OCHOBHBIE 351eMeHTHI 11K

YMeHusi: mucaTth NporpaMMbl, peaiu3yrolue CTaHIapTHbIE BRIYUCIUTEIbHBIE AITOPUTMBI
(COpTUPOBKA AJIEMEHTOB, MOMCK SKCTPEMYMOB U Jp.), OLIEHUBATh UX METPOJIOTMYECKUE CBOMCTBA



HaBpiky: HaBbIKaMM TOKUCKA HECTAHAAPTHBIX CIIOCOOOB pelIeHus 3a1ad 00paboTKu HHpopMaIuu
2.1.7. OnepainuoHHbIE CHCTEMBI:
3HaHUs: 3HaTh IPOTPaAMMHBIE CPEACTBA MPUKIIAJHOTO, CHCTEMHOTO M CIICIIHAIbHOTO Ha3HAYCHHS

Ymenus: pa6OTaTB C IporpaMMHBIMHA CPEACTBAMHU IIPUKIIAJHOTO, CUCTECMHOI'O U CIICIUAJIBHOT'O
Ha3HAa4YCHUA

HaBpikn: BJIaACTD MPOrpaMMHBIMU CPCACTBAMU ITPUKITIAAHOTI'0, CACTEMHOI'0 U CIICHUAJIBHOTO
Ha3HAa4YCHUA

2.1.8. Cuctembl ynpaBJieHUs1 6a3aMH JIaHHBIX.

3HaHUs: IPOrpaMMHBIE CPEJICTBA MPUKJIIATHOTO, CACTEMHOTO U CHEIIHATILHOTO HA3HAYCHUS;
pa3nyHble CTPYKTYpPbI XpaHEHUsI TaHHBIX, MeTOAbI mocTpoeHust CYB/]

YMmeHus: pa3padbatbiBaTh yCTOMUMBOE K HEKOPPEKTHOMY HCIIOIB30BaHuUI0 U arakam 10,
peanu3yloiee XpaHeHHe TaHHBIX U JIOCTYIT K HUM;BBIOMPATh UK pa3pabaThiBaTh COOCTBEHHBIE
aJIeKBaTHBIC PEIIaeMoii 3a/1adye aJrOpUTMbI B3aUMOICHCTBUS U 0OPaOOTKH XPaHUMbIX JTAHHBIX

HaBbiku: BiaseTs npuéMamMu ruOkoit pa3paboTKH, B TOM 4nciie 6a30BbIMU KOHLETIIIUIMHU
sKcTpeMalbHOro nporpammuponanus (TDD, napHoe nporpammupoBaHue,
&quot;moMuAOpHBIR&qUOL; TOAXO0)

2.1.9. Teopusi BepoSITHOCTEH U MaTeMATHYeCKasi CTATHCTHKA'

3HaHMA: €CTECTBEHHOHAYYHYIO CYIIHOCTH ITPOOJIEM, BO3HUKAIONIMX B X0€ MPo(hecCHOHATbHON
JeSITebHOCTH

YMeHus: IpUMEHATh COOTBETCTBYIOIIUN (PHU3UKO-MaTeMaTHUECKH anmnapar it popmanuzanuu
po0JieM, BO3HUKAIOIIUX B X0/1€ TPO(HEeCCUOHATILHON eI TENIbHOCTH

HaBbIku: BiaieTs METOJAMH MaTEMaTHYECKOTO aHaJIN3a MPU OMPEeICHUU MPUHITUTIOB paOOTHI
pa3IUYHBIX 0OBEKTOB

2.1.10. SI3pIku MpOrpaMMHPOBAHMSA:
3HaHUS: METO/IbI, CPEICTBA, IPUEMBI, AJITOPUTMbI 00pabOTKH UHPOPMALIUH

YMeHus: KOHCTPYUPOBATh POrpaMMbl HA OCHOBE NMPUHIIUIIOB CTPYKTYPHOI'O M OOBEKTHO-
OPHUEHTHPOBAHHOT'O ITPOrPaMMHUPOBAHUS

HaBbiku: HaBbIKaMu pa3pabaTbiBaTh AJITOPUTMBI HA OCHOBE aHAJIN3a IOCTAHOBKU 33/1a4U
2.2. HauMeHOBaHuUe NOCIEYOIMX THCHMIIINH

PC3YJ'ILT3.TBI OCBOCHMU NUCHUIUIMHBI UCITIOJIB3YIOTCA TP U3YUYCHUHU ITOCIICAYIOIINUX
y'-Ie6HI)IX JUCIUIIIINH:

2.2.1. BKP B mepuosa npeaiuiuioMHON TPaKTHKH

2.2.2. T'oc.Ox3amen n/ninn 3amura BKP



3. INIAHUPYEMBIE PE3YJIbTATBI OBYYEHUA 11O JUCIMIIJIMHE (MOYJIIO),
COOTHECEHHBIE C IINTAHUPYEMbBIMH PE3YJIbTATAMHU OCBOEHMUSA
OBPA3OBATEJIbHOM ITPOT' PAMMBbBI

B PE3YIbTAaTC OCBOCHUA AUCHHUIUIMHBI CTYACHT JOJIKCH:

Ne
i Ko 1 Ha3BaHHEe KOMIIETEHIMN O>kngaeMble pe3ynbTaThl
1 IIK-2 criocoOHOCTBIO YIacTBOBATE B 3HAaTh ¥ MIOHUMATh: IPUHITUITEI OPTAaHI3AIHN
TEOPETHICCKHUX U IKCTICPUMEHTAIFHBIX HAYYHO- | HHPOPMALMOHHBIX CHCTEM B COOTBETCTBHH C
HCCIIeIOBATENIbCKUX paboTax Mo OLIEHKE TpeOOBAHUSAMH I10 3aIUTE UHPOPMAITUH
3aNUIICHHOCTH UHPOPMAIIUH B KOMITBIOTEPHBIX
CUCTEMaX, COCTABIISTh HAYYHBIC OTUCTHI, YMeTh: OJIB30BaTHCS COBPEMEHHOI HAyYHO-
0030pEI IO Pe3yIbTaTaM BBIIOJTHEHHS TEXHUYECKOH nHpOpMAIIHEH 110 HCCIIeTYEMBIM
HCCIIe IOBAaHUIA mpobieMaM U 3a1auaM
BrnaymeTs: HaBRIKAMH MOJIH30BAHUS COBPEMEHHOM
HayJIHO-TEXHUYIECKOH HH(OpMAIel o UCCIeyeMbIM
mpobiemMaM U 3a1auaM
2 ITK-13 crocoOGHOCTHIO OPTaHU30BBIBATh Pab0Ty | 3HATH U IOHUMATh: POJIb YIPABIEHYECKUX PEIICHUN B

MAaJIbIX KOJUIEKTUBOB HCIIOIHUTEINEH, HAXOAUTh
Y IPUHUMATh yIIPABICHUCCKHE PEIICHNS B
cdepe npodeccHoHaANBEHOH AESITENFHOCTH

oOecneueHUN 3aJaHHOI'0 YPOBHS 3alIUIIICHHOCTH
KOMIBIOTCPHBIX CUCTEM

YMeTh: IpUMEHATh aAMUHUCTPUPOBAHHE U yIIPABICHHUE
nH(pOpMaMOHHOI 6€30ITaCHOCTH KOMITBIOTEPHBIX
CHCTEM IIPH OPTaHM3aALUH PAOOTHI MAIBIX KOJUIEKTHBOB
UCIIOJIHUTENEH ¢ IeNbI0 00eceYeHHs 3aJaHHOTO
YPOBHSI 3aLTUIICHHOCTH KOMIIBIOTEPHBIX CHCTEM

Bilagers: MeToaMy OLICHKH 3aIUIEHHOCTH
KOMIBIOTEPHBIX CHCTEM NP OPTaHU3AINH PaOOTHI
MaJiblX KOJUIEKTUBOB UCIIOJIHUTENEH € LENIBIO
obecrieueHnst 3aJaHHOTO YPOBHS 3aIIUIICHHOCTH
KOMIIBIOTEPHBIX CUCTEM




4. OBbEM JUCHUTIIIAHLI (MOIYJIST) B 3AUETHBIX EAUHULIAX 1
AKAJEMHUYECKHX YACAX

4.1. O0mas Tpya0eMKOCTb AU CHUIJINHBI COCTABJIAET:
4 3ayeTHbIC equHUIb (144 ak. 4.).

4.2. Pacnpenesienue 00beMa yueOHOM JMCUMILUIMHBI HA KOHTAKTHYI0 padoTy ¢
NnpenoaaBaTejieM U CAMOCTOSITEIbHYIO PAa00Ty 00y4aroumuxcs

KonnuectBo yacos
Bcero no
Bun yaeOHOM paboThI yaeOHOMY fg MeeTp
TIaHY
KonrtakTHas padota 54 54,15
AynutopHbIe 3aHATHS (BCETO): 54 54
B Tom uucie:
nexmun (JI) 36 36
npaktudeckue (I13) u cemunapckue (C) 18 18
CamocTtosTenpHas padora (BCero) 54 54
Dk3aMeH (TpU HAJTMYUH ) 36 36
OBUIAS TpynoeMKOCTh TUCHMILIUHBI, YaChl: 144 144
OBUIAS Tpya0eMKOCTh AUCLUILUIMHBI, 3a4.€/1.: 4.0 4.0
Texymuit KOHTPOJIb YCIIEBAEMOCTH (KOJIMUECTBO U BUJ TEKYIIETO [K1, [1K1,
KOHTPOJIS) I1K2 ITK2
Bupl mpoMexyTOoUHOM aTTecTaluy (9K3aMeH, 3a4eT) 9K 9K




4.3. Coaep:xanue TUCUMILIUHBI (MOAYJIs1), CTPYKTYPHPOBAHHOE 110 TeMaM
(pa3nesnam)

Cemectp

Tema (paznen)
yueOHOM
JIMCIUTUTHHBI

Bunsl yueOHOMU AEATSIEHOCTH B yacax/
B TOM YHCJIC HHTEPAKTUBHOM (hopMme

JIP

DopMbL
TEeKyLIEero
KOHTPOJIS

yCIIEBAEMOCTU U
IIPOMEKY-

TOYHOMI

aTTeCTalluU

IS

~| KCP

10

Paznen 1

Beenenue
[IpenmerHas obmacts
OLICHKH
3aIIMIIEHHOCTH
KOMITBIOTEPHBIX
CHUCTEM.

Hcropus pa3BuTus
3aIIUTHl HHPOPMAIUU
U Kpunrorpaduu.

~|o| 13

|| CP

Sl©| Beero

10

Paznen 2
Mertonbl U cpencTBa
OLICHKHU
3aIMUIIEHHOCTH
KOMITBIOTEPHBIX
CUCTEM
KoukypenrtHas
pa3Benka. [Touck
nHpopmanuu B
OTKPBITBIX
HMCTOYHUKAX.
OCHOBHBIE BHIBI
ySI3BUMOCTEM.

14

18

41

IIK1

10

Paznen 3
WHcTpymenTapuii 1uis
OLICHKH
3aIMUIIEHHOCTH
KOMITBIOTEPHBIX
cucTeM

OcBoeHNE CKaHHEPOB
ySI3BUMOCTEH,
(hazzepos.

OcBoeHne
aHaJIM3aTOPOB KOJa,
HHCTPYMEHTOB
U3y4YEHUS CETH.
OcBoeHue
CHeLUaTU3UPOBaHHBIX
JUCTPUOYTHBOB.

20

24

52

IK2

10

JK3aMeH

36

OK

Bceero:

36

18

54

144




4.4. JlabopaTopHbie padoThI / NPAKTHYECKHE 3aHATHS

JlaboparopHble pabOThI y4€OHBIM TUTAHOM HE MPETYCMOTPEHBI.

[IpakTUyeckue 3aHATHS IPEyCMOTPEHBI B 00beMme 18 ak. 4.

Bcero ua-
COB/ U3 HUX
No No Tewma (paznen) . 4acoB B
. HaumenoBanue 3aHsITHI
n/m ceMecTpa | Y4eOHOM TUCIIMIUTHHBI HUHTEpaK-
TUBHOU
dbopme
1 2 3 4 5
10 Baenenne 1
[IpenmeTHas 061aCTh OLIEHKU 3AIIUAIIEHHOCTH
1 KOMIBIOTEPHBIX CHCTEM.
HcTopus pa3BUTUS 3alIUTHI HHPOPMALIUH U
Kpurtorpaduu.
10 Mertopp! U cpeAcTBa OLIEHKU 3alIUIIEHHOCTH 9
KOMIBIOTEPHBIX CUCTEM
2 KonkypentHas pasBejka. [Touck uHpopmanuu B
OTKPBITHIX HCTOYHHKAX.
OcHOBHBIE BUJBI YA3BUMOCTEH.
10 WucTpyMeHTapHii 1T OLICHKH 3aIIUIIEHHOCTH 8
KOMIBIOTEPHBIX CUCTEM
3 OcBOEHHE CKaHHEPOB YSI3BUMOCTEIH, (ha33epoB.
OcBOeHHE aHATU3aTOPOB KOJ1a, HHCTPYMEHTOB
U3YYCHUS CETH.
OcBoeHue creUali3UPOBAaHHBIX JUCTPUOYTHBOB.
BCEI'O: 18/0

4.5. IlpumepHasi TeMaTHKA KypPCOBBIX POeKTOB (padoT)

KypcoBbie paboThl (IPOEKTHI) HE MPETYCMOTPEHBI.




5. OBPA3OBATEJIBHBIE TEXHOJIOT' T

[TpenogaBanue TUCHUIUIMHBI «METObI OLIEHKH 3aIUIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM)
ocylIecTBIIseTCs B (hopMe JieKLuH, 1a00paTOPHBIX PA0OT M MPAKTUUYECKUX 3aHATHH.

Jlexu poOBOJIATCS B TPAJUIIMOHHON KIIACCHO-YPOYHOH OpraHM3alMoOHHON (popme, 1o Tumy
YIPaBICHUS MO3HABATEIBLHON NeATEIBHOCTBIO Ha 30 % SBIAIOTCA TPaIULMOHHBIMU
KIJIACCHYECKH-JICKIIMOHHBIMU (0OBSICHUTEIHHO-UILTIOCTPATUBHBIC), U HA 70 % ¢ MCIOIb30BaHUEM
MHTEPAKTUBHBIX (IMAJIOTOBBIX) TEXHOJIOIMH, B TOM YHCIIe MyJIbTUMeua Jekuus (54 Jaca).
[TpakTUyeckue 3aHATH U J1a0OpaTOpHBIE PAOOTHI OPraHU30BAHbI C UCTIOIH30BAHUEM
TEXHOJIOTUI pa3BUBAIOIIEr0 O0YUEHHUS.

B xoze BbImonHeHus 1a60paTOPHBIX paboT peaan3yoTCs MPOSKTHBIE U HCCIIEI0BATEIbCKIE
METO/bI 00y4eHus. DTO MO3BOJISET Pa3BUBATh MHIUBUAYAJIbHbIE TBOPUECKUE CIIOCOOHOCTH
oOydaromuxcsi, 60jiee 0CO3HAHHO MOAXOIUTH K TPOPECCHOHATHFHOMY H COIIHAIEHOMY
CaMOOIIPEICJIEHUI0, CAMOCTOSITEIbHO MONOIHATH CBOU 3HAHMSI, INyOOKO BHUKATh B U3y4aeMYyIO
po0JieMy U MpearnoaraTh MyTH €€ PEeLIeHus, YTO BaXKHO NpU (OPMUPOBAHUNA MUPOBO33PEHUS.
OT0 BaXKHO /715 ONPEAESICHUs MHANBUYAIbHOM TPAEKTOPUH PAa3BUTHS KaXKIOr0 00YJaromerocs.
CamocrosiTenpHas padoTa CTyIeHTa OpraHU30BaHa C MCIIOJIb30BaHUEM TPAIUIIOHHBIX BUJIOB
paboThl U UHTEPAKTUBHBIX TeXHOJIOIUH. K TpaiuimoHHbIM BU1aM pabOThl OTHOCATCS OTpabOTKa
JIEKLIMOHHOI'0 MaTepuaia U 0TpaboTKa OTAEIbHBIX TEM IO yueOHBIM mocodusm. K
MHTEPaKTUBHBIM (JMAJIOrOBbIM) TEXHOJIOIMSIM OTHOCUTBCS OTPAOOTKA OTAEIBHBIX TEM I10
AIIEKTPOHHBIM TTOCOOHSIM, TIOJTOTOBKA K IPOMEKYTOUYHBIM KOHTPOJISIM B MHTEPAKTHBHOM
pEKHMME, MHTEPAKTUBHbBIE KOHCYJIBTALUU B PEKUME PEATbHOIO BPEMEHHU 110 CIIELIUAIBLHBIM
pazzenaM U TEXHOJIOTUSIM, OCHOBAaHHBIM Ha KOJJIEKTUBHBIX CIIOCO0aX CaMOCTOSITENIbHON paboThI
CTYJEHTOB.

OrneHka noJiydeHHbIX 3HaHUM, YMEHUI 1 HaBBIKOB OCHOBaHA Ha MOAYJIbHO-PEUTUHIOBOM
TexHoyioruu. Beck Kypc pa3out Ha 6 pa3/ienoB, NpeACTaBISIOMUX OO0 JTOrHYecKH
3aBepUICHHBINA 00BEM yueOHOM nHpopmanu. OOH/bI OLIECHOYHBIX CPEICTB OCBOEHHBIX
KOMIIETEHIIMH BKJIFOYAIOT KaK BOIIPOCH! TEOPETUYECKOTO XapaKTepa Ul OLICHKU 3HAaHUH, TaK U
3a/laHusl IPAKTHUECKOT 0 COJepKaHus (pelIeHre KOHKPETHBIX 3a/1a4, paboTa ¢ JaHHBIMU) JIJIs
OLICHKM YMEHHUI 1 HaBBIKOB. TeopeTnyeckue 3HaHus IPOBEPSIFOTCS MYTEM IPUMEHEHUS TAKUX
OpraHU3alMOHHBIX (POPM, KaK MHIUBUyalIbHbIE U TPYIIIIOBBIE OMPOCHI.



6. YAEBHO-METO/MYECKOE OBECIIEYEHHUE JIJI1 CAMOCTOATEJBbHOM
PABOTbBI OBYYAIOHIUXCSI MO AUCHUIITTMHE (MOAYJIIO)

Bun camocrosiTenbHOM pabOTHI CTy/ACHTA.
[epeuenp y4eOHO-METOANIECKOTO
obecrnieyeHust Il CaMOCTOSITEbHON paboThl

Bcero
4acoB

Ne Ne Tema (paznein)
n/n cemecTpa | y4eOHOH AMCIMIUINHBI

1 2 3 4 5

1 10 Beenenne 12
[IpenmeTHast 00aCTh OLEHKH 3aIUIICHHOCTH
KOMIIBIOTEPHBIX CHCTEM.

Hcropus pa3BuTHs 3aIUTHl HHpOPMaNUH U
Kpunrtorpadum.

2 10 MerToabl ¥ CpeAcTBa OLEHKH 3alUIEHHOCTH 18
KOMITBIOTEPHBIX CUCTEM

KonkypenrHas paszseaka. [lonck nnpopmarmm
B OTKPBITBIX HCTOYHHKAX.

OCHOBHBIE BUJIbI YSI3BUMOCTEM.

3 10 WucTpyMeHTapHii 47151 OLCHKH 3aIIUIIEHHOCTH 24
KOMIBIOTEPHBIX CHCTEM

OcBoeHHUE CKaHHEPOB YA3BUMOCTEH, (ha33epoB.
OcBOCHHUE aHAIN3aTOPOB KOJ1a, HHCTPYMEHTOB
H3YUYCHHS CETH.

OcBoeHHe CIeUaIu3UPOBAHHBIX
JUCTpUOYTHBOB.

BCETI'O: 54




7. IEPEYEHb OCHOBHOA U IONIOJIHUTEIbHOM JIUTEPATYPBI,
HEOBXOJNMOI JJIs1 OCBOEHUS U CIATITAHBI (MOY.JIST)

7.1. OcHoBHas1 IUTEpaTYpa

Ne

HaumenoBanue
/o

ABTOD (B1)

I'ox u mecto u3ganus
Mecto gocryna

Hcnonb3yercs
IIpU U3Y4YECHUU
paszenos, HoMepa
CTpaHUIL

1 | MadopmannonHas
6e3omacHocTs. CiroBapb 1o
TEPMUHOJIOTUH

T'onuapos 1.B., Kupcanos
10.T'., Paiixos O.B.

3AO0«HIIO
HudobezomacHOCTHY,
2015

3bC

Bce pazgenst

2 | NUadopmanmonnas
0e30MacHOCTh U 3aIUTa
nHpOpPMATIH

B.I1. Menpaukos, C.A.
Kneitmenos, A.M.
Ilerpaxos

W3narenbeckuil LEHTP
"Axkagemus", 2012
WTB YJIVIIC
(AGonement FON);
WTB YJIYIIC (431
ON)

Bce pazgenst

3 | 3amuTa uHpOpMaNUH: yueO.
nocooue

WN.K. Actanun, H.H.
AcTanuH

Boponex. ['oc. Yu-1,
2006
9BC

Bce paznenst

7.2. JlonosiHuTEIbHAS JIUTEpPaTypa

Ne

HaumeHnoBanue
n/n

ABTOp (BI)

I'ox u mecTo u3maHus
Mecro agocryna

Hcnone3yercs
MPH U3YYEHUHU
paszenoB, HoMepa
CTpaHUI]

4 | "IInuoHcKue MTYyYKH" U
YCTpOWCTBA JJIs1 3aIIUThI
00BEKTOB ¥ HHpOpPMAIIUH:
CmpaB. moco6wue.

Amnppuasos B.11.,
Bopoxun B.A., Cokonos
A.B.

Jlanb, 1996
9BC

Bce paznenst

5 | MeToab! 1 HH)XEHEPHO—
TEXHHYECKHE CPEJCTBA
MIPOTUBOACHCTBUS
nH(pOpMaMOHHBIM yrpo3aM

Abanmaszos D.1.

Mapupyt, 2005
3bC

Bce pazgenst

8. MEPEYEHb PECYPCOB UH®OPMAIIMOHHO-TEJEKOMMYHUKAIIMOHHOM
CETHU "UHTEPHET", HEOBXOJAUMBIE JJIs1 OCBOEHUSA JTUCHUITJIMHBI

(MOJYJIS)

http://library.miit.ru/ - snexTponHo-6nbIHOTEYHas cucTeMa HayuHo-TeXHU4YeCKOH OHOIHOTEKN

MHUT.

http://elibrary.ru/ - HayuHO-351eKTpOHHAsE OHOITHOTEKA.

www.chipinfo.ru
http://siblec.ru/
www.defcon.ru
http://xakep.ru/
http://kali.org/
http://www.intuit.ru
http://habrahabr.ru
http://semestr.ru
http://www.intersystems.ru

[TouckoBrie cuctemsr: Yandex, Google, Mail.

9. IEPEYUEHb TH®OPMAIIMOHHBIX TEXHOJIOTUH, TIPOTPAMMHOI'O
OBECIHHEYEHUSA U THOOPMAIIMOHHBIX CITPABOYHbBIX CUCTEM,



MCMOJIb3YEMBIX ITPA OCYHIECTBJIEHNYN OBPA3OBATEJIBHOTO ITPOIECCA
MO JUCUMIUIMHE (MOY.JIIO)

Jl1st mpoBeieHust JIEKIIMOHHBIX 3aHATUN HEOOXOAMMa CIIeUaTU3UPOBaHHAs JICKIIHOHHAS
ayIUTOPHS C MYJBTUMEINA allllapaTypol U MUHTEPAKTUBHOM JOCKOM.

Jlns mpoBeieHusl IPaKTHYECKUX 3aHATHI HEOOXOIUMbI KOMITBIOTEPHI ¢ pab0YUMU MECTaMU B
KOMITBIOTEPHOM Kitacce. KoMIbIoTeph! JOIKHBI OBITH 00€CTIeYeHBI TUIICH3HOHHBIMHU
[IPOrPaMMHBIMH MTPOTyKTaMHU:

Microsoft Office He Hmxe Microsoft Office 2007 (2013),

nporpamma Buptyanuzauu OC VirtualBox,

ratdopma Ui MpoBeAeHUs ayauTa 0e30macHoCTy BeO-puiioxenuid Burp Suite
nporpamMma-aHanau3aTopa Tpaduka ajis KOMIbIOTEpHBIX ceTeit Wireshark
cnenuanu3upoBanublii auctpudyTuB Kali Linux / windows-mmaTdopma asst TeCToB Ha
npoHukHoBeHHEe PentestBox

cpena BU3yaJlbHOTO TiporpammupoBanust MicroSoft Visual Studio 2013.

10. OMUCAHUE MATEPUAJIBHO TEXHUYECKOW BA3bI, HEOBXOIUMOM 1151
OCYIIECTBJEHMS OBPA3OBATEJILHOT'O MPOIIECCA IO JUCHUATIJIVHE
(MOJZIYJIIO)

Jlns mpoBeieHust ay TUTOPHBIX 3aHATHI U CAMOCTOSTENBHON paboThI TpedyeTCs:

1. PaGouee mecTo mpenoaaBaTesis ¢ MepcoOHAIbHBIM KOMITBIOTEPOM, MOIKIIOUEHHBIM K CETSIM
INTERNET u INTRANET.

2. Cnenuanu3upoBaHHas JEKIIMOHHAS ayAUTOPHUS C MYJIbTUMEINA alapaTypo u
WHTEPAKTUBHOMU JIOCKOH.

3. KommbrorepHsiii kiacc. Paboune Mecta cTyZeHTOB B KOMITBIOTEPHOM KJ1acce, MOAKITIOYEHHBIC
K cetssM INTERNET u INTRANET

4. J1nst mpoBeieHUsl TPAKTUUECKUX 3aHATUIN: KOMIBIOTEPHBIHN KJ1acc; KOMIBIOTEPHI C
MUHUMAaIbHBIMU TpeboBanusamu — Pentium 4, O3V 4 I'b, HDD 100 I'b, USB 2.0.

11. METOAJUYECKHUE YKA3AHHUS /151 OBYUYAIOIMXCSI 10 OCBOEHUIO
JUCHUILIMHBL (MOLYJIS)

OO6yyarommmcst HE00X0AUMO MMOMHUTB, YTO KaueCTBO MOJIYYEHHOTO 00pa30BaHUs B HEMAJIOM
CTETIEHH 3aBUCHUT OT aKTUBHOM POJIM caMoro o0yvaromierocsi B yaueOHOM mpoliecce.
OO6yyaromuiicst 1oJKeH ObITh HalleIeH Ha MaKCUMaJIbHOE YCBOEHHE M0AaBa€MOI0 JIEKTOPOM
MmartepHaia, nocjue JeKIHH1 U BO BpeMs CHelMaIbHO OpraHUu3yeMbIX MHIUBHIyaIbHBIX BCTPEY OH
MOJKET 3aJ1aTh JIEKTOPY MHTEPECYIOILIUE €TO BOIPOCHI.

JIeKIIMOHHBIE 3aHSTUS COCTABIISAIOT OCHOBY TEOPETHUECKOr0 00yUeHHsI U JOJKHBI 1aBaTh
CUCTEMATHU3UPOBAaHHBIE OCHOBBI 3HAHUH 10 AUCHUIUIMHE, PACKPHIBATh COCTOSIHUE U
MEPCIEKTHBHI Pa3BUTHUSI COOTBETCTBYIOMIECH 00JIACTH HAyKH, KOHIICHTPUPOBATh BHUMAaHNE
o0yyaroImuxcst Ha HanboJIee CIOKHBIX U Y3JIOBBIX BOIPOCAX, CTUMYJIMPOBATh UX AKTUBHYIO
MO3HABATENIbHYIO IEITEIbHOCTD U CIOCOOCTBOBATH (POPMUPOBAHUIO TBOPUECKOTO MBIIICHUSI.
['maBHas 3a7aya JIEKIIMOHHOTO Kypca — c(OpMHUPOBATh y 00yUYaIOIIMXCSl CUCTEMHOE
npeJscTaBieHne 00 n3y4aeMoM IpeaMeTe, 00eceynTh YCBOCHHE Oy IyIIMMHU CHeHaTuCTaMu
OCHOBOITOJIATAIOIIET0 Y4eOHOT0 MaTepualia, MIPUHIIUIIOB U 3aKOHOMEPHOCTEH pa3BUTHS
COOTBETCTBYIOIIEH HAyYHO-TIPAKTUYECKOM 00J1aCTH, a TaAKKE€ METO/I0B IPUMEHEHUS TTOTy4YEeHHBIX
3HAaHUH, YMEHUU U HABBIKOB.

OcHosuble ¢yHk1uy Jekuuii: 1. [lo3naBarenbHo-o0yuatomas; 2. Pa3suBatomias; 3.
OpuenTHpytole-Hanpasistomas; 4. AKTuBU3upyromas; 5. BocnutarenbHas; 6.
Opranu3yromias; 7. ”HGOpMaIMOHHAS.

BrInonHeHue npakTHUECKUX 3aaHui U 1a00paTOPHBIX PAOOT CIYKHUT BaXKHBIM CBSI3YIOLIIM
3BEHOM MEX]ly TEOPETUYECKHM OCBOCHHEM AAHHOW JUCLUIUIMHBI U IPUMEHEHUEM €€
NOJIOKEHUH Ha rpakTuke. OHU CIOCOOCTBYIOT Pa3BUTHIO CAMOCTOSATEIEHOCTH 00YJaIOLINXCS,



0oJiee aKTUBHOMY OCBOCHHIO YU€OHOTO MaTepuaa, sIBISAI0TCS BXKHOM MPeIOChUTKOM
dbopmupoBanus MpodhecCHOHATBHBIX Ka4eCTB OYAYIIUX CICIIHATICTOB.

[TpoBenenue MpakTHUECKUX 3aHATHIA U JAOOPATOPHBIX pabOT HE CBOAUTCS TOJIBKO K
OpPraHUYECKOMY JOTOJIHEHUIO JIEKIIMOHHBIX KYPCOB U CAMOCTOSITENIbHOM pabOThl 00y4aroImuXCsl.
WX BMecTe ¢ TEM CIEAYET pacCMaTpUBATh KaK Ba)KHOE CPEACTBO IPOBEPKU YCBOEHUS
00y4JaroIMMUCS TeX WIHM UHBIX MOJIOKEHUH, 1aBaeMbIX Ha JIEKIIUHU, a TAK)KEe PEKOMEHTyeMOi
JUIS U3y4EHHSI TUTEPATyphl; Kak (popMa TeKyIIero KOHTPOJIS 3a OTHOIIEHHEM 00yUYaroMIUXCsl K
yuebe, 32 YpOBHEM UX 3HAHMI, a ClIeJOBATEeIbHO, U KaK OJMH U3 BaKHBIX KaHAJIOB I
CBOEBPEMEHHOTO MOATATUBAHUS OTCTAIOIIUX 00YYAFOIIUXCS.

[Tpu moAroToBKe crienuanicTa BaxkHa He TOJIBKO Cepbe3Hasi TeOpeTUUecKas MoJAroToBKa, HO U
YMEHHME OPUEHTUPOBATHCS B PA3HOOOPA3HBIX MPAKTUUECKUX CUTYALUSAX, €KEAHEBHO
BO3HUKAIOIIUX B €T0 JIEATEIBHOCTH. DTOMY CIIOCOOCTBYET (hopMa 00ydeHHUs B BUJIE
NPaKTUYECKHUX 3aHATUN U 1a00paTOPHBIX paboT. 3a/1aun NPAKTUIECKUX 3aHATUN U
1abopaTopHBIX paboT: 3aKperieHne U YriyOaeHne 3HaHH, MOTyYeHHBIX Ha JEKIUAX U
MPUOOPETEHHBIX B MPOIIECCE CAMOCTOSATEIBLHON padOThI ¢ yueOHOI JIUTEpaTypoH,
dbopMupoBaHUe y 00YJarOIUXCsl YMEHUN U HABBIKOB PabOTHI C HICXOAHBIMH TJAHHBIMU, HAYYHOU
JUTEPATypOl U CHEeUaTIbHBIMU JOKyMeHTaMu. [IpakTruueckoMy 3aHATHIO U 1a00paTOPHOM
paboTe TOJHKHO MPEAIECTBOBATh 03HAKOMIICHHE C JIEKIIMEH HA COOTBETCTBYIOLIYIO TEMY U
JIUTEPATYpPOM, YKa3aHHOM B IJIAHE 3TUX 3aHATHIA.

CamocTtosTenbHas paboTa MOXKET ObITh YCIEIIHOM MPHU ONPEAETCHHBIX YCIOBUAX, KOTOPHIE
HE00X0IMMO OpraHn30BaTh. Ee mpaBuiIbHAS OpraHu3alus, BKIIIOYAIOIas TEXHOJIOTHHA 0TOopa
HeNe, coaep>kaHus, KOHCTPYUPOBAHUS 3a/IaHUi M OPTaHU3ALUI0 KOHTPOJISI, CHCTEMAaTHYHOCTh
CaMOCTOSITENIbHBIX YUE€OHBIX 3aHATHH, LieJIeco00pa3HOe MIIaHUPOBAHUE padOYEro BpeMEH!
MO3BOJISIET IPUBUTH CTYJIEHTAM YMEHUS U HaBBIKH B OBJIAJICHUU, U3yYECHUH, YCBOCHUU U
cHCTEeMaTH3aluy puoOpeTaeMbIX 3HaHUH B Mporiecce 00ydIeHHs, TIPUBUTH HABBIKH IMOBBIIICHUS
npo¢eCCHOHATIBLHOIO YPOBHS B T€UEHUE BCEW TPYLOBOU AEATEIbHOCTH.

KaxxnoMy cTyieHTy ciieyeT COCTaBIsATh €KEHEACIbHbIN U CEMECTPOBBIN IIJIaHbI pabOTHI, a
TaKXe IUIaH Ha Kaxabli pabounit neHb. C Beuepa Bcer/a HaJlo pacrpeneniaTh padoTy Ha 3aBTpa.
B koHI1Ie Ka)ka0r0 JHS 11e71€CO00pa3HO MOJBOIUTE UTOT padOTHI: TIIATENBLHO IPOBEPUTH, BCE JIN
BBINOJIHEHO IO HAMEYEHHOMY IJIaHy, He ObUIO JIM KaKuX-1M00 OTCTYIUIEHUH, a eciii ObLIH, 1O
KaKoW MpUUYUHE 3TO Npou3ouwio. HyHo ocylecTBISATh CAMOKOHTPOIIb, KOTOPBIH SIBIISIETCS
HEOOXO/IMMBIM YCIIOBHEM YCIIEUIHOM yueObl. Ecii 4To- TO 0CTanoch HEBBINOIHEHHBIM,
HE0OXO0UMO M3bICKATh BPEMsI JUIs 3aBEPILEHUS ITOM 4acTU paboThl, HE yMEHbIIas o0bema
HEJIEeNbHOTO IJIaHa.

Komnerennuu oGyuatorierocsi, popMUpyeMbI€ B pe3yIbTaTe OCBOCHHS y4eOHOUW TUCIUILINHEI,
paccMOTpPEHbI Yepe3 COOTBETCTBYIOIIME 3HAHUSA, YMEHU U BiaaeHus. {1 MpoBEepKU YpOBHS
OCBOEHUS AUCHMILIMHBI [IPeIaratoTcs BOIPOCH K 3K3aMEHY U TECTOBbIE MaTE€pHAaIbl, I1ie
KaX/IbIii BAPUAHT COAEPKUT 3a/1aHUs, pa3pabOTaHHbIE B PAMKAaX OCHOBHBIX TeM y4eOHOU
JUCIUIUIMHBI ¥ BKJIFOYAIOLINE TEPMUHOJIOTHYECKHE 3a/1aHNS.

@DOH/1 OIICHOYHBIX CPEJICTB SIBJISIOTCS COCTABHOM YacThi0 yueOHO-METOIMYECKOT0 00ecieueHus
IPOLEAYpPHI OLIEHKH KaueCcTBa OCBOEHUsI 00pa30BaTeNbHOM MPOrpaMMbl U 00eCTIeYnBaET
MOBBIIIIEHHE KayecTBa 00pa30BaTeIbHOTO MPoIlecca U BXOIUT, KaKk MPUIIOKEHNE, B COCTaB
paboueii mporpaMMbl TUCHUTUIUHBIL.

OCHOBHBIE METOIMYECKHE YKa3aHU JUIs 00y4alOMIMXCs [0 TUCIUIIMHE YKa3aHbl B pa3jiese
OCHOBHAsl U JIONOJIHUTEINIbHAS JIUTEepaTypa.



