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1. Iesin ocBoeHUs1 y4eOHOI JMCIUIITHHBI

Llenbto ocBOeHHS yUeOHOM TUCIMITIHHBI « MOOUIIbHBIE TEXHOJIOTUU H CUCTEMBD» SIBIISICTCSI
dbopMupoBaHUE Y 00YJarOIINXCsl KOMIIETEHIIHI B COOTBETCTBUH C (eIepabHBIMU
rOCyJapCTBEHHBIMH 00pa30BaTeIbHBIMU CTAHJAPTAMH 10 crenraibHoCcTH «IIpukinagHas
nH(popMaTHKay U TPUOOPETCHUE UMHU:

- 3HaHUI 00 OCHOBaX MOOMJIBHBIX TEXHOJIOTUI

- yMeHU# paboTaTh ¢ MOOUIBHBIMH CUCTEMaMHU

- HABBIKOB Ha MPAKTHKE YKCIUTYyaTUPOBATh MOOMIIBLHBIE CUCTEMBI, 00ecrieunBas TpeOyeMbie
3aJaHHS

2. Mecto yueOHoii JucuumiiMHbl B cTpyktrype OIl BO

VYyeOunas aucuuriinHa "MoOuIbHBIE TEXHOIOTUU U CHCTEMBI" OTHOCUTCS K 070Ky 1
" IucuumauHbl (MOIyIU)" U BXOJUT B €70 BAPUATUBHYIO YaCTh.

3. I[lnanupyembie pe3yJabTaThl 00y4eHHs MO0 JUCHHUILINHE (MO1YJII0), COOTHECEHHbIE €
IVIAHUPYEMBbIMH Pe3yJIbTATAMH 0CBOCHHUSI 00pa30BaTe/JbHOH NPOrpaMMbl

[Ipouiecc n3yueHus: AUCUUILIMHBI HAIIPaBIeH Ha POPMHUPOBAHUE CIEAYIOUIUX
KOMIIETEHIIUN:

I1K-2 CIOCOOHOCTBIO (POPMATM30BBIBATH 33/1a4W MIPUKJIATHOW 00IaCTH, IPH
pEIICHNN KOTOPBIX BO3HUKAET HEOOXOUMOCTH HCITOJIb30BAHHMSI
KOJIMYECTBEHHBIX U KAYECTBCHHBIX OLICHOK

4. O01mast Tpy10eMKOCTh JUCIHUIJIMHBI COCTABJIsIET
4 3aueTHbIX eauHUL (144 ak. 4.).
5. O0pa3oBaTe/ibHBIC TEXHOJTOTHH

B cootBercTBUM ¢ TpeOOBaHUSAMH (peepabHOTO rocy1apcTBEHHOIO 00pa30BaTeIbHOIO
CTaHJapTa BBICIIETo NMPo(ecCHOHANIBHOI0 00pa30BaHus M pealu3alui KOMIETEHTHOCTHOTO
MOJIX0/Ia U € LEeNNbl0 (OPMUPOBAHUS U PA3BUTHS NPOPECCUOHAIBHBIX HABBIKOB CTYAEHTOB IO
YCMOTPEHHIO MPenoaaBaresis B y4eOHOM Mpoliecce MOT'YT ObITh MCIIOJIb30BAaHbl B PA3TUYHBIX
COUYETaHMSX aKTUBHbBIE U NHTEPAKTUBHBIE (DOPMBI MPOBEACHUS 3aHIATUM, BKItoUasi: JIEKIIMOHHBIE
3ansaTusa. Uudopmatuzamms oOpazoBaHus 00ECIICYMBAETCS C TTOMOIIBIO CPEJICTB HOBBIX
MH(POPMALIMOHHBIX TEXHONOTU - DBM ¢ cooTBeTCTBYIONMM NepupepuiHBIM 000PY0BaHUEM;
CPEIICTBA U YCTPOICTBA MAHUITYJIMPOBAHMSI ayAMOBU3YyaIbHON HH(OpMaIueil; CUCTEMbI
MaIIMHHOHN TpaduKu, IPOTPaMMHBIE KOMIUIEKCHI (OMEpPallMOHHBIE CUCTEMBI, ITAKETHI
MPUKIATHBIX Tporpamm).Jlaboparopusie 3ansaTus. Uudopmaruzamnms oopazoBaHus
obecrieunBaeTcs ¢ IOMOIIbIO CPEJCTB HOBBIX MH(OPMAIIMOHHBIX TexHoJorui - OBM ¢
COOTBETCTBYIOLIUM IepU(epHitHBIM 000pyI0BaHUEM; BUPTYyaIbHbIE Ja00paTOPHBIE pabOTHI.
CamocrosrenbHas padora. [lucTaHImOHHOE 00y4YeHHE - UHTEPHET-TEXHOJIOT U, KOTOpast
o0ecreunBaeT CTy/IEHTOB Y4eOHO-METOAMYECKUM MaTeprajIoM, pa3MeIlleHHbIM Ha cailTe
aKaJEMUH, U MPEAINOIAracT UHTEPAKTUBHOE B3aUMOACHCTBUE MEXKY MPENOAABATEIEM U
crynentamu. KoHTpostb caMmocTosTenbHOM paboThl. Mcronbp30BaHNe TECTOBBIX 3a/IaHHM,
pa3MeleHHbIX B cucteme «KocMmocy, 4To npearonaraeT MHTEpakTHBHOE B3aUMOJCHCTBUE
MEXy MPEnoaaBaTelIeM U CTYACHTaMU. .

6. Conep:kanue TUCHUILUINHBI (MOYJIs1), CTPYKTYPHMPOBAaHHOE 110 TeMaM (pa3aeiam)

PA3AEJT 1
Paznen 1. OcHOBBI MOOMIIBHBIX TeXHOJIOTHH. Kiaccudukarus yrpo3 nadopmaium B MOOMIBHBIX




CHUCTEMaAX:

BryTtpenHue u BHeNHHUE yrpo3bl. HenpennaMepeHHbIe OMMOKY TOJIb30BaTeNICH. ABapuu
koMMmyHuKarui Ctuxuiineie 6enctBus. BpenonocHoe nmporpaMMHoe obecrieueHue.
Momennndeckuii nocryn (Access Fraud , AMPS u nip.),

PA3JIEJT 1

Paznen 1. OcHOBBI MOOMIIBHBIX TexHONOTUN. Kitaccudukanus yrpo3 nHGOpMaIuy B MOOUITBHBIX
cucTeMax:

BbInIosIHEHNE KP

PA3JIEJI 2
Paznen 2. Merononorust 3amuThl THPOPMALUU B MOOUIIMHBIX CHCTEMax

YpoBHH 3amUTHI HHHOPMAITUK B MOOMIIBHBIX CHCTEMAaX: MPABOBOW, OPTaHU3AIIMOHHBIH,
anmnapaTHO-MPOTrPAMMHBIN, KPUIITOTpadUIECKHit

PA3JIEJI 2
Paznen 2. Merononorus 3anuThl HHPOPMAIUA B MOOHIMHBIX CHCTEMAaxX
BeIntosiHenne KP

PA3JIEJI 3
Paznen 3. Metonbl 3aUTHl OT HECAaHKIIHOHMPOBAHHOTO JOCTYIA K HH(POPMAITMH U TEXHHYECKUM
pecypcam MOOUJIbHBIX CeTer

Wnentudukanus u ayreHTuuKanus o0beKkToB ceTH. VaeHTuguKanys u NoATBEepKIeHUE
MOJIJTMHHOCTH MOJb30BaTenel cetu. [IpuMmenenne naposnei u cpeacTB ayTeHTU(UKALUN
nosib3oBareneil. [Iporokonsr IDEA-128 1 AES-256 n ananornusslie ycTpoicTBa
Me:xcereBoe s3xpaHupoBanue. ObecrneyeHne 11eI0CTHOCTH HH(POpMalMi B MOOUITBHBIX CETSIX

PA3JIEJI 3

Pa3znen 3. Merozp! 3alUThl OT HECAHKIIMOHUPOBAHHOIO JOCTYTA K HH(POPMALIUK U TEXHUYECKUM
pecypcam MOOUJIBHBIX ceTel

BbInIOJIHEHNE KP

PA3JIEJI 4
Pa3znen 4. AnnapaTtHble U IporpaMMHBIE U IPYTUE CPECTBA 3aIUThl MOOMIIBHBIX YCTPOWUCTB

[Tporpammubie pemienus 3amuThl: Poccuiickuit kommnekcVoice Coder Mobile (VCM), Kashtrsky
Mobile Security 8.0, Handy Safe Pro

Anmnapartssle perienus: KpuntogoHsl.

Knaccugukarus kpuntorpapudeckux MeTo10B. TpaaulinoHHble (CHMMETPUYHBIC)
KpunTocucteMsbl. biokoBbie v moTouHble MUPpbl. CTORKOCTh KpUnrocucteM. Poccuiickuii
ctanaapT kpunrorpadpudeckoit 3amutel [OCT 28147-89 u amepukaHCKkuii CTaHAAPT
mmdpoBanus AaHHbIX DES AcuMmMmeTpuyHble KPUIITOCUCTEMBI.

VYpaBieHne KIo4amMH , METO/Ibl TEHEPALIUH, XPAHEHUS U PACIIPENEICHMSI KIIFOUEH.,
UH(ppacTpyKTypa KIIIOUeH.

Crier1. cucteMbl KOH(EPEHI] CBsI3H; CIIel]. TEPMUHAIIBI /IS 3aIUThI Pa3rOBOPOB MO0 MOOMIIBHBIM
ceTsiM; cucteMsbl nepexsarta (Ouenod, COY /] u ap.); cucteMbl BHYTPEHHEI0 MOHUTOPUHTA
uHpOpMaLUH.

Mcnonb30BaHue TOMOIHUTEIBHBIX YCTPONCTB: CKpeMOJIephl, ClieualIbHbIE TENCPOHBI IS
KOH(eIeHIATHHOMN CBSI3H.

PA3JIEJI 4



Paznen 4. AnmapaTtHsie U IpOTpaMMHBIC U IPYTUE CPEACTBA 3AIUTH MOOMIILHBIX YCTPOKCTB
Beinosinenue KP

PA3JIET S
JOITYCK K 9K3aMCHY

PA3JIEJI 5
JIONYCK K DK3aMEHY
3amura KP

DK3aMeH

DK3aMeH
3K3aMEH

DK3aMeH

Tema: Kypcosas pabora



