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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[ens: ®opmupoBanme y 00yJaronuxcsi KOMILIEKCa TEOPETUIECKUX 3HAHUH U
PAKTUYECKUX HABBIKOB o 00ecCIeyeHuIo knOepbe30nacHOCTH
aBTOMATU3UPOBAHHBIX CHCTEM YIIPABIEHUS TEXHOJOTMUYECKHUMHU IIpolieccaMu
(ACY TII) nma Bcex nsTamax WX S>KM3HEHHOTO IMKJIA IS TapaHTUPOBAHHOIO
obecrieueHus 6ecriepeOORHOCTH MPOU3BOICTBEHHBIX MPOIECCOB.

3amaun: @opMUpoBaHUE KOMILUIEKCA 3HAHUI U HABBIKOB, HEOOXOIUMBIX JIJISI
aHajM3a yYSA3BUMOCTEH MPOMBINIUICHHBIX CETeH, TPUMEHEHUS HOPMATUBHBIX
TpeboBanuii 1 TexHuueckux cpeactB 3amutbl ACY TII ¢ uensio obecrneueHus
JOCTYITHOCTH M IIEJIOCTHOCTH TEXHOJIOTMYECKHX IMPOIIECCOB, a TakXke JUIsl
IPOBEJICHUS ayJUTa U pacCaeI0BaHNs HHIIUICHTOB.

2. Ilnanupyembie pe3ynbTaTbl 00yUEHHS MO JUCHUILUIMHE (MOIYJIIO).

[lepeuenp GopmMuUpyeMBIX pe3yJbTaTOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmbl (KOMIIETEHIIUI) B pe3yJibTaTe 00yUeHHUs M0 AUCIUILTNHE (MOIYIIIO):

IIK-6 - CnocoOeH OCyIIeCTBIATh, COOp W aHaIW3 MCXOMHBIX JTAHHBIX IS
dbopMyIMpoBaHMs 3amad pa3pabOTKH, pacueTa W IMPOCKTUPOBAHUS CHUCTEM U
CPEIICTB aBTOMATH3AIIMHU U YIIPABIICHUS;

K-8 - CriocobeH NMpOu3BOAWTE PacyeThl W MPOCKTUPOBAHUE OTJICIbHBIX
OJIOKOB, KOMIIOHEHT W YCTPOMCTB CHCTEM aBTOMATH3allMd W YMPABJICHUS H
BBIOMpaTh  CTaHJApPTHBIE  CPEJICTBA  aBTOMATHKH,  H3MEPHUTCIBHON M|
BBIYMCIUTEILHON TEXHUKH I TMPOSKTHUPOBAHUS CHUCTEM aBTOMAaTH3aIlUd H
YIIPaBJICHHUS B COOTBETCTBHH C TEXHUYCCKUM 32/ IaHUEM.

OOGy4eHwue 1o JuCUUILUIMHE (MOAYJII0) MPEANOJaraeT, 4YTo Mo €ro pe3yJibTaTamMm
oOyyatomuiicst Oyier:

3HaTh:

- OCHOBHbIE pa3pabOTKH, pacyera M MPOECKTHUPOBAHMSI CHUCTEM M CPEJCTB
ABTOMATU3aLMU U YIIPABJICHUSA

- HOMEHKJATypy M XapaKTEPUCTHUKU CTAHAAPTHBIX CPEICTB ABTOMATHKH,
U3MEPUTEINBHON W BBIYMCIUTEIBHOM TEXHUKH, a TAKXKE CPEICTB 3alIUTHI
uHpopmaIuu A npoektuposanus 3amuiieHasix ACY TIIL

Ymern:

- PaspabateiBaTh ©  (OpMyIMpPOBATH TEXHUYECKOE 3aJaHUE  JUIs
MIPOCKTUPOBAHMST ABTOMATU3UPOBAHHOW CHUCTEMBI yHOpaBieHus u (win) e
COCTABJISIFOIITUX.



- BpINOJIHATH AOKYMCHTHPOBAHUEC M MOACIUPOBAHHC 6I/IBHCC-HpOHeCCOB 141
TCXHOJIOTHUYCCKUX IMPOICCCOB 00BEKTa aBTOMAaTHU3aluu.

Baanern:

- HaBBIKAMH aHaJW3a CYIIECTBYIONIMX pa3pabOTOK CHUCTEM M CPEICTB
aBTOMATU3AIlMM W YIIPaBJICHUS; (OPMYIHMPOBAHUEM KPUTEPUCB KadecTBa H
000011IeHrEM BBIBOIOB.

- HaBBIKAaMH aHaJIN3a YSI3BUMOCTH M YCTaHABJICHHEM HEOOX0IMMBIC CPEJICTBA
3aIUTH HHOOPMAITUH JUTS TEXHOJIOTHICCKON 0a3bl aBTOMATU3HPOBAHHBIX CHCTEM
BBICOKOCKOPOCTHOTO TPAHCTIOPTA.

- HaBBIKAMU aHAJIN3a YSA3BUMOCTH M YCTaHABJICHHEM HEOOXOIMMBIE CPEICTBA
3amuThl  WHGOpPMAIMK IS TEXHOJIOTHYECKOWM  0a3pl  OECMIIOTHBIX
ABTOMATH3UPOBAHHBIX CHCTEM.

3. O6beM AUCIUTIIUHBI (MOTYJIs).
3.1. O0mas Tpy10€MKOCTb JUCHUILIUHBI (MOTYJIST).

OO6mast TPyIOEMKOCTh AMCIHUIUIMHBI (MOayJisg) coctaBiser 3 3.e. (108
aKaJIeMHUYECKHUX yaca(oB).

3.2. O06bem pguctuIUIMHBL (MOAYJsl) B (opMe KOHTAKTHOM pabOThI
oOyyarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMU ¥ (WIM)  JIMIIAMH,
MPUBJIEKAEMBIMU K peaau3alii 00pa30BaTEIbHON MPOrpaMMbl Ha UHBIX YCIOBHSIX,
IpU MIPOBEJICHUH YUEOHBIX 3aHATUH:

KommaectBo yacoB

Tun yueOHBIX 3aHATHI
Bcero | Cemectp Ne7

KonTtakTHas paboTa mpu npoBeieHNH yUeOHBIX 3aHATHH (BCET0): 48 48
B tom uucne:

3aHATHS JEKIMOHHOTO THIIA 32 32
3aHATHSI CEMUHAPCKOTO THIIA 16 16

3.3. O0beM aucCHUIUIMHBI (MOAYJiA) B (OpME CaMOCTOSITENIbHOM padOThI
oOydJarormuxcsi, a Takxke B (opMe KOHTAKTHOW pabOThl OOyYarommxcsi C
Mearorn4ecKuMu paboTHUKAMHU U (WIJIH) JTUI[AMU, TIPUBJICKAEMBIMH K peaTu3aiiu
oOpa3oBarenpHON TpOrpaMMbl HAa HWHBIX YCIOBHUSAX, TPH MPOBEICHUU
MIPOMEXKYTOUHOM aTTecTaluu coctapisier 60 akageMuueckux vaca (OB).

3.4. Ilpu oOy4eHnn Mo MHANBUAYATHHOMY Y4eOHOMY TIaHY, B TOM YHCJIC TIPH
YCKOPEHHOM 00Yy4Ye€HHH, 00BEeM TUCHMILUIMHBI (MOYJIsI) MOXKET ObITh peaan30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHOM paboThl 00yJaronmxcs, a Takxke B popme
KOHTaKTHOU pabOThl O0ydYarOMMXCs C MEAarorudecKuMu pabOTHUKAMH U (WJIN)




JUuaMu, IPHUBJIICKACMbIMHU K pCain3alilin O6paSOBaTCHBHOI>'I IMporpaMmMhbl Ha MHBIX
YCJIOBUAX, IIPU ITPOBCACHUN HpOMeHCYTOqHOﬁ aTTeCcranuu.

4. ConepkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

Temaruka JTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpKaHUE

1 |BBeneuue
PaccmarpuBaembie BOIIPOCHL:
- [IpaBOBBIC OCHOBBI OOCCTICUCHUS 3AIMUTH HH()OPMAITHH.

2 YTeuka I/IH(bOpMaI_[I/II/I 10 TCXHUYCCKHUM KaHaJlaM
PaCCManI/IBaeMBIe BOIPOCHI:

- TexHnUeckne KaHaIbI YTCUKHU I/IH(i)OpMa]_II/II/I.

- TexHn4ueckue CpeaAcTBa MUHUMMU3AIINN ymep6a OT HHOUACHTOB.

3 |MHpOpManmOHHBIC TEXHOIOTHH.

PaccmaTtpuBaeMble BOIIPOCHI:

- Yrpo3s! 6e30nmacHOCTH HHDOPMAIIMOHHBIX TEXHOIOTHI.

- BI/LHI)I MEp U OCHOBHBIC IPUHIIUIIBI oOecrieueHus 6630HaCHOCTI/I I/IH(bOpMaHI/IOHHLIX TEXHOJIOTHH.
- [IpaBoBBIE OCHOBBI OOecIIeYeHUs OE30IIaCHOCTH HH(POPMAIIHOHHBIX TEXHOJIOTHH.

- l'ocynapcTBeHHas cucTeMa 3amuThl HHOOPMALH.

4 |Mepsl u cpeAcTBa 3alUThl HHPOPMAIIUH.

PaccmarpuBaeMbIe BOIIPOCHL:

- OCHOBHBIE 3aLIUTHBIC MEXaHU3MBI, PEATU3yeMbIC B pAMKaX Pa3JINYHBIX Mep U CPEICTB 3alUThL.

- OpraHu3anroHHasl CTPYKTYpa CHCTEMbI 00ecIeueHUs 6€30MaCHOCTH HH(MOPMALIMOHHBIX TEXHOJIOTH.

- Pacnipenenenue QyHKIHiA.

- Cucrema HOPMATUBHO-MCTOJUYCCKUX U OPraHU3aAlIMOHHO-PACIIOPAAUTEIIbHBIX JOKYMCHTOB OpraHu3annuu
1o obecriedeHur0 6e30NacHOCTH HH(OPMAIIMOHHBIX TEXHOJIOTHIA.

5 AnnapaTHo-nporpaMMHHe CpeAcCTBa 3allIUThI I/IH(I)OpMaI_II/II/I OT HCCAHKIIMOHHUPOBAHHOI'O

JIOCTYTIA.

PaCCManI/IBaeMBIe BOIPOCHI:

- BosmoxxHocTi MNPUMCHCHUS INTATHBIX U AOTIOJTHUTCIIBHBIX CPCACTB 3allIUThI I/IH(I)OpMa]_II/II/I oT
HCCAHKIIMOHUPOBAHHOI'O A0CTYyIIA.

6 be3onacHoCTh B KOMITBIOTCPHBIX CUCTEMAX U CCTAX

PaccmarpuBaembie BOIIPOCHL:

- [IpoGiemsl oGecniedeHust 0€30IMacCHOCTH B KOMIIBIOTEPHBIX CHCTEMaxX U CeTSIX.

- Ha3HaquI/Ie, BO3MOKHOCTH, 1 OCHOBHBIC 3AIIIUTHBIC MEXAHU3MBI MECKCETCBBIX DKPaHOB.
- BupryanbHsle yacTHbIE ceTH.

- OOHapyKEeHUE U yCTpaHEHUE YSI3BUMOCTEH.

- Bo3moxkHOCTH CKaHEpOB O€30MaCHOCTH.

- Ananmuz conepxxumoro nourosoro u WEB-tpaduka (CONTENT SECURITY).

7 |Aynut uHbopMamoHHOHN 0e30MacHOCTH

PaccmarpuBaembie BOIPOCHL:

- CoOpITHsI 6€301TaCHOCTH, ayIHT.

- MouauTOpHHT cOOBITHI 0€30TTaCHOCTH.

- CTangapTHBI M KPUTEPHUHU TIPOBEJICHHUS ayIuTa HHPOPMAIIMOHHOK O6e3omacHoCTH. 3.

- Metononorus ayaura nHGOpMaMoHHOH Oe3omacHocTH. Opranu3anys Iporecca ayIuTa.




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KPaTKOE COJIEpKAHNE

TexHuyeckas 3ammTa nHhHOpMaIun

PaccmarpuBaembie BOIIPOCHL:

- OcHOBHBIE IPUOOPHI M 000y IOBaHKE, TPUMEHAEMOE JJIsl BEISIBICHNS! TEXHUUECKUX KaHAJIOB YTEUKH
nHbopMaLuH.

- OCHOBBI OpraHU3aluy U 00ecredeHus padoT MO TEXHUYECKOH 3anuTe HHPOpMAILHH.

- TexHuueckue cpeAcTBa 3alIMTHl HHPOPMAIMU U OpraHu3alys padoT Mo 3amuTe HHPOPMaIHH.

KOMHBIOTCpHLIe HNHIINJICHTHI

PaccmarpuBaembie BOIPOCHL:

- IloHsATHE O KOMIBIOTEPHBIX HHUUIECHTAX.

- MunnMmzanus ymep6a, HAHOCHMOTO WHIIHICHTOM.

- FOpuanyeckre npeAnOCHUIKH ISl pacClicIOBaHHS WHIIMCHTOB 1 MUHUMU3AIUH yIepoa.
- Paccnenosanue unneHToB B Poccuiickoit @enepanuu u 3a pyoekoM.

- HexoTopsle cpencTBa KOHTpOIIsI KOMMYHHUKaIMH u cpencts OBT.

- JleiicTBuUs B cilydyae BO3SHUKHOBEHUSI MHLU/ICHTA.

- M3bsaTHe U HccaeI0BaHNEe KOMITBIOTCPHOU TEXHUKH U HOCUTEJICH HHPOPMAITUH.

10

Mertoibl ayAMpOBaHUA.

PaccmaTpuBaemble BOTIPOCHI:

- OCHOBHBIE TOHATHS B 00s1acTH 0€30MaCHOCTH HH(POPMAMOHHBIX TEXHOIOTHIL.

- O0s3aHHOCTH KOHEYHBIX IT0JIb30BaTEI M OTBETCTBEHHBIX 33 0OecIedeHIe O€30IIacHOCTH
MH(OPMALMOHHBIX TEXHOJIOTUI B IOAPa3/ICIICHUSX.

- OTBETCTBEHHOCTH 32 HApYLICHUS.

- [Topsimox paboThI ¢ HOCUTENSIMU KITIOYE€BOH MH(DOPMALIUH.

- HCTpYyKIMM 110 OpraHU3alUy aposied U aHTUBUPYCHOM 3allUTHI.

- Ayt uH(GOPMaIMOHHOW 0€30MaCHOCTH KOMIIAHHUH: OOIIKe MOHATHS U ONIPECICHUS.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

[IpakTrueckue 3aHATHS

Tematuka MPAKTUYCCKUX 3aHSATHII/ KpaTKO€ COACPIKAHUC

TexHnueckue kaHanbl yreuku nHpopmauu B ACY TII

I/I3yquI/Ie I(J'IaCCI/I(l)I/IKaI_[I/II/I TEXHUYCCKUX KaHAJIOB YTCYKHN I/IH(I)OpMa]_II/II/I (BJ'IGKTPOMaFHI/ITHLIC,
aKyCTHYCCKHUC, BI/I6p03KYCTI/I‘IGCKI/IG, OHTI/I‘ICCKI/IG). Amnam3 q)aKTOpOB, BJIMAOIIXUX HAa BOSMOXHOCTH
peanu3anyy yrpo3sl Mo KaXI0My U3 KaHaIoB. Pa3paboTka MepOnpUATHIA 10 MUHUMH3AIIUN PHCKOB IS
3aJJaHHOTO TUIA OOBEKTA.

VYrpo3sl 6e3onacHocTy MHPOpMamoHHbIX TexHosoruit B ACY TII u npaBoBble OCHOBBI

3alIUThI

Amnanus akryansHbix yrpos aiust ACY TII (ceteBbie ataku, BpenoHocHoe 10, uncaiinepsr). M3yuenue
OCHOBHBIX IIPHHIIUIIOB 00ecrieueHnst 0e30MacHOCTH (3aKOHOJaTeNIbHbIE, OpraHN3allMOHHbIC, TEXHUYECKUE
Mepsl). O030p KITFOUEBBIX HOPMATHBHBIX JoKyMeHTOB (P3-187, [Ipukazer ®CTIK).

AHHapaTHO-HpOFpaMMHBIe Cp€AcCTBa 3alIUTEI OT HCCAHKIMOHUPOBAHHOT'O JOCTYIIA
N3ydenue coctaBa u GyHKIMHA CHCTEM pa3TpaHWYCHUS JOCTyHa. AHAJIN3 BOZMOXKHOCTEH ITAaTHBIX CPEJICTB
3aIUTHI ONIEPAIIMOHHBIX CHCTEM M JONOTHUTENBHBIX cpencTB (CK3U, 3aMku JoBepeHHOH 3arpy3KH).
IIpaktudeckas pabora o HacTpoiike mpas pocryna B OC cemeiictBa Windows/Linux.

CereBble CpeAacCTBa 3allIUThI: MCIKCCTCBBIC S9KPAHbl U BUPTYAJIbHBIC YaCTHBIC CCTU (VPN)
Wzyuenne npuHIMNoOB GuibTpaiyy Tpaduka. HacTpoiika moauTHK MEXCETEBOro SKpaHa (Ha IpuMepe
BcTpoenHoro firewall OC unu smynsaropa). [puanuns noctpoenus VPN st obecriedeHns 3aueHHOTo
yAaneHHoro goctyna k cermenty ACY TIL




/ TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE
n/n

5 |Obnapyxenue u ananus ysazsumocreir ACY TII

W3ydeHue MpUHIUIIOB pabOThI CKaHEpOB Oe3omacHocTH (Hampumep, XSpider, OpenVAS). [IpoBeneHue
CKaHMPOBAHUS TECTOBOM ceTH. AHaiIM3 oT4yera o0 ys3BUMOCTsX. PaspaboTka pekomMenaanuii mo
YCTPAHECHUIO KPUTUUCCKUX YSI3BUMOCTCH.

6 |Ayaut nHDOpMaIMOHHONW 0€301MaCHOCTH U MOHUTOPUHT COOBITHIA

Nzyuenne meTononoruu nposenerus ayaura Ub. Ananns crangapros aynura (ISO 27001). Hactpotika
cbopa u aHanmza coobrTHit 6e30macHocTr B OC Windows (skypHais! coObITHif). PaspaboTka mrana ayanrta
utst runoreTrnaeckoro cermenra ACY TII.

7 |TexHHUYECKHE CPEACTBA 3AIIUTH HHPOPMAIINH U BHISIBJICHHE KAHATIOB YTEUYKHU

O630p nprOOPOB 1 00OPYAOBAHHUS IS BBISBICHUS KaHATIOB yTEUKH (YACTOTOMEPHI, CIIEKTPOAHATH3aTOPHI,
JETEKTOPBI NoJisl). M3ydeHre OCHOB OpraHu3aluy paboT Mo TEXHHYECKOH 3aiuTe nHGopMaliu Ha
o0wekTe. Pa3bop ketica mo nokamm3anuu [I9MUH.

8 KOMHBIOTCPHBIC HHIUWJACHTHI U ITIOPAJ0K HCﬁCTBHﬁ IIpH1 UX BOSBHUKHOBCHUH
Kiraccndukanus KOMIbIOTEPHBIX HHIUICHTOB. M3ydeHue npoueaypsl pacciaeoBaHus HHIUACHTOB (cOop
JoKa3atenbeTB, chain of custody). PaspaboTka mamsatku (nHCTpYKInu) s onepatopa ACY TII npu
OOHapyKESHHH MPU3HAKOB BTOPKEHUS. Pa300p MPaKTHISCKUX CHTYaLHi.

4.3. CamocrosiTenbHas padboTa 00y4daroIMuXCs.

Ne Bua camocrosTenbHOM paboThI
n/m

1 |U3yudeHue MOMOIHUTEIBHOMN JIUTEPATYPHI.

2 |[ToaroroBka K MPaKTUYCCKUM 3aHSATHSIM.

3 | [loaroroBka Kk MpoOMeKyTOYHOU aTTECTALIUU.

4 | [loaroToBka K TeKyIeMy KOHTPOJIIO.

5. IlepeueHb wu3MaHMI, KOTOpPBIE PEKOMEHAYETCS MCIOJIb30BATh IIPH

OCBOCHHUU JUCHUIUIUHBI (MOIYJIA).
Ne
n/n
1 | UadopmanmonHas 6€30MacHOCTb U 3aluTa https://reader.lanbook.com/book/462293
uHpopmanuu [Ipoxoposa O. B. YueOuuk
W3narensctBo "Jlanp", 6-¢ u3m., cTep., - c. 124,
ISBN 978-5-507-52899-8 , 2025

2 | UudopmanionHast 6€30MacHOCTh U 3alUTa https://reader.lanbook.com/book/515271
uHpopmanuu Kopeuxuii B. I1. Yuebnoe nocobue
MMUPOA - Poccuiickuil TEXHOIOTMUECKHUI
YHUBEPCHTET, - €. 479, - ISBN 978-5-7339-2775-
6,2025

bubnuorpaduueckoe onucanue Mecto gocryna

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJIB30BATHCS MPH
OCBOEHUU JUCUUIUIAHBI (MOAYJIA).



Odurmansuseiit caiit PYT (MUUT) (https://www.miit.ru/).

HayuHno-rexamueckas oudmuoreka PYT (MUUT) (http:/library.miit.ru).

Oo6pazoBatenpHas mwiatdopma «tOpaitt» (https://urait.ru/).

OOmue WHPOPMAIIMOHHBIC, CIPABOYHBIE W  IOWCKOBBIE  CHCTEMBI
«Koncynprant [Lmrocy, «["apanTy.

DNEeKTPOHHO-ONOIMOTeUHAs cucTema U371aTeIIbCTBA «JlaHbY

(http://e.lanbook.com/).

DnekTpoHHO-0nbnoTeyHas cuctema ibooks.ru (http://ibooks.ru/).

7. llepedyeHb  JNHIEH3UOHHOTO WU  CBOOOJHO  PacHpOCTPaHSIEMOIO
IPOrpaMMHOr0 OOECnedYeHusi, B TOM YHCIE OTEYECTBEHHOIO IPOU3BOJCTBA,
HEOO0XOUMOTrO JUIsl OCBOCHUS JUCIUILIMHBI (MOJTYJISA).

Microsoft Internet Explorer (wmu npyroii 6paysep).
Omnepanuonnas cucrema Microsoft Windows.
Microsoft Office.

MathCAD 14.0 unu npyras cucreMa MOAEIMPOBaHU.

8. OmmcaHue MaTepUaJbHO-TEXHUYECKOM 0a3bl, HEOOXOIUMOM IS
OCYILIECTBJICHUSI 00pa30BaTEIbLHOTO Mpoliecca Mo TUCIUILTHHE (MOIYJIIO).

VYyeOHble ayIUTOpUU AJISI TPOBEICHUS YUEOHBIX 3aHATHM, OCHAILCHHbBIC
KOMIIBIOTEPHOU TEXHUKON U HAOOpaMu IEMOHCTPAIIMOHHOTO 000PYyA0BaHUS.

9. ®opma MPOMEKYTOUHOM aTTECTALINU:

3auet B 7 cemecTpe.

10. O1ieHOYHBIE MaTEPUATBI.

OueHo4YHbIE MaTepUaIbl, TPUMEHSAEMBIE NIPU NPOBEIECHUN MPOMEKYTOUHOU
aTTeCTalui, pa3padaThIBalOTCA B COOTBETCTBUM C JIOKAJIbHBIM HOPMATHBHBIM
aktoM PYT (MUUT).
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