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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

OCHOBHOMH LIENBIO U3YUYEHUS AUCUMILINHBI «O0ecneueHrne HPOpMaMOHHOM
0e301acHOCTH  IMPOEKTHPOBAHMs,  CO3JaHUS,  MOJEPHU3ALMM  OOBEKTOB
uHpOopMaTU3alnu Ha 0a3e KOMIBIOTEPHBIX CUCTEM B 3AIIUIIEHHOM HCIIOIHEHUN
ABJIAETCS (POPMHUPOBAHUE y OOYUAIOIIErOCsi KOMIIETEHLUN JIJIS CIEIYIOIIUX BUOB
NEeATENbHOCTH: - MPOEKTHAsl; - OpraHU3allMOHHO-YyIpaBieHvyeckasd. /(ucuunnuna
npelHa3HayeHa JUisl  TOJy4YeHUS 3HAHMW s pelIeHUs  CIEIyIoLuX
npodeccuoHaNbHbIX 3a/1a4 (B COOTBETCTBUU C BUAAMU eATebHOCTH): [IpoekTHas
NESATENIbHOCTh: - pa3paboTKa TEXHUYECKMX 3aJaHuil Ha IPOEKTUPOBAHUE,
ACKU3HBIX, TEXHUYECKUX M pabO4YMX IMPOEKTOB CHUCTEM M TMOJCUCTEM 3allUThI
uHbOpMallMd C Yy4YEeTOM JEWUCTBYIOUIMX HOPMATHUBHBIX M METOAMYECKHX
JOKYMEHTOB; - pa3pabOTKa IPOEKTOB CHCTEM H IOJACHCTEM YIpPaBICHUS
MH(OPMAIMOHHOW O€30MaCHOCThI0O O0BEKTa B COOTBETCTBUM C TEXHUYECKHM
3amanueM. OpraHu3alMOHHO-YIPABICHYECKAs! JNEATEIbHOCTh: - OCYLIECTBICHHE
MpPaBOBOr0, OPraHU3alMOHHOTO M TEXHUYECKOro O0ECHedYeHHUs 3allUThI
uHbOpMalMy; - OpraHu3anus pabdoT MO BBIIOJHEHUIO TPEOOBAHUN pexUMa
3alUThl MHGOpMAalMK, B TOM 4YHCIe HH(OPMALMKM OrPAaHUYEHHOTO JOCTYMa
(cBeAECHM, COCTaBIIOIMIMX TOCYJapCTBEHHYIO TaillHy W KOH(PUIACHIUAIbHOU
unpopmarmn); Cnermanuzanus Ne® "Muapopmannonnas 6€30macHOCTh 00BEKTOB
uH(popmaTu3auuu Ha 0a3e KOMIBIOTEPHBIX CUCTEM': - pa3pabOTKa MPOEKTOB
HOPMATHUBHBIX IPABOBBIX AaKTOB, PYKOBOJSIIUX W METOJUYECKUX JOKYMEHTOB
NPEANPUATUS, YIPEKACHUS, PETNIAMEHTUPYIOLIUX JIEATeIbHOCTh 0 00ECIIEUeHUIO
uHopMaIMOHHONW  Oe30macHOCTH  OO0OBEKTOB  WH(popmaTu3zanuu Ha  0ase
KOMIIBIOTEPHBIX CHCTEM B 3alMIICHHOM WCIOJHEHMM W IPOLECCOB HX
IPOEKTUPOBAHMS, CO3JaHUs W MojepHuzaumu. JuciuminHa «ObecnedeHue
UH(POPMAIIMOHHON O€30MacCHOCTH TMPOCKTHUPOBAHUS, CO3JaHUS, MOJEPHHU3AINH
00BEKTOB MH(pOpMaTHU3alMU Ha 0a3e KOMIBIOTEPHBIX CHUCTEM B 3aIUIIEHHOM
UCIIOJIHEHUW» HMMEET IIeJIbI0 O3HAKOMIIEHHWE ClIylIaTesied ¢ HOPMAaTUBHBIMU H
OpraHM3allMOHHBIMU JOKYMEHTAaMH, TOKTpuHamu, ctangapramu @Cb u ®CTOK.
JucuunnuHa obecnieunBaeT NpuoOpeTeHne 3HaHUM M YMEHUH B 00J1aCTH 3aIUTHI
uHGOpPMAIMH [0 YTEUKE B PA3IMYHBIX KaHaJaX CBSA3M M HECAaHKIIMOHUPOBAHHOMY
JOCTylly K He. 3amava aucuMmiuidHbl «OOecriedeHue HHPOPMALMOHHON
0e30MacHOCTH  MNPOEKTUPOBAHUSA,  CO3JlaHUsA,  MOJEpPHU3alUH  OOBEKTOB
uH(popMaTH3alry Ha 0a3€e KOMIBIOTEPHBIX CUCTEM B 3aIMILEHHOM HUCIIOTHEHUN
— MOJly4€HHE OCHOBOIOJIAraloIINX 3HAHUM 0 MeToJ1ax oOecrieueHust 0€30MacHOCTH
uHpOpMAIlMU Ha Pa3IMYHbIX OOBEKTaX 3allleT PYKOBOASIIMX M HOPMATHUBHBIX
JIOKYMEHTOB, a TaK K€ BHYTPEHHUX JOKYMEHTOB OPTaHHU3aL1H, U O KAHAJIAX YTEUKU
3aIuIIaeMo HHGOPMAIIUH.



2. [Inanupyemsble pe3yibTaThl 00y4eHUS 10 AUCIUIUIMHE (MOIYJIIO).

Ilepeuenp  ¢GopMUpYEMBIX pPE3yJbTaTOB OCBOECHHS 0Opa30BaTEIbHOMN
nporpamMmbl (KOMIIETEHLUI) B pe3yJbTaTe 00yUYeHUs M0 AUCUMIUIMHE (MOIYIIO):

OIIK-1 - CnocobOeH oneHuBaTh poJib HHPOpMaUUU, HUHOOPMAIMOHHBIX
TEXHOJIOTUHA U MHQPOPMAITMOHHON OE€30MaCHOCTH B COBPEMEHHOM OOINECTBE, UX
3Ha4YeHHUE N7 o0ecTieueHus: OObEKTUBHBIX MOTPEOHOCTEN JIMYHOCTH, OOIIIECTBA U
rocyaapcTBa;

OIIK-4 - CoocobeH TpPUMEHATh HOPMATHBHBIE TMPABOBBIE  aKTHI,
HOPMAaTUBHBIE U METOJIMYECKUE JIOKYMEHTBI, PETJIaMEHTUPYIOIIUE JIEATEIbHOCTD
1O 3aIluTe UHPOPMAIUH.

OOGy4eHwue 1Mo JUCUUILUIMHE (MOAYJII0) MPEANoJaraeT, YTo Mo €ro pe3yJibratam
oOyuaroruiicst Oyier:

Ymersb:
[IpoBoauT MoaenMpoBaHUE aBTOMAaTU3UPOBAHHBIX CUCTEM C II€JIbIO aHAIN3a
YA3BUMOCTEM.

Ymerb:
Ha ocHoBaHMM NpOBEIEHHOTO MOJEIMPOBAaHUA OonpeaensieT 3p(HEeKTUBHOCTh
CPEJICTB U CITOCOOO0B 3aIUTHI HH(POPMALIUH.

3HATH:
VYyacTByeT B pa3paboTKe MPOCKTHHIX PEIICHUN MO 3amuTe MHOOpMalUK B
aBTOMAaTHU3UPOBAHHBIX CUCTEMaX BBICOKOCKOPOCTHOTO TPAHCIIOPTA.

Baanern:
VYyacTByeT B pa3pabOTKe MPOCKTHBIX PEIICHUN MO 3aIuTe MHOOpPMAINK B
OECIUIIOTHBIX aBTOMATU3UPOBAHHBIX CUCTEMAX.

YMerh:
PazpabaTeiBaeT mporpaMMHbI€ CpelICTBa JJISI CUCTEM 3allUThl MHGOPMAIUU
ABTOMATU3UPOBAHHBIX CUCTEM BBICOKOCKOPOCTHOT'O TPAHCIIOPTA.

YMmeThb:
Pa3pabateiBaeT mporpaMMHBIC CPEACTBA IS CUCTEM 3aIUTHl HHGOPMAIIHH
aBTOMATU3UPOBAHHBIX CUCTEM B OCCITMIIOTHBIX aBTOMATU3UPOBAHHBIX CHCTEMAaX

YMeTh:

[IpoBoauT aHanmu3 ysA3BUMOCTH W YCTaHABJIMBAaeT HEOOXOIUMBIE CpECTBA
3amuThl “THGOPMAIIUU I TEXHOJOTHYECKON 0a3bl aBTOMAaTU3UPOBAHHBIX CUCTEM
BBICOKOCKOPOCTHOI'O TPAHCIIOPTA.

YMmeTh:



[IpoBoauT aHanu3 ysA3BUMOCTH U YCTaHABJIMBAET HEOOXOJUMBIE CpEICTBA
3amuThl  UHQOpMAUUM IS TEXHOJIOTHUYECKOM  0a3bl  OeCHHJIOTHBIX
aBTOMAaTU3UPOBAHHBIX CUCTEM.

3HaTh:
3HaTh OCHOBHBIC (DOpMaJbHBIC MOJEIH H30JUPOBAHHOW MPOrpaMMHOMN
cpeapl 1 0e30MacHOCTH HH(OOPMAIIMOHHBIX TTOTOKOB.

YMmeTh:
YMeTh pa3palaTbiBaTh MOJIEIN YIPO3 U MOJICNIA HAPYIIUTEN O€30MaCHOCTH
KOMHBIOTepHBIX CUCTCEM.

3HaTh:
3HaTh OCHOBHBIE TIPOLIECCHI TMPOEKTUPOBAHUS CHCTEM OOecredeHus
nH(pOpMaIIMOHHOM 6€30TTaCHOCTH.

Ymern:
VYMmeTh pa3pabaThiBaTh U peain30BbIBATh TEXHOJOTHUIO NMPOBEACHUS ayAUTa
MH(OPMAIIMOHHOW 0€3011aCHOCTH Ha 00bEKTaX HH(POpMATHU3AIUH.

3HATH:
3HaTh OCHOBHBIE METOJbI M TIOAXOAbl K aHalW3y 3allUIIEHHOCTH
KOMITBIOTEPHBIX CUCTEM.

YMmeTh:
YMeTh NpUMEHSATh MHCTPYMEHTAJIbHBIC CPEACTBA aHalM3a 3allUIICHHOCTU
KOMITBIOTEPHBIX CHCTEM Ha 00BhEKTaX MH(POPMATH3AIIHH.

Baanern:
Brnagets HaBbIKaMu pa3pabOTKU JOKYMEHTAIIHH MO COMPOBOXKICHUIO CHCTEM
oOecrieueHus: UHOOPMAITMOHHON O€30MaCHOCTH Ha 00bEKTaX MH(POPMaTHU3AIINH.

3HaATDb:

3HaTh OCHOBHBIC MPUHIIMIBI U METOJbI CO3/JaHUS CHUCTEMBbl OOecTieUeHUs
HH(POPMAIIMOHHOW ©0€30MaCHOCTH TMPOIIECCOB TPOCKTUPOBAHUS, CO3JaHUA M
MOJIepHU3AIMN 00BEeKTOB MH(pOpMaTH3alud HAa 0a3e KOMITBIOTEPHBIX CHCTEM B
3aIUILEHHOM UCIIOJIHEHHUH.

Ymersn:

YMeTh co3aaBaTh CHCTEMbI o0ecrieueHuss HHPOPMAIIMOHHOW 0e30MacHOCTH
NPOIECCOB  MPOCKTHUPOBAHUS, CO3MaHUS W  MOJCpPHHU3AlMd  OOBEKTOB
nH(OpMaTH3ALINH.

Baanern:
Brnanets HaBblkamMu co3mgaHWs CUCTEM obOecmedeHuss WHGOPMAIMOHHON
0€30IaCHOCTH.



3HaThb:

3HaTh OCHOBHBIC MPHUHIMIBLI Pa3pabOTKU HOPMATHBHO IPABOBBIX AaKTOB,
PYKOBOASIIMX W METOAMYECKUX JOKYMEHTOB MPEANPUATUS, YUPEKICHUS,
OpraHu3aluu

Ymers:

YMeTh pa3pabaTbiBaTh HOPMATMBHO IIPABOBBIE AaKThl, PYKOBOJSIIME U
METOJUYECKHE JOKYMEHTHI, perJaMeHTUPYIOIINE EATEIbHOCTh 0 00ECIEeUCHUIO
uH(pOpMAIMOHHOW  Oe3omacHOCTH  OOBEKTOB  MH(poOpmaTu3auuu Ha 0Oase
KOMIBIOTEPHBIX CHUCTEM B 3aIIUIIEHHOM HCIOJIHEHUH ¢ TMPOIECCOB UX
POEKTUPOBAHUS.

Baanern:
Bianetrs HaBbIKaMu pa3pabOTKX HOPMATHBHOM MPABOBOM JOKYMEHTAIIUH.

3. O06beM TUCIMIUTAHBI (MOTYJIS).
3.1. O6mas Tpy10€MKOCTh AUCIUILIUHBI (MOIYJIs).

OO6masi TpyIOEMKOCTh AUCUUIUIMHBI (Moayssi) coctaBiser S5 3.e. (180
akaJeMHUYEeCKHUX Jaca(oB).

3.2. O6bem aucuMIUIdHBL (Monaynsi) B (opmMe KOHTAaKTHOW pabOThI
oOyJaromuxcst €  MEJarorM4yecKuMM  paboTHMKaMu W (WIM)  JUIAMH,
IPUBJIEKAEMBIMH K peain3aluu o0pa3oBaTesIbHOM MporpaMmbl Ha UHBIX YCIOBHSIX,
IIPU MPOBEJECHUHN YUE€OHBIX 3aHITHI:

KonnyectBo wacos
Tun y4eOHBIX 3aHATHI Bceero| Cemectp
NelO
KonrakTHas paboTa rmpy npoBeieHNN Y4eOHBIX 3aHATHH (BCET0): 80 80
B toMm uncie:
3aHATHS JIEKIIHOHHOTO THIIA 48 48
3aHATHS CEMUHAPCKOTO THIIA 32 32

3.3. O0beM AUCHUIUIUHBL (MOIyJNsg) B (opmMe caMOCTOSITENbHONW paboThI
oOydJarommxcs, a Takke B (opMe KOHTAKTHOH pabOThl OO0ydaromMXcs ¢
NeAarorndecKuMu pabOTHUKAMU U (WJIH) JIUIIAMH, TPUBIIEKAEMbBIMH K peaTn3aiu
0o0pa3oBaTeNbHONM MPOTrpaMMbl HA HWHBIX YCIOBHUSX, TMpPH MPOBEACHUU
IPOMEKYTOUHOM aTTectanuu cocrapiser 100 akagemuyeckux yaca (0B).

3.4. IIpu 0Oy4eHnH 110 MHANBUIYAITEHOMY Y4eOHOMY IIJIaHY, B TOM YHCIIE TTPH
YCKOPEHHOM 00Yy4YeHUH, 00BEM AUCIUIUIMHBI (MOJIYJIsI) MOXKET OBITh pean30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHON paboThl 00yJaronuxcs, a Takke B hopme




KOHTAaKTHOW PabOThl 0O0YydYaIOIMUXCS C MEAArorudecKuMu pabOTHUKAMH U (WJTH)
JUIIaMH, TIPUBJIEKAEMBIMU K peau3aiuu o0pa3oBaTeIbHON MPOrpaMMbl Ha UHBIX
YCJOBUSIX, IPU MPOBEJACHUU TPOMEKYTOUHON aTTECTAILIUH.

4. ConeprxkaHue TUCIHUTIIAHBI (MOTYJIsA).

4.1. 3aHATHA TEKOIUOHHOTO THUIIA.

TemaTtuka JICKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC

1 Beenenue HpaBOBLIC OCHOBEBI 00€CIICUCHHUS 3alllUThI I/IH(I)OpMaL[I/II/I.

2 |Mepsl u cpeactBa 3amuTel nHGopManuu. 1. OCHOBHBIE 3aIIIUTHBIE MEXAHU3MBI,
peanu3yeMble B paMKax pa3IMuYHbIX MEp U CPEACTB 3alIUThl. OpraHu3aluoHHas
CTPYKTYypa CUCTEMBI 00ecriedeHus1 6€30IacCHOCTH MH(POPMAIIMOHHBIX TEXHOJIOTH.
Pacnipenenenue ¢pynknuii. CucteMa HOpPMaTUBHO- METOJMYECKUX U OPTraHU3aI[MOHHO-
paclopsAUTEIbHBIX TOKYMEHTOB OpraHU3aluy M0 00eCeYeHNI0 0€30aCHOCTH
MH(GOPMALIMOHHBIX TEXHOJIOTHI.

3 |[YTeuka uH}poOpMaIUuK 10 TEXHUYECKUM KaHaaM TexHUYecKre KaHalbl yTeUKu
uHpopmanuu. TexHnYecKkne CpecTBa MUHIMHU3ALUH yiIepOa OT HHIUIACHTOB.

4 |MudopmanoHHble TEXHOJIOTUH. 1. YTpo3bl 0e30nacHOCTH HHPOPMALIMOHHBIX
TEeXHOJIO0Truil. Busibl Mep 1 OCHOBHBIE IPUHLIUITBI 0OecTieyeHHs] 0€30MacCHOCTH
nH(GOPMaLIMOHHBIX TeXHOJOoTruil. 2. [IpaBoBbIe OCHOBHI 0OecrieueHus1 6e301MacCHOCTH
MH(POPMALMOHHBIX TEXHOJIOTHH. ['ocy1apcTBeHHas cUCTeMa 3alUThl HH(OPMALHH.

5 |AnmapaTHO-TIpOrpaMMHBIE CPEICTBA 3aIUTHl HH(POPMAIIUN OT HECAaHKIIMOHUPOBAHHOTO
Jnoctyna. Bo3MOXHOCTH IPUMEHEHUS IITAaTHBIX U TOTIOJHUTEIBHBIX CPEJACTB 3aIUThI
MHPOPMALIUU OT HECAHKITMOHUPOBAHHOTO JIOCTYTIA.

6 |be3omacHOCTh B KOMITBIOTEPHBIX CUCTeMax U ceTsx 1. [IpobiemMbr obecrieueHus
0€30IMMacHOCTH B KOMITHIOTEPHBIX CHCTEMax M ceTsAX. HasHaueHue, BO3MOXKHOCTH, H
OCHOBHBIC 3aIlUTHBIC MEXaHU3MbI MEKCETEBBIX SKPAaHOB. 2. BUpTyaslbHbIC YaCTHBIC CETH.
OOHapy)XeHHE U yCTpaHEHUE ysI3BUMOCTeH. BO3MOXKHOCTH CKaHEPOB OE30MAaCHOCTH.
Ananu3 conepsxxkumoro nourosoro 1 WEB-tpaduxa (CONTENT SECURITY).

7 |Ayaut unpopmanunonHoi 6e3onacHocTH 1. CoObITHsA 6€301IaCHOCTH, ay/IHT.
MonuTopuHr coObITuit 6e3onacHocTH. 2. CTaHIapTHBI U KPUTEPUH MPOBEJICHUS ayIuTa
nH(GOPMAIMOHHOK Oe30MmacHOCTH. 3. MeToI0JIoTH ayIuTa HHPOPMAITMOHHON
6e3omacHoctu. Opranu3zanus nporecca ayaura.

8 |Texumueckas 3amuta uHpopmaruu 1. OcHOBHBIE TPHOOPHI 1 000PYIOBAHUE,
MPUMEHSIEMOE /ISl BBISIBICHHUS TEXHHUECKUX KaHAIOB yTeuku nHpopManuu. 2. OCHOBBI
OpraHu3aIuy U 00eCIIeYeHHs PadoT MO TEXHUUECKOM 3auTe HHpopManuu. 3.
TexHUYECKHE CPECTBA 3aIMUTHI HH(DOpPMAIIMK U OpTaHU3aIHsl paboT 1O 3alTUTe
uHpOpMaLUH.

9 |KommbtotepHbie HHITUACHTHI 1. [TOHATHE O KOMIIBIOTEPHBIX HHIUIACHTAX. MUHUMHU3AIIHS
yiiep0a, HaHOCUMOTo HHITHACHTOM. KOpranyueckre mpeanoCckUTKy 71 PacciieIOBaHUs
WHIIUJICHTOB ¥ MUHUMM3AIUK ymepoa. PaccienoBanne nHuaeHToB B Poccuiickoii




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

denepanun u 3a pyoexxkoM. 2. Hekotopsie cpefcTBa KOHTPOJISE KOMMYHHUKAITUH U CPEIICTB
OBT. JlelicTBus B ciiyyae BO3SHUKHOBEHHUS MHIIUIEHTA. M3bsATHE U nccneqoBaHne
KOMITBIOTEPHON TEXHUKH U HOCHUTENEeH nH(OpMaIHH.

10 |Metogs! aynupoBanus. 1. OCHOBHbBIE IOHATHS B 00JaCTH 0€30MaCHOCTH
WH(GOPMAIIMOHHBIX TeXHOJIOTHH. O0S3aHHOCTH KOHEUHBIX MOJIh30BaTENICH U
OTBETCTBEHHBIX 32 oOecrieueHre 0€30MacHOCTH HHPOPMAIIMOHHBIX TEXHOJIOTUN B
noapazaeneHusx. OTBETCTBEHHOCTH 3a HapyiueHus. 2. [Topsigok paboThl ¢ HOCUTEISIMHI
KJroueBoil nuopmanyu. MHCTpyKIuu 1o opraHu3aiy napojieil 1 aHTUBUPYCHOM
3amuThl. AynuT nHOOpMAIMOHHOW 0€30MMacCHOCTH KOMITAHHI: OOIITHE TTOHITHS 1
OTIpeICTICHUS.

4.2. 3aHATHS CEMUHAPCKOTO THUTIA.
HpaKTI/ILIeCKI/Ie 3aHATUA
No
e TemaTHka MpakTUYECKUX 3aHATHI/KpaTKOe Coiep KaHne
1 |[Ipaxtuueckoe 3aHsTue Nel
BBozanoe 3anstue. TexHuka 0€30MacHOCTH B KOMIIBIOTEPHOM KJIacce.
2 |[Ipaktuueckoe 3aHsTHE No2
Jloxmaap! cTyIeHTOB 10 TeMe « TexHmaeckue KaHaibl yTeukd naHpopMarmmy, « Texandeckne cpencTna
MUHUMH3AIUH yiepOa OT HHIUACHTOBY.

3 |[Ipaktuueckoe 3anstue Ne3
ﬂOKHa}IBI CTYACHTOB I10 TEME ((prOBI)I 6e3OHaCHOCTH I/IH(i)OpMaHI/IOHHLIX TeXHOJ’IOFHﬁ», ((BI/IZ[I)I MEp U
OCHOBHBIC TPUHIUIIBL OGCCHC‘IGHI/IH 6€3OH3CHOCTI/I I/IH(l)OpMaHI/IOHHLIX TeXHOHOFHﬁ)), ((HpaBOBI:Ie OCHOBBI
obecrieueHust 6€30MaCHOCTH HH(POPMALIMOHHBIX TEXHOJIOTHII.

4  |[Ipaxtuueckoe 3aHsaTue Ned
ﬂOKJ’Ia,Z[BI CTYACHTOB II0 TEME «OCHOBHBIE 3alIUTHBIE MEXaHNU3MBI, PEATN3YEMBIC B paMKaX Pa3JINYHbIX MEP
W CPEJICTB 3aIIUTHDy, ATIITAPaTHO-TIPOTPaAMMHBIE CPEICTBA 3AIIATH HHPOPMAIIUH OT
HECAHKIIMOHUPOBAHHOT'O JOCTYIIa», «Bo3moxuoctn MNPUMCHCHUS IITATHBIX U JONOJIHUTCIIbHBIX CPECACTB
3alIUThI I/IH(i)OpMaIII/II/I OT HCCAHKIIMOHHUPOBAHHOT'O JOCTYIIa».

5 |[Ipaktuyeckoe 3anstue NeS5
ﬂOKHa}IBI CTYACHTOB I10 TEME ((HpO6J'I€MI)I OGCCHG'—ICHI/IH 6630HaCHOCTI/I B KOMIIBIOTEPHBIX CUCTEMAX U
CCTAX», <(Ha3Ha‘leHI/Ie, BO3MOXHOCTH, 1 OCHOBHBIC 3allITUTHBIC MEXAHU3MBbI MEKCETEBBIX OKPAHOBY,
«BuptyasnbHbie YaCTHBIE CeTH», «BO3MOXKHOCTH CKaHEpOB OE301aCHOCTIY.

6 |[Ipaktuueckoe 3aHsTHE Neb
Jlokmaap! cTyIeHTOB 110 TeMe « MOHUTOPHHT COOBITHIT Oe30macHOCTI», « CTaHIAPTHBI U KPUTEPUHT
MMpOBCACHUA ayAnUTa I/IH(I)OpMaIII/IOHHOI\/'I 6€3OHaCHOCTI/I», «MCTO,HOJ'IOFI/ISI ayanuTa I/IH(I)OpMaIIHOHHOﬁ
663OHaCHOCTI/I», ((OpFaHI/I3aHI/I${ mpouecca ayaurar.

7 |IIpakTuueckoe 3ansarue Ne7
Jloknans! cTyeHToB 1o TeMe «OCHOBHBIE TPHUOOPHI U 000pYJOBaHHE, TPUMEHSIEMOE JIJIs BBISIBIICHUS
TEXHUUYECKHX KaHAJIOB YTeuKU nHPpopManun», « OCHOBBI OpraHu3anuu u odecrieueHus padbor mno
TEXHUYECKOH 3amuTe nHpopMannn», « TeXHHUECKUe CPEeaCTBA 3aIUThl HHGOPMALIMK M OPraHU3aIUs
paboT 1o 3ammTe HH)OPMAITII.

8 |lIpaktuueckoe 3ansTre No§

Joxnanel cryaeHToB 1o TeMe «[1oHsITHE 0 KOMITBIOTEPHBIX HHIIMAECHTaX», «PaccnenoBanue MHIIMIEHTOB B
poccuiickoii penepanuu u 3a pyodexom», CpeacTsa KOHTPOIS KOMMYHUKAIUA U cpeacts DBT».




n/n

TemaTHka MPaKTHYECKUX 3aHATHI/KPaTKOE COIEepPIKaHNe

[IpakTuueckoe 3anstue Ne9

ﬂOKJ’IaI[BI CTYACHTOB II0 TEME «O0513aHHOCTH KOHEYHBIX II0JIb30BaTENIe M OTBETCTBEHHBIX 3a 00ECIIeUCHUE

6e3omacHOCTH MH(POPMAITHOHHBIX TEXHOJIOTHH B TTOpasaeneHusIx», «[lopsanok paboTel ¢ HOCHTETSIMU
KJIFOUEBOHM MH(POPMAIHNY.

4.3. CamocrosTenbHas padoTa 00y4JaroImuXCs.

/11

Bun camocrosiTenbHo# paboTh

CP1

1. [ToBTOpEHUE TEKIIMOHHOTO MaTepuaia. 2. M3ydyeHue yaeOHO# TuTepaTyphl U3 IPUBEIACHHBIX
UCTOYHUKOB: [1], [2]. 3. 3yueHne pecypcoB HHPOPMAITMOHHO-TEIICKOMMYHHKAIIMOHHOMW CETH
«MHTEPHET», HEOOXOMMBIX IJIs1 OCBOCHUS TUCIMILIHHEL 4. KOHCIIEKTHPOBaHUE H3YYCHHOTO
Marepuaia. 5. [IoqroToBka K IpakTUYECKUM 3aHATHSIM.

CP2

1. [ToBTOpeHME TEKIHOHHOTO MaTepraia. 2. V3ydenue yaeOHOI TuTepaTypsl U3 IPHUBEACHHBIX
UCTOYHUKOB: [1], [2]. 3. 3yueHne pecypcoB HHPOPMAITHOHHO-TEIEKOMMYHHKAIIMOHHON CETH
«MHTEPHET», HEOOXOIMMBIX JJIsi OCBOCHUS TUCIUILIHHEL 4. KOHCIIEKTHpOBaHNE M3yUCHHOTO
MaTepuana. 5. [TonqroToBka K mpakTHIECKUM 3aHATHSM.

CP3

1. IToBTOpeHHe TEKIMOHHOTO MaTepuaia. 2. 3ydyenue yaeOHOI TuTepaTyphl U3 NPUBEACHHBIX
ucToyHUKOB: [1], [2]. 3. U3yueHue pecypcoB HHPOPMAITHOHHO-TEICKOMMYHUKAIIMOHHOM CETH
«MHTEPHET», HEOOXOMMBIX /151 OCBOCHUS TUCIMILIHHEL. 4. KOHCIIEKTHPOBaHUE H3Y4YCHHOTO
Marepuaina. 5. IIoaroToBka K NpakTUUECKUM 3aHIATHSAM.

CP4

1. TToBTOpEHME NEKIMOHHOTO MaTepHaia. 2. M3yuenne yueOHOM ITUTEpaTyphl U3 IPUBEACHHBIX
nctouHukos: [1], [2]. 3. 3yuenne pecypcoB HHPOPMAITOHHO-TEICKOMMYHHKAIIHOHHON CETH
«MHTEPHET», HEOOXOMMBIX JIJIsl OCBOCHUS TUCIUIUTHHEL 4. KOHCIICKTHPOBAaHUE H3YYCHHOTO
MaTepuana. 5. [ToqroToBka Kk MpakTHYECKUM 3aHSATHSM.

CP5

1. [ToBTOpEHHE JTEKIIMOHHOTO MaTepuaia. 2. M3ydeHnue yueOHO# TUTEepaTyphl U3 IPUBEACHHBIX
ucTOoYHUKOB: [1], [2]. 3. M3yuenne pecypcoB HHPOPMAITHOHHO-TEIEKOMMYHHKAIIMOHHONW CETH
«MHTEPHET», HEOOXOIMMBIX JJIsi OCBOCHUS TUCIUILIHHEL 4. KOHCIIEKTHpOBaHNE M3yYEHHOTO
MaTepuana. 5. [TonroToBka k mpakTuaeckuM 3aHATHAM. 6. [IoATOTOBKA K MEPBOMY TEKYIIIEMY KOHTPOITIO
(PUTM MUUT).

CP6

1. [ToBTOpeHue EKIMOHHOTO MaTepuaia. 2. M3ydeHue yueOHON JIMTepaTyphl U3 IPUBEICHHBIX
uctouHukoB: [1], [2]. 3. 3yueHue pecypcoB HHGOPMALMOHHO-TEIEKOMMYHUKAI[HOHHOW CETH
«MHTEPHET», HE0OXOIMMBIX AJIs1 OCBOCHUS TUCIMILIHHEL 4. KOHCIIEKTHpOBaHNE H3yYEHHOTO
marepuana. 5. [logroroBka Kk mpakTUYECKUM 3aHSTHUSIM.

CP7

1. IToBTOpEHME NEKIIMOHHOTO MaTepHaia. 2. Mi3yuenne yueOHOM UTEpaTyphl U3 MIPUBEAEHHBIX
nctouHukoB: [1], [2]. 3. 3yuenue pecypcoB HH(POPMAIIOHHO-TEIEKOMMYHHKAIIHIOHHON CETH
«MHTEPHET», HEOOXOIMMBIX ISl OCBOCHUS TUCHUIUTHHEL 4. KOHCIIEKTHpOBaHUE H3YICHHOTO
Marepuaina. 5. IIoqroToBka K IpakTUUECKUM 3aHATUSIM.

CP8

1. IToBTOpEHME TEKINOHHOTO MaTepuaia. 2. V3ydenue yaeOHOI TUTepaTyphl U3 IPUBEAECHHBIX
uctouHukoB: [1], [2]. 3. 3yueHue pecypcoB HHGOPMAIHOHHO-TEIEKOMMYHUKAI[HOHHOW CETH
«MHTEPHET», HEOOXOIMMBIX JJIsi OCBOCHUS TUCIHUILIHHEL 4. KOHCIIEKTHpOBaHNE H3yYEHHOTO




Bun camocrositenbHO#M paboTh

n/n
marepuaina. 5. [IoAroToBka K mpakTHYeCKuM 3aHATHsM. 6. [IoAr0TOBKA KO BTOPOMY TEKYIIEMY KOHTPOIIIO
(PUTM MUWT).
9 |[CP9

1. IToBTOpEHME NEKIIMOHHOTO MaTepuaia. 2. Mi3yuenne yueOHOM ITUTEpaTyphl U3 PUBEAEHHBIX
UCTOYHUKOB: [1], [2]. 3. U3yueHue pecypcoB HHPOPMAITUOHHO-TEICKOMMYHUKAIIMOHHOM CETH
«MHTEPHET», HEOOXOIMMBIX IJIs1 OCBOCHUS TUCIMILIHHEL 4. KOHCIIEKTHPOBaHUE H3YYCHHOTO
Mmarepuana. 5. [ToaroToBka K npakTHueckuM 3aHATHIM. 6. [loAroToBKa K 3a1uTe KypcoBOH pabOTHL.

10 | BeimonHeHNe KypcoBOW pabOTHI.

11 | [ToaroToBKa K MPOMEXYTOYHOM aTTECTAIINH.

12 | TloaroToBka K TeKymeMy KOHTPOJIIO.

4.4. ITpumepHbIN IEpeUeHb TEM KYPCOBBIX PabOT

[IpumepHble TeMBbl KypcoBOil paboThl: -OcoO€HHOCTH OOecreyeHus
MH(OPMAITMOHHONW 0€30MaCHOCTH MHKPOIIPOIIECCOPHBIX CHUCTEM YMPABIICHUS,
Ceptudukamus cpeAcTB 3amuTbl uHpOpMmanuu mo TpeboBanusim DCh; -
OcobennocTu obOecrieyeHus HWH(POPMAIMOHHON 0€30MacHOCTH  3aIUIICHHBIX
nometiennii; -Ocodennoctu yreuku nHdopmanuu no [IOMUH; -Ocobennoctu
oOecrieueHus: HUHPOPMAIMOHHON OE30MACHOCTH OOBEKTOB BBIUUCIUTEILHOU
TeXHUKH; -OCOOCHHOCTH yTeUkH WHGOpPMAIMU IO 3aKPHITOMY KaHaly CBS3H
(Intranet); -Ceprudukaiuss cpeacTB 3amuThl HHGOpPMANKMKH 1O TPeOOBAHUIM
OCTOIK; -YTeuku nnbopmaiuu mo BUOpoakycTuiaeckoMy kanaiy; -Oco0eHHOCTH
yTeuku uH(opmanmuu 1o OoTKpeiToMy KaHany Ethernet; -OcoOennoctu
oOecrieueHus WHPOPMAITMOHHOW OE30MACHOCTH HA TPAHCHOPTHBIX CPEACTBAX; -
OcobeHHocTr yTeukn HH(OpPMAMA 1O aKyCTOIIEKTPUYECKOMY KaHaly; -
Knaccuduxanus 06bekToB MHGOpMATH3ALUHU IO TPeOOBAaHUSAM HUH(POPMALMOHHOM
6e3onacHoctu; -OcoOeHHOCTH ofecrieueHuss MHPOPMAIMOHHON 0€30MacHOCTH
TUCTIETYEPCKUX CUCTEM YIIPaBICHUSI.

5. llepeueHp wu3AaHWN, KOTOPBIE PEKOMEHIYETCS MCIIOJIb30BaTh IIPU
OCBOEHUHU JTUCIUIUINHBI (MOJTYJIS).

i\/@n bubnmorpaduyeckoe onucanue Mecto nocryna

1 Nudopmannonnas 6e30nacHOCTh U 3aiuTa HHGOpMaLuu UTB VJIVIIC
B.I1. Mensuukos, C.A. Kneiimenos, A.M. Ilerpakos Kuura (Abonement FON); UTh
W3parensckuit nentp "Akagemus" , 2012 YIIVIIC (431 1OW)

2 NudopmanronHas 6€30MacHOCTh U 3alIuTa HH(OOPMALIUY B HTB (yu.4); HTB ($6.);
KOPIIOPATUBHBIX CETSX JKEeIEe3HOA0poKkHOro Tpancnopra B.B. | HTB (u3.1)
Sxosnes, A.A. Kopauenko Ognoromuoe uznanne Y MK
MIIC Poccun , 2002




1 Cpencta 3amuThl HHOOPMALIUU HA JKETIE3HOI0POKHOM HTB (33); HTB (yu.3);
tpancnopre (Kpunrorpapuueckue metons! u cpeactsa) A.A. | HTB ($6.); HTB (u3.2)
Kopnuenxo, M.A. Epemees, C.E. Ananypos; Pea. A.A.
Kopuuenko; [Tox Pen. A.A. Kopanenko O1HOTOMHOE
u3naanue Mapuipyt , 2006

6. IlepeyeHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH(OPMAITMOHHBIX CIIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJB30BAThCS TIPHU
OCBOCHMH JTUCLUUILIUHBI (MOIYJIs).

- Bukunenus http://ru.wikipedia.org/ - Bc€ ms crynenta twirpx.com - 9bC
MUUT library.miit.ru http://elibrary.ru/ - HaydHO-371€KTpOHHas OUOIHOTEKA.
[TouckoBeie cucremsbl: Yandex, Google, Mail. Internet, caiiTel u TOpTAaJIbI
rocyaapctBeHHbIX CTpYKTyp (DPCTIK Poccuu, ®Cb Poccum) U KOMIaHMIA,
NEeATETHPHOCTh  KOTOPBIX  HAIlpaBieHAa Ha MTPoOJIeMbl  HHPOPMAITMOHHOM
Oe3omacHocTH. KommbioTepHBIE TIpE3EHTAIlMH, aKTyaJdbHBIX [UJIS  JaHHOU
JTUCITUTUINHBI, JUTUIOMHBIX TTPOCKTOB BBITYCKHUKOB Ka(eaphl M0 KOMITBIOTEPHOM
0€30MacHOCTH.

7. llepeueHb  JNHIIEH3UOHHOTO H  CBOOOJHO  PACIPOCTPAHSIEMOTO
MpPOrpaMMHOT0 OOECIEUYEeHUs, B TOM YHCJIE OTEUYECTBEHHOI'O MPOU3BOJICTBA,
HEO0OXOMMOTO JIJIsl OCBOCHUSI TUCIUTUTAHBI (MOTYJIsS).

Jlns mpoBenieHus JICKIIMOHHBIX 3aHITUHHEO00XO0IUMa Clelualin3upoBaHHas
JIEKIIMOHHAsl ayJIUTOpUS C MYJbTUMEAUA anmaparypodl M HMHTEPAKTUBHOM
ToCcKou. /[ mpoBeneHUsT TPaKTHUYECKUX 3aHATHH HEOOXOIMMBIHEOOXOIUMBbI
KOMITBIOTEPHl ¢ Pa0OYMMH MeCTaMH B KOMITBIOTEpHOM Kjacce. KoMIbroTepbl
JIOJKHBI OBITH o0ecIIeUYCHBI JINIIEH3MOHHBIMU IpOrpaMMHBIMU
npoaykramu:Microsoft Office 2003, MathCAD 14.0 unu npyras cucrema
MOJICTTUPOBAHUA.

8. OmmcaHue MaTepUaJbHO-TEXHUYECKOM O0a3bl, HEOOXOIUMOM IS
OCYIIECTBJICHUST 00pa30BaTEILHOTO IIPOIiecca MO JUCIUILINHE (MOJIYIIIO).

I[J'IH MNPOBCACHUA JICKHMOHHBIX H IIPAKTHUYCCKUX 3aHITUN Tp€6y€TC$I
KOMIUICKC IIPOTPaMMHO-TCXHHUYCCKUX CPCACTB B COCT&BCI-HOYT6YK; -UCTOYHHK

OecniepeOOMHOr0 MUTAHMS; -UHTEPAKTUBHAS JJOCKA; -TIPOCKTOP C pa3pelicHueM He
meree 1280x1024

9. ®opma TpOMEKYTOUHOMN aTTECTAIIUU:

3ayet B 10 cemecTtpe.



KypcoBas pabdota B 10 cemectpe.

10. OtieHOYHBIE MaTEPUATTBI.

OueHOYHbIE MaTepUalIbl, TPUMEHSIEMbIE MPU MPOBEICHUN MPOMEKYTOUHOU
aTTecTalluM, pa3paldaThIBAIOTCA B COOTBETCTBUU C JIOKAJIbHBIM HOPMaTHUBHBIM
aktom PYT (MUNT).



ABTOpBI:

JIOLICHT, JIOLICHT, K.H. Kadeapbl
"HHTEenneKkTyanbHOe YIIpaBIeHUE U
uHpOpMaIIMOHHAsA O€30MaCHOCTh B
BBICOKOABTOMAaTU3UPOBAHHBIX
TPaHCIOPTHBIX cucremax' MHcTUTyTa
KEJIE3HOIOPOKHOTO TPAHCTIOPTA

CoryiacoBaHo:

3aseayromuii kapeapoit UYullb
3aBenytomuii kadenpoit Yu3ln

[Ipencenarens yueOHO-METOIUUECKOM
KOMHUCCHU

A.A. IlpuBanos

JILA. bapanos
JILA. bapanos

H.A. AunpusHoBa



