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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

OCHOBHO# LIENBIO U3yUEHUs AUCHUIUIHHBI «O0ecnieuenrne HHPOPMaIHOHHOM
0€30MacHOCTH  NPOEKTHPOBAHMS,  CO3JaHUS,  MOJEPHM3ALMM  OOBEKTOB
MH(pOpMaTU3alMU Ha 0a3e KOMIIBIOTEPHBIX CUCTEM B 3aILUIICHHOM HUCIIOJIHEHUN
aBJsieTcs (POPMUPOBAHKE Y OOYUAIOIIEroCsi KOMIETEHIUHN IS CIENYIOLUIMX BUIOB
NEeSATENbHOCTH: - MPOEKTHAs; - OpraHU3allMOHHO-yIpaBieH4YecKkas. lucuurinHa
NpeAHa3HayeHa JUIsl [OJYYEHUs 3HAHWW U1 PELIeHUs  CIEIYIOLIUX
npodeccHoHaNbHBIX 337a4 (B COOTBETCTBUM C BUJIaMU JieaTeabHOCTH): [IpoexTHas
NEeSATENbHOCTh: - pa3padOoTKa TEXHUYECKUX 3aJaHUil Ha MPOEKTUPOBAHUE,
ACKU3HBIX, TEXHUYECKUX M pabOUYMX IMPOEKTOB CHUCTEM U TIOJCUCTEM 3aIlUTHI
UHPOpMAIMU C Yy4YETOM JICUCTBYIOIIMX HOPMATUBHBIX U METOJUYECKUX
JOKYMEHTOB; - pa3pabOTKa IPOEKTOB CHUCTEM U TIOJCUCTEM YNpPaBICHUS
MH(OpMAIMOHHOW O0€30MaCHOCThI0 O0BEKTa B COOTBETCTBHM C TEXHUYECKHM
3amanueM. OpraHu3alMOHHO-YIPABJICHUECKas NEATEIbHOCTh: - OCYILIECTBIECHUE
MPaBOBOTO, OPraHU3alMOHHOTO MW TEXHMYECKOr0 O0ECHeYeHUs  3allUThI
uH(popmanuu; - opraHuzanus padOT MO BBINOJHEHUIO TPEOOBAHMI pexXHMa
3aluThl MH(pOpMaLMKU, B TOM 4YHCIE€ HH(POpPMALMM OrPaHUYEHHOIO JOCTyma
(cBeneHui, COCTaBISIOIMX TOCYJapCTBEHHYI0 TailHy M KOH(UICHIMAIbHOM
unpopmarun); Cnermanuzanus Ne® "Mudopmanmonnas 06e€30macHOCTh 00BEKTOB
uHpopMaTH3alMu Ha 0a3e KOMIIBIOTEPHBIX cUCTEM': - pa3paboTKa MNpPOEKTOB
HOPMATHBHBIX IPABOBBIX AKTOB, PYKOBOMSIIUX U METOJUYECKUX JOKYMEHTOB
MPEANPUATHS, YIPEKACHUS, PETIAMEHTUPYIOLIUX IEATEIbHOCTh 0 00ECTIEUEHUIO
uHpopmanmoHHo Oe3omacHOCTH  OOBEKTOB MH(popmaTu3auuu Ha 0ase
KOMITBIOTEPHBIX CHCTEM B 3alUIICHHOM HCIIOJHEHMM W NPOLECCOB UX
NPOEKTUPOBAHHUSA, CO3JlaHusl M MojaepHu3auuu. JucuuminuHa «OobecnieyeHue
MHPOPMAIIMOHHON O€30MaCHOCTH TMPOEKTHUPOBAHUS, CO3JaHUS, MOJEPHU3AINU
00beKTOB MH(pOPMATH3AIMd Ha 0a3e KOMIBIOTEPHBIX CHCTEM B 3aIUIICHHOM
WCIIOJIHEHUI» HMMEET ILEJIbI0 O3HAKOMIICHHE CllyllaTesied ¢ HOPMAaTUBHBIMU H
OpraHU3alMOHHBIMHA JOKYMEHTaMmu, NoKTpuHamu, ctangapramu @Cb u @CTOK.
JucuuminHa obecriednBaeT NpuoOpeTeHNe 3HAHUN U YMEHUN B 00J1aCTH 3alUTHI
nH(pOpPMALIMU 10 yTEYKE B PA3IMYHBIX KaHAJAX CBS3U M HECAHKI[MOHUPOBAHHOMY
goctynmy K Hed. 3amava gucuuruiiHel  «OOecriedeHne MHGPOPMAMOHHOM
0€30MacHOCTH  TMPOEKTHUPOBAHMS,  CO3JAHUS,  MOJEPHHU3ALMH  OOBEKTOB
uH(pOpMaTH3alKy Ha 0a3e KOMIBbIOTEPHBIX CUCTEM B 3aMIIEHHOM HCIIOTHEHUN
— MOJy4Y€HHUE OCHOBOIIOIAraloIINX 3HaHUI 0 MeToJax obecrnedyeHust 0€30MacHOCTH
uH(pOpMAIIMK Ha Pa3IMYHbIX OObEKTaxX 3alleT PYKOBOISIIMX M HOPMATHUBHBIX
JIOKYMEHTOB, a TaK K€ BHYTPEHHUX JIOKYMEHTOB OPTaHU3all1H, U O KaHAJIaX YTEUKH
3amuiaeMoi naopmMaimu.



2. Ilnanupyembie pe3ynbTaTbl 00yYeHUs M0 JUCHUILIMHE (MOIYJIIO).

[Tepeyerr GopMHUpYyEeMBIX pe3yJbTaTOB OCBOCHHS  0Opa30oBaTEILHOM
porpaMmbl (KOMIIETEHIIMN) B pe3yJibTaTe O0yUYeHUS 110 JUCIUTIINHE (MOIYJIIO):

IIK-14 - ChoocobeH  TpOBOAWTH  MOJACIMPOBAHUE  3AIIMUIIEHHBIX
aBTOMATHU3MPOBAaHHBIX CHUCTEM C LEJbI0 aHajiM3a WX YI3BUMOCTEH W
3¢ (PEKTUBHOCTH CPENICTB U CIIOCOOOB 3aIUTH HHGOPMAIIHH;

IIK-15 - CriocobeH nmpuHUMaTh y4acTHe B pa3pabOTKe MPOCKTHHIX PEIICHUN
0 3alIUTe UHPOPMAILIUK B aBTOMATU3UPOBAHHBIX CUCTEMAX;

IIK-16 - Cnocoben pa3pabaTbiBaTh MNPOrpaMMHBIE M MPOTrPaMMHO-
anmnapaTHble CPEJCTBa NIl CUCTEM 3alllUThl MH(GOPMAIIMM aBTOMATHU3UPOBAHHBIX
CHUCTEM;

IIK-20 - CnocobeH moAaroToBUTh 0O0OCHOBAaHWE HEOOXOIMMOCTH 3aIUTHI
nH(OpMAIMU B aBTOMaTU3HPOBAHHOMN CHCTEME;

IIK-24 - Croocoben pa3pabarteiBaTh MOAETH Yrpo3, (HOpPMHPOBATH
TpeboBaHus O 3amuTe HMHPOpManuu B oObeKTax HMHpOpMaTHU3alMu Ha 0ase
KOMITBIOTEPHBIX CHCTEM, a TaKXe MPOILIECCOB MX MPOCKTHUPOBAHUS, CO3/IaHUA U
MOJIEpHU3AIINH;

IK-25 - Cnocoben paspabaTeiBaTh IUIAaH MEPOMPHUITHIA 10 3allUTe
nH(popmanuu B 00bEKTax MHPOpMATU3alMU HA 0a3e KOMIIBIOTEPHBIX CHUCTEM, a
TaKXKe MPOIIECCOB UX MPOCKTUPOBAHMS, CO3TIaHMS U MOJICPHU3AIINY;

IMK-26 - Cnocoben mpoBoauTh aHain3 3(G(HEKTUBHOCTH CHUCTEM 3aIIUTHI
uHpopMaIu B 00beKTax HH(POpMaTU3aKMK Ha 06a3e KOMIBIOTEPHBIX CHUCTEM, a
TaK>Ke MPOIIECCOB UX MPOCKTUPOBAHUS, CO3/IAaHUS U MOJICPHU3AITNY;

IIK-27 - Cioco6eH yuyacTBOBaTh B CO3/JaHUM CHUCTEMBI 3aIIUThI HHPOpMaIuu
MPOILIECCOB  TPOCKTUPOBAHUS, CO3MaHUS W  MOJAEPHHU3AIMU  OOBEKTOB
nH(popmMaTU3alMK Ha 0a3e KOMIBIOTEPHBIX CUCTEM;

ITK-28 - Cnioco6en pa3pabaTsiBaTh MPOESKTH HOPMATUBHBIX MMPABOBBIX AKTOB,
PYKOBOASIIUX ¥ METOAUYECKUX JTOKYMEHTOB TMPEANPHATHS, YUIPSIKICHUS,
OpraHu3alliM, PETIaMEHTHPYIOIMIUX JEATEIbHOCTh MO 3aluTe WHGOpMAaIUu B
o0BbekTax nHpOpMaTHU3aIK HA 0a3e KOMIBIOTEPHBIX CUCTEM, a TAK)Ke MPOIIECCOB
WX MPOEKTUPOBAHUS, CO3JaHUS U MOJICPHUBAIIHH.

OOGy4eHwue 1Mo JUCUUIUIUHE (MOIYJII0) MPENoJaraeT, 4YTo Mo ero pe3yJibTatam
oOyyaroruiicst Oyier:

Ymern:
[TpoBOIUT MOJENMPOBAHNE ABTOMATU3NPOBAHHBIX CHCTEM C LIEIBIO aHAJIA3a
YSA3BUMOCTEM.



Ymerb:
Ha ocHOBaHuU MPOBEIEHHOTO MOJICIUPOBAHUS onpeaenseT 3h(HEeKTUBHOCTh
CPEICTB M CIIOCOOOB 3aIIUTHI HH(POPMALIHH.

3HATH:
VYuyacTByeT B pa3paboTKe MPOEKTHBIX PEIISHUM 1O 3amuTe WH(pOopMaluu B
ABTOMATH3UPOBAHHBIX CHCTEMaX BBICOKOCKOPOCTHOTO TPAaHCIIOPTA.

Baanersn:
VYuyacTByeT B pa3paboTKe MPOEKTHBIX PEIISHUN MO 3amuTe MHQOopMaluu B
OCCIIIOTHBIX ABTOMATHU3UPOBAHHBIX CHCTEMAX.

YMmeTh:
Pa3zpabaThiBaeT mporpaMMHBIE CpeICTBA AJIsI CUCTEM 3allUThl HHGOPMAIUU
ABTOMATU3HWPOBAHHBIX CUCTEM BBICOKOCKOPOCTHOTO TPAHCIOPTA.

YMmeTh:
Pa3zpabaTeiBaeT mporpaMMHBIE CPEJICTBA JJISI CUCTEM 3alllUThl HHGOPMAITUU
ABTOMATH3UPOBAHHBIX CHCTEM B OCCIUIOTHBIX aBTOMATH3UPOBAHHBIX CHCTEMaX

Ymern:

[IpoBOoAUT aHanU3 ySA3BUMOCTH M YCTaHABJIMBAET HEOOXOJMMBIE CpEICTBa
3alUThl HTHOOPMALIUK JJ1SI TEXHOJIOTHYECKOM 0a3bl aBTOMATU3UPOBAHHBIX CUCTEM
BBICOKOCKOPOCTHOTO TPaHCHOpTA.

Ymern:

[IpoBoauT aHAM3 YSA3BUMOCTH W YCTaHABIMBAEeT HEOOXOIUMBIE CpEICTBA
3amMTel  WHQOpMamMM  JUIS  TEXHOJOTHYECKOM  0a3el  OECHMIOTHBIX
aBTOMATU3UPOBAHHBIX CHCTEM.

3HaTh:
3HaTh OCHOBHBIE (OPMAJIbHBIE MOJEIU H30JIUPOBAHHON MPOTrpaMMHOM
cpenbl 1 0€30MaCHOCTH MH(DOPMAITMOHHBIX TTOTOKOB.

YMmeTh:
YMmeTh pa3zpabaTeiBaTh MOJEIH YIPO3 U MOJEIH HAPYIIUTENs O€30MacHOCTH
KOMHLIOTCpHBIX CUCTCM.

3Harth:
3HaTh OCHOBHBIC TMPOIECCHl MPOSKTUPOBAHUS CHCTEM OOECIICUCHUs
UH(OPMAITMOHHON O€30MaCHOCTH.

Ymern:
YMeTh pa3pabaThiBaTh U PEaTU30BbIBATH TEXHOJIOTHIO MPOBEIACHUS ayauTa
nH()OpMAITMOHHOM 6€30MTaCHOCTH Ha 00BhEeKTax MHGOPMATH3AIUH.



3HaTh:
3HaTh OCHOBHBIE METOJbl M TOAXOAbl K aHalM3y 3allUIIEHHOCTH
KOMIIBIOTEPHBIX CUCTEM.

YMmeTh:
YMeETh NMPUMEHITh UHCTPYMEHTAIBHBIE CPEJICTBA aHalM3a 3alllUIICHHOCTH
KOMITBIOTEPHBIX CUCTEM Ha 00BhEKTaX HH(POpMaTU3AINH.

Baanersn:
Brnanets HaBbIKaMH pa3pabOTKU TOKYMEHTAIMU TI0 COIIPOBOXKACHUIO CHCTEM
obecnieueHns HH(GHOPMALIMOHHON 6E€30MacCHOCTH Ha 00BEKTaX HH()OPMATHU3AIIHH.

3HATh:

3HaTh OCHOBHBIE MPUHIIUIBI U METOJbI CO3JaHUSI CUCTEMbl OOECTECUCHUS
nH(POpMAIIMOHHOW 0€30IacCHOCTH MPOIECCOB TMPOCKTUPOBAHUS, CO3JaHUS U
MOJICPHHU3AIMN O0BEKTOB MHGOpPMATHU3aIllMd Ha 0a3e KOMITBIOTEPHBIX CHCTEM B
3alUIICHHOM MCIIOJHCHHUH.

Ymersb:

YMeTh co3naBaTh cUCTEMBI oOecrieueHus MHPOPMAIIMOHHON 0€301acHOCTH
MPOLIECCOB  TPOCKTUPOBAHUS, CO3MaHUS W  MOJEpPHHU3AIUMU  OOBEKTOB
MH(}OpMaTU3ALINH.

Baagern:
BrnaneTs HaBBIKAMH CO3JaHHMS CUCTEM OO€CIeUeHHUs HH(POPMAIIMOHHOM
0€30I1aCHOCTH.

3HaTh:

3HaTh OCHOBHBIE MPUHIMIBLI Pa3paOOTKHM HOPMATUBHO IPABOBBIX AaKTOB,
PYKOBOJSAIIMX W METOAMYECKUX JOKYMEHTOB MPEANPHUATUS, YUPEKICHUS,
OpraHu3aluu

Ymersb:

YMeTb pa3pabaThiBaTh HOPMATHUBHO TIPABOBBIE AaKThl, PYKOBOISIINE U
METOIMYECKHE JOKYMEHTBI, PETJIAMEHTUPYIOIIUE JAEATEIHHOCTD IO 00€CTICUeHUIO
uHpopmarmoHHoi  6e3omacHocTH  00BEeKTOB WH(pOpmaTu3zanmmu Ha  0ase
KOMITBIOTEPHBIX CHCTEM B 3allUIIICHHOM HWCIIOJHCHUHM M TIPOIECCOB UX
IIPOCKTUPOBAHMSI.

Baangern:
Bnanets HaBbIKaMH pa3paOOTKH HOPMATUBHOM MPABOBOM TOKyMEHTAIUU.

3. O0beM AUCIUTUTMHBI (MOJTYJIS).

3.1. O01mas Tpy10eMKOCTh JUCIUIUIMHBI (MOILYJIS).



OO6mast TPYJIOEMKOCTh AUCIUILIMHBI (Moayisi) coctaBisier 4 3.e. (144
aKaJeMHYeCKuX Jyaca(oB).

3.2. OOvem pmucuuIIMHBL (MOAynsi) B (OpME KOHTAaKTHOM pabOTHI
oOyJarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMu ©W  (WIM)  JIMIIAMH,
MIPUBJIEKAEMBIMH K pean3anun 00pa3oBaTeIbHON MPOTrpaMMbl Ha MHBIX YCIOBHSX,
IIPU MTPOBEICHUH YICOHBIX 3aHATHH:

KonngectBo yacos
Tun y4eOHBIX 3aHSTHIA Beero| Cemectp
NelO
KonrakTHas paboTa Ipu nNpoBeIeHNN y4eOHBIX 3aHATHI (BCEro): 72 72
B ToMm uncne:
3aHATHSA JIEKIIHOHHOTO THIIA 36 36
3aHATHSI CEMUHAPCKOTO THUIIA 36 36

3.3. O6beM auCHUIUIMHBI (MOIyYJiA) B (OpME CaMOCTOSITENIbHOM padOThI
oOyyJarommxcsi, a Takke B (opmMe KOHTAKTHOM pabOThl OOydYaromMXcs C
MearoruIecKuMU pabOTHUKAMHK U (WJTH) JTUIIaMH, TIPUBJICKAEMBIMH K peaTU3aIliH
oOpa3oBaTenpHON TpOorpaMMbl  HAa HWHBIX YCIOBHSAX, TP  IPOBEICHUU
MIPOMEKYTOYHOHN aTTECTAIIMH COCTABIIACT 72 akaJIeMHUECKUX Jaca (OB).

3.4. ITpu oOy4eHnu o0 UHAUBUAYATLHOMY Y4€OHOMY ILJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM 00y4YeHUH, 00BEM JAUCITUIUIMHBI (MOIYJIsI) MOXKET OBITh peaii30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHON paboThl 00yJaroIuXcs, a TakkKe B (hopme
KOHTaKTHOW PabOThl 00YyYaIOIMIUXCSl C MEAarormueCKUMU paOOTHUKaMU U (WIJIH)
JUIIaMH, TIPUBJICKACMBIMH K peai3aIiii 00pa30BaTEILHOM MPOrpaMMbl Ha MHBIX
YCIIOBHSIX, TIPH MPOBEICHUN TTPOMEKYTOUYHOMN aTTECTAIIHH.

4. ConeprxaHue TUCIUIIIAHBI (MOTYJIs).

4.1. 3aHITHA JEKIUOHHOT'O THUIIA.

TemaTuka JTEKIIMOHHBIX 3aHATUM / KPATKOE COJEPKaHNE

1 Beenenue HpaBOBBIe OCHOBEI 00€CTICUCHUS 3alllUThI I/IH(I)OpMaI_[I/II/I.

2 |Mepsl u cpecTBa 3amuThl HHGOpManuu. 1. OCHOBHBIE 3aIIUTHBIE MEXaHU3MBI,
pEAIN3yEMBIC B paMKax pa3jIMuYHbIX MEP U CPCACTB 3alllUTHI. OpFaHI/ISaHI/IOHHaSI
CTPYKTypa CUCTEMBI 00ecTieueHUsT Oe30IMacCHOCTH HH()POPMAIIMOHHBIX TEXHOJIOTHH.
Pacnipenenenne gpynkiuii. CucreMa HOpMaTUBHO- METOIMYECKHUX U OpPTraHU3aI[MOHHO-
PacCIOpSIUTENBHBIX IOKYMEHTOB OpTraHU3AIMH 0 00€CTIeUeHUI0 0€30TaCHOCTH

UH(POPMALIMOHHBIX TEXHOJIOTUH.




TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

YTeuka nHPOPMAIUH 110 TEXHUIECKUM KaHaIaM TeXHUYeCKUE KaHAIBI YTEUKU
uHpopmanuu. TeXxHHYeCKue CpeICTBa MUHIMHU3ALUH yIIlepOa OT HHIUICHTOB.

HudopmaninonHbie TeXHOIOTUU. 1. YTpo3bl 6€30macHOCTH HH(POPMALIMOHHBIX
TEXHOJIOTHil. Buibl Mep 1 OCHOBHBIE IPUHLHUIIBI 0OecTiedeHnst 0€30MaCHOCTH
nH(GOPMaLMOHHBIX TexHONorHi. 2. [IpaBoBbIe OCHOBBI 0OecneueHus1 0€30MacHOCTH
UH(POPMALIMOHHBIX TEXHOJIOTUN. ['ocy1apcTBeHHAs cUCTeMa 3aIIUThI HH(POPMAIIHH.

AnmnapaTHO-TIpOTpaMMHBIE CPEICTBA 3AIUTHI HHPOPMAILIUU OT HECAaHKIIHOHUPOBAHHOTO
JnocTyra. Bo3MOKHOCTH IPUMEHEHUS INTATHBIX U JONOIHUTENBHBIX CPEICTB 3aIUThI
UH(pOPMAaLUU OT HECAHKIIMOHUPOBAHHOI'O I0CTYTIA.

be3zonacHOCTh B KOMIIBbIOTEPHBIX crcTeMax U ceTsax 1. [Ipobiemsl obecrieuenus
0€30I1aCHOCTH B KOMIIBIOTEPHBIX CHUCTeMax U ceTsx. Haznauenue, BO3MOXKHOCTH, U
OCHOBHBIC 3allIUTHBIE MEXAHU3MbI MEKCETEBBIX IKPAHOB. 2. BUpTyasbHbIe YacTHBIE CETH.
OO6Hapy>xeHue U yCTpaHeHue ysi3BUMocTel. Bo3Mo)kHOCTH ckaHepOB 0€3011aCHOCTH.
Amnanus conepxumoro nouroBoro 1 WEB-tpadpuka (CONTENT SECURITY).

Aynut napopmarronHoi 6ezonacuoctu 1. CoObITHst 6€30MaCHOCTH, ayAHUT.
MonuTtopuHr coObITHIA 6e30macHOCTH. 2. CTaHIAPTHHI U KPUTEPUH POBEICHUS ayIUTa
uH(popMaMoHHO! Oe3omacHoCcTH. 3. MeToonorus ayuTta HHGOpMaIMOHHON
6e3onacHocT. Opranuzanus npouecca ayuTa.

Texuuueckas 3amura uHpopmanuu 1. OCHOBHBIE IPUOOPHI U 000PYIOBAHUE,
pUMEHSEMOE JUIS BBISIBIICHUS] TEXHHUECKUX KaHAJIOB yTeuku HHpopmarun. 2. OCHOBBI
OpraHu3aly U o0ecriedeHns padoT MO TEXHHUECKON 3ammuTe nHpopManuu. 3.
TexHUUECKHE CpesICTBA 3alUThl HHPOPMAIIUN U OpTaHU3aIHs padoT Mo 3aluTe
uH(pOpMaLINH.

Komnbrorepabie nHIMIEHTHI 1. [ToHsATHE O KOMIIBIOTEPHBIX MHUIKUAEHTAaX. MUHUMHU3aLUs
yiiep6a, HAaHOCUMOTO HHIIMIeHTOM. KOpuanueckue mpeanoCchuIKH ISl paccieI0BaHMs
WHIUICHTOB U MUHUMM3AIHH yiiepoa. PaccinenoBanue nnnuaeHToB B Poccuiickoit
Oenepannn 1 3a pyoexxoM. 2. HekoTopsie cpeicTBa KOHTPOJISI KOMMYHHKAIIUNA U CPEJICTB
OBT. JleiicTBus B cilyyae BOZHUKHOBEHUS MHIIUIEHTA. 3bATHE U HCCeOBaHUE
KOMITHIOTEPHOM TEXHUKH U HOCUTEJEH HHPOpMAIIHIH.

10

Mertons! ayaupoBanus. 1. OCHOBHBIE MOHATHS B 00J1acTH 0€30M1acCHOCTH
WH(GOPMAIIMOHHBIX TeXHOIOTHI. O0sS3aHHOCTH KOHEYHBIX MOJIb30BaTeNeH 1
OTBETCTBEHHBIX 3a oOecriedeHne 6e30macHOCTH HHPOPMAIIMOHHBIX TEXHOIOTUHN B
nonpaszaenenusx. OTBeTCTBEHHOCTh 3a HapyuieHus. 2. [Topsinok paboThl ¢ HOCUTENSIMHU
KITtoueBoi nHopmanuu. MHCTPYKIIMU O OpraHU3aIliy MapoJeil 1 aHTUBUPYCHOM
3amuThl. AynuT nHOOPMAITMOHHOW 0€30MMaCHOCTH KOMITAHWA: OOIIHNE MTOHATHS |
OTIpeICTICHUSI.

4.2. 3aHATHS] CEMUHAPCKOTO THUIIA.

[IpakTrueckue 3aHATHS




TemaTuka MpakTHYECKUX 3aHATUI/KpPAaTKOE COEepKaHHE

[Ipaktuueckoe 3ansitue Nel
BBOHHOG 3anstue. Texnrka 6€30IacHOCTH B KOMIBIOTEPHOM KJIAaCCEC.

IIpakTnueckoe 3anarue Ne2
I[OKJ'IE[HLI CTYACHTOB I10 TEME «TexHuueckue KaHajbl YTCUKU I/IH(l)OpMaHI/II/I», «TexHuueckue CpeacTBa
MHWHHUMMU3AITUHN ymep6a OT HHIOUUACHTOBY.

[IpakTuueckoe 3anarue Ne3

JloKIabl CTYICHTOB TI0 TeMe « YTPO3bI 0e30IMacCHOCTH HHPOPMAIIHOHHBIX TEXHOJOTHID», « BUabI Mep u
OCHOBHBIC IIPHUHIIUIIBI 00eCTIeYeHUs 6€30IacCHOCTH HH(OPMAIIIOHHBIX TEXHOJIOTHiT», «[IpaBOBbIE OCHOBBI
obecmieueHns1 6€30MacHOCTH MH(POPMAITOHHBIX TEXHOJIOTHI.

[IpakTuueckoe 3ansatue Ned

I[OKJ'IE[HLI CTYACHTOB I10 TEME «OCHOBHEIC 3allIUTHBIC MCXAaHNU3MbI, p€AJIM3yEMbIC B paMKaX pa3JIMYHbIX MEP
1 CpEACTB 3allIUTHD, Anr[apaTHo-nporpaMMHme CpC€ACTBa 3alUThI I/IH(l)OpMaHI/II/I oT
HCCAHKIIMOHUPOBAHHOT'O AOCTYyIIa», «Bo3moxxHOCTH MMPUMEHCHUSA INTATHBIX U JOTIOJTHUTCIIBHBIX CPCIACTB
3alIHUThI I/IH(I)OpMaI_[I/II/I OT HECAaHKIUOHUPOBAHHOTO JOCTYIIa».

IIpakTrueckoe 3ansaTue NeS

I[OKJ'IaZ[BI CTYACHTOB I10 TEMC ((HpO6J'IeMBI obecrnieueHus1 6€30IIaCHOCTH B KOMIBIOTCPHBIX CUCTEMAX U
CECTAX», <(H33Ha‘I€HI/Ie, BO3MOXHOCTH, 1 OCHOBHBIC 3allIUTHBIC MCXAHU3MbI MCKCETCBBIX 3KPAHOBY,
«BupryanbHble yacTHBIE CeTH, «BO3MOXXHOCTH CKaHEepOB 0E30MaCHOCTHY.

[Ipaktuueckoe 3anstue Neb

Jlokiaapl CTyA€HTOB 1Mo TeMe « MOHUTOPHHT COOBITHI Oe3omacHoCcThY, « CTaHAaPTHBI U KPUTEPHH
IPOBEJICHUS ayAuTa HH(GOPMAIIMOHHOH Oe30macHoCTH», «MeTononorus ayaura nHGOPMaIMOHHON
6e3omacHocTNY, «OpraHu3aiys mpouecca ayanTay.

[IpakTrueckoe 3ansatue Ne7

I[OKJ'IaI[BI CTYACHTOB I1I0 TEMC «OCHOBHBIC HpI/I60pBI u 060py)10BaH1/Ie, MNPpUMCHACMOC IJIS1 BBIABJIICHUS
TCXHUYCCKUX KAaHAJIOB YTCUKHU I/IH(i)OpMaI_II/II/I», «OCHOBEI OpraHusainuu u obecricueHuUs pa60T 1o
TEeXHUYECKOI! 3ammTe HHpopMarmm», « Texaudeckue cpeacTBa 3anuThl HH(GOpMaIK U OpraHu3anus
paboT 1o 3amunTe HHHOPMALIIID).

[TpakTueckoe 3ansaTue Neg
Joxknaznsl cTyaeHToB 1o TeMe «IIoHsATHE 0 KOMITBIOTEPHBIX HHINAEHTAX», «PaccieioBaHye HHIIUICHTOB B
poccuiickoii peneparyn u 3a pybeskom», CpeacTsa KOHTPOIIST KOMMYHHKaUK u cpencts OBT.

[IpakTuueckoe 3anarue Ne9

I[OKJ'IaI[BI CTYACHTOB I10 TEME «O0s3aHHOCTH KOHEYHBIX II0JIb30BaTENEN U OTBETCTBEHHBIX 3a 0OecIeYeHre
0€e301IacHOCTH I/IH(bOpMaL[I/IOHHLIX TEXHOJIOTHH B OoAPA3ACICHUAXY, ((HOpﬂ,I[OK pa6OTBI C HOCHUTCIISIMHU
KJIF04YeBOil nHpOpMannmy.

4.3. CamocrosiTenpHas padoTa 00ydaroImuXCs.

Bun camocrositensHo# paboTh

CP1

1. IToBTOpeHMe NeKINOHHOTO MaTepHuana. 2. M3ydenne yueOHOM TUTepaTypsl U3 NPUBEIESHHBIX
nctouHukoB: [1], [2]. 3. 3ydyenue pecypcoB HHOOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHON CETH
«MHTEPHET), HeoOX0uMBIX JJIsl OCBOSHUS TUCIUTUTHHEL. 4. KOHCIIEKTHpOBaHWE N3YYSHHOTO
Marepuana. 5. IIoaroroBka kK NpakTUYECKUM 3aHATHUSIM.

CP2

1. [ToBTOpeHwme JIEKINOHHOTO MaTepuana. 2. M3yueHne yueOHOM IUTEpaTy Pl U3 MPUBEICHHBIX
nuctoyHukoB: [1], [2]. 3. U3yueHue pecypcoB HHPOPMALMOHHO-TEIEKOMMYHUKAIIMOHHON CETH
«MHTEPHET», HeoOXOAMMBIX JIIsi OCBOSHHS JUCHUILINHBL. 4. KOHCTIEKTHpOBaHE N3yUYESHHOTO
Matepuana. 5. [IoArotToBka K NpakKTUYECKUM 3aHSITHSIM.




/ Bun camocrosTensHOM paboThI
/1

3 |CP3

1. [ToBTOpEHUE NEKIMOHHOTO MaTepuana. 2. Mzyuenue yueOHOM TuTepaTyphl U3 MPUBEICHHBIX
ucTouHuKoB: [1], [2]. 3. U3y4yeHue pecypcoB HHGOPMAIIMOHHO -TEICKOMMYHUKAIIMOHHON CETH
«MHTEPHETY, HeoOXOAMMBIX JIJIsi OCBOCHHS JUCIUILINHBL. 4. KOHCTIEKTHPOBaHHE H3yUCHHOTO
Matepuana. 5. [IoAroToBka K NPaKTUYECKUM 3aHSTHUSIM.

4 |CP4

1. [ToBTOpeHME NEKINOHHOTO MaTepHuana. 2. M3ydeHne yaeOHOM TUTepaTypsl U3 IPUBEICHHBIX
ucTouHUKOB: [1], [2]. 3. 3ydyenue pecypcoB HHPOPMAITMOHHO -TEICKOMMYHHKAIMOHHON CETH
«MHTEPHET», HeoOXOAMMBIX ISl OCBOSHUS JUCIUTUIAHEL. 4. KOHCIEKTHPOBaHNE N3y YCHHOTO
Matepuana. 5. [IoaroToBka K NpakKTUYECKUM 3aHATHUSIM.

5 |CP5

1. [ToBTOpeHME JIEKIIMOHHOTO MaTepuana. 2. M3ydeHne yueOHOM TUTepaTyphl U3 MPUBEICHHBIX
uctouHukoB: [1], [2]. 3. U3ydenue pecypcoB HHGDOPMAIIMOHHO-TEICKOMMYHUKAIIMOHHON CETH
«MHTEPHET), HeoOX0IuMBIX AJi1 OCBOSHUS AUCUUILINHBIL. 4. KOHCIEKTHpOBaHUE U3YyUYEHHOTO
Matepuana. 5. I[IoaroroBka Kk npakTUYeCKUM 3aHATUAM. 6. IIoAroTOBKa K IEPBOMY TEKYLIEMY KOHTPOIIIO
(PUTM MUUT).

6 |CP6

1. IToBTOpEeHME IEKITMOHHOTO MaTepuaia. 2. M3yuerne yaeOHON IUTepaTyphl U3 MPUBEICHHBIX
uctouHukoB: [1], [2]. 3. U3ydenue pecypcoB HHGDOPMAIIMOHHO-TEICKOMMYHUKAIIMOHHON CETH
«MHTEPHET), HeoOX0IuMBbIX AJis1 OCBOSHUS TUCHUIUTHHEL. 4. KOHCTIEKTUpOBaHHE U3YYEHHOTO
Marepuana. 5. IIoaroroska k NpakTUYECKUM 3aHATUAM.

7 |CP7

1. [ToBTOpeHMeE IEKINOHHOTO MaTepuana. 2. M3ydeHne yaeOHOM TUTepaTyphl U3 IPUBEICHHBIX
ucTouHuKOB: [1], [2]. 3. U3ydyeHue pecypcoB HHYOPMAITHOHHO -TEICKOMMYHUKAIMOHHON CETH
«MHTEPHET», HeoOXOAMMBIX JIsI OCBOSHUS JUCHUTUIAHEL 4. KOHCIEKTHPOBaHNE H3YISHHOTO
MaTepuana. 5. [IoaroroBka kK MpaKTHYECKUM 3aHATHSIM.

8 |CP8

1. IToBTOpeHME NEKINOHHOTO MaTepHuaia. 2. M3ydeHue yueOHOM TuTepaTypsl U3 NPUBEIEHHBIX
nctouHukoB: [1], [2]. 3. U3ydyenue pecypcoB HHGOPMAITMOHHO-TEIEKOMMYHUKAIIMOHHON CETH
«MHTEPHET), HeoOX0uMBIX AJIs1 OCBOEHUS TUCHUTUTHHEL. 4. KOHCTIEKTUpOBaHNE N3YYEHHOTO
Matepuana. 5. [loaroroBka k mpakTHUECKUM 3aHATHAM. 6. [IoroToBKa KO BTOPOMY TEKyIeMy KOHTPOIIIO
(PUTM MUUT).

9 |CP9

1. IToBTOpEHME NEKIMOHHOTO MaTepraina. 2. M3ydenne ydeOHOM muTepaTyphl U3 PUBEACHHBIX
ucTouHUKOB: [1], [2]. 3. 3ydyeHue pecypcoB HHOPMAIIHOHHO -TEICKOMMYHHKAIIMOHHON CETH
«MHTEPHET), HeoOX0uMBIX AJis1 OCBOEHUS TUCHUTUTHHEL. 4. KOHCTIEKTUpOBaHNE 3YYEHHOTO
Matepuana. 5. [loaroroBka k mpakTHUECKUM 3aHATUAM. 6. [ToaroToBKa K 3ammure KypcoBoil paGoTHI.

10 | BeimonHeHue KypcoBOil paboTHlI.

11 | IloaroToBka K IPOMEXKYTOUHOM aTTECTAIUH.

12 | TloaroToBka K TEKyIIeMy KOHTPOJTIO.

4.4. IIpumepHbIN IEpEUeHb TEM KYPCOBBIX pabOT

[IpumepHble TeMBbI KypcoBoOil paboThl: -OcoOeHHOCTH oOOecreYeHus
UH(OPMAIITMOHHONW 0€30MaCHOCTH MHUKPOIPOIECCOPHBIX CHUCTEM YIPAaBICHUS; -
Ceprudukanust cpeAactB 3ammtbl uH@opManuu 1o TtpedoBanusim DCb; -
Ocobennoctu obOecrieueHus: HUHGOPMAIMOHHON 0€30MacHOCTH  3alUIIEHHBIX



nomenieHuit; -OcobeHHoctu yreuku uH@opmaruu o [I9MUH; -Ocobennoctu
obOecrieueHrss WH(POPMAITMOHHOW O€30MACHOCTH OOBEKTOB BBIYUCIUTEIHLHOM
TeXHUKH; -OCOOCHHOCTH yTeUKH WH(OpMAalMK TO 3aKphITOMY KaHally CBSI3U
(Intranet); -Ceptudukanus cpeacTB 3alMThl WHPOPMANUU IO TPeOOBaHUSIM
OCTIK; -YTeuku nnbopmalm no BUOpoakycTuueckoMmy kanaiy; -OcoO0eHHOCTH
yTeuku uHpopmanuu 1o oTkpeiToMy KaHainy Ethernet; -OcobGennoctu
oOecrieueHrss UHPOPMAIIMOHHOM O€30MACHOCTH Ha TPAHCHOPTHBIX CPEACTBAX; -
OcoOeHHOCTH yTeYKM HH(POpPMALMK 1O aKyCTOAJIEKTPUUYECKOMY KaHaly; -
Knaccudukanus o0bekToB HHGOpMATH3AUHU TI0 TPEOOBAHUSIM HHPOPMAITHIOHHOM
6e3omacHoctr; -OcobeHHOCTH obecreueHuss WH(GOPMALMOHHONW Oe30MacHOCTH
JUCHETYEPCKUX CUCTEM YIPABIICHHUS.

5. Ilepedenp wu3gaHUM, KOTOpPBIE PEKOMEHIYETCS WCIOJIb30BaTh IPHU
OCBOCHMH JTUCUUILTUHBI (MOIYJIs).

No
i bubnnorpaduueckoe onucanue Mecro nocryna
1 HNudopmannonHas 6€300aCHOCTb U 3allUTa UH(POpMALUU WTB YJIVIIC
B.II. Menbuukos, C.A. Kneiimenos, A.M. Ilerpakos Knura | (Abonement FON); UTh
N3natensckuit nentp "Akagemusa" , 2012 YIJIVIIC (431 1OU)
2 NudopmanmonHas 6€301macHOCTh U 3aluTa HH(GOpMaIuu B HTB (yu.4); HTB ($6.);

KOPIOPATHBHBIX CETAX Kene3HoaoposkHoro Tpancnopra B.B. | HTb (u3.1)
Skosnes, A.A. Kopuuenko Ognotromaoe nznanne Y MK
MIIC Poccun , 2002

1 Cpenctsa 3amuThl HHOOPMAITUU Ha KEJIE3HOIOPOKHOM HTB (33); HTB (yu.3);
tpancnopre (Kpuntorpapuueckue metonn! u cpeactsa) A.A. | HTB (§6.); HTB (u3.2)

Kopuuenko, M.A. Epemees, C.E. Ananypos; Pen. A A.
Kopuuenko; [lon Pen. A.A. Kopanenko OnHoTOMHOE
nznanue Mapmpyr , 2006

6. IlepeueHb COBpEMEHHBIX MNPOPECCHOHANBHBIX ©0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIIOJIL30BAThCS TIPH
OCBOCHMH TUCUUILTUHBI (MOAYJIs).

- Buxkuneaus http://ru.wikipedia.org/ - Be€ ais crynenta twirpx.com - 9bC
MUUT library.miit.ru http://elibrary.ru/ - Hay4uHO-3/IE€KTpOHHass OHOIMOTEKA.
[TouckoBeie cuctembr: Yandex, Google, Mail. Internet, caiiTbl U mMOpPTAIIBI
rocynapctBeHHbIX CTPYKTyp (DPCTIK Poccuu, ®CBb Poccumn) u komImaHwuid,
ACSITENIbHOCTh ~ KOTOPHIX  HampaBlieHa HAa MpoOJeMbl  HHQPOPMAIMOHHOM
O0c3onmacHocTH. KoMmmbroTepHbIE TIpEe3eHTAllMM, aKTYalbHBIX I JAHHOM
JTUCITUTUINHBI, TUTUIOMHBIX MTPOCKTOB BBITYCKHUKOB Ka(eaphl M0 KOMIIBLIOTEPHOM
0€30MMacHOCTH.



/. IlepeueHb JHUIEH3UOHHOTO W  CBOOOJHO  PACIPOCTPAHIEMOTO
MpOrpaMMHOr0 OO€CTedYeHus, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTRBA,
HEO0OXOMMOTO JIJIS1 OCBOCHHMSI TUCIIUTUTAHBI (MOIYJIs).

Jlist mpoBesieHUsT JEKIMOHHBIX 3aHSATUHHE00X0AuMa CHeluaIn3upOBaHHAS
JEKIMOHHAsA AayJUTOpPUS C MyJIbTHUMEAMA AaIlapaTypol W HWHTEPAKTUBHOMN
NOoCKOW. /[ mpoBeleHUsT MPAKTHUUECKUX 3aHSITUH HEOOXOAUMBIHEOOXOIUMBI
KOMIIBIOTEPBl ¢ pabOYMMH MECTaMH B KOMIIBIOTEpHOM Kjacce. KommbroTeps
JOJIKHBI OBITh o0ecreueHsbl JULEH3UOHHBIMU IPOrpaMMHBIMH
npoaykramu:Microsoft Office 2003, MathCAD 14.0 unm apyras cucrema
MOJENUPOBAHUSL.

8. Omnucanue MaTepUaIbHO-TEXHUYECKOW 0a3bl, HEOOXOAUMOU st
OCYILIECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUIUIMHE (MOIYJIIO).

I[J'ISI MMPOBCACHUSA JICKIIMOHHBIX MW IIPAKTHUYCCKUX 3aHATUMN Tpe6yeTc;1
KOMIUICKC IIPOTPAaMMHO-TCXHHUYCCKUX CPCACTB B COCT&BGI-HOYT6YK; -NCTOYHHK

OecriepeOoHOTO MTUTAHUS; ~-MHTEPAKTUBHAS JTOCKA; -IIPOCKTOP C pa3pelieHneM He
me”ee 1280x1024

9. ®opma MPOMEKYTOUHOM ATTECTALINU:

3auet B 10 cemectpe.
Kypcogas padota B 10 cemectpe.

10. O1ieHOYHBIE MaTEPUATBI.

OueHoOYHbIE MaTepUalIbl, TPUMEHSIEMBIE TIPU MPOBEICHUH MTPOMEKYTOUHON

aTTeCTallui, pa3padaThIBAIOTCA B COOTBETCTBUHU C JIOKAJIbHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTOpBI:

JIOTICHT, K.H. Kadeapsl «YIpaBiIeHNuEe U
3ammMTa uHOOpMaIum)

CoracoBaHo:

3aBenyrommii kaheapont Yu3n

[Ipencenarens yueOHO-METOINUECKOM
KOMHUCCHU

A.A. IlpuBanon

JILA. bapaHnosn

C.B. Bonoaun



