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1. Iesin ocBoeHUs1 y4eOHOI JMCIUIITHHBI

]_IGJ'IBIO HU3YUCHUA JUCHUIIIIMHBL ((OGT:GKTBI 3alIUThI I/IH(bOpMaI_[I/II/I» ABJISICTCA
oOecrieyeHre MPUOOPETEHHS CIICIIMATICTaMHU 3HAHUW O BUIAaX U HAIPABJICHUSX 3aIUThHI
UH(POPMAIINH, CYIITHOCTH U CBOMCTB OOBEKTOB, HA KOTOPHIC HAIPABJICHA JICATEIILHOCTD,
Ha3bIBacMas 3alIUTON HHPOPMAIUH.

OCHOBHOI IEJIBI0 U3YUYCHHSI YUeOHOH MUCIUTUTHHBI «OOBEKTHI 3aIIUTHl HHPOPMAITUNY SBIISICTCS
dbopMupOBaHUE y 00YJAIOIIETOCS KOMITETEHITHH TSI CTICAYIONINX BUOB IEATEIHHOCTH:
KOHTPOJIbHO-aHAJTMTHYECKAS,;

IKCIUTyaTallMOHHAS;

crienuanu3anus Ne§.

JucuumuimHa npegHazHavyeHa i MOJIy4YeHUs 3HAHUU JJIS PELLEHUS CIEIYIOINX
poecCuOHANBHBIX 3a/1a4 (B COOTBETCTBUM C BUJAMH JI€ATEIBHOCTH):

KOHTPOJIbHO-aHAJIMTUYCCKAA AJCATCIbHOCTD!:

BBINOJIHEHUE SKCIIEPUMEHTATBHO-HCCIIEIOBATEICKUX pabOT MPH MPOBEACHUH cepTU(UKATUT
POrpaMMHO-ANIIaPATHBIX CPE/ICTB 3aLIUTHI U aHATTN3 PE3yIbTAaTOB;

IPOBEICHUE IKCIIEPUMEHTAIBHO-MCCIIEIOBATEIBCKIX Pa0OT MPH aTTECTAMH OOBEKTOB C YIETOM
TpeOoBaHUI K 00ECIICUEHNUIO 3aLUIIIEHHOCTH KOMIIBIOTEPHOM CHCTEMBI;

SKCILTyaTalluOHHAaA:
YCTaHOBKA, HAJIaJIKa, TCCTUPOBAHUC U O6CJ'Iy>KI/IBaHI/IC CUCTCMHOI'O U IIPUKJIATHOI'O
MporpaMmMHOIo O66CH6‘16HI/I${;

cneunanuzanus Ne§ "MHdopmanmonHas 6e30nacHOCTh 00BEKTOB MHPOpPMATU3aIMK Ha 0aze
KOMIIBIOTEPHBIX CUCTEM":

pa3paboTKa MPOEKTHBIX PEIICHUH M aHAIN3 CUCTEM OOecTiedeHNsT MHPOPMAIMOHHOM
6e301acHOCTH 00BEKTOB MH(POPMATH3ALUMU Ha 6a3¢ KOMIIBIOTEPHBIX CUCTEM B 3aILUILIEHHOM
WCTIOJTHEHUH U TIPOIIECCOB UX MPOSKTUPOBAHMS, CO3/IAaHHS U MOJICPHU3AINH, B TOM YHUCIIE
pa3paboTka MoJenu yrpo3 u popmupoBaHue TpeOOBaHUS K 00€CTIeYCHIIO HHPOPMAITTOHHOM
0€30I1acCHOCTH.

2. MecTto y4eOHoi nucuuniuabl B crpykrype OII BO

VYyeOnas aucuumiauHa "OObeKThl 3alUThHl HHPOpMAIMK" OTHOCUTCS K OJI0KY 1
" IucuumauHbl (MOIYNH)" U BXOJUT B €70 BAPUATUBHYIO YaCTh.

3. [lnanupyemble pe3yJabTaThl 00y4eHUs MO JUCUUILIHHE (MOIYJII0), COOTHECEHHbIE ¢
IVIAHUPYEMBbIMHU Pe3yJIbTATAMH OCBOCHHS 00pa30BaTeIbHOI NPOrpPaMMBbl

[Iporecc n3ydeHus: MUCIUILUIMHBI HAMIpaBjieH Ha GOPMUPOBAHUE CIIETYIOMINX
KOMIIETEHIINN:

[TKP-2 Crnioco6eH MpoBOJUTH MOJETMPOBAHHE 3ALTUIICHHBIX aBTOMAaTU3UPOBAaHHbIX
CHCTEM C IIeJIbIO aHaJIN3a UX YSI3BUMOCTeH U 3((HEeKTUBHOCTHU CPEACTB U
CIoco0OB 3alTUTHI HH()OPMAIHH

[TKP-9 Crniocob6eH omnpeaensTh BO3MOXKHBIE YTPo3bl 0€301MacHOCTH HH(pOpMAInH,
o0pabaTbIBaeMOil aBTOMAaTU3UPOBAHHON CHCTEMOM
[TKC-2 Crnioco6eH pa3padaThIBaTh IJIaH MEPOIIPUATHI 1O 3aIUTe HHPOPMAIIHH B

oOBekTax nHpopmaTuzanuu Ha 6a3e KOMIBIOTEPHBIX CUCTEM, a TAKXKE
MIPOIIECCOB MX MPOCKTUPOBAHMSI, CO3/IaHUS U MOJICPHU3AIIH

[TKC-3 CrniocobeH mpoBOAUTH aHATTN3 YPPEKTUBHOCTH CHCTEM 3aIUThHl HHPOPMALUU
B 00beKTax HHGOPMATH3AIIMN HA 0a3e KOMITBIOTEPHBIX CUCTEM, a TAKKE




MPOIIECCOB MX MPOCKTUPOBAHMS, CO3/IaHHS M MOJICPHU3AINH

ITIKC-4 CrniocobeH y4acTBOBATh B CO3/IaHUH CUCTEMBI 3alIUTH HH()OPMAIHH
MPOLIECCOB MPOSKTHPOBAHMSL, CO3JJAHUS U MOAEPHU3AIMH 00BEKTOB
nHpopMaTH3alnU Ha 6a3e KOMIIBIOTEPHBIX CUCTEM

[1IKC-5 Cnoco0OeH pa3pabaTbiBaTh MPOSKTH HOPMATUBHBIX IIPABOBBIX aKTOB,
PYKOBOJSIIMX M METOAMUYECKUX JOKYMEHTOB MPEIIPUATHS, YUPEKACHUS,
OpraHM3aLHH, PErIaMEHTUPYIONIHX AESTeIBHOCT 110 3alIUTe HHPOPMAIHH B
o0beKTax nHpopMaTH3aKy Ha 0a3e KOMIIBIOTEPHBIX CHCTEM, a TAK)KE
IPOIIECCOB MX IMPOCKTHPOBAHMUS, CO3/IaHMSI U MOJICPHU3AINU

4. O6mas TPyA0eMKOCTh JUCHHUIIJIMHBI COCTABJISIET
4 3ayeTHbIe equHUIb (144 ak. 4.).
5. O0pa3oBaTesibHbIEC TEXHOJIOTHH

[IpenonaBanue qucuUIUIMHBL «OOBEKTHI 3aIUTH HH(POPMAITUN OCYIIECTBIISETCS B
dopme neKuii, 1a00paTOpHBIX pabOT U MPAKTUUECKUX 3aHATUI.JIeKuyu npoBoasSTCs B
TPaIUIIMOHHON KJIACCHO-YPOYHOH OpraHU3alMOHHON (popme, 110 THITY yIIpaBIeHUS
IIO3HABATEJILHOM 1eATeNbHOCTBIO Ha 30 % SBIIAIOTCS TpaAULIMOHHBIMU KJIACCUYECKHU-
JEKIIMOHHBIMU (00BSACHUTEIBHO-UIITIOCTPAaTUBHBIE), U HA 70 % C HCI0JIb30BaHHEM
MHTEPAaKTUBHBIX (JUAJIOTOBBIX) TEXHOJOTUH, B TOM YuCie MyJibTUMeaua Jekuus.[Ipaktuueckue
3aHATHS U 1a0OpaToOpHble pabOThl OPraHU30BaHbI C UCIOIb30BAHUEM TEXHOJIOTUI
pasBuBatoIiero ooydeHus. Yactb NpakTHYECKOI0 Kypca BBIIOIHIETCS B BHJIE TPAJAULMOHHBIX
NPAaKTUYECKHUX 3aHATHH (00BSICHUTEIBHO-MILTIOCTPATUBHOE penieHne 3a1a4). OcranbpHas 4acTh
IPaKTUYECKOI'0 Kypca MPOBOJIUTCS € UCIIOJIb30BAHMEM HHTEPAKTUBHBIX (JIMAJIOTOBBIC)
TEXHOJIOTHI, B TOM YHMCIIE AIEKTPOHHBINA MPAKTUKYM (pelieHre MpoOIeMHbBIX OCTaBICHHBIX
3a/1a4 ¢ MMOMOUIbIO0 COBPEMEHHOM BBIYMCINTENBHON TEXHUKU U HCCIIEA0BAHNE MOJIENEH );
TEXHOJIOTUI, OCHOBAaHHBIX Ha KOJJIEKTUBHBIX crIoco0ax 00yueHHsl, a TaK ke UCIOIb30BAHUEM
KOMITHIOTEPHOM TECTUPYIONIEH CUCTEMBL. B X01e BBITIOIHEHUS KypCOBOM pabOThI pEaIM3yIOTCS
IPOEKTHBIE U UCCIIEI0BATEIBCKUE METOIbI 00yUEHHsI. TO MO3BOJISET Pa3BUBATh
UH/IMBUyaJIbHbIE TBOPUYECKHE CIIOCOOHOCTH 00yUaromuxcs, 601ee 0CO3HaHHO MOAXOIUTh K
po(hecCHOHATEHOMY M COLTMAIBHOMY CaMOOIIPEIETICHUI0, CAMOCTOSATEIBHO MOMOIHITH CBOU
3HaHUS, ITyOOKO BHUKATh B U3y4aeMYyIo poOJIeMy U MPEAIoarath MyTH €€ pelIeHus, 4To
BaXHO MTPU (POPMHUPOBAHUU MUPOBO33PEHHS. DTO BAXKHO JJISl ONIPEACTICHUS] MHANBUIyaJIbHOU
TPaeKTOPUH Pa3BUTHSI Kak0ro odydaromierocs.CaMmocTosiTenpHas paboTa CTyIeHTa
OpraHU30BaHa C MCIIOJIb30BAaHUEM TPAJAULIMOHHBIX BUJIOB paOOThI M HHTEPAKTUBHBIX
texHojoruil. K TpaaunnoHHsIM BuamM paboThl OTHOCATCS 0TpabOTKa JIEKIIMOHHOTO MaTepuana u
0TpabOTKa OTJENBHBIX TeM MO y4eOHbIM ocoOusIM. K HHTEpaKTUBHBIM (JI1aIOTOBBIM)
TEXHOJIOTUSIM OTHOCHTBCSL OTPa0OTKA OTJENBHBIX TEM I10 3JIEKTPOHHBIM MTOCOOUSM, TOATOTOBKA
K [IPOMEXYTOYHBIM KOHTPOJISIM B UHTEPAKTUBHOM PEKUME, HHTEPAKTUBHbIE KOHCYJbTAIlUU B
PEKHUME PEATTLHOTO BPEMEHU IO CIIELUAJIBHBIM pa3JieaM U TEXHOJIOTHSIM, OCHOBAaHHBIM Ha
KOJUIEKTUBHBIX CIIOCO0aX CaMOCTOSITENbHOM paboThl cTy1eHTOB.OlleHKa MOTYyYeHHbIX 3HAHUH,
YMEHMH U HaBBIKOB OCHOBaHa Ha MOJYJIbHO-PEUTHHIOBOM TeXHOJIOTUU. Bech Kypc pa3our Ha 4
paszena, IpeACTaBISIoMUX cO00M JOrMuecKy 3aBepiieHHbI 00bEM yueOHON HHPOpMALIUH.
@DOH/IBI OLICHOYHBIX CPEACTB OCBOCHHBIX KOMITETEHIINN BKIKOYAIOT KAK BOIPOCHI
TEOPETHUYECKOr0 XapakTepa I OLEHKH 3HAaHUMW, TaK U 3a/1aHUs IPAKTUYECKOTO COIepKaHUS
(pemeHre KOHKPETHBIX 3a/1a4, paboTa ¢ JAHHBIMHU) JUIsl OLICHKH YMEHUH U HaBBIKOB.
Teopernueckne 3HaHUSI IPOBEPAIOTCS MYTEM IPUMEHEHHsI TAKUX OPraHU3allMOHHBIX (POPM, Kak
WHJVBHIyaJIbHBIC U TPYIIIOBBIE OIIPOCHI, PEIIEHNE TECTOB C UCII0JIBb30BAHUEM KOMIIBIOTEPOB
WK Ha OyMaKHBIX HOCUTENAX..

6. Conep:kanue TUCHUILUINHBI (MOYJIs1), CTPYKTYPHMPOBAaHHOE 110 TeMaM (pa3aejam)




PA3AEJT 1

3amuTa HHPOpMAINK KaK AeSITeIbHOCTh. Bupl 3auThl nH(pOpManuu

1. OcHOBHBIE OHATHS B 00JIaCTH TEXHUUYCKON 3aIUThI HH(popManuu. KoHlenTyaabHble OCHOBBI
3auThl nHGopManuu. CucTemMa JOKYMEHTOB 0 TEXHUYECKOM 3ammuTte nHpopmauu. Oprassl Mo
TEXHUYECKOH 3amute nHpopmanuu B PO. JluneHsnpoBanue AeATEIbHOCTH B 00JIaCTH
TEXHUUYECKOH 3alUThl HH(POpPMALIUH.

2. Ceprudukanus CpeiCTB 3alUTHl HHPOpMALIUU. ATTeCTalusl 00beKTa HHPOPMATH3AIUH 110
TpeboBaHusIM Oe3onacHOCTH HHGopManuu. Kinaccudukamnus yrpo3 1 00bEKTOB 3aIlUTHI.

PA3JIEJI 2

[{enu, HanpaBiieHUsI ¥ OOBEKTHI 3aLTUTHI HHPOpMAIMH. 3auTa HTHPOPMAIUH OT
HEIpeIHAMEPEHHOT0 BO3AEHCTBUS

1. O6wekt nadopmaruzaruu. Knaccudukaims 00beKTOB 3aITUTHI. Y TPO3bI
HECaHKIIMOHUPOBAHHOTO JA0CTyNA K nH(popMmarmu. OCHOBHBIE KJIACCHI aTaK B CETIX Ha Oaze
TCP/IP. IIporpaMMHO-MaTeMaTHYE€CKOE BO3ACHCTBHE.

2. TpeboBanust ¥ peKOMeHIaIH 110 3auuTe nHpopmaruu. [Topsaok odecniedyeHns 3aIuThI
uHpopmanuu B AC.

PA3JIEJL 2

[{enu, HanpaBiIeHUs ¥ OOBEKTHI 3alTUTHI HHGOpMAINH. 3auTa HHPOPMAITUH OT
HEIMpeAHAMEPEHHOTO BO3ICUCTBUS

YcTHblit onpoc

PA3JIEJI 3

Kanaune! yreuku nadopmanun

1. Knaccugukanus TeXHHYECKUX KaHAJIOB yTeuky HHPopmaru. MHdopMalnoHHbIN CUTHAT U
€ro XapakTepUCTUKU. TeXHNYeCKHe KaHaIbl YTeUKH aKycTHueckoi nHpopmanuu. [Tobounsie
ANIEKTPOMATHUTHBIE U3ITYYECHHS U HABOJKH.

2. ITo6oYHbIE 37TEKTPOMAarHUTHBIE U3TY4YEHHUS U HAaBOJKU. MeTo/Ibl 3alUThl HHGOPMALIUU OT
yreuku yepe3 [IDMUH.

PA3JIEJI 4

MeTto/1bl U cpesicTBa 3alIUTHI OT YTEUKU HH(OpMaLIUU

1. CpenctBa u MeTO/Ibl OOHAPYKEHUSI TEXHUUECKUX KaHAJIOB YTEUKHU HHPOPMALIUH.
2. MeponpusTHs 110 BBISBJICHUIO TEXHUUYECKUX KaHAJIOB YTEUKH MHPOPMAIUH.

3. Ouenka 3amuiieHHocTd HHGopmanuu ot yreuku no TKYU.

PA3JIEJI 4
MeToap! ¥ CpeJICTBA 3aLIUTHI OT YTEUKU MHPOPMAITUN
VYcTHBIM onpoc

PA3JIEJI 5
3adeT ¢ OneHKOH



