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1. OGuue cBeeHUs 0 TUCHUIUIMHE (MOIYyJIE).

OCHOBHOUM 1ENABI0 HM3YyYEHHUS AUCHUIUIMHBI «ONepanuoHHbIE CHCTEMbD»
aBisgeTcss (OpPMUPOBAaHME Yy OOYYaroOUIerocsi KOMIETEHUUH MJii IHPOEKTHOM
NEATEIBHOCTH.

JucuuniHa npenHa3sHadyeHa JUIsl TOJYYEHHs 3HAaHUM U1 PEIICHMS
Cleqyromux npodeccuoHaNbHbIX 3a7a4: [IpoekTHas 1edaTeabHOCTh: - pa3paboTka
¥ KOH(pUTyprpOBaHKE MPOTPaMMHO-aNIIaPAaTHRIX CPEACTB 3aIUTHI HHPOPMAIIH; -
pa3paboTKa TEXHUYECKUX 3aJaHUN HA MPOECKTUPOBAHHUE, ICKU3HBIX, TEXHUUECKHUX
U pabounMx MPOEKTOB CHUCTEM U TMOACHCTEM 3alllUThl MHPOPMAIMH C yYETOM
JNEHCTBYIOIIMX HOPMATUBHBIX M METOJMYECKUX JOKYMEHTOB; - pa3paboTka
IPOEKTOB CUCTEM U MOJCUCTEM YINpPaBICHUS MH(OPMALMOHHON 0€30MacHOCTHIO
0o0BbEKTa B COOTBETCTBUM C TEXHUYECKUM 3adaHueM. llenpio u3ydyeHwus
TUCHUIUINHBL «OTNepallMOHHbBIE CUCTEMBD» SIBIsIETC (DOPMUPOBAHHUE Y CTYJEHTOB
3HAHUU IO OCHOBAaM IPOECKTUPOBAHMUS OIEPALMOHHBIX CUCTEM, a TAKKE HABBIKOB U
YyMEHUSA B NPUMEHEHHHM 3HAHWM TpU MPOBEACHUH padoOT: - MO pa3paboTke
TEXHUYECKUX 3aJJaHUM U IPOEKTOB OINEPALMOHHBIX CUCTEM M IOJCHUCTEM; - IO
YCTAaHOBKE, HalaJKe, TECTUPOBAHUIO U OOCIYKMBAHUIO CHUCTEMHOIO0 H
INPUKIIAJHOTO TporpaMMHOro obdecrnedeHus. Kpome Toro, nenpio AUCIUILIMHBI
ABJIIETCS pa3BUTHE B IIPOLIECCe 00YUEHHS] CUCTEMHOIO MBILIUIEHUS, HEOOXOIUMOTO
JUIA pelIeHrs 3aJay 3aluThl HHOOPMALUU C YYETOM TpeOOBaHHUM CHCTEMHOTO
oaxoAa. 3a4ayu JUCIUIUIMHBI — 1aTh 3HAHUS: -1I0 KOHIENuuu nocrpoenns OC; -
1o BcTpoeHHbIM B OC cucTteMaMm XpaHEHMs JaHHBIX; -TI0 CPEICTBAM M METOAaM
yrpasiieHus noctynom B OC; -nio ucnosb3zoBannio OC B ceTsAX nepegadyu TaHHbIX.

2. [Inanupyembie pe3ynbTaThl 00YUSHHS IO TUCIUTIINHE (MOIYJIIO).

Ilepeuenp GopmMuUpyeMBIX pe3yJbTaTOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHLIUI) B pe3ybTaTe 00yUYeHHUs 10 AUCUMILTMHE (MOIYIIO):

OIIK-2 - CnocobeH mpUMEHSTh MPOTrpaMMHBIE CPEJICTBA CHUCTEMHOTO U
NPUKIIAJJHOTO HAa3HAUYEHUH, B TOM YHCIE OTEUECTBEHHOTO MPOM3BOJACTBA, IS
pelieHus 3aaaq npodeccuoHaIbHON e TEeNbHOCTH;

OIIK-6 - Coocobern mnpu pemieHHMH MOpodecCUOHANBHBIX — 3a/a4y
OpraHM30BBIBATH 3AIUTY HH(POPMAIIHH OTPAaHUICHHOTO JJOCTYTIa B KOMITBIOTEPHBIX
CHUCTEeMaX U CETAX B COOTBETCTBUM C HOPMATHBHBIMU TPABOBBIMU aKTaMH H
HOPMATUBHBIMM ~ METOJWYECKUMHU  JOoKyMeHTamu  DenepanbHONM  CIIyKOBbI
6e3onacnoctu Poccuiickoii ®enepannu, GenepanbHoil C1yKObI 10 TEXHUYECKOMY
Y SKCIIOPTHOMY KOHTPOJTIO;



OIIK-12 - CnocoOeH aAMHHHCTPUPOBATh OINEPAIMOHHBIE CHCTEMBI U
BBINIOJHATh Pa0OThl MO BOCCTAHOBJICHUIO PaOOTOCIOCOOHOCTU MPUKIAAHOTO M
CHUCTEMHOTO TIPOTrPAMMHOTO O0ECTICUCHUS;

IIK-4 - CoocobeH  ydacTBOBaTb B pa3pabOTKEe  MOACUCTEMBI
uH(pOpPMAIIMOHHOW  0€30IacCHOCTH  KOMIIbIOTEpHOM (B TOM  4YuCIe
aBTOMATU3UPOBAHHOM) CUCTEMbI BKIIIOYAs pa3padO0TKy MPOrpaMMHO-annapaTHbIX
CPEICTB 3allUThl MH(OpPMAIMHU, 3aUIUIICHHBIX ONEPAIMOHHBIX CHUCTEM, CHCTEM
yopaBieHus 0a3zaMu JaHHBIX, KOMIIBIOTEPHBIX CETEH, CHUCTEM aHTHUBHPYCHOU
3aIUTHI, CPEJCTB KPUMITOTPA)UUECKON 3aIUTH HHGOPMAIIHH.

OO0y4eHue 1o JUCUUILIUHE (MOAYJII0) MPENOIaraeT, YTo MO €ro pe3yJibTaTam
oOyyarommiicst Oyier:

3HaTh:

- OcHOBHblE HOpMaTHBHBIE MpaBoBble akThl P® B o0jacTu 3amIUTHI
MHPOpPMAIlMU OrPAaHMYEHHOTO JocTyna (BKJIIOYash TOCYJapCTBEHHYIO TaiiHy,
KOH(DHUICHIMATIbHYI0 HH(POPMAIHMIO), a TAaKKe PYKOBOISAIIME M METOAMYECKHE
nokyMeHTsl @CTIOK Poccnn u @Cb Poccun.

- Knaccupukaumo U QyHKIMOHANIBHBIE BO3MOMXHOCTH COBPEMEHHBIX
IPOrpaMMHBIX CpPEACTB CHUCTEMHOIO0 Ha3HaueHMs (OINepalMOHHBIE CHCTEMBI,
ApaiBephl, YTUIUTH) U NpPUKIagHOr0 Ha3HaueHus (opucHeie nakersl, CAIIP,
MaTEMaTUYECKUE IIaKeThl), BKIIOYAs PEECTP OTEYECTBEHHOTO MPOrPAMMHOIO
o0ecrneveHusl.

- ApXUTEKTYpy, NPUHUMUIIBI YNPABIECHUS MPOLECCAMH, MaMAThIO, BBOJOM-
BBIBOJIOM B COBPEMEHHBIX OIEpPAalMOHHBIX cucrteMax (cemeiictBa Windows,
Linux/Unix, BKJIt0O4ast OT€UECTBEHHBIE JUCTPUOYTHUBBI).

- CoBpeMeHHbIE MPOrpaMMHO-aNNapaTHbIE CPEACTBA 3ALIUTHl HHPOPMALIUH:
MEXCETEBbIE  JKpaHbl, cpelacTtBa oOHapykeHus Bropxkenur  (IDS/IPS),
samuiieHasle CYB/], antuBupychbie cpencrBa, CK3U, ux apxuTektypy u
OPUHLHUIIBI PYHKIIMOHUPOBAHUSI.

Ymern:

- Mcnionp30BaTh MHCTPYMEHTAIbHBIE CPEJICTBA TEXHUYECKOU MOMICPKKHU U
CONPOBOXKJICHUSI TPUKJIATHOTO MMPOTPAaMMHOTO OOecreueHuss B TIpoliecce
AKCIUTyaTaI1H.

- IlpumensTh TpeOOBaHUS HOPMATUBHBIX U METOJIUYECKHX JOKYMEHTOB
perynsitopoB (PCTOK, ®CB) nns 060cHOBaHUS COCTaBa U CTPYKTYPhI CUCTEMBbI
3amuThl THPOPMAIIMHA B KOMITBIOTEPHBIX CUCTEMAaX M CETSIX.



- YcraHaBnuBaTh, KOHQUTYPUPOBATh W MOJACPKUBATH OINEpPALUOHHBIC
CUCTEMBI, YNPABIATh YUYETHBIMU 3aIUCSAMHU MOJb30BaTENIEH, PaBAMHU JOCTYIA H
JIOKaJIbHBIMH MOJUTUKAMH O€3011aCHOCTH.

- AnanusupoBaTh TpeboBaHMs K 3amure uHpopmanmu, GopmMyIUpoBaTh
TEXHUYECKOE 3aJ]aHie Ha pa3pabOTKy WM UHTErPaLUIO MPOrPaMMHO-aIapaTHBIX
CPEACTB 3aIMTHI JJ151 KOHKPETHON KOMITBIOTEPHON CUCTEMBI.

Baanersn:

- HaBpikamMy IpMEHEHUSI CUCTEMHBIX U IPUKJIAIHBIX IPOTPAMMHBIX CPEJCTB
(B TOM 4HCIIe OTEUECTBEHHBIX) 17151 cOopa, 00pabOTKU, XpaHEHUS U MTPEICTABICHHUS
uH(GOPMaIIMU TIPU PEIICHUU TPOPECCHOHATBHBIX 3a/1a4.

- HaBbikamMmum aHanm3a  COOTBETCTBHSI  COCTOSIHUSL — 3aIIMIIEHHOCTH
KOMIBIOTEPHOM CHUCTEMBI TpeOOBaHUSIM HOPMATHUBHBIX IIPABOBBIX AKTOB M
Metoandeckux 10kyMeHToB PCTIK u OCBb.

- HaBpikamum paboOTBl C KOMaHAHOM CTPOKOW M  TIpaduUyeCKUMU
UHCTPYMEHTAaMHU  aJMMHUCTPUPOBAHUS  JUII  HACTPOMKM  IApaMeTpoOB
OTIEPAIIIOHHBIX CHCTEM.

- HaBblkamu pa3paOOTKU CTPYKTYPHBIX CXE€M U YAaCTHBIX TOJUTHK
0€30MacHOCTH TSI TOICUCTEM 3alUTHl THPOPMAIIUHU PA3TUIHOTO YPOBHSI.

3. O6beM AUCIUTIIUHBI (MOTYJIs).
3.1. O06mas Tpy10eMKOCTh JUCITUTUTHHBI (MOTYIIS).

OO0mast TPyIOEMKOCTh AUCIUIUIMHBI (MOIyJis) coctaBisieT 9 3.e. (324
aKaJeMHYEeCKUX vaca(oB).

3.2. OO0vem mucuuIIMHBl (MOAynsi) B (OpMe KOHTAKTHOM pabOTHI
oOyyarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMU U (WIM)  JIMIIAMH,
MPUBJIEKAEMBIMU K peau3alii 00pa3oBaTeIbHON MPOrpaMMbl Ha UHBIX YCIOBUSX,
IIPU MPOBEJCHUHN YUE€OHBIX 3aHITHI:

KomugectBo yacos
Tun y4eOHBIX 3aHATHIA Cemectp
Bcero

Ne6 | Ne7

KonrakTHas paboTa Ipu npoBeIeHHH yueOHbIX 3aHsTHil (BCero): 192 | 96 96
B tom uucne:

3aHATHS JEKIIMOHHOIO THIIA 96 48 48

3aHATUS CEMUHAPCKOTO THIA 96 48 48

3.3. O06beM aucCHUIUIMHBL (MOIyYJiA) B (OpME CaMOCTOSITENIbHOM pabOThI
oOydJaroruxcsi, a Takke B (opmMe KOHTAKTHOW pabOThl OOyYarOMMXCS C
neAarornyecKuMu pabOTHUKAMU U (UJTH) JIMIIAMH, TPUBJIEKAEMBIMH K peaTn3aliu




o0pa3oBaTeNbHOW MpPOrpaMMbl HAa HHBIX YCJIOBUSIX, NPU  MPOBEACHUU
MIPOMEKYTOYHOM aTTeCTallMK cocTaBiisieT 132 akageMuyeckux vaca (0OB).

3.4. ITpu oOy4eHwH 10 HHAUBUIYATLHOMY YI4EOHOMY TIJIaHY, B TOM YHCIIC IPH
YCKOPEHHOM O00Y4YE€HHH, 00BEM JUCIUIUIMHBI (MOJIYIs1) MOXKET OBITh peaan30BaH
MOJTHOCTHIO B (hOpME CaMOCTOATEIHHON paboThl 00yJarommxcs, a Takxke B hopme
KOHTAKTHON pabOThl 00yYarOIMXCs C MeAarorndyecKUMU paOOTHUKAMHU M (HUJIH)
JUIIAMH, TIPUBJIEKAaEMBIMH K pealiu3allii 00pa30BaTeIbHON MpOrpaMMbl Ha WHBIX
YCIIOBHSIX, TIPH MPOBEIECHUN TPOMEKYTOUHOM aTTECTAIIHH.

4. ConeprkaHue JUCIUTUIMHBI (MOIYJIA).

4.1. 3aHITHA JTEKOIUOHHOTO THUIIA.

Temaruka JTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

1 |BBeneunue.
PaccmaTtpuBaeMble BOIIPOCHI:
- OCHOBBIHE NNOHATUA, TCOPMUHBI U ONIPCACIICHUA

2 |Knaccudukarus s36IKOB MPOTPaAMMHUPOBAHUS.
PaccmaTprBaemble BOTIPOCHI:

- Knaccudukamus S351K0B IpOrpaMMHUpPOBaHUSL.

- [onsiTre MHTEpHIPETaTOpPa M KOMIIMIIATOPA.

- Haznauenue n QpyHKunmM penakropa cBsi3eil, 3arpy3dnka.

3 [SI3bIk mporpamMMmupoBaHus AccemoOiep
PaccmarpuBaembie BOIPOCHL:

- CtpykTypa mporueccopa.

- Peructpsl.

- Crek.

- [lepeMeHHbIE 1 KOHCTAHTBHI.

- [IpencrapneHue B NaMsITH YUCEN U CAMBOJIOB.
- [IceBoomnepaTopbl OMICaHUs IEPEMEHHBIX.
- CrocoObl ajpecanum.

- Komanel.

- CtpykTypa mporpaMMbl Ha Accembiepe.

4  |Komannsl si3p1ka Accemonep.
PaccmarpuBaembie BOIPOCHL:
- Komanner s3pika AcceMoutep.

5 |[Ipumeps! nporpamMm

PaCCMa’IpI/IBaGMLIC BOIPOCHI:

- [Ipumeps! mporpaMm: BEIYUCIEHUE IO GOPMYJIIaM, IUKIIBI, 00pabOTKa OJTHOMEPHBIX U IBYMEPHBIX
MacCCHBOB, CHMBOJILHOM I/IH(i)OpMaIII/II/I

6 |CTpyKTypBHl.

PaccmarpuBaembie BOIPOCHL:
- CTpyKTypHI.




TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

/1
7 |O06paboTka Ta0mmiI.
PaccmarpuBaembie BOIIPOCHL:
- O6paboTka TadIuIL.
8 |[Ipumepsr mporpamm.

PaccmarpuBaembie BOIIPOCHL:
- IIpumeps! nporpamm.

Komanner pabotsl ¢ daitnamu.
PaccmarpuBaeMbIe BOIIPOCHL:

- Komanner pabotsr ¢ daiimamu.

- IIpumeps! mporpam.

10

MmuoromoaynbsHbie TporpaMMbl. OcobeHHOCTH peakTHpoBaHus. O0ecnieueHre CBs3U

MEXY OpOrpaMMaMHU.
PaccmaTrpuBaeMble BOIIPOCHI:

- MHOTOMOTyJTbHBIE TIPOTPAMMBI.

- OcobeHHOCTH pelaKTHPOBaHNSI.

- ObecniedeHue CBSI3M MEXKAY TPOTpaMMaMHu.

11

®daitstoBLIE CUCTEMEI
PaccmaTtpuBaeMble BOIIPOCHI:
- ®ainoBkIe CUCTEMBI

12

VYerpoiicTBa At XpaHeHUs (aniioB.
PaccmaTtpuBaeMble BOIIPOCHI:

- YeTpoiicTBa It XpaHeHUS (aiiiioB.

- CnocoObl opranu3anuy (paitoB ¥ METOABI OCTYIIA.

13

®daiinosasg cucrema FAT.
PaCCManI/IBaeMBIe BOl'[pOCLIZ
- daiinosas cucrema FAT.

14

PaccmoTtpenue cioco0oB opranu3zanuu ¢aitnos B Unix.
PaccmarpuBaembie BOIIPOCHL:
- Paccmorpenue crioco0oB opranusanyu (aiiios B Unix.

15

Cucrema npepbIBaHUN
PaccmaTprBaemble BOIIPOCHI:
- Cucrema npepbIBaHUR

16

ITonsTHe MMpEpbIBAHUS B OpraHru3allun pa6OTBI COBPCMCHHBIX KOMIIBIOTEPOB.
PaccmarpuBaembie BOIPOCHL:

- [TonsiTne npeprIBaHUS B OpraHU3aluy paboThl COBPEMEHHBIX KOMITBIOTEPOB.

- Komanna npepeiBanus 1 cxeMa ee peaan3alii B KOMIBIOTEpE.

17

Nsyuenue QpyHkIuit mpepbIiBaHU ISl paOOTHI ¢ KIIABUATYPOM, TUCIIIEEM, (aiiamu.
PaccmarpuBaeMble BOIIPOCHL:
- Wzyuenne (yHKIui npepsiBaHui Ut pabOTHI C KJIaBHATYpOii, AucIiieeM, daiiamu.

18

[TonsiTHEe 31EKTPOHHOTO AUCKA U MPUHIUIBI peaian3anuu ero B Windows.
PaccmarpuBaembie BOIPOCHL:
- [TonsITHE 3TIEKTPOHHOTO AMCKA U MPUHIMIBI peann3anun ero B Windows.

19

[TonsTue nponecca

PaccmarpuBaembie BOIPOCHL:

- O6u1ast XapaKTepUCTHKA ONIEPALIMOHHBIX CHCTEM.
- Knaccudukanus OC, knaccudukanus pecypcos.
- IonsiTue npouecca.

- Knaccudukanus nporeccos.




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

- Ocuosubie Moy OC 1 X (YHKINH.
- J)Ku3HeHHSBIH UK rpoliecca.

20

Kontekcr Impornecca.
PaccmarpuBaembie BOIIPOCHL:

- Konrekcr mporecca.

- ANTOPUTMBI TUTAHUPOBAHUS TTPOIIECCOB.
- AropuTMEI 00CTYKHBaHUS OdepeieH.

21

CpencTBa CHHXPOHU3AIMHU U B3aUMOJICUCTBHS MPOIECCOB
PaccmatpuBaeMble BOIPOCHI:
- Cpe)ICTBa CUHXPpOHU3alUU U B3aHMO}IeI7[CTBPI§I ImpoueccoB

22

CuHXpOHHU3ALIHSI POIECCOB, MOHATHE cemMadopa, OJIOKUPOBKA.
PaccmarpuBaembie BOIIPOCHL:

- CHHXpOHHM3aIMs TIPOLIECCOB, MOHATHE ceMadopa, OIOKHPOBKA.

- CurHansl.

- 'enepupoBanme, 1ocTaBKa, 00pabOTKA CUTHAIOB.

23

OOMeH COOOIIEHUSIMHU
PaccmarprBaeMbie BOTIPOCHI:
- OOMeH COOOIEHUAMHU.

- Kanamsl.

- [louyToBBIC SALIUKH.

- Pazgensemas mamsTh.

24

[Tpobnema kuHYa

PaccmaTpuBaeMble BOIPOCHI:

- [IpoGrema kmiHYA

- llpopunakTrka KIMHYA U CIOCOOBI BEIXO/IA UX KIIHHYA.

25

YnpasneHue namsaTbio

PaccmarpuBaembie BOIPOCHL:

- Tunbl MaMATH U UX OCHOBHEIE XapaKTCPUCTHUKH.
- Uepapxus namsaTu.

26

PaCHpeI[CJ'ICHI/IC MMaMsTHU pa3aciiaMi U IICPEMCIIACMbIMU pa3ACIaMU.
PaCCManI/IBaeMBIe BOIPOCHI:
- Pacnpez[eneHHe MaMsATH pas3aciiaMy U IIEPEMEIIACMbIMU PA3JACTIaMU.

27

Pacnipenenenue namsiTi CTpaHUIIAMU U CIIOCOOBI 3AIIUTHI TAMSTH.
PaccmarpuBaembie BOIPOCHL:
- Pacnipenienenue naMsITH CTpaHUIIAMH U CIIOCOOBI 3aIUTHI TAMSITH.

28

PaCHpeI[eJ'ICHI/IC CTpaHHUII 11O 3aIIpocaM.
PaccmarpuBaembie BOIPOCHL:

- Pactipenienenune cTpaHuil 1o 3ampocam.

- [lonsiTue BUPTyanbHON MaMSTH.

- AIrOpUTMBI 3aMELIeHUs] CTPaHMUIL.

29

Pacnpenenenue cermeHTamu.
PaccmarpuBaembie BOIPOCHL:

- Pacripenienenue cerMeHTamu.

- CCFMCHTHO-CTpaHI/IqHaﬂ Oopranu3anus nmamMsaTH.
- [ToHsiTHE AMHAMUYECKOTO peaKkTopa CBs3eil.

30

VYipasieHue yCcTpoincTBaMu
PaCCManHBaGMLIC BOIPOCHI:

- Haznauyenue n QpyHKINM CHCTEMBI yIpaBIIeHUs yCTPOUCTBAMH, paiiBEephl yCTPOHCTB.

- [IpuHUMDEBI MocTpoenus apaiisepoB B Windows.




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

31

MexaHu3Mbl 3alMTHl ONEPAUOHHBIX CUCTEM

PaccmarpuBaembie BOIIPOCHL:

- Mozenu 1 MexaHU3MBbI 3alUThI ONIEPAIIMOHHBIX CHCTEM, IPOIPAMMHOTO o0ecIieueHu s,
MPOTOKOJIUPOBAHUE U ayIUT.

4.2. 3aHATHS CEMUHAPCKOTO TUIA.

JlaGopatopHbie pabOThI

/o

HaumenoBanue nabopaTopHbIX padoT / KpaTKoe cofepaHue

YcranoBka 1 6a30Bas KOHPUTypaIHsl ONepalMoHHON cucTeMbl Linux.

B PE3yJbTAaTC BBINIOJTHCHUA pa6OTLI CTYACHT YMCCT CO3/1aBaTh BUPTYAJIbHYIO MAIIINHY, BBIIIOJTHATH
YCTaHOBKY OHepaHHOHHOﬁ crcTeMbl ceMelicTBa Linux (paBMCTKa JHUCKOB, BBI60p HaCoBOI'0 I10s1Ca,
CO3aaHHUC root—napon;{ " JIOKAJIbHOT'O HOJ'IL3OBaTeJ'I$I), a TaKXXC MPOU3BOAUTD IICPBUIHYIO HaCTpOﬁKy
CETEBBIX HHTEP(EHCOB U OAKIIOYATh PETTO3UTOPHUH IS ITOCTIEAYIOIIEeH paOboTHI.

anaBneHI/Ie IMMOJIb30BATCJIsIMU U T'pYyIIIaMU B Linux.

B pesynbraTe BHINONHEHUS! pabOTHI CTYICHT YMEET J00aBISITh, yIIATh U MOJU(HUIMPOBATH yYETHBIE
3aIliCH 110JIb30BaTENCH U IPYIII, YIPABISATh WICHCTBOM I10JIb30BaTENCH B rpynIax, HaCTpauBaTh
napaMeTpsl apoJIbHOM MOIUTUKH (CPOK JAEHCTBUS, CIIOMKHOCTD), & TAK)KE HHTEPIIPETHPOBATh COACPIKIMOE
(haiimos /etc/passwd, /etc/shadow u /etc/group.

Hacrpoiika mpaB gocTyna K Qaiiam 1 KaTaaoram.

B pesynbpTaTe BBIIOMHEHHS pabOTHI CTYyICHT yMeeT H3MEHATH MpaBa goctyna (chmod) u BianensLes
(chown) aiiioB n JUPEKTOPHIA, HCTIOIH30BATH KAK YHCIOBOH, TAK U CHMBOJIEHBIH METO/ 3aJaHus TIPaB,
npumeHsTh crenuainbhaeie 6utel (SUID, SGID, Sticky bit) auist penieHus mpakTHYECKHUX 3a1ad, a TaKKe
HACTpPaWBaTh MpaBa JOCTYIA 10 yMOJ4aHuio (umask).

VYnpasieHue NporpaMMHBIM o0ecTiedeHHEM (TTaKeTaMH).

B pesynbTaTe BBIIOIHEHHS PaOOTHI CTYJEHT yMeeT UCKaTh, yCTaHABIMBATh, OOHOBIAT U YAAJISATH
MPOTPaMMHBIE TTAKETHI C TOMOIIBIO MEHEKepoB NakeToB (apt, dnf/yum), moxkimodars cTOpoHHHE
PENo3UTOpHH, pa3penaTh KOHQIUKTHI 3aBUCUMOCTEH, a TakXKe paboTaTh C MAKETaMH, yCTAHOBICHHBIMU U3
MCXOJIHBIX KOJIOB.

AJIMUHHCTPUPOBAHUE CUCTEMHBIX CITYKO (JIEMOHOB).

B pesynbrare BRIIOIHEHUS pabOTHI CTYIEHT yMEET YIPABIIATh COCTOSHUEM CHCTEMHBIX CIIyk0 (3aIyck,
OCTaHOBKa, MEPE3aIyCK, J00ABIEHHUE B aBTO3arPy3Ky) ¢ IOMOIIBIO CHCTEMbI MHUIMAIM3aMU systemd,
AQHATU3UPOBATh 3aBUCUMOCTH MEX]Ty CIIy>kKOaMH, IPOCMAaTPUBATh UX CTaTyC M )KypPHAIBI, a TaKKe
€03/1aBaTh MPOCTHIC unit-(haiiibl 111 COOCTBEHHBIX CITYKO.

VYrpasieHue mpoueccamu B ONIEPallMOHHON CUCTEME.

B pesynbTaTe BBIIOTHEHHS pabOTHI CTYJCHT yMEeT NPOCMaTPHBATh HH(POPMALIHIO O 3aITyIICHHBIX
nporeccax (ps, top, htop), H3MEHATh MPHOPUTETHI BRIIOJIHEHUS MPOIECCOB (nice, renice), OTIPaBIATh
curnaisl nmpoueccam (kill, killall), nepeBoauTs 3anaun B JOHOBBIN M HHTEPAKTUBHBIN PEXUMBI, a TAKXKE
AQHAIM3MPOBATH JIPEBOBUIHBIE CBSI3H MEX/y POLIECCAMH.

MOHI/ITOPI/IHF COOBITUH U IJIaHUPOBAHUC 3a1a4.

B pesynprare BRINOIHEHUS pabOTHI CTYyIEHT YMEET HACTPanBaTh POTAIIHIO U IPOCMATPUBATh CHCTEMHBIE
KypHais! (journalctl, rsyslog), BRIMOTHATE OMCK COOBITHH IO BPEMEHH 1 TIPHOPHUTETY, a TAaKXKe
ABTOMATH3MPOBATH BBHIIIOJHEHNE PYTHHHBIX 33aJ]a4 C TOMOIIBIO TUNIAHMPOBITUKOB Cron (CHCTEMHBIE U
HOJIb30BaTeNIbCKUe crontab) u systemd-timers.

VYrpasneHrue MOAYJISIMU s/Ipa ONEePAIMOHHON CHCTEMBI.
B pesyinbrate BeINOIHEHHUS PaOOTHI CTYACHT YMEET I0JIy4aTh HH(POPMALIHMIO O 3arpy>KEHHBIX MOJYJIAX sapa
(Ismod), 3arpy>ate 1 BeITpy)aTh Moayu (modprobe, insmod, rmmod), HacTpauBaTh apamMeTpsl
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MOyJIel, a TakxKe 00eCIeuuBaTh aBTOMaTHYECKYIO 3arpy3Ky HEOOXOIMMBIX MOIYJISH IIpH cTapTe
CHCTEMBL.
9 ynpaBHeHI/Ie JUCKOBBIMHM KBOTAMHU U (baﬁHOBBIMH CHCTEMaMU.
B pesynbTaTe BBIMOTHEHHS PaOOTHI CTYJCHT YMEET MOAKIIOYATh U OTKIIIOYATh (PailloBbIC CHCTEMBI
(MOHTHpOBaHUE/Pa3MOHTUPOBAHNE), AHATM3UPOBATH HCIIOIb30BaHIE JUCKOBOIO MPOCTPAHCTRA,
HACTPauBaTh IUCKOBBIE KBOTHI [Vl OTPAaHUYCHUS 00beMa JaHHBIX [I0JIb30BaTeNei U IPYIII, a TAKKe
MPOBEPSTH (PailIoBbIE CHCTEMBI HA HATTMYHE OMINOOK.
10 |Hactpoiika ceTeBbIX apaMeTPOB U MEKCETEBOTO IKPaHa.
B pesynbTaTe BBIIOMHEHHS paOOTHI CTYJEHT yMEeT HaCTpanBaTh CTaATHUECKHE H TUHamMudeckue [P-anpeca,
YIPaBISITh MApIIPyTU3ALUeH, KOHPUTYPHUPOBATh MEXKCeTeBOM dkpaH (iptables/nftables) s dpunbTpanun
Tpaduka 1 06ecIeunBaTh CETEBYI0 6E30MACHOCTb XOCTa IyTEM CO3[AHUS IPABHII Pa3peIlICHUs 1
OJIOKUPOBKH COCAUHCHUH.
11 |ABTromarm3anus 3a1a4 ¢ nomoinsto shell-ckpunros (BASH).
B pesynbpTaTe BBIIOMHEHHS Pa0OTHI CTYJEHT YMEET CO3AaBaTh U OTIa)XHBATh CKPUITHl KOMaHIHOM
000JIOYKH, UCTIONB30BATh IIEPEMEHHBIC OKPYKEHHS, YIPABISIOLIAE KOHCTPYKINH (YCIOBHS, IUKJIbI) K
(byHKLIUH, a TaK)Ke aBTOMAaTH3UPOBATh PYyTHHHBIC 331241 aAMHHUCTPHUPOBAHUS IyTEM HAITUCAHHUS
CKPHIITOB JUISl PE3EPBHOTO KOMMPOBAHHS H MOHUTOPHHTA CHCTEMBI.
12 |MexrmpoiieccHOE B3auMOICHCTBUE (KAHATBI U CUTHAJIBI).
B pe3synbTaTe BBIIOIHEHHUS pabOTHI CTYICHT YMEET OPraHU30BBIBATh B3aUMO/ICHCTBHE MEX Y IPOLECCaMU
C UCII0JIb30BaHUEM IIPOrPAMMHBIX KaHANOB (pipe), HepeHanpaBisTh IOTOKH BBOJA/BBIBO/IA, @ TAKIKE
TeHEePUPOBATh 1 00pabaThIBATH CUTHANBI JUIsl YIPABICHHUS XO0M BBIIOIHEHHUS IIPOTPAMM.
13 |AHnamu3 cereBoro Tpaduka u padbora ¢ COKETaMHu.
B pesynbpTaTe BBIIOTHEHHS PaOOTHI CTYJCHT YMEET UCIIOIB30BaTh HHCTPYMEHTHI [UIS 3aXBaTa ¥ aHAJIU3a
ceteBoro Tpaduka (Wireshark, tcpdump), ycranaBnuBaTh ceTeBBIC COSIMHEHHS C TIOMOIIBIO COKETOB, a
TaKKe AUArHOCTHPOBATH CETEBbIE MPOOJIEMBI Ha YPOBHE TPAHCIIOPTHOTO IPOTOKOJIA.
14 |YnpaBneHue 3arpy3Koil onepalioHHONW CUCTEMBI M CHCTEMHBIMU CEPBHUCAMH.
B pesynbrare BRIIOTHEHUS pabOTHI CTYIEHT yMEeT HacTpanuBaTh mapaMeTpsl 3arpysunka (GRUB),
M3MEHSITH LEJIEBBIE COCTOSHMS CHCTeMBI (systemd targets), ynpaBisaTh IOPSAKOM 3aIycKa CIIyXO0 u
BOCCTaHABJIBATh CHCTEMY B Cilydae cOOCB 3arpy3KH.
15 |OcHuosbl koHTelHEepH3anuu (Docker/Podman).
B pesynbTaTe BBIIOIHEHHS Pa0OTHI CTYJCHT YMEET yCTaHABIMBATh CPely KOHTCHHEPH3aliH, CO31aBaTh
00pa3bl KoHTeltHepoB ¢ nomoulplo Dockerfile, 3amyckarth U ocTaHaBIMBATH KOHTEHHEPHI, YIPABISATH
CETEeBBIMH MOPTAMH U TOMaMH JaHHBIX JUTS H30JISILIUH TPHIOKCHHUH.
16 |OGecnieuenne 6e30MacHOCTH U MU(PPOBAHNE TaHHBIX.
B pesynbrarte BRIIOITHEHUS pabOTHI CTYIEHT yMeeT NPUMEHATh cpencTBa nndposanus (GnuPG) nns
3aIuThl (HAIoB U AIEKTPOHHOM MIEPEHCKH, CO31aBaTh M IKCIIOPTUPOBATh KIIOUH IIH(POBAHUS,
YIpaBIsITh HUGPOBBIMH TOAIUCIMHY, a TAK)KE HACTPaUBaTh 0a30BbIE MapaMeTphl ayJura 6€30MacHOCTH
CHCTEMBI.
4.3. CamocrosiTenbHas paboTa 00y4aroImmXCs.
Ne
Bun camocrosTensHO# paboThI
n/n
1 |M3y4eHue NOMOIHUTEIBHON JUTEPATYPHI.
2 |[ToaroroBka k 1a0OpPaTOPHBIM pabOTaM.
3 | BemosHeHne KypcoBoi paboTHI.
4 HOIITOTOBKa K HpOMC)KyTO‘-IHOﬁ aTTeCTalluu.




[ToaroToBka K TeKyIleMy KOHTPOJIIO.

4.4. IlpumepHbIil IepeYeHb TeM KypCOBBIX padoT
1.CoBpeMeHHBIE KOHIENIMHU U TEXHOJIOTUH TPOCKTUPOBAHUS ONIEPALMOHHBIX

CHUCTCM

2. Ornamunku OC Windows u Linux. CpaBHeHuE (DYHKIIMOHAIBHBIX

BO3MOKHOCTEM

3. Ompenenenue karaimora, B KOTOpbIM Obuia mpouHcTamumpoBana OC

WINDOWS

4. AIMUHHCTpUPOBAHUE U ONepaTUBHOE ynpasiieHne B Centos

5. Ha3nauenue, xpaHeHue U CTpyKTypa AaHHBIX peectpa Windows

6. ApxutekTypa coBpeMeHHBIX ceTeBbix OC Unix

7. AnmunucTpupoBanue u oneparuBHoe yrpasieHue B OC Unix

8. Ytunura Performance Monitor OC Windows

9. YTunutsl 11t paboThl ¢ nuckamu U dainosoi cucremoit OC Windows
10.CeteBbie cpeactea OC Windows

11.CeteBrie Texnomorun OC Windows ServerPeectp Windows. YnpaBnenue

KOH(pUrypanuen

12. Tunsl JaHHBIX U CTPYKTYPHI, UcToab3yeMbie B WinAPI, v npuHIUIBL 1X

HUCIIOJIb30BaHUA

13.Hactpotika cuctemnoro peectpa. Hactpoiika Internet, TCP/IP
14.YcranoBka u koHpurypuposanue ciayxx061 DHCP B OC Windows Server
15.3ammTa ot cboeB u BocctanoBieHue B OC Windows Server
16.Crpykrypa u pyukmun OC Unix

17.Peectp u annmapatHsie cpenctea B OC Windows

18.Pe3epBHOE KOomMpoBaHue U BoccTaHoBieHue peectpa OC Windows

5. IlepeueHp wu3HaHUN, KOTOPBIE PEKOMEHIYETCS WCIOJIb30BaTh IIPU

OCBOCHMH JTUCUUILTUHBI (MOAYJIs).

Ne

i bubnuorpaduueckoe onucanue Mecro nocryna

1 | Onepammonnsie cucteMsl ['py3nes /1. B. https://reader.lanbook.com/book/154776
YuebHoe nocobue Boponexckuit
roCy/apCTBEHHBIN YHUBEPCUTET, - 42 c. , 2017

2 | IlpuHOnns! mocTpoeHNs U QyHKIIMOHUPOBAHH https://reader.lanbook.com/book/329378

armapaTHO-IIPOTPAMMHBIX CPEJCTB

TEJIEKOMMYHHUKAIIMOHHBIX cucTeM: Yacts 2:




CereBble ONEpaMOHHBIC CUCTEMBI U IIPUHITUTIBI
obecrnieueHns HHOOPMAIMOHHOW OE30MACHOCTH B
cetsix Makapenko C. U., KoBanbsckuii A. A.,
Kpacuos C. A. YuyeOHoe nocobue M3naTenscTBo

"Haykoemkue Texnonoruu", - 357 c. - ISBN 978-
5-6044429-8-2 , 2020

6. IlepeueHb COBpPEeMEHHBIX MPOQPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJB30BAaThCS IPHU
OCBOCHUU JUCHUIUIUHBI (MOAYJIA).

Odunmaneuseiii caiit PYT (MUUAT) (https://www.miit.ru/).

Hayuno-texauueckas oubnuoreka PYT (MUUT) (http:/library.miit.ru).

Oo6pazoBatenbHas miardopma «¥Opaitt» (https://urait.ru/).

O6mue uWHPOPMAIMOHHBIE, CIPABOYHBIE U  TOUCKOBBIE  CHUCTEMBI
«Koncynpsrant [lmtocy, «["apanty.

DNEeKTPOHHO-ONOIMOTEIHAS cucrema U3/1aTeIhCTBA «JIaHBY»
(http://e.lanbook.com/).

DINeKTpoHHO-0MbanoTeuHas cucrema ibooks.ru (http://ibooks.ru/).

7. llepedyeHb JNHIICH3UOHHOTO U  CBOOOJHO  PaCHPOCTPAHSIEMOIO
IpPOrpaMMHOTO OOecredeHusi, B TOM YHCIE€ OTEUYECTBEHHOIO IPOU3BOJICTBA,
HEO0OXOMMOTO JIJIS1 OCBOCHMSI TIUCIUTUTUHBI (MOYJIs).

Microsoft Internet Explorer (uiiu npyroi 6paysep).
Omneparrionnas cucrema Microsoft Windows.
Microsoft Office.

Cpena pa3paboTku TypOoacceMoOep.

8. OmnucaHue MarepuaJbHO-TEXHUYECKOM 0a3bl, HEOOXOAUMOM it
OCYILIECTBJICHUSI 00pa30BaTEILHOIO Mpoliecca Mo TUCIUILUIMHE (MOIYJIIO).

YyebHble ayIUTOpPUM ISl TPOBEACHUS YUEOHBIX 3aHSATHUN, OCHAIEHHBIC
KOMITHIOTEPHOU TEXHUKON ¥ HabOpamMu JIEMOHCTPAIMOHHOTO 000PY/I0BAHMUSI.

9. ®opma MPOMEKYTOUHOM ATTECTALINU:

3auet B 6 cemecTpe.
Kypcogas pabota B 6 cemectpe.
DK3aMeH B 7 ceMecTpe.

10. OneHoYHBIE MaTEpHUAJIBI.



OueHouHbIE MaTepUalibl, TPUMEHSEMbIE TTPU MPOBEICHUN MPOMEKYTOUHON

aTTeCTaIlui, pa3padaThIBAIOTCA B COOTBETCTBHUH C JIOKAJIHHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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