MHHHUCTEPCTBO TPAHCIIOPTA POCCUHUCKOM ®EJEPAIINA

OEJIEPAJIBHOE I'OCYJAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIBHOE
YUYPEXJIEHUE BbICIHIEI'O OBPA3OBAHUSA

«POCCUMNCKHNI YHUBEPCUTET TPAHCIIOPTA»
(PYT (MUHUT)

/

N

\

Paboyast mporpamma JUCLUIIIMHBI (MOAYJIS),
KaK KOMIIOHEHT 00pa30BaTeIbHON IIPOrpaMMbl
0a30BOro BhICILIEr0 00pa30BaHUs
110 CNIENMAIbHOCTH
10.05.01 KommptoTepHast 0€3011acHOCTS,
yTBepKJIEHHOI nepsbIM npopekropoM PI'AOY BO
PYT (MUUT) Tumonunsm B.C.

J

PABOYASA TIPOIT'PAMMA JUCHUIIVIMHBI (MOAYJIA)

OnepauuoHHbIe CUCTEMbI

10.05.01 KommnbrotepHasi 0€301aCHOCTh

Uudopmarnmonnass  6e30mMacHOCTh  OOBEKTOB

uHopmaTu3zanuu Ha 0aze KOMITBIOTEPHBIX

CriennanbHOCTE:
Coeumanusanus:

CUCTEM
dopma oOydeHUS: Ounas

Pa6ouas mporpaMma JUCHUIIINHEL (MOIYJIS) B BUJE )
3JIEKTPOHHOI'0 JIOKYMEHTA BBI'PYKEHA U3 €JMHOM
KOPIIOPaTUBHON MH(OPMALIMOHHOM CHCTEMBI YIIPaBICHUS
YHHUBEPCUTETOM U COOTBETCTBYET OPUIMHAILY
J

IIpocras 3nekTpoHHas noanuce, BeiganHas ®IAOY BO PYT
(MHUT)

ID noamucu: 2053
[Toanucan: 3aBenyroumii kadeapoii bapanos Jleonna ABpamoBuy

Jata: 01.09.2026




1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

OCHOBHOM UENBIO H3YyYEHUS NUCHUIUIMHBI «OIepaliOHHBIE CUCTEMbD»
aBigercss (GopMHpOBaHHE Yy OOydYaromlerocs KOMIETEHIMH Mg TMPOEKTHOMN
JEATEIIbHOCTH.

JlucuurmiinHa mnpenHa3HauyeHa i TOJYyYEeHUs 3HAHUM JUIs  pelIeHUus
cieayromux npodecCuoHaNbHBIX 3a1a4: [IpoekTHas NesaTeNnbHOCTh: - pa3padoTka
1 KOH(UTYpUPOBaHUE TPOTPaMMHO-ANMNapaTHBIX CPEACTB 3alUTH HHGOPMAIIUU; -
pa3paboTKa TEXHUYECKUX 3aJaHUi Ha MPOCKTUPOBAHUE, ICKU3HBIX, TEXHUUECKUX
U paboyux MPOEKTOB CHUCTEM M TMOJCHCTEM 3alUThl WHMOPMAIMU C YYETOM
JNEUCTBYIOIMX HOPMATUBHBIX W METOJUYECKUX JIOKYMEHTOB; - pa3paboTka
MIPOCKTOB CHUCTEM U TOJCUCTEM YIpaBieHUs MHGOPMAIIMOHHON 0€30MMacHOCTHIO
00BeKTa B COOTBETCTBHU C TEXHWYECKUM 3amanueM. llenmpio wu3yueHus
TUCHUIUIMHBL «ONepalMoOHHbIE CUCTEMbBD) ABISIETCS (DOPMUPOBAHUE Y CTYACHTOB
3HaHUHU IO OCHOBAM MPOCKTUPOBAHUS OMEPAIIMOHHBIX CUCTEM, a TAK)KE HABBIKOB U
yMEHUsI B NPUMEHEHMM 3HAHWN TpU MNPOBEACHUU padboT: - MO pa3paboTke
TEXHUYECKUX 3aJIaHUil U MPOEKTOB OINEPALMOHHBIX CUCTEM U IOJCUCTEM; - IO
YCTaHOBKE, HalaJKe, TECTUPOBAHUI0O H OOCITY>KMBAHHID CHCTEMHOTO U
MPUKJIAAHOTO MPOTrpaMMHOTO oOecredeHusi. KpoMme TOro, menbio JUCHUATITAHBI
SIBJIIETCS PA3BUTHE B TIPOIIECCE O0YUICHHSI CHCTEMHOTO MBIIIIICHHS, HEOOXOMMOTO
JUIS pelieHus 3ajlad 3aluThl MHPOpMAaIMU ¢ yuyeToM TpeOOBaHHUI CHCTEMHOTO
MoAX0/Aa. 3a1a4u JUCHUIUIMHBI — JaTh 3HAHUA: -1I0 KOHIenuuu nocrpoenus OC; -
o BcTpoeHHbIM B OC cucTeMaM XpaHEHHS JIaHHBIX; -TI0 CPEJICTBAM M METOAaM
ynpasieHus noctynom B OC; -nio ucnosibzoBanuio OC B CeTSAX Nepeaadn TaHHbIX.

2. [Inanupyemblie pe3ynbTaThl 00y4eHUs 110 AUCIUIUITMHE (MOIYJIIO).

[lepeuenr GopMHUpyeMBIX pe3yibTaTOB OCBOCHHSI  00Opa30oBaTEIbHOM
nporpamMmbl (KOMIIETEHLIUI) B Pe3yJIbTaTe 00yUYeHUs M0 AUCHMIUIMHE (MOIYIIO):

OIIK-2 - CnocobeH TMOHWMATh YCTPOMCTBO M HWCTOPHIO Pa3BUTHS
TPAHCTIOPTHOM CHUCTEMBI;

OIIK-6 - CnocoOeH NpUMEHSTh METOJIbl HAy4YHBIX MCCIIEOBAaHUN MpHU
MPOBEICHUH Pa3paboTOK B 00JacTH obecriedeHus: 0€30MacCHOCTH KOMITBIOTEPHBIX
CHCTEM U CETeH;

IIK-4 - CnocobeH BBINONHATH MOJHBIA 00beM pabOT, CBSI3aHHBIX C
peanm3anuell 4aCcTHBIX MOJUTHK HH(POPMAIMOHHON O€30MacHOCTH, MPOBOJIUTH
MOHHUTOPHHT U aHATN3 3(PPEKTUBHOCTU peaTn3alii CUCTEM 3aIUTHI HHPOPMAIIH
U ICUCTBYIOIINX MOJUTHK O€30MMaCHOCTH B KOMITBIOTEPHBIX CHCTEMaX.



OO0yueHue 1o JuCuUIUIMHE (MOJYJII0) IPEAIoIaraet, 4YTo 1o €ro pe3yJibraraM
oOyuatoruiicst Oyier:

3HaTh:

- OcHOBHBIE HOpMATHBHBbIE TIpaBoBble akThl P® B o00iacTu 3anIUTHI
uH(pOpMAIIMK OrPAaHUYEHHOTO JOCTyna (BKJIIOYash TOCYJapCTBEHHYIO TalHYy,
KOHQUACHIMATIbHYI0O MH(POPMAIUIO), a TaKXKe PYKOBOIALIME U METOJUYECKHE
nokymeHTbl ®CTIK Poccun u ®Ch Poccun.

- Krnaccudukanuio u QyHKIMOHAIBHBIE BO3MOXHOCTH COBPEMEHHBIX
POrPAMMHBIX CpPEJICTB CHUCTEMHOI'O Ha3HauyeHUs (OMepaluOHHBIE CUCTEMBI,
JpaiiBepbl, YTWINTHI) W TPHUKIAJAHOrO HazHaueHus (oducHbie naketsl, CAIIP,
MaTEMaTUYECKUE IIaKeThl), BKIIOYAs PEECTP OTEYECTBEHHOTO IPOrpPaMMHOTO
oOecrieyeHusl.

- ApXUTEKTypy, NPUHLUIIBI YNPaBICHUS MPOLECCAMU, MaMAThIO, BBOJOM-
BBIBOJIOM B COBpPEMEHHBIX OIEpallMOHHBIX cHUcTeMax (cemeiictBa Windows,
Linux/Unix, BKJIt0Yasi OT€4E€CTBEHHBIE TUCTPUOYTUBBI).

- CoBpeMeHHbIE MTPOrpaMMHO-aNMNapaTHbIE CPEACTBA 3aIUUTHl HHPOpPMaALUU:
MEXCETEBbIE  DKpaHbl, cpelncTtBa oOHapyxeHus BropxkeHuid  (IDS/IPS),
ammiienHsle CYBJI, antuBupycHble cpencrBa, CK3U, ux apxXuTekrypy u
MPUHITUIIBL PYHKITMOHUPOBAHMUSI.

Ymern:

- Mcnonb30BaTh MHCTPYMEHTAJIBHBIE CPEACTBA TEXHUYECKON MOANEPKKUA U
COMPOBOXKJICHUA MPUKIATHOTO MPOrpaMMHOro oOecreueHuss B  Ipolecce
IKCIUTyaTal1H.

- Ilpumensarp TpeOoBaHUS HOPMATHUBHBIX U METOJUYECKHX JOKYMEHTOB
peryastopoB (OCTIK, ®CB) nist 060cHOBaHUS COCTaBa U CTPYKTYPbl CUCTEMBI
3alUThl THPOPMAIIUU B KOMITBIOTEPHBIX CUCTEMAX U CETSIX.

- VYcraHaBiauBaTh, KOHQUI'YpHUpPOBaTh U MOJIJCPKUBATH OIEpPaLMOHHbBIE
CUCTEMBI, YNPABIATH YYETHBIMHU 3alMCSIMU MOJb30BATENEH, MPAaBAMH JOCTYIA H
JIOKaJbHBIMU MOJTUTHUKAMU O€30MaCHOCTH.

- Ananu3upoBaTh TpPeOOBaHMS K 3allMTe HHPOpMALUU, (POPMYIUPOBATH
TEXHUYECKOE 3a/1aHHE Ha pa3pabO0TKy WM MHTETPaLUIO MPOrpaMMHO-aNapaTHbIX
CPEICTB 3aIIUTHI 1151 KOHKPETHON KOMITBIOTEPHOM CUCTEMBI.

Baanern:

- HaBbIkamMu mprMEHEHMS] CHCTEMHBIX U MMPUKIIAHBIX IPOTPAMMHBIX CPEJICTB
(B TOM 4YHCIIE OTEYECTBEHHBIX) 7151 cOOpa, 00pabOTKM, XpaHEHHSI U TIPEICTABIICHUS
uHGOpMaIU TPY PEIICHUH MPO(PECCHOHANBHBIX 3a/1a4.



- HaBpikamMm aHamm3a  COOTBETCTBHS COCTOSHHUS  3alIMIICHHOCTH
KOMITBIOTEPHOW CHUCTEMbl TpEeOOBAHHUSIM HOPMATUBHBIX IIPABOBBIX AaKTOB M
Metoandeckux 10kyMeHToB ODCTIOK u OCb.

- Hapikamum paGoThl C KOMaHJIHOW CTPOKOH U TpaduUIECKUMHU
WHCTPYMEHTAMU aIMUHUCTPUPOBAHUS TS HAaCTPOUKHU apaMeTpoB
OTICPALMOHHBIX CUCTEM.

- HaBplkamMu pa3pabOTKH CTPYKTYPHBIX CXEM M YaCTHBIX IIOJIUTHK
0€30MacHOCTH JIJIsl TOACUCTEM 3alIUThl HH(GOPMAIIUK PA3IMYHOTO YPOBHS.

3. O0beM TUCHUIUTUHBI (MOJTYJIS).
3.1. Obmas Tpy10eMKOCTh JUCIUTUTHHBI (MOIYIIS).

OO0mass TPyAOEMKOCTh TUCHMIUIMHBI (MOayJisi) coctaBisier 10 3.e. (360
aKaJieMUYecKux yaca(oB).

3.2. O06bem pAuCHUIUIMHBL (MOAYJsi) B (QopMe KOHTAKTHOM pabOThI
oOydJarormuxcst ¢  IENarorM4ecCKUMHu  paboTHHUKaMu W (WIM)  JUIAMH,
MPUBJICKAEMBIMU K peaau3aiuu 00pa30BaTeIbHON MMPOTPaMMBbI Ha MHBIX YCIIOBHUSX,
IPY IPOBEJICHUY yUESOHBIX 3aHITHI:

KonuvectBo yacos
Tun y4eOHBIX 3aHATHI Cemectp
Bceero

Ne6 | Ne7

KonrakTHas paboTa rmpu npoBeicHUN Y4eOHBIX 3aHATHH (BCETro): 160 | 80 80
B ToMm uncie:

3aHATHSA JIEKIIMOHHOT'O THTIA 96 48 48

3aHATUS CEMUHApPCKOTO TUMA 64 32 32

3.3. O0beM aucHUIUIUHBI (MOIYJsl) B (popMe CaMOCTOSITETLHOM palOOThI
oOyyaromuxcs, a Takke B (QopMe KOHTAKTHOM pabOThl OO0YydYarOUIUXCS C
MeJarornueCKuMU pabOTHUKAMU U (WJIH) JTUIIAMH, IPUBJICKAEMBIMH K PeaTH3alliu
oOpa3oBaTeIbHOM TpOrpaMMbl Ha HWHBIX YCIOBUSIX, TIPH TPOBEICHUU
MPOMEKYTOUHOM aTTectannu coctaisier 200 akageMmuyeckux yaca (0B).

3.4. IIpu oOy4eHuu o HHANBUAYAIBHOMY Y4eOHOMY IIJIaHy, B TOM YHCIIE TPH
YCKOPEHHOM O0y4Ye€HHH, 00BEM TUCIUIUIMHBI (MOJYJIs1) MOXKET ObITh peaan3oBaH
MOJIHOCTBIO B (DOpME CaMOCTOSITENIbHON paboThl 00yYarouxcs, a Takke B hopme
KOHTAKTHOH paboOThl O0YUYaIOIIMXCS C MEJarornyecKuMu pabOTHUKAMU U (WJIH)
JUIIAMH, TPUBJIEKaEMbIMH K peau3aluu 00pa30BaTeIbHON MPOrpaMMbl HA UHBIX
YCIJIOBHSIX, TP MPOBEAEHUU IPOMEKYTOYHOM aTTECTALINH.




4. ConeprxkaHue TUCIUTIIAHBI (MOTYJIs).

4.1. 3aHATHA TEKIUOHHOT'O THUIIA.

/11

TemaTtuka JICKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC

Bsenenue.
paCCManI/IBaeMI)Ie BOHpOCBII
- OCHOBBIHEC IIOHATHS, TCOpMI/IHI)I u onpeaeneHHﬂ

Knaccudukanus s361k0B IpOrpaMMUpPOBaHUS.
PaccmatpuBaeMbie BOTIPOCHL:

- Knmaccudwukanus si31k0B IporpaMMHUpOBaHUS.

- IlonsaTue HUHTCPIIPpETAaTOpPa U KOMITWIIATOPA.

- Ha3nauenue u (i)yHKHI/II/I peaaKTopa CBH3eﬁ, 3arpys34duka.

S13pIK IporpammupoBanus Accemoiiep
PaccMatpuBaembie BOMPOCHI:

- CTpykTypa mporieccopa.

- Peructpsl.

- Crek.

- [lepemeHHbIC 1 KOHCTAHTEI.

- [IpencraBneHne B TaMsATH YUCET M CHMBOJIOB.
- [IceBnoomnepaTopsl ONKUcaHus NEPEMEHHBIX.
- Crioco0bI asipecarivy.

- Komanpsr.

- CtpykTypa nporpaMmsbl Ha AccemoOiepe.

Komanps! si361ka Accemomep.
PaccmatpuBaeMbIe BOITPOCHI:
- Komanmer si3p1ka AccemoOiep.

[Tpumeps! nporpamm

PaccmaTpuBaemble BOTIPOCHI:

- [Ipumeps! mporpamm: BEIYKCIEHHE IO GOpMYyJIaM, IUKIIbI, 00padOTKa OJTHOMEPHBIX U JABYMEPHBIX
MacCHBOB, CHMBOJIbHON HH(pOpMaINU

CTpyKTYypBL.

PaccmaTprBaemble BOIIPOCHI:
- CTpyKTypHI.

O6paboTka TadmuII.
PaccmaTprBaeMbie BOITPOCHL:
- O6paboTka Tadu.

IIpumepsl Iporpamm.
PaCCManl/IBaeMI)Ie BOIIPOCHKHI:
- [Ipumepsl mporpamm.

Komanas! pabotsl ¢ aiinamu.
PaccmatpuBaeMble BOIIPOCHL:

- Komaner paboTsr ¢ daiimamu.

- IIpumeps! mporpamm.

10

MHoromoayibHble mporpammbl. OcoOeHHOCTH peakTupoBaHus. ObecneueHue CBA3U

MEXKIY IIPOrpaMMaMH.
PaccmatprBaemble BOIIPOCHI:
- MHOTOMOyIbHBIE TPOTPaMMBI.




TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

/T

- Oco0eHHOCTH peaKTHPOBAHUS.

- O0GecrieueHne CBSI3M MEX Ty IPOTpaMMaMH.
11 |DaiinoBsie CUCTEMBI

PaccmatpuBaemble BONPOCHL:
- dainoBbIe CUCTEMBI

12

YcrpoiicTBa 11t XpaHeHHs (Hailios.
PaccmaTpuBaeMble BOIIPOCHI:

- YcTpoiicTBa Ut XpaHeHHs (Baiios.

- Crioco0s! opranu3anuy (aityioB ¥ METOIBI AOCTYTIA.

13

®daiinosasa cucrema FAT.
PaccmarpuBaeMbie BOTIPOCHI:
- daiinoBas cuctema FAT.

14

Paccmotpenue cioco6oB opranusanuu (aiinos B Unix.
PaccMartprBaeMblie BOIIPOCHL:
- Paccmotpenne crioco6oB opraamn3zanuu ¢ainoB B Unix.

15

CucreMa npepbiBaHUN
PaccmaTpuBaemble BOTIPOCHL:
- Cucrema npepbIBaHUI

16

ITonsTHe MMPpEpbIBAHUSA B OpraHru3allin pa6OTLI COBPCMCHHBIX KOMIIBFOTCPOB.
PaccmarpuBaemble BOIPOCHI:

- [lonsTne npeprIBaHus B OpraHU3alud paboThl COBPEMEHHBIX KOMITBIOTEPOB.

- Komanna npepriBanus u cxeMa ee peaan3aliud B KOMIIBIOTEpe.

17

Nzyuenune yHKImMit mpepbIBaHU TSl pabOTHI C KJIABUATYPOH, TUCIIIeeM, (aitiamu.
PaccmaTpuBaeMble BOIIPOCHIL:
- Nzyuenne ¢yHKImiA npepeiBaHui U pabOThI ¢ KJIABHATYPOii, AuctieemM, dainamu.

18

[ToHsiTHE >7IEKTPOHHOTO JMCKA M MPUHIIMITH peanu3auu ero B Windows.
PaccmatprBaeMbie BOITPOCH:
- [JoHsiTHe 271eKTPOHHOIO TUCKA U IPUHIMIBI peanu3anuu ero B Windows.

19

[TonsTne mporecca

PaccmaTpuBaemble BOTIPOCHI:

- O0mas xapaKTepHUCTHKA OTICPAIIHOHHBIX CHCTEM.
- Knaccudukammsa OC, knaccudukanms pecypcos.
- [NonsiTre mpomecca.

- Knaccudmkarms nporeccos.

- OcnoBuble Moy OC 1 uX QyHKIHH.

- JKu3HeHHbIN 1IUKIT Mpoliecca.

20

KonTteker npouecca.
PaccmatpuBaeMble BOIIPOCHI:

- Konrekcr nmpouecca.

- ANTOpHUTMBI ITAHUPOBAHHS IIPOLIECCOB.
- ANTOpUTMBI 00CITYXKMBaHHS OYepeeH.

21

CpC)ICTBa CUHXPOHU3AIIUU U B3aHMOHeﬁCTBHH IIpoLeccoB
PaccmarpuBaemble BOIIPOCHL:
- CpezncTBa CHHXPOHHU3AIUH U B3aUMOJIEHCTBHUS MPOLIECCOB

22

CuHXpOHM3AIIUA MTPOIIECCOB, MOHATHE cemadopa, OJIOKHPOBKA.
PaccmarpuBaeMble BOIIPOCHL:

- CHHXpOHHM3AIHUS TIPOLIECCOB, MOHATHE ceMadopa, OIIOKHMPOBKA.

- CurHansl.

- I'enepupoBanmue, KocTaBka, 00pabOTKa CUTHAJIOB.




n/n

TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

23

OOMeH coOoOILIEeHUIMHU
PaccmaTprBaeMble BOTIPOCHI:
- OOMeH cOOOIIEHUIMH.

- Kanamsr.

- ITouTOBEIE SIITUKH.

- Paznensiemast mamsiTh.

24

[TpoGiema kmuHYA

PaccmatpuBaeMble BOIIpOCH:

- [Ipobnema kimHYIA

- [IpodunakTika KIMHYA U CIOCOOBI BRIXOAA MX KIMHYA.

25

YHpaBJ'ICHI/IC IIaMATBIO

PaccmarpuBaeMble BOIPOCHL:

- Tunsl NaMATH U UX OCHOBHBIE XapaKTEPUCTUKH.
- HMepapxus namsaTu.

26

Pacnpe;[eneHHe NaMATH pa3aciiaMy U IICPEMCIIACMbIMH pa3JiCIaMu.
PaccmaTpuBaemble BOTIPOCHI:
- Pactipenenenue naMaTH pazaenaMy U IEpEMEINAaeMbIMU pa3ieiaMH.

27

PacnpeneﬂeHHe MaMATH CTpaHHULIAMHU U CIIOCOOBI 3allIUThI IIaMATH.
PaCCManI/IBaeMI)IC BOIPOCHI:
- Pacnpe,ueneHI/Ie naMATH CTpaHULIAMU U CIIOCOOBI 3alllUThI ITaMATH.

28

Pacnpenenenue crpanuil o 3amnpocam.
PaccmarpuBaeMbie BOTIPOCHI:

- Pactipenenenue cTpaHuIy Mo 3ampocam.

- [IoHsiTHE BUPTYyaIbHOM NaMSITH.

- ANTOPUTMBI 3aMEICHNUS CTPAHHII.

29

PacnpeneneHHe CEIrMCHTaMHU.
PaccmatpuBaembie BOMPOCHL:

- Pacnipenienenue cermeHTamMu.

- CerMeHTHO-CTpaHUYHAasl OPraHU3alIMs TaMSTH.
- [ToHsiTHE AMHAMUYECKOTO peAaKkTopa CBs3eil.

30

YnpasieHue ycTpoiicTBamu

PaccmaTpuBaemble BOTIPOCHI:

- HazHauenue n GyHKINM CHCTEMBI YIPaBJICHUS YCTPOHCTBAMHU, ApaiiBEphl yCTPOHCTB.
- [IpuHumne! moctpoenus apaiisepoB B Windows.

31

MexaHnu3MBbI 3alIUTHI OIICPAIMUOHHBIX CUCTEM

PaCCManI/IBaeMHe BOIPOCHI:

- MOZ[CJ'[I/I 1 MEXAaHU3MBbI 3allIUTHI ONCPAIUOHHBIX CUCTEM, IPOTrPaAMMHOI'0 06ecnequI/I${,
IIPOTOKOJIMPOBAHUE U ayJUT.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlabopaTopHbIie pabOTHI

n/n

HanmenoBanue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

YcranoBka u 6a3oBasi KOH(GUTYpaUs ONeparmOHHON cucTeMbl Linux.
B PE3YyIbTATE BLINTOJIHCHU S pa6OTI)I CTYACHT YMECT CO3/1aBaTh BUPTYAJIbHYIO MAIIIMHY, BBIIIOJIHATH
YCTAaHOBKY OnepaHHOHHOﬁ cucTeMbl cemelictBa Linux (pa3M€TKa JUCKOB, BLI60p 4aCoBOI'0 I10s1Ca,




n/n

HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

CO3/IaHNe root-Iaposs ¥ JOKAIFHOTO MTOJIb30BATENA), & TAKXKE IPON3BOJUTH IIEPBUIHYIO HACTPOUKY
CeTeBBIX MHTEP(EHCOB 1 MOAKITIOYATh PETIO3UTOPUH AJISI TOCIEAYIOMEH paboThI.

VYnpasieHue noib30BaTeNIIMU U IpynnamMu B Linux.

B pe3yinbTate BITOIHEHHS PaOOTHI CTYAEHT yMEET H00aBIATh, YAAIITH B MOAUDUIIUPOBATh YUETHbIE
3aIKUCH MOJIb30BaTeNEH U rpyni, yopaBjaATb YICHCTBOM noab30BaTelIel B rpynmnax, HaCTpauBaTh
napameTpbl IapoJIbHOM MOJUTHKH (CPOK AEHCTBHUS, CIIOKHOCTD), @ TAK)KE HHTEPIPETUPOBATE COAEPIKUMOE
¢aitnos /etc/passwd, /etc/shadow u /etc/group.

Hacrpoiika mpaB goctyna k (aitiam u kaTajioram.

B pesynbTaTe BBITOMHEHHS pabOThI CTYJCHT yMeeT U3MEHATh MpaBa goctyna (chmod) u Bianensues
(chown) ¢aiinoB u TUPEKTOPHIL, HCIIOIBH30BAThH KaK YHCIOBOMH, TaK U CUMBOJIBHBII METO 3alaHUsI TIPaB,
npuMenaTs cnenuanbabie OuThl (SUID, SGID, Sticky bit) muist pemenns MpakTHYECKHX 3a1ad, a TAKXKe
HacTpauBarTh IIpaBa J0CTyMa Mo yMmoiayanuio (umask).

VYipasieHrue nporpaMMHBIM OOecriedeHrEeM (TTaKeTaMu ).

B pesynbTate BBIMOIHEHHS pabOTHI CTYICHT YMEET UCKATh, YCTAHABINBATH, OOHOBIIATD U YIAJSATH
MPOrPaMMHBIE TTAKETHI ¢ TOMOIILI0 MEHEDKEPOB MakeToB (apt, dnf/yum), moakitoyaTs CTOPOHHHE
Pero3UTOpHH, pa3peiiarh KOHGINKTHI 3aBUCUMOCTEI, a Takke paboTaTh ¢ MaKeTaMH, YCTAHOBICHHBIMU 13
HCXOJHBIX KOJIOB.

AJIMUHHCTPUPOBAHUE CUCTEMHBIX CITYKO (I€MOHOB).

B pesynbrarte BRIOTHEHUS paOOTHI CTyIEHT YMEET YIIPABIATh COCTOSTHIEM CHCTEMHBIX CITYKO (3aImycK,
OCTaHOBKa, Nepe3aiyck, Z[O6aBJ'IeHI/Ie B aBTO3any3Ky) C IIOMOIIIBIO CUCTEMbI HHUIIHAJIU3all systemd,
AHAJIM3UPOBATH 3aBUCUMOCTU MCKIY CJ'Iy)K6aMI/I, MpoCMaTpUBATh UX CTATYC U KYPHAJIbI, a TAKKE
€03/1aBaTh MPOCTHIC Unit-haiibl it COOCTBEHHBIX CIYXKO.

VYrpasieHue mpoleccamu B ONIEPallOHHOM CUCTEME.

B pesynbTaTe BBITOTHEHHS paOOThI CTYJEHT yMEeT POCMaTPHBaTh HHPOPMALIUIO O 3aITyICHHBIX
nporeccax (ps, top, htop), H3MEHATs TPHOPHUTETHI BHITOITHEHMS TIPOIIECCOB (nice, renice), OTIPaBIATH
curHains! mporieccaM (Kkill, killall), mepeBoauts 3amaun B ()OHOBBIN M MHTEPAKTHUBHBIA PEXUMBI, a TAKXKe
aHAJIM3UPOBATh IPEBOBHUIHBIE CBSI3H MEK/TY MTPOLIECCAMH.

MOHI/ITOPI/IHT COOBITHH U IJIaHUPOBAHUC 3a1aY.

B pesynbrate BIOIHEHHS PaOOTHI CTYAEHT yMEET HaCTPauBaTh POTALUIO U IIPOCMATPUBATh CUCTEMHBIE
xypHausl (journalctl, rsyslog), BEIMOJIHATH MOUCK COOBITHIA IO BpEMEHH U IIPUOPHUTETY, a TAKKE
aBTOMaTU3UPOBATh BHIIOJHEHHE PyTHHHBIX 33124 C TIOMOIIBIO MJIAHUPOBIIMKOB Cron (CUCTEMHBIE U
MOJTK30BATENBCKHE crontab) u systemd-timers.

VYrpaBieHue MOIYISIMU sIpa ONEePAIMOHHON CUCTEMBI.

B pesynbrate BeIIOTHEHHS PaOOTHI CTYACHT YMEET MOJIydaTh HH(POPMAIHIO O 3arpy’KEHHBIX MOJYJISIX Sapa
(Ismod), 3arpy>xatb u BEIrpy*ath Moxyu (modprobe, insmod, rmmod), HacTpauBaTh mapaMmeTpsl
MOJIyJIEeH, a TaKkke 00ecreyrBaTh aBTOMAaTHUECKYIO 3arpy3Ky HEOOXOIMMBIX MOy IeH TIpH cTapTe
CHCTEMBI.

VYrpasneHnrue TUCKOBBIMU KBOTaMH U (paiiJIOBBIMU CUCTEMaMH.

B pe3ynbTaTe BBITOMHEHHS padOThI CTYJEHT yMeeT MOAKIIOYaTh U OTKII0YATh (hailJIOBbIE CHCTEMBI
(MOHTHpOBaHME/Pa3MOHTHPOBAHKE), AHATTM3UPOBATD HCIIOJIB30BaHUE AUCKOBOTO IPOCTPAHCTBA,
HacTpauBaTh JUCKOBBIC KBOTHI JUIsl OTPaHWYCHUS 00beMa JaHHbBIX IT0JIb30BaTENeH U IPYIIIL, a TAKXKE
MIPOBEPATH (PaiIOBEIE CHCTEMBI HA HAJTMYHE OIITHOOK.

10

HaCTpOﬁKa CCTCBLIX MAPAMETPOB U MCIKCETCBOI'O 9KpaHa.

B pesynbTaTe BhIIOMHEHHS padOThI CTYJCHT YMEET HACTpauBaTh CTaTHYECKHE U TuHamu4eckue IP-ampeca,
YIPaBJSITh MapLIPyTU3aLUeEH, KOHPUTYPUPOBAaTh MEXCeTeBOM dKkpaH (iptables/nftables) s ¢punbrpanuu
Tpaduka 1 00ecreYnBaTh CETEBYI0 0€30IIaCHOCTh XOCTa MyTEM CO3aHUsI IPABHJI pa3pelleHUs 1
OJIOKMPOBKHU COCTUHEHHIA.

11

ApTtomaTu3aius 3a1a4 ¢ nomorbio shell-ckpunros (BASH).
B pesynbprarte BRIIOIHEHUS pabOTHI CTYyIEHT yMEET CO31aBaTh M OTIAXKUBATh CKPUITH KOMaH/IHON
000II0YKH, HCIIOTB30BATh IEPEMEHHBIE OKPY>KEHHS, YIIPABIAIONINE KOHCTPYKITUH (YCIOBUS, IUKIIBI) U
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(GyHKIMH, a TAK)KE aBTOMATHU3HMPOBATh PyTHHHBIC 331a41 aIMHUHUCTPUPOBAHNS ITyTEM HalNCAHUS
CKPHIITOB VISl PE3€PBHOT0 KOIIMPOBAHNS 1 MOHUTOPHHTA CHCTEMBI.

12 |MexmpolieccHOe B3aUMOJICHCTBUE (KaHAJIbI U CUTHAIIBI).

B pesynbrate BhIOIHEHHS PaObOTHI CTYAEHT YMEET OPTraHN30BhIBATH B3aUMOJICHCTBHE MEXY TIpolieccaMu
C MCIOJI30BaHUEM IIPOIPAMMHBIX KaHAJIOB (pipe), IepeHanpaBiIiTh TOTOKH BBOa/BbIBO/IA, & TAKKE
TeHEPUPOBATh U 00padaThIBATh CUTHAJIBI IS YIIPABJICHHS XOJIOM BBITIOJIHEHUS IPOTPAMM.

13 |Anaims cereBoro Tpaduka u paboTa ¢ COKETaMH.

B pesynbTaTe BBITOMHEHHS PadOThI CTYJEHT YMEET UCIIONb30BaTh HHCTPYMEHTHI UL 3aXBaTa M aHAIIN3a
ceteBoro Tpaduka (Wireshark, tcpdump), yctanaBmuBaTh ceTeBbIe COSIMHEHUS ¢ TIOMOIIBIO COKETOB, a
TaKKe AUArHOCTHPOBATH CETEBBIC IPOOIEMBI HA YPOBHE TPAHCIIOPTHOIO MMPOTOKOJIA.

14 praBHeHI/Ie 33pr3KOI>'I OHepaHHOHHOﬁ CUCTCMbI U CUCTCMHBIMU CCPBHUCAMMU.

B pesynbrate BIOIHEHHS pabOTHI CTYAEHT YMEET HaCTpanBaTh apaMmeTpsl 3arpy3unka (GRUB),
M3MEHSTh LIEJIEBbIE COCTOSHHS CUCTEMBI (systemd targets), yrnpaBisiTh MOPSAKOM 3aIycKa CITyK0 1
BOCCTaHABJINBATh CUCTEMY B cilydae cOOeB 3arpy3KH.

15 |OcHnoBsl koHTeliHepHU3anuu (Docker/Podman).

B pesynbrarte BRIIOTHEHUS pabOTHI CTYyIEHT yMEET YCTaHaBIHBATh CpeAy KOHTEHHEepH3auu, CO3aBaTh
00pa3sl KoHTeitHepoB ¢ momotibio Dockerfile, 3amyckats u oOcTaHaBIMBATH KOHTEHHEPHI, YIIPABIATH
CCTCBBIMU MOPTAMU U TOMAMH NAHHBIX JJIS U30JIALUN HpHHO)KeHI/II;'I.

16 |OGecneyenue 6e30MaCHOCTH U IIU(PPOBAHUE JAHHBIX.

B pesynbrate BeIoIHEHHS PaObOTHI CTYAEHT yMeeT IPUMEHSTh cpencTsa mudposanus (GnuPG) mis
3auThl (PaiJIOB U AIEKTPOHHOMN MEPENUCKU, CO3/IaBaTh U AKCIIOPTUPOBATH KIIIOYH IUPPOBAHHUS,
YIPaBIATh HU(YPOBBIMH MOAMUCSIMH, & TAKXKE HACTPAUBaTh Oa30BbIE MapaMeTpPhl ayauTa 0€301acCHOCTH
CHCTCMBI.

4.3. CamocrosiTenbHas padoTa 00y4JarOIMnXCs.

No
W Bun camocrosTensHOM paboThI
1 |M3ydeHue MOMOJHUTEIBHOM JIUTEPATYPHI.
2 |[ToaroroBka k 1a0OpaTOPHBIM PabOTAM.
3 | BeimomHeHne KypcoBoit pabOoTHI.
4 | [loarotoBKa K MPOMEKYTOYHOU aTTECTAIIHH.
5 | IloaroroBka K TeKyIIeMy KOHTPOJTIO.
4.4. ITpumepHbIN IEpeueHb TeM KypPCOBBIX PabOT
1.CoBpeMeHHbIE KOHIICTIUN U TEXHOJIOTUU MPOCKTUPOBAHUS OTIEPAIITMOHHBIX
CUCTEM
2. Otnaguuku OC Windows u Linux. CpaBHeHuE (DYHKIIMOHAIBHBIX
BO3MOKHOCTEHN

3. OmpeneneHue Karajgora, B KOTOpbIM Obuia mpouHcTayumpoBana OC
WINDOWS
4. AAMUHUCTPUPOBAHKE U ONIEpaTUBHOE ynpasieHue B Centos

5. HaznaueHue, xpaHeHue U CTpyKTypa JaHHbIX peectpa Windows



6. Apxurektypa coBpeMeHHbIX ceTeBbix OC Unix

7. AnmunuctpupoBanue u oneparusHoe ynpasienue B OC Unix

8. Ytunura Performance Monitor OC Windows

9. Ytunutsl 111 paboThl ¢ auckamu U ¢ainoBoit cucremoir OC Windows
10.CeteBrlie cpeactea OC Windows

11.Cetesbie Texnosorun OC Windows ServerPeectp Windows. YnpaBnenue
KOH(pUrypanueiu

12. Tunel JaHHBIX U CTPYKTYPHI, Ucnoiab3yeMbie B WinAPI, u npuHIUIb! ux
UCIIOJIb30BaHUs

13.Hacrpoiika cuctemuoro peectpa. Hactpoiika Internet, TCP/IP

14.YcranoBka u koupurypupoanue ciayxx061 DHCP B OC Windows Server
15.3ammTa ot cOoeB u Bocctanosnenue B OC Windows Server
16.Ctpykrypa u pynkuur OC Unix

17.Peectp u anmapatubie cpeactsa B OC Windows

18.Pe3epBHOE KonupoBaHue U BocctaHoiieHue peectpa OC Windows

5. llepeuenb wu3NaHMI, KOTOpPbIE PEKOMEHAYETCS UCIOIb30BaTh MpPHU
OCBOEHUHU JTUCIUIUINHBI (MO JIS).

Ne
i bubnuorpaduyeckoe onrcanue Mecro nocryna
1 | Onepanumonnsie cuctemsl ['py3nes /l. B. https://reader.lanbook.com/book/154776

YyebHoe mocobue Boponexckuii

rOCyAapCTBEHHBI YHUBEPCUTET, - 42 c. , 2017
2 | IlpuHuuns! nocTpoeHus U (PyHKIIMOHUPOBAHUS https://reader.lanbook.com/book/329378
annapaTHO-IPOrPaMMHBIX CPEJICTB

TEJIEKOMMYHHUKAIIMOHHBIX cUcTeM: YacTp 2:
CeTteBbie OnepamoOHHbIC CUCTEMbI U TIPUHITUITBI
obecnieueHnss ”HPOPMAIIMOHHOM 0€30TaCHOCTH B
cetsax Makapenko C. U., KoBanbsckuit A. A.,
Kpacnos C. A. YueGHoe mocobue N3nareabcTBo
"Haykoemxkue texnosoruu", - 357 c. - ISBN 978-
5-6044429-8-2 , 2020

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
MH(OPMAIIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOpPbIE MOTYT HCIOJB30BATHCS MPH
OCBOEHUHU JTUCHUIUIMHBI (MOTYJIS).

Odunuanehseiii caiit PYT (MUUAT) (https://www.miit.ru/).

Hayuno-texanueckas oubmuorexa PYT (MUUT) (http:/library.miit.ru).



Oo6pazoBatenbhas mwiatdhopma «kOpaitr» (https://urait.ru/).

O6mme uHPOPMAIMOHHBIE, CIPABOYHBIE U  TOUCKOBBIE  CHUCTEMBbI
«Koncynsrant Ilmoc», «I'apanm.

DNeKTPOHHO-OMOIHOTEeYHAs cucTema U3/1aTeIbCTBA «Jlaub)

(http://e.lanbook.com/).
DeKTpoHHO-0nOMoTeunas cucreMa ibooks.ru (http://ibooks.ru/).

7. IlepeueHb  JUIIEH3UOHHOTO U  CBOOOJHO  PACHPOCTPAHIEMOTO
MpOrpaMMHOTO OOECTICUYEeHHs, B TOM YHUCJIE OTEUECTBEHHOI'O MPOU3BOJICTRBA,
HEO0OXOIMMOTO /11 OCBOCHHUS TUCIUTIIIMHBI (MOIYJIs).

Microsoft Internet Explorer (wim npyroii 6paysep).
Omnepanuonnas cucrema Microsoft Windows.
Microsoft Office.

Cpena pazpaboTku Typboaccemoep.

8. Omnucanwe MaTepUabHO-TEXHUUYECKOW 0a3bl, HEOOXOAUMON IS
OCYIIIECTBJICHUSI 00Pa30BaTEILHOrO Mpoliecca Mo JUCIUILTHHE (MOIYJIIO).

YueOHble ayIUTOpUU Jisl MPOBEACHUS YUEOHBIX 3aHATHI, OCHAICHHbBIC
KOMITBIOTEPHOU TEXHUKON M HaOOpaMH JIEMOHCTPAIITMOHHOTO 000PYy10BaHUS.

9. ®opma TpOMEKYTOUYHOM aTTECTALIUU:

3auer B 6 cemecTpe.
KypcoBas pabota B 6 cemectpe.
DK3aMeH B 7 ceMecTpe.

10. OueHouyHbIE MaTepHUabl.

OreHOYHBIE MaTepHUabl, TPUMEHSIEMBIE TTPU MPOBEACHUH TPOMEKYTOUHOM
aTTeCTalK, pa3padaThIBAIOTCS B COOTBETCTBHHM C JIOKAJIBHBIM HOPMATHBHBIM
aktom PYT (MUNT).



ABTOpBI:

CorJiacoBaHo:

3asenyromuii kadeapoit UYullb
3aBenyromuii kadeapont Yu3l

IIpencenarens yaeOHO-METOIMUCCKOM
KOMHUCCHUH

J1.B. IlaBauHOB

JILA. BapaHosB
JILA. BapaHosB

H.A. AunpusiHOBa



