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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[lenpto ocBOeHUS Y4eOHOM AMCUMIUIMHBI SBISETCS (OPMUPOBAHUE Y
00y4aroIMXCsl KOMIIETSHIINI B COOTBETCTBUHU C TPeOOBaHUSIMU 00pa30BaTEILHOTO
CTaHJapTa W O3HAKOMJIEHHE CTYJECHTOB C OCOOEHHOCTSAMH HCIIOJIb30BaHUS U
aIMUHUCTPUPOBAHMS ONEpalMoHHON cuctembl Linux Astra, a Takxke ee
apXUTEKTypol W (PYHKUMOHAIBHOCTBIO B  KOHTEKCT€  COBPEMEHHBIX
WH()OPMAITMOHHBIX TEXHOJIOTHH.

3agauv AUCHUIUIMHBI BKJIIOYAIOT M3YUYEHUE APXUTEKTYpPbl W MPHUHIIMIIOB
paboTHI OMeparMOHHBIX CUCTEM Ha 0ase Linux, 4To MO3BOJIAET CTyACHTAM TOHSITh
X BHYTPEHHHE MEXaHU3MbI. BaxHOW 3a/aueil sBJISETCS OCBOCHUE KOMAHIHOM
CTPOKHM M HWHCTPYMEHTOB YyNpPaBJICHUS CHUCTEMOMW, UYTO CIOCOOCTBYET PAa3BUTHIO
MPaKTUYECKUX HABBIKOB aAMUHHUCTpUpoBaHHA. CTyIeHTBI Takxke OyayT
3HAKOMMTHCSI C OCHOBAMU HACTPOMKH CETEBBIX CEPBUCOB U O€30macHoCTH B Linux,
YTO SIBJISIETCS KIIFOYEBBIM acIieKToM B coBpeMeHHOM [T. Kpome Ttoro, aucuuminna
HamnpasJIcHA HA WU3yYECHUE YIPABIICHUS MOJb30BATEIISIMUA U MIPaBAMU J0CTyMa, 4TO
IMOMOJKET 00€CIICYNTD HAJIEKHOCTh M 0€30MMaCHOCTh CUCTEMBI.

2. [Inanupyembie pe3yiabTaThl 00yUEHUS IO TUCHHUIIIUHE (MOTYJIIO).

Ilepeuenb GopmMuUpyeMBIX pe3yJbTATOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHIIUI) B pE3yIbTaTe 00yUeHHUs 10 AUCHMILTUHE (MOIYIIO):

OIIK-4 - Cnocoben pa3pabaThiBaTh W MPUMEHSTH CIECIHAIU3UPOBAHHOE
IporpaMMHO-MaTeMaTH4ecKoe oOecreueHue Uisl MPOBEIEHUS HUCCICAOBAHUN U
PEIIeHNHN TIPOEKTHO-KOHCTPYKTOPCKUX U HAYYHO-UCCIIEIOBATEILCKUX 3a0a4;

IIK-4 - CpnocobGeH mnpoeKTUpOBaTh HHPPACTPYKTYpPY HHPOPMALUOHHO-
KOMMYHHKAIIIOHHON CHCTEMBI C TPHUMEHEHHWEM TEXHOJOTUH BUPTyaTH3aIHH
CEpBEPOB M BUPTYaITbHOW KOMMYTAIIUH;

ITK-5 - Crioco6eH BBIABISTH, TOKYMEHTUPOBATh M YCTPAHATh COOU U OTKa3bl
CETEBBIX YCTPOMNCTB U ONMEPALMOHHBIX CUCTEM C MCIOJIb30BAaHUEM HHCTPYMEHTOB
MOHUTOPUHTA, ABTOMATH3aIlMH, YMPABICHUS HHIMJICHTaMU U O€30MaCHOCTHIO
CETH.

OOGy4eHwue 1o JuCcUUIUIMHE (MOAYJII0) MPEANoJaraeT, 4To Mo €ro pe3yJibTaTamMm
oOyyaroruiicst Oyier:

3HaTh:
- O0COOGHHOCTH Pa3pabOTKH  CHCIUATU3HPOBAHHOTO  MPOTPAMMHOTO
oOecrieueHUss W  TPOSKTHPOBAHUA WH(POKOMMYHUKAITMOHHBIX CHCTEM C



NPUMEHEHHWEM TEXHOJIOTUHA  BHUPTyajW3allid CEPBEPOB M  BHPTYaIBHOM
KOMMYTallUH;

- OCHOBBI oOecredeHus: WHPOPMAIMOHHON 0€30MaCHOCTH, HOPMAaTHBHBIC
MpaBoBbIE aKThl B oOjacTh WHGOPMAIMOHHONW O€30MacHOCTH, CHCTEMHOE
porpaMMHOE 00ecIiedeHHE, BKIII0Uast 3HAHUS O TUTIOBBIX YSA3BUMOCTSIX;

- OCHOBBI  apXWTEKTYyphl, yCTpoWcTBa W  (PYHKIMOHUPOBAHUS
BBIUMCIIUTEIHLHBIX CHCTEM.

YMmern:

- MPOEKTUPOBATh WHOPACTPYKTYPY HHPOPMAIMOHHO-KOMMYHHUKAITMOHHOM
CHUCTEMBI C MPUMEHEHUEM TEXHOJIOTUI BUPTYyaIu3allid CEPBEPOB U BUPTYAIBHOU
KOMMYTAIIUY;

- OCYIIECTBJIATH COOp M aHaNM3 MCXOJHBIX JAaHHBIX ISl OoOecredeHUs
nH()OpMaITMOHHOM 0€30MaCHOCTH CHCTEMHOTO ITPOrPaMMHOT000eCTICUCHUS;

- coOupaTh JaHHBIE I aHAJIM3a TToKa3aTesel KauecTBa (yHKIIMOHUPOBAHUS
anmnapaTrHeIX, MPOrpaMMHO-AMIIAPATHBIX M MPOrPAMMHBIX TEXHUYECKUX CPEICTB
MH(POKOMMYHUKAIIUOHHON CUCTEMBI.

Baanernb:

- HABbIKaMU BBISIBJICHUS, IOKYMEHTUPOBAHUS U yCTPaHEHHUs COOEB U OTKA30B
CETEBBIX YCTPOWCTB M ONEPALMOHHBIX CHUCTEM C HCIOJIb30BAHUEM CHUCTEMBI
aIMUHUCTPUPOBAHMS CETEBOU MHPPACTPYKTYPHI;

- HaBBIKAMHM YCTAHOBKM W HACTPOMKM ammapaTHO-TIPOIPAMMHBIX CPEJICTB
3aIIUTBI CHCTEMHOTO ITPOTPAMMHOTO 00€CTICUCHUS;

- HaBbIKaMH pa3pabOTKH HOPMATUBHOW M TEXHUYECKOW JOKYMEHTAI[UU Ha
arrapaTHble CPeCTBA U MPOrpaMMHOE 0OeCTICUeHHE.

3. O0beM TUCHUTUTUHBI (MOJTYJIS).
3.1. O6mias TpyI0EMKOCTb JTUCHHUILUIMHBI (MOTYJIS ).

OO6mast TPYJIOEMKOCTh AUCHUILIMHBI (Moayisi) coctaBisier 4 3.e. (144
aKaJeMHYEeCKUX Jaca(oB).

3.2. O6bem mguctuIuMHBl (MOAyJsi) B (opMe KOHTAKTHOW paboThI
oOydJarommxcss ¢ MENarorTMYeCKUMH  padOTHUKaAaMU U (WIKM)  JIHIAMH,
MPUBJICKAEMBIMHU K peau3alii 00pa30BaTEIIbHON MPOTrpaMMbl Ha MHBIX YCIIOBHUSX,
IIPY MIPOBEJICHUYN YUCOHBIX 3aHITHI:

KonuuectBo yacos

Tun y4eOHBIX 3aHATHIA
Bceero | Cemectp Nel

KonrakTHas paboTa Ipu npoBeileHHN y4eOHBIX 3aHATHI (BCEro): 40 40

B toMm uucie:




3aHATUA JTEKLIUOHHOTO TUIIA 8 8

3aHATHS CEMUHAPCKOTO THITA 32 32

3.3. O06beM auCHUIUIMHBL (MOIyYJiA) B (OpMe CaMOCTOSITENIbHOM padoThI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOH pabOThl OOydYaroOmIUXCS C
NeTarOTHIECKUMH paOOTHUKAMU U (WJIH ) JIMIIAMHU, TIPUBJICKAEMbBIMH K peaTH3aIiu
oOpa3oBaTeNpHOM MpOrpaMMbl HA HWHBIX YCIOBUSX, TMPU MNPOBEACHUU
MIPOMEKYTOYHOM aTTecTaluu cocrasiisieT 104 akageMuyeckux yaca (0OB).

3.4. ITpu oOy4eHHH 0 HHAUBUAYATLHOMY Y4EOHOMY TIJIaHY, B TOM YHCIIC IPH
YCKOPEHHOM O00Y4YE€HHMH, 00BEeM JTHUCHMIUIMHBI (MOYJISI) MOXKET OBITh pealu30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHON paboThl 00yJaronuxcs, a Takke B opme
KOHTAaKTHOM pabOThl 00YyYalOIUXCsl C MEAAroruuecKuMu paOOTHUKAMU U (WIIH)
JUIAMU, IPUBIIEKAEMBIMH K peaiM3alliid 00pa30BaTEIbHOM MPOrpaMMbl Ha MHBIX
YCIOBHSIX, TIPH MPOBEICHUN TTPOMEKYTOUYHOHN aTTECTAIIHH.

4. ConeprkaHue JUCHUTUIMHBI (MOIYJIA).

4.1. 3aHITHA JTEKOIUOHHOTO THUIIA.

/ TemaTuka NTEKIIMOHHBIX 3aHATUM / KPATKOE COJEPKaHNE
n/m

1 |CoBpemeHHBIE apXUTEKTYPhl ONIEPALIMOHHBIX CUCTEM.
PaccmarpuBaembie BOIPOCHL:

MonynbeHast apxuTektypa Linux u ee npenmyinecTsa

CpaBHEHHE MOHOJIUTHBIX U MUKPOSIIEPHBIX apXUTEKTYP

BupTtyanuzaius u koHTeltHepu3ays: koHuenun u rexHonoruu (Docker, LXC).
2 |YmupaBlieHHe pecypcaMu U TIaHUPOBAHUE TIPOIIECCOB.
PaccmarpuBaeMble BOIpOCHI:

ANTOPUTMBI TUIAHUPOBAHUS MPOLIECCOB U UX NIPUMEHEHHE

YnpapneHne NamMAThIo: CTpAaHUYHAS ¥ CETMEHTHAS OpraHu3anus

[Tapannenu3M 1 MHOTOIIOTOYHOCTh: CHHXPOHHU3AIUS U B3aUMO/IeHICTBHE TIPOLIECCOB
3 be3onacHoCTh B ONCPpAallMOHHBIX CUCTEMAX Linux.

PaccmarpuBaembie BOIPOCHL:

MexaHu3MBI ayTeHTU(UKAINH 1 aBTOPU3AIIH
3amuTa JaHHBIX: MH(POBaHNE U KOHTPOJIb JOCTYTIA
AHanu3 ysi3BUMOCTEH M yIpaBieHUE HHINACHTaMH 0€3011acCHOCTH.

4 |CerteBble TEXHOJIOTUHU U cepBUCH B Linux

PaccmarpuBaeMbie BOIIPOCHL:

IIportoxonsr TCP/IP u ux peanmm3anus B Linux

Hactpoiika u agmuaACTprpoBaHue ceTeBbix cepBucos (DNS, DHCP, HTTP)

MHCTpyMEHTH MOHUTOPHHTA U TUATHOCTHKH CETEBBIX MTPOOIIEM.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.




HpaKTI/I‘IeCKI/IC 3aHATUA

Temaruka MpakTUYECKUX 3aHITHI/KPATKOE COJIEPIKaHUE

YcranoBka u HacTpoiika Linux

PaccmarpuBaembie BOIIPOCHL:

YcraHoBKa aucTpuOyTuBa Linux Astra Ha BUPTyaslbHYIO MallUHY
Kondurypanus 3arpy3zunka GRUB

IlepBoHauanbHas HACTPOIKA CUCTEMbI U OOHOBIICHHE

Komangnas ctpoka u cieHapuu 000J104KH.
PaccmarprBaeMbIe BOIIPOCHL:

OcHoBHBIE KOMaHAHBI Linux u paboTa ¢ ¢aifioBoil cucreMoit
Hanmcanune npocteix bash-ckpurtos

Hcnonp3oBanue GyHKIMH, IUKIOB U YCIOBUH B CKPUIITaX.

anaBneHI/Ie IIOJIB30BATCIIsIMU U IIpaBaMHu JOCTYyIIA.
PaccmaTtpuBaeMble BOIIPOCHI:

Co3gaHue U ynpaBlieHHE [0JIb30BATENAMHU U IPyNIaMu
Hactpoiika mpaB goctyna k aiiinaM i TUpEeKTOPUSIM
Hcnons3oBanue sudo 1 yrpaBieHUs TPUBHICTHIMHI

CuctemMHO€ aIMUHUCTPUPOBAHUE.

PaccMaTprBaeMble BOTIPOCHI:

Hactpolika cHCTEMHBIX CITy:KO ¢ UCIOJIb30BaHHEM systemd
VupasneHne nporeccaMmu 1 UCTONb30BaHue KOMaH/ s, top, u kill
MounutopuHr pecypcoB cucteMbl (CPU, naMste, 11cK)

CeTteBble TEXHOIOTUH U KOH(i)I/IpraL[I/ISI.

PaccmaTprBaemble BOTIPOCHI:

Hacrpoiika cereBbIX HHTEP(EHCOB 1 MapIIPyTH3ALHH

Hcnons3oBaHe HHCTPYMEHTOB AJIsl JUATHOCTHKY CETEBBIX IpoOuieM (ping, traceroute)
Hacrpoiika DHCP u DNS-cepBepa.

be3onacHocTh U YHOpaBJICHUC NOCTYIIOM
PaccmarpuBaembie BOIPOCHL:

Hacrpotiika 6panamayapa (iptables, firewalld)

OcHoBbl LG poBanus u ucnosb3oBanne OpenSSL

Hacrpoiika SSH 1 ncronb3oBaHue Ki0O4eBOi ayTeHTH(OUKAINH.

Pabota c ¢aiinoBsiMu cucteMamMu

PaccmarprBaeMble BOIIPOCHI:

Co3naHue u ynpasieHue ¢ainoBsiMu cucteMamu (ext4, XFS)
Hactpoiika u ucrioms3osaane LVM (Logical Volume Manager)
Pe3epBHOE KONMPOBaHKUE U BOCCTAHOBJICHUE AAHHBIX.

MOHI/ITOPI/IHF " oITUMH3al s MPOU3ZBOAUTCIIBHOCTHU
PaccmarpuBaemble BOIPOCHL:

Hcnonb3oBanne nHCTpyMeHTOB MoHUTOpHHTA (htop, iostat, vimstat)
Hacrpoiika cuctemHoro xypHana (syslog, journald)

OnrtuMu3aIys napaMeTpoB sipa JJIsl HOBBIIEHHUS POU3BOIUTEIbHOCTH.

Konreitnepuzanus ¢ Docker.

PaccmaTprBaemble BOIIPOCHL:

YcranoBka u HacTpoiika Docker

Co3nanue ¥ ynpaBieHHe KOHTeHHepaMu

Pa6ota ¢ Docker Compose 1is ynpaBieH!s] MHOTOKOHTEHHEPHBIMU TPUIIOKEHUSIMH.

10

Bupryamuzauus ¢ KVM.

PaccmarpuBaeMble BOIpOCHI:
VYcranoBka u Hactpoiika KVM u QEMU




/o

TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE

Co3naHue u ynpaBiIeHHE BUPTYyaIbHBIMU MAIIHHAMH
Hactpoiika ceTeBoro B3auMo1eHCTBUS MEXY BUPTYaIbHBIMU MaIllMHAMU

11

Pabora ¢ 6azaMu TaHHEIX.

PaccmarpuBaembie BOIIPOCHL:

Ycranoska u Hactpoiika MySQL/PostgreSQL

OcnoBer SQL: co3xanue, yreHne, 0OHOBIICHHE U yAaJCHNE TaHHBIX
PesepBHOE KOTTMpOBaHMUE M BOCCTaHOBIICHHE 0a3 JTaHHBIX.

12

Hacrpoiika BeG-cepBepa.

PaccmaTpuBaeMble BOTIPOCHI:

YcranoBka u koHurypanus Apache nim Nginx
Hactpotika BupTyanbHbIX XOCTOB B SSL-cepTrdhukaToB
OnrtuMu3anys Ipou3BOIUTEILHOCTH BeO-cepBepa.

13

Cucremsbl yYHpaBJICHUA BEPCUSAMU.

PaccmaTprBaemble BOTIPOCHI:

VYcraHoBka u HacTpoiika Git

OCHOBBI pabOTHI ¢ PEHO3UTOPUSIMH: KOMMHUTHI, BETBJIICHHUE U CIUSTHHAC
Hcnonp3oBanne Git 11 COBMECTHOH pa3pabOTKH.

14

Apromaru3arus u CI/CD

PaccmaTrpuBaeMble BOIIPOCHI:

BBenenue B nHCTpyMeHTHI aBTOMaTH3anuu (Ansible, Puppet)
Hacrpoiika CI/CD ¢ ucnonb3oBanuem Jenkins
ABTOMaTH3aIMsl pa3BePTHIBAHUS NPUIOKCHUH.

15

O061ayHble TEXHOJIOTUN

PaccmarpuBaeMbIe BOIIPOCHL:

OcHOBHI paboTsI ¢ o0mauneMy TaTGopmamu (AWS, GCP, Azure)
Pa3BepTrIBaHNE BUPTYaNbHBIX MAIIWH B 00JaKe

Hcnonb3oBaHKue 00JaYHBIX CEPBHUCOB JIISL XPAHEHHSI IAaHHBIX.

16

HpOCKTI/IpOBaHI/Ie u pa3pa60TKa CHUCTEM

PaccmarpuBaembie BOIPOCHL:

OCHOBBI IIPOEKTUPOBAHUS APXUTEKTYPBI CUCTEM

HUcnonb3oBanne UML 17151 MoienupoBaHus CUCTEM

[Iprmmenenne Agile m DevOps B pa3paboTke IporpaMMHOTO 00ecIieueHus.

4.3. CamocrosiTenbHas padboTa 00ydarOIMuXCs.

Bun camocrosTensHo# paboTh

CaMoCTOSTEeIbHOE HU3YYUYCHUC U KOHCIICKTUPOBAHUEC OTACIIbHBIX TEM yqe6H01?I
JIUTEPATYPhI, CBA3BIHHBIX C pasacjiaMi IUCHUIITIMHBL

PaboTa ¢ neKIMoHHBIM MaTepUaIOM

IIoarororka k MPaKTUICCKUM 3aHATUAM

IIoarororka k HpOMC)KyTO‘-IHOﬁ aTTeCTaluu.

ol B WO DN

[ToaroroBka Kk TEKyIeMy KOHTPOJIIO.

5. llepeueHp wu3gaHWIi, KOTOPHIE PEKOMEHIYETCS HCHOJIb30BaTh

OCBOEHUU JUCUUIUIAHBI (MOAYJIA).

npu



/ bubnmorpaduyeckoe onucanue MecTto gocryna
n/n

1 WBanosa, . A. Benenue B Astra Linux : yueOHo- https://e.lanbook.com/book/368654
MeToauyeckoe mocooue / M. A. iBanosa, B. B.
Huxonos. — Mocksa : PTY MUPDA, 2023. — 68 c.
— ISBN 978-5-7339-1768-9.

2 Edanos, JI. B. bazoBble MexaHU3MBI 3aIIUTHI SApa https://e.lanbook.com/book/355520
Linux : yue6Hoe nocobue / JI. B. EpanoB. — Mocksa
: HUAY MUDU, 2022. — 192 c. — ISBN 978-5-
7262-2924-9.

3 | Manaxos, C. B. [Ipunuumns! paboThl onepannoHHON https://e.lanbook.com/book/463574
cucreMbl Linux. Bash-ckpunts! : yuebHOE mocooue /
C. B. Manaxos, /1. O. fAkynoB. — Camapa : [II'VTH,
2024. — 134 c. — ISBN 978-5-907336-50-6.

6. IlepeuyeHb COBpEMEHHBIX MNPOPECCHOHANBHBIX 0a3 JaHHBIX U
UHGOPMAITMOHHBIX CIPABOYHBIX CHCTEM, KOTOpPHIE MOTYT HCIIOJIB30BAThCS IPH
OCBOCHHUU JUCHUIUIUHBI (MOIYJIA).

Nudopmarmonnslii  mopranm  HayuHas — siekTpoHHas — OuOIMoOTeKa
eLIBRARY.RU (www.elibrary.ru);

Enunas xomnekmus mmudpoBeix oOpaszoBaTenbHbIX pecypcoB (http://window,
edu.ru);

Hayuno-texuuueckast oudnuoreka PYT (MUUT) (http/library.miit.ru);

[TorickoBble cUCTeMBI  «SIHACKC» JJIs  JOCTyma K  TEMaTHYECKUM
MH(OpPMALIMOHHBIM pECypcam;

DIIeKTPOHHO-0MOIMOTeUHAS cuctemMa  u3aarenbcrBa  «JlaHby 0 —
http://e.lanbook.com/;

DJ1eKTpOHHO-0MOIHoTeYHas cucteMa ibooks.ru — http://ibooks.ru/;

DeKTPOHHO-0MOIMoTeuHas cucrema « Y MI» — http://www.umczdt.ru/;

DnekTpoHHO-0nbmoTeyHas cucrema «BOOK. .ru» — http://www.book.ru/;

DJIEKTPOHHO-OUOIMOTEYHAS cucrema «ZNANIUM.COM» —
http://www.znanium.com/

7. IlepeyeHb  JUIEH3MOHHOIO W  CBOOOAHO  PACIPOCTPAHSIEMOTO
MPOTPaMMHOr0 O0OECIeUYeHUsI, B TOM YHCJIC OTEUYCCTBEHHOI'O IPOM3BOJICTBA,
HEO0OXOIMMOT0 JIJIsI OCBOCHUS JUCIUTIIIUHBI (MOIYJIs).

1. Onepanumonnas cucrema windows microsoft office 2003 u BriiE;
2. bpaysep Internet Explorer 8.0 u Boimie ¢ ycranoBneHHbiM Adobe Flash

player Bepcuu 10.3 u BbIIIIE;
3. Adobe acrobat.



8. Ommcanme MaTepHATBHO-TEXHUYECKOW 0a3bl, HEOOXOIUMON IS
OCYILIECTBJICHUSI 00pa30BaTEIbHOrO Mpoliecca Mo JUCIUILUIMHE (MOIYJIIO).

YyeOHble ayIUTOpUM JUIsl TPOBEACHUS YUYEOHBIX 3aHSATUN, OCHAIEHHBIC
KOMITBIOTEPHON TEXHUKON ¥ HA0OpaMH IEMOHCTPAILIMOHHOTO 000PYI0BaHUS.

9. ®opma MPOMEKYTOUHOU ATTECTALINU:

3aueT B 1 cemectpe.

10. OueHouHbIe MaTEpHUAIBI.

OreHOYHBIE MaTepHUANTBI, TPUMEHSIEMBIE TIPH TIPOBEICHUH TTPOMEKYTOTHOM
aTTeCTallui, pa3padaThIBalOTCA B COOTBETCTBUHU C JIOKAJIbHBIM HOPMATHBHBIM
aktrom PYT (MUUT).
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