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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[lenpto ocBOeHUS Y4eOHOM AMCUMIUIMHBI SBISETCS (OPMUPOBAHUE Y
00yJaroIMXCcsl KOMIETEHIIMN B COOTBETCTBUH C TPEOOBaHUAMHU 00pa30BaTEIBLHOIO
CTaHJapTa W O3HAKOMJIEHHE CTYJECHTOB C OCOOCHHOCTSAMH HCIIOJIb30BaHUS U
aIMUHUCTPUPOBAHMS ONEpalMoHHON cuctembl Linux Astra, a Takxke ee
apXUTEKTypol W (PYHKUMOHAIBHOCTBIO B  KOHTEKCT€  COBPEMEHHBIX
WH()OPMAITMOHHBIX TEXHOJIOTHH.

3agauv AUCHUIUIMHBI BKJIIOYAIOT M3YUYEHUE APXUTEKTYpbl W MPUHIIMIIOB
paboTHI OMeparMOHHBIX CUCTEM Ha 0ase Linux, 4To MO3BOJIAET CTyACHTAM TOHSITh
WX BHYTPEHHHUE MEXaHU3Mbl. BakHOU 3ajaueil SIBJISIETCS OCBOCHME KOMAaHIIHOU
CTPOKH M HWHCTPYMCHTOB YyIPaBJEHUS CHCTEMOM, YTO CIOCOOCTBYET Pa3BUTHUIO
MPaKTUYECKUX HABBIKOB aAMUHHUCTpUpoBaHHA. CTyIeHTBI Takxke OyayT
3HAKOMHTHCSI C OCHOBAMU HACTPOMKHU CETEBBIX CEPBUCOB U O€30MacHOCTH B Linux,
YTO SIBJISIETCS KIIFOYEBBIM acIieKToM B coBpeMeHHOM [T. Kpome Ttoro, aucuuminna
HamnpapJicHA HA U3yYEHUE YIPABICHUS MTOJIB30BATEISIMA U ITPaBaMU JOCTYIIA, YTO
IMOMOJKET 00€CIICYNTD HAJIEKHOCTh M 0€30MMaCHOCTh CUCTEMBI.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS MO TUCHUILIIMHE (MOIYJIIO).

Ilepeuenb GopmMuUpyeMBIX pe3yJbTATOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHIIUI) B pE3yJbTaTe 00yUEHHUS M0 AUCIUIUIMHE (MOAYJIIO):

IIK-4 - CnocobGeH mTpoeKTUpoBaTh HHPPACTPYKTYPY HHPOPMAIMOHHO-
KOMMYHUKAIIMOHHOW CHUCTEMbl C NPHUMEHEHUEM TEXHOJOTUH BUPTyaIU3alUU
CEPBEPOB U BUPTYyaIbHOW KOMMYTalLIUU;

ITK-5 - CiocoOeH BBIABIATH, JOKYMEHTUPOBATh U YCTPAHATh COOM U OTKA3bl
CETEBbIX YCTPOMCTB U ONEPALMOHHBIX CUCTEM C HUCIOJIb30BAHUEM MHCTPYMEHTOB
MOHUTOPWHIA, aBTOMAaTU3alUH, YIPABJICHHUS HHIUACHTAMH M O€30MaCHOCTHIO
CETH.

OO0yueHnue 1Mo qucuIuInHe (MOJIYIIIO ) IPEIoIaraeT, 4YTo 1Mo ero pe3yJibrataM
oOyyaroruiicst Oyier:

3HaTh:

- NOpUHLMNBL PabOThl M  APXUTEKTYpPHbIE KOMIIOHEHTBI TEXHOJIOTH
BUPTYaJIU3alMU CEPBEPOB U KOMMYTALIMH [TAKETOB B ONIEPALIMOHHOM cucTeMe Astra
Linux;

- TPUHIUIBI padOThl M (PYHKIIMOHAIBHBIC BO3MOXKHOCTH HHCTPYMEHTOB
MOHUTOpPWHTA, CHUCTEM yHOpaBieHus ¢daimaMu >KypHalla CHUCTEMBI, CPEJICTB



aBTOMATH3AIIMK U CUCTEM YITPaBJICHUs MHIIMICHTaMU B cpefie Astra Linux; MeTo b1
JTUATHOCTUKH COOEB M OTKA30B CETEBOTO 00OPYIOBAHUS U ONEPAITMOHHBIX CHCTEM.

YMmers:

- BBIOMpaTh W OOOCHOBBIBATH TOAXOJSININAE TEXHOJOTUHA BUPTyaIH3AIUU H
ApXUTEKTYpHBIC pelieHus i npoektupoanus uHdpactpykrypsl MKC Ha 6aze
Astra Linux B  COOTBETCTBUM C  33JJaHHBIMH  TpeOOBaHHSAMU  TIO
MIPOM3BOIUTEILHOCTU U OTKa30yCTOMUYUBOCTH;

- aHAJIM3UPOBATH CUCTEMHBIC JKYPHAJIbl CUCTEMBI 1 METPUKH JIJIS1 BHISIBIICHUS
npu4YrH CcOOEB; MPUMEHATh HMHCTPYMEHTHI JUATHOCTHKU IS JIOKAJU3aINH
npoOsem.

Baaners:

- METOJIaMU U UHCTPYMEHTApHUEM JJI1 KOH(PUTYpAIIUU BUPTYaIbHBIX MAIIHH,
HACTpOMKH BUPTYalbHbIX ceTeil (VLAN, MOCTBI, MapuipyTu3aius) u yrupaBieHUs
pecypcaMu BUPTyaIbHOM UHPPACTPYKTYpPHI C UCIOJIH30BAHUEM UHCTPYMEHTOB U
KOMaHJTHOM CTpOKH B cpesie Astra Linux;

- HaBbIKAMHM JIOKYMEHTHUPOBAHUS HWHIMJICHTOB B COOTBETCTBUU C
periaMeHTaMH; METOJAaMU HACTPOMKM CHUCTEM MOHUTOPUHTA M TEXHUKAMH
BOCCTAHOBJICHUSI pa0OTOCTIOCOOHOCTH CUCTEMBI MOCTIE COOEB.

3. O6beM AUCIUTIIUHBI (MOTYJIs).
3.1. O6m1as Tpy10€MKOCTh AUCIUTIIAHBI (MOIYJIs).

OO0mast TPyIOEMKOCTh AUCIUIUIMHBI (MOIyJisi) coctaBisieT 4 3.e. (144
aKaJeMHYEeCKUX vaca(oB).

3.2. O6bem paucuMmuidHbL (Moayisi) B (opMe KOHTAKTHOW paboOThI
oOyyarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMU ©W  (WIM)  JIMIIAMH,
MPUBJIEKAEMBIMU K peagu3alii 00pa30BaTEIbHON MPOrpaMMbl Ha UHBIX YCIOBUSIX,
IIPU MPOBEJCHUHN YUE€OHBIX 3aHITHI:

KonuuectBo yacos

Tum yueOHBIX 3aHATHI
Bceero | Cemectp Nel

KonrakTHas paboTa Ipu npoBeIleHNN yueOHBIX 3aHATHI (BCEro): 40 40
B ToMm uncrne:

3aHATHS JEKIIMOHHOIO THIIA 8 8
3aHATHS CEMUHAPCKOTO TUIIA 32 32

3.3. O06beM aucCHUIUIMHBL (MOIyYJiA) B (OpME CaMOCTOSITENIbHOM pabOThI
oOyyarommxcsi, a Takke B (¢opMe KOHTAKTHOM pabOThl OOyYaromuXxcs C
Nearorn4ecKuMH pabOTHUKAMU U (WJIH ) JIMIIAMHU, TIPUBIIEKAEMbIMH K peaTn3aIiu




o0pa3oBaTeNbHOW MpPOrpaMMbl HAa HHBIX YCJIOBUSIX, NPU  MPOBEACHUU
MIPOMEKYTOUHOM aTTecTau cocrapiisieT 104 akageMuyeckux yaca (0OB).

3.4. ITpu oOy4eHNM IO MHANBUAYATLHOMY Y4€OHOMY IIJIaHY, B TOM YHCIIC IPU
YCKOPEHHOM O00Y4YE€HHMH, 00BEeM JTHUCHMILUIMHBI (MOYJISI) MOXKET OBITh pealrn30BaH
MOJTHOCTHIO B (hOpME CaMOCTOATEIHHON paboThl 00yJarommxcs, a Takxke B hopme
KOHTAKTHON pabOThl 00YUYaIOIIMXCS C MEJarorndyecCKuMU pabOTHUKAMU U (WJIH)
JUIIAMH, TIPUBJIEKaeMbIMH K pealiu3allii 00pa30BaTeIbHON MPOTrpaMMbl Ha WHBIX
YCIIOBHSIX, TIPH MPOBEIECHUN TPOMEKYTOUHOM aTTECTAIIHH.

4. ConeprkaHue JUCIUTUIMHBI (MOIYJIA).

4.1. 3aHITHA JTEKOIUOHHOTO THUIIA.

Temaruka JIEKIIMOHHBIX 3aHATHH / KpaTKOE COJepIKaHUE

1 COBpeMeHHHe APXUTCKTYPBI OIICPALIMOHHBIX CUCTEM.
PaccmaTtpuBaeMble BOIIPOCHI:

MopnynbHast apxuTekTypa Linux u ee npenmyiecTsa

CpaBHEHHE MOHOJIUTHBIX U MUKPOSIIEPHBIX apXUTEKTYP

Bupryanu3zanus u koHTeiHepu3anus: koHuenuu u rexuonorun (Docker, LXC).

2 |YmpasieHue pecypcaMy ¥ IUIAHHPOBAHHE IPOLIECCOB.
PaCCManI/IBaeMBIe BOIPOCHI:

AHFOpI/ITMH IJIAaHUPOBAHUS IMPOLUECCOB U UX IIPUMCHCHHUC

YHpaBHCHI/Ie NaMATBIO: CTpaHUYHAA U CEIrMCHTHAs OpraHu3anus

Hapannem/BM U MHOT'OIMOTOYHOCTL: CUHXPOHU3A WA U BSaI/IMO)Ief/'ICTBI/Ie IpOo1ECCOB

3 be3onacHoCTh B ONCPpAalMOHHBIX CUCTEMAX Linux.
PaccmarpuBaembie BOIPOCHL:

MexaHn3Mbl ayTeHTU(HUKALNH U aBTOPHU3ALHN

3amuTa JaHHBIX: MH(POBaHWE U KOHTPOJIb AOCTYyTa

AHanu3 ysI3BUMOCTEH M yNpaBieHNE HHINAECHTAMH 0€3011acHOCTH.

4 |CereBble TEXHOJIOTUHU U cepBUCHI B Linux

PaccmaTprBaemble BOIIPOCHI:

[Tporoxkonsr TCP/IP u ux peanuzanus B Linux

Hacrpoiika 1 agMuHnCTpupoBaHue ceTeBbIx cepBrcoB (DNS, DHCP, HTTP)

MHCTpyMEHTH MOHUTOPHHTA ¥ TUATHOCTHUKH CETEBBIX MTPOOIIEM.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

[IpakTrueckue 3aHATHS

/ Tematuka MPAKTUYCCKUX 3aHSATHI/ KpaTKOC COACPIKAHUC
/11

1 |YcranoBka u HacTpoiika Linux
PaCCMa’IpI/IBaCMLIC BOIPOCHI:
YcranoBka nuctpuOyTrBa Linux Astra Ha BUPTYaJIbHYIO MalInHy




/o

TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE

Konduryparmms 3arpyzunka GRUB
[lepBoHauanpHast HACTPOWKA CUCTEMBI M OOHOBIICHHE

KOMaHI[HaSI CTpOKa U CUCHAapHUu 000JIOYKH.
PaccmarpuBaembie BOIIPOCHL:

OcHoBHbIe KOMaHb!I Linux u pabota ¢ (aiiaoBoii cucreMoit
Hanmcanune npocteix bash-ckpurtos

Hcnonp3oBanne (GpyHKIHIA, IIMKIIOB U YCIOBUH B CKPUIITAX.

VYrpasneHue moyib30BaTeIsIMU U TpaBaMu JOCTYIIA.
PaccmaTpuBaeMble BOTIPOCHI:

Co3znaHue U ynpasieHHe N0Ib30BaTe MU U IPyIIaMu
Hactpoiika npaB noctymna K ¢aiiiaM 1 AUPEKTOPUAM
Hcnonp3oBanue sudo i yrpaBieHus: IPUBHICTHIMHI

CucremHoe AIIMUHUCTPUPOBAHUC.

PaccmaTprBaemble BOTIPOCHI:

Hacrpoiika cucteMHBIX Cityk0 ¢ HCrIonp30BaHUEM systemd
VYupasieHne nporeccaMmu ¥ UCTIONb30BaHue KOMaH[ ps, top, u kill
MonuTopusr pecypcoB cuctembl (CPU, maMsTh, qHcK)

CeTteBbie TEXHOJIOTHH U KOH(PUTYpaIIUS.

PaccmaTrpuBaeMble BOIIPOCHI:

Hacrpoiika ceTeBbIX HHTEP(EHCOB 1 MapIIpyTU3ALNN

Vcrnionb30BaHHe HHCTPYMEHTOB JIJIsl TUATHOCTHKH CETEBBIX MpobiieM (ping, traceroute)
Hactpoiika DHCP u DNS-cepgepa.

be3onacHoCTh 1 yripaBieHUE JOCTYIIOM
PaccmaTprBaemble BOIIPOCHI:

Hactpoiika 6pannmayspa (iptables, firewalld)

OcHoBHI mH(pOBaHUs 1 UcTIoNb30BaHue OpenSSL

Hacrpoiika SSH 1 ncronb3oBaHue Ki04eBOi ayTeHTH(OUKALNH.

Pabota c ¢ailnoBsiMu cucTeMaMu

PaccmarpuBaembie BOIPOCHL:

Cosznanue u ynpasinenue QaitnoBeiMu cuctemamu (ext4, XFS)
Hactpoiika u ucrionms3osaane LVM (Logical Volume Manager)
Pe3epBHOE KONMMPOBaHKE U BOCCTAHOBJICHUE JTAHHBIX.

MOHHUTOPHHT U ONITUMU3ALMS TPOU3BOAUTEITLHOCTH
PaccmarprBaeMbie BOITPOCH:

HVcnonb3oBanue nHCTpYMeHTOB MoHuTOpuHTa (htop, iostat, vmstat)
Hactpotiika cuctemHoro xxypHaia (syslog, journald)

OHTI/IMI/I?:aLH/IS[ napaMeTpoB dapa AJId NOBBIMICHUSA MTPOU3BOAUTEIILHOCTH.

Konreitnepu3zanus ¢ Docker.

PaccmarpuBaeMble BOIIPOCHL:

YcranoBka n HacTpoiika Docker

Co3zganue U ynpasieHHe KOHTeHHepaMu

Pabora ¢ Docker Compose [u1sl yrpaBlIeHUsI MHOTOKOHTEIHEpHBIMU HPUI0KEHUIMU.

10

Bupryanuzannsa ¢ KVM.

PaccmarpuBaembie BOIPOCHL:

VYcranoBka u HacTtpoitka KVM 1 QEMU

CO3}13HHC 1 YIIpaBJICHUE BUPTYAJIbHBIMU MAalllMHAMU

Hacrpolika ceTeBOro B3auMoAEeHCTBUS MEXy BUPTYyaJIbHBIMU MallMHAMU

11

Pabora ¢ 6azamu JaHHBIX.
PaccmaTprBaemble BOIIPOCHI:
YcranoBka u HacTpoiika MySQL/PostgreSQL




/o

TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE

OcnoBel SQL: co3xanue, yreHne, 0OHOBIICHHE U YAaJCHNE TaHHBIX
PesepBHOE KOTMPOBaHKE U BOCCTAHOBIICHUE 0a3 TaHHBIX.

12

Hacrpoiika Be6-cepBepa.

PaccmarpuBaembie BOIIPOCHL:

YcranoBka u koHpurypamus Apache mim Nginx
Hactpoiika BupTyampHbIX X0cTOB U SSL-cepTrduxaron
OnTuMu3aIms Mpon3BOIUTEIFHOCTH BeO-cepBepa.

13

Cuctembl yIpaBjieHUs] BEPCUSMU.

PaccmaTpuBaeMble BOTIPOCHI:

YcraHoBka u HacTpoiika Git

OCHOBBI pabOTHI ¢ PEHO3UTOPUSIMU: KOMMHUTBI, BETBIICHHE U CIIUSTHHE
Hcnons3oBanue Git a1 COBMECTHOH pa3paboTKy.

14

Astomartusanus u CI/CD

PaccMaTprBaeMble BOTIPOCHI:

BBezenue B MHCTpYMeHThI aBToMaTu3armu (Ansible, Puppet)
Hactpoiika CI/CD c ncnonp3oBanuem Jenkins
ABTOMaTH3aIMs Pa3BEPTHIBAHUS TPHUIOKEHHM.

15

O61ayHble TEXHOJIOTUN

PaccmaTrpuBaeMble BOIIPOCHI:

OcHoBBI paboThI ¢ 00naunbMu ardhopmamu (AWS, GCP, Azure)
Pa3BepThiBaHiE BUPTYAIbHBIX MALINH B O0IaKe

Hcnonb3oBaHue 00JaYHbIX CEPBUCOB JIISI XPAHEHHSI IaHHBIX.

16

[IpoexTupoBanue u pa3paboTka cucTeM
PaccmarprBaeMbie BOTIPOCHI:

OCHOBBI ITPOCKTHPOBAHUS APXUTEKTYPHI CHCTEM
HUcnonb3oBanne UML 1151 MoienupoBaHusi CUCTEM

[Mpumenenune Agile u DevOps B pa3paboTke MPOrpaMMHOTO 00€CIIeYeHUsL.

4.3. CamocrosiTenpHas padoTa 00ydarOIuXCs.

o/

Bun camocrositensHO# paboTh

JIMTCPATYPhI, CBA3BIHHBIX C pasacjiaMi OUCHUIIJIMHBL

CamMocTosATeIbHOE N3YUEHHE U KOHCIIEKTUPOBAHUE OTAENIbHBIX TEM Y4eOHOI

Pabora ¢ JICKIIUOHHBIM MaTCpUAIOM

IToaroroBka k MPAKTUYCCKUM 3aHATUAM

[ToaroroBka k mIpOMEKYTOYHOMN aTTECTALIMH.

g Bl WO DN

IIoarororka k TCKYIIEMY KOHTPOJIIO.

5. IlepeueHp wu3HaHUN, KOTOPBIE PEKOMEHIYETCS HCIOJIb30BaTh IIPU

OCBOCHMH JTUCUUILTUHBI (MOAYJIs).

Ne
i bubnuorpaduueckoe onucanue Mecro nocryna
1 | UBanosa, U. A. Beenenue B Astra Linux : yueOHO- https://e.lanbook.com/book/368654

MeToguueckoe mocooue / M. A. MBanosa, B. B.




HuxonoB. — Mocksa : PTY MUPDA, 2023. — 68 c.
— ISBN 978-5-7339-1768-9.

2 Edanos, /1. B. ba3zoBbie MeXaHHU3MbI 3aIlIUTHI SIpa https://e.lanbook.com/book/355520
Linux : yue6noe nmoco6ue / /I. B. EdpanoB. — Mockga
: HUAY MUOU, 2022. — 192 c. — ISBN 978-5-
7262-2924-9.

3 | Manaxos, C. B. [Ipunuumns! paboThl onepannoHHON https://e.lanbook.com/book/463574
cucremsl Linux. Bash-ckpuntsr : yuebnoe nmocodue /
C. B. Mainaxos, JI. O. Skynos. — Camapa : I[II'YTH,
2024. — 134 c. — ISBN 978-5-907336-50-6.

6. IlepedueHb COBpPEMEHHBIX MPOQPECCHOHANBHBIX 0a3 JaHHBIX W
WH(POPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIIOJB30BaThCS IIPH
OCBOCHHUU JUCHUIUIUHBI (MOIYJIA).

Nudopmanmonnslii  mopranmn  Hayunas  snexkTpoHHas — OuOimoTeka

eLIBRARY.RU (www.elibrary.ru);

Enunas komnekmus mudpoBsix oOpazoBaTenbHbIX pecypcoB (http://window,

edu.ru);

Hayuno-texauueckas oubnuorexka PYT (MUUT) (http/library.miit.ru);

[TonckoBble cUCTeMBI «SIHAEKC» JIs JOCTyma K  TEMaTHYECKUM

MH(POPMAITMOHHBIM pecypcam;

DJIEKTPpOHHO-OMOIMOTEYHass ~ cucTeMa  u3aarenbcTBa  «Jlawby — —

http://e.lanbook.com/;

DeKTPOHHO-0MOIMoTeuHas cucrema ibooks.ru — http://ibooks.ru/;

DneKTpOHHO-0MOIMoTeuHas cucrema « Y MI» — http://www.umczdt.ru/;

DexTpoHHO-0nbInoTeuHas cucrema «BOOK .ru» — http://www.book.ru/;

DIIEeKTPOHHO-0MOIMOTeYHAS cucTeMa «ZNANIUM.COM» —

http://www.znanium.com/

7. IlepedyeHb  JHUIIEH3MOHHOTO U  CBOOOJHO  PacHpPOCTPAHSIEMOTO
MpOrpaMMHOTO OO€CTeUYeHUs, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTRA,
HEO0OXOIMMOTO JIJIsI OCBOCHMS AUCITUTIIIUHBI (MOIYJIs).

1. Oneparmonnas cuctema windows microsoft office 2003 u BriIE;
2. bpaysep Internet Explorer 8.0 u Bbiie ¢ ycranosieHHbiM Adobe Flash
player Bepcuu 10.3 u BbiLLIE;

3. Adobe acrobat.

8. Ommcanme MaTepHAIBPHO-TEXHHYECKON 0a3bpl, HEOOXOAUMON s
OCYIIIECTBJICHUSI 00pa30BaTEIHLHOTO MPOIEcca MO AUCIUTITHHE (MOJIYIIIO).



YueOHble ayIUTOPUU ISl TMPOBEACHUS YUYEOHBIX 3aHATHM, OCHAICHHbBIC
KOMITHIOTEPHOU TEXHUKON M HabOpamMu JIEMOHCTPAITMOHHOTO 000PYT0BAHMSI.

9. ®opma MPOMEKYTOUHOU ATTECTALINU:

3auet B |1 cemectpe.

10. OueHouHbIE MaTEPHUAIIBI.

OneHoYHbIE MaTepUalibl, TPUMEHSIEMbIE TIPU TIPOBEICHUN MPOMEKYTOUHOU
aTTecTanuu, pa3pabaThIBalOTCS B COOTBETCTBUU C JIOKAJIBHBIM HOPMATHBHBIM
aktoM PYT (MUUT).
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