MHUHHUCTEPCTBO TPAHCIIOPTA POCCUICKOM ®EJEPALIIN

OEJIEPAJTBHOE 'OCYJAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIBHOE

YYPEXJIEHUE BBICIHIEI'O OBPA3OBAHMSA

«POCCHUUCKHNHA YHUBEPCUTET TPAHCIIOPTA»
(PYT (MUUT)

/ PaGouast mporpaMma JUCIUIIINHEL (MOILYIIS),
KaK KOMIIOHEHT 00pa30BaTeIbHON HPOrPaMMBbI
BBICIIIEr0 0OPa30BaHMU - IIPOrpaMMbl OakagaBpuaTa
0 HaNpPaBJICHHIO IOATOTOBKI
10.03.01 MudopmannoHHas 6€30MacHOCTb,
YTBEPKIEHHOM nepBbIM npopexkropoM PYT (MUNT)
Tumonunsim B.C.

-

\

J

PABOYASI MPOIPAMMA JUCLMITJIMHBI (MOIY.JI5D)

Opranu3aioHHoe 1 NpaBoBoe odecrnevyenne HHGOPMAHOHHOI

0e3omacHOCTH
Hamnpagiienue nmoaroToBku: 10.03.01 NudopmarmonHas 6e30macHOCTb
Hanpasnennocts (mpodumiib):  be3omacHOCTh KOMIBIOTEPHBIX CUCTEM
dopma oOydeHHUs: Ounas

PaGoyast mporpamma JUCHHUITIIMHBI (MOJYJIs) B BUJIE h
AJIEKTPOHHOTO JOKYMEHTA BBITPYKEHA U3 €MHOI
KOPIOPaTUBHOM MH(DOPMAIIMOHHOMN CHCTEMBI YIIPaBJICHUS
YHMBEPCUTETOM U COOTBETCTBYET OPUTHHAITY
J

IIpocTas anexTponHas moanuck, Beitannas PYT (MUUT)
ID mopmucu: 4196
[Moxmucan: 3aBenyromuii kadenpoii XKenenkos bopuc
Brnagumuposuu
Jata: 10.04.2025




1. O6mue cBeaeHus O JUCHUIUIMHE (MOTYJIE).

[{enpro ocBOeHUs y4eOHON NUCIUTIINHBI (MOIYJIS) SIBIISCTCS:

- ¢opMHpOBaHHE KOMIIETEHIIUHA MO OCHOBHBIM pa3zefiaM TEOPETUYECKUX U
MPAKTHUECKUX OCHOB MPUMEHEHUS 3aKOHOAATEIbHBIX akTOB PD mpu pa3paboTke u
IKCIUTyaTaIlll CUCTeM olecrnieueHrs HHPOPMaIMOHHON 0€30M1aCHOCTH.

3amaqamMu TUCITUTUIMHBI (MOJTYJIS) SIBJISTFOTCS:

- O03HAaKOMJICHHE C 3aKOHOJATEIhHBIMH aKTaMd W HOPMATHBHO-TIPABOBBIM
obecrnieueHueM HHPOPMAITMOHHOM 6€30I1aCHOCTH;

- W3yYeHHE OCOOEHHOCTEH MPaKTUYECKOTO0 MPUMEHEHHUS 3aKOHOJATEIIbHBIX
aKTOB M HOPMATHUBHO-IIPABOBOT0 00OecreyeHnss NH(POpMaMOHHOW 0€3011aCHOCTH;

- W3YYCHHE TEXHMYECKUX M OpPTaHU3aIMOHHBIX METOJIOB MPAKTHUYECKOTO
NPUMEHEHHs 3aKOHOJATENIbHBIX aKTOB W HOPMATHBHO-TIPABOBOTO 00eCIeYCHHUS
nH(OPMAITMOHHON O€30MTaCHOCTH;

- U3y4YEHUE METOIOB IMOCTPOEHUS CUCTEM obecreueHus: MHGOPMaLUOHHON
0€30MacHOCTH C YYE€TOM 3aKOHOJATENIbHbIX aKTOB W HOPMAaTHUBHO-IIPaBOBOTO
o0ecrnieueHusl.

2. [Inanupyembie pe3ybTaThl 00y4EHUS MO TUCHUILTHHE (MOJIYIIIO).

[lepeuenbr ¢GopMupyeMBIX pPeE3yJbTaTOB OCBOCHHS  0Opa30BaTEIbHOMN
porpamMmsbl (KOMIIETEHIIUI) B pe3ysbTaTe 00y4eHUs 10 AUCHUILUIUHE (MOIYIIO):

OIIK-5 - CriocoOeH MpUMEHATh HOPMATUBHBIE MPABOBbIE AKThl, HOPMATHUBHbIE
U METOAMYECKUE JOKYMEHTBI, PErIaMEHTUPYIOUIUE AESATENbHOCTh MO 3allUTe
uHdopmaruu B chepe npodheccuoHaIbHON eITeTbHOCTH

OIIK-6 - Coocoben mpu  pemieHHH  MPO(PECCHOHANBHBIX  3ajla4y
OpPraHM30BbIBATh 3aIIUTY WH(OPMALIUK OTPAHUYEHHOIO JIOCTYIAa B COOTBETCTBUU C
HOPMATUBHBIMA TPABOBBIMU  aKTaMH, HOPMATUBHBIMHU U  METOJUYECKUMU
nokyMeHtamu DenepanbHolt ciaykObl Oe3omnacHoctu Poccuiickoit depepariuu,
®denepanbHOM CITyKObI IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO ;

ITK-13 - cmtocoOHOCTHIO OPTaHU30BHIBATH TEXHOJIOTHUECKUNA MPOIIECC 3aIIUTHI
uHGOpMallMM OTPAaHMYEHHOTO JIOCTyNa B COOTBETCTBUHM C HOPMATHUBHBIMU
NPaBOBBIMM  AaKTAMM W HOPMATUBHBIMM  METOAMYECKUMHU  JTOKYMEHTaMU
denepanbHOil cmyxk0b1 Oe3omacHocTH Poccuiickorn ®epepannn, DenepanbHOM
CITy>KOBI 110 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIO.

OOydenne 1O JUCHHMIUIMHE (MOMAYNIO) TMPEANoiaraeT, dYro TO €ro
pe3yiibTatam oOydJaromuiics OyieT:

3HaTh:



- pa3palaThIBaTh MPOEKTHl OPraHU3aAMOHHO-PACTIOPIUTENBHBIX JOKYMEHTOB
1o obecrnieueHno HHPOPMAIMOHHON OE301TaCHOCTH;

- OpraHM3oBaTh pabOTy MO CO3/aHWI0, MOJCPHU3AINUA W CepTU(UKAINH
CHCTEM, CPEJICTB ¥ TEXHOJIOTHH o0ecrieueHns HHPOPMAITMOHHON 0€3011acHOCTH;

- OPTaHU30BBIBATh TEXHOJIOTHUECKUE MPOIIECCHI, PETIIAMEHTUPYIOLIUE 3aIIUTY
uHpopMaiuu B cdepe NpohecCHOHATBHOU AESITENbHOCTH, B COOTBETCTBHH C
HOPMAaTUBHBIMU  TPABOBBIMH  aKTaMH, HOPMATHUBHBIMH M  METOAMYECKUMHU
JTIOKYMEHTaMHU.

Ymerb:

- pa3pabaTbiBaTh MPOEKTHI OPraHU3AIMOHHO-PACTIOPAIUTEIBHBIX JOKYMEHTOB
1o obecrnieueHuo HHPOPMAIMOHHON OE301TaCHOCTH;

- OpraHuM3oBaTh pabOTy MO CO3/aHUIO0, MOJCPHU3ALMU H CepTUPUKALNN
CHCTEM, CPEJICTB ¥ TEXHOJIOTHH o0ecrieueHns: HHPOPMAITMOHHON 0€3011acHOCTH;

- OPTaHU30BHIBATh TEXHOJIOTHUECKHE MPOIIECCHI, PETIIAMEHTUPYIOILIUE 3aIIUTY
uHpopmaiuu B cdepe npodeccCHOHATbHOM NE€ATETbHOCTH, B COOTBETCTBUU C
HOPMATUBHBIMM  TPABOBHIMU  aKTaMH, HOPMATUBHBIMU U  METOJUYECKUMHU
JOKYMEHTaMHU.

Buaangers:

- HaBBIKAMH Pa3pabOTKA W O(POPMIICHHUS TOKYMEHTOB, PETIaMEHTHPYIOIINX
NeATEILHOCTH CITYyK0 obecrieueHnss HHPOPMAITMOHHOW 0€301MaCHOCTH TIPEATPHUSATHS;

- HaBBIKAMH TIPOSKTUPOBAHUS TOJUTUK HHPOPMAIMOHHON Oe30MMacHOCTH
NpEeANnpUATAsS € Y4YeToM TpeOOBaHM POCCHICKOTO 3aKOHOAATENbCTBA U
BEJIOMCTBEHHBIX HOPMATUBHO-TIPABOBBIX aKTOB;

- HaBBIKAMU OPTaHU3AIMHI TEXHOJIOTHYECKUX MPOIECCOB, PETIaMEHTUPYIOIINUX
3ammuTy uHGopMamuu B chepe npodeccuoHaaIbHON AeSITeIbHOCTH, B COOTBETCTBUH
C HOPMAaTUBHBIMH IIPABOBBIMH aKTaM{, HOPMATUBHBIMH W METOJIHYCCKUMH
JIOKyMEHTaMH.

3. O6beM AUCIUTIIUHBI (MOTYJIS).
3.1. O6mas Tpy10€MKOCTh AUCIUTIINHBI (MOTYJIs).

OO6miass TPyAOEMKOCTh JUCHMIUIMHBI (Momynsi) coctaBiser 3 3.e. (108
aKaJIeMUYEeCKHUX yaca(oB).

3.2. O06bem gucruIuHBl (MOAYJsl) B (QopMe KOHTAKTHOM pabOThI
oOyJammmxcss ¢ MeJarorTMYecCKUMH  padOTHUKaMU W (WIKM)  JHIAMH,
MPUBJICKAEMBIMHU K peaTu3alii 00pa30BaTEIbHON MPOTPaMMbI Ha MHBIX YCIIOBHUSX,
IPY MIPOBEJICHUHN yUEeOHBIX 3aHITHI:



KomnaecTBo yacoB

Tun y4eOHbIX 3aHATHI
Bcero | Cemectp Ne7

KonrtaktHas paboTa mpu npoBeieHIH yIeOHBIX 3aHATHH (BCETO): 48 48
B tom uucae:

3aHATHS JIEKIIMOHHOTO TUIIA 32 32
3aHATUS CEMUHApPCKOTO TUMA 16 16

3.3. O0ObeM AUCHUIUIMHBI (MOJYJsi) B (opMe CaMOCTOSTENIbHON paboThI
oOyyarommxcsi, a Takke B ((opMe KOHTAKTHOM pabOThl 0O0ydYaroIumxcs ¢
NEeAarorn4ecKuMU pabOTHUKAMU U (WJIM) JHMIIAMH, TTPUBJICKAEMBIMU K pealli3aliu
o0pa3oBaTeNpbHOM  TPOrpaMMbl HA  HHBIX  YCJIOBHSIX, TMPU  MPOBEICHUU
IIPOMEKYTOYHOM aTTecTallu cocTapiisieT 60 akageMuuecKux yaca (OB).

3.4. IIpu oOydeHnn Mo UHIUBUIYAIBHOMY y4eOHOMY IJIaHy, B TOM YHCIIE IIPU
YCKOPEHHOM OOy4Y€HHUH, 00bEM JHUCIMIUIMHBI (MOJIYJISI) MOXKET OBITh peaju30BaH
MOJIHOCTHIO B (hOpME CaMOCTOSITENIbHOM paboThl 00ydaronuxcs, a Takke B Ghopme
KOHTAKTHOM paboThl OOyYarolmUXCAd C MEJAarorMuyeCKuMU paOOTHUKAMU M (HJIH)
JUIAMH, TIPUBJICKAEMBIMH K peai3aiiil 00pa3oBaTEIHbHOW MPOTPaMMbl Ha HHBIX
YCIIOBHSIX, TIPH MPOBEJCHUN TIPOMEKYTOUHOMN aTTECTAIINH.

4. ConepxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.

/ TemaTuka JEKITMOHHBIX 3aHATUM / KPATKOE COJEPIKaHNE
n/m

1 |MudopmanrionHas 6€30MacHOCTb: CYIIHOCTh U COJIEpKaHNE

PaccMaTpuBaembie BOIPOCH:

-Nubopmanus kak oauH U3 HanboJee BAXKHBIX PECYPCOB COBPEMEHHOCTH;

- MadopmanmonHas 6€30MacHOCTh B CUCTEME HAIIMOHAIBHON 0€30MacHOCTH;

-ITonsiTue HH(bOpMaHHOHHOﬁ 6e3OHaCHOCTI/I KaK COCTOAHUA 3alIUIIEHHOCTH )KU3HECHHO BAXKHBIX HHTEPECOB
JIMYHOCTH, OOIIECTBA M TOCYJApCTBA B MH(POPMAIIMOHHOM cdepe;

-Pasrpanudenue moHsTHI «HHGOPMAIIMOHHASI 6€30MACHOCTEY, KKOMITBIOTEPHAsT 0E30TTACHOCTD) U «3alllUTa
HHQOPMALUI;

-IIpaBoBO#i, OpraHU3aIMOHHBIN U POrPAMMHO-TEXHUYECKHI YPOBHU 00ecredeHus] HHPOPMAIIMOHHO K
0e30MacHOCTH;

-IIpoGrieMsl pa3paboTKK 1 BHEAPEHHS METOIOB M CPEACTB obecredyeH s HHPpOPMAMOHHOM 0€30MacHOCTH B
rOCY/IapCTBEHHBIX OPTaHU3AIMAX U KOMMEPUYECKUX NpeanpusTusx Poccun.

2 |'ocynapcTBeHHas MOJIMTHKA B cepe obecrieueHuss HHGpOpMamoHHON 6e30acHOCTH
PaccmarpuBaemblie BOIIPOCHL:

-IToHATHE TOCYIaPCTBEHHON TOJUTUKU B MHPOPMAIIMOHHOH cepe;

-OCHOBHBIE MTOJIOKEHHS TOCYJapCTBEHHOM MOJMTHKHY B chepe HHPOPMAITMOHHON 6e30MacHOCTH;
-ObecnieueHne PaBEeHCTBA YYaCTHUKOB Ipoliecca HHPOPMALMOHHOTO B3aUMOJCHCTBHS;
-CoBeplIeHCTBOBaHUE HOPMATHBHO-IIPaBOBOM 0a3bl perynupoBaHus HHOOPMALMOHHBIX OTHOLIECHHI;
-Kontpo:s 3a cobmroeHreM 3aKk0HOAATENbCTBA B MH(GOPMALOHHOI cdepe;

-Hanuonansnas [Iporpamma "Liudposas sxonomuka Poccuiickoit denepanun’;




TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

-HanmoHanpHbBIE IPOEKTHI B chepe MudpoBH3any.

OcHoOBHBIE 337124 o0ecrieueHuss HHPOpMaIMOHHON 0€30MMacHOCTH
PaccmaTpuBaemble BOIIPOCHI:

-ObecneueHne HHPOPMAIMOHHOH 0€30MaCHOCTH KaK KOMIUIEKCHas 3aj1a4a;

-Co3aHmne CUCTEMBI OPTaHOB, OTBETCTBEHHBIX 32 HH(OPMAIIHOHHYIO 0€3011aCHOCTH;
-Pa3paboTka TeopeTHKO-METOI0JIOTHIECKON OCHOBHI 00ecTIedeHUsT 0€30IacHOCTH HH()OPMAITHH;
-Co3nanme HOPMATHBHO-TIPABOBOM 0a3bl, peTIIaMEHTHPYIOMIEH penIeHne BCexX 3a1a4 o0ecieueHus
MHPOPMAIMOHHON 6€30IacHOCTH;

-Opraan3anys HOATOTOBKH CIIEIMAIMCTOB MO 3aIUTe HH(POPMALHIH;

-Pemennie npoGneMsl yripaBiaeHus 3aIUTON HHPOPMAIMU U €€ aBTOMaTH3aLus;

-O6mue 3a1aun odecriedeHust THPOPMaMOHHOH 0€30aCHOCTH;

-Pexum rocynapcTBeHHOM, KOMMEPUECKOH, JIMUHOH (CEeMEiTHOM) TaiHBI;

-Paspabotka cTpareruu obecrnedeHuss HHGOPMAIHOHHOM Oe3omacHocTH Poccuu.

OCHOBHBIE 3aKOHBI, PETIIAMCHTUPYIOIHNEC OPTaHU3aANUOHHO-TIPABOBYIO 633}/ B o0JtacTu

UH(POPMALMOHHON O€30MTaCHOCTH

PaccmaTpuBaemble BOIIPOCH:

» Oenepanpubrii 3akoH Ne 149-03 «O0 urdopmarum, THPOPMALTHOHHBIX TEXHOJIOTHAX U 3aIUTE
HHPOPMAITII

» ®enepanbHblil 3akoH Ne 152-D3 «O nepcoHaIbHBIX JAHHBIX)

* JloktpuHa uHGOpMaIMOHHON Oe3omacHocTH Poccuiickoit denepanuu

» Oenepanbuelii 3akoH N 187-D3 "O Oe30macHOCTH KpUTHUECKOI HHPOPMAMOHHON HHPPACTPYKTYPBI
Poccwuiickoii ®eneparun"

» OenepanbHbli 3akoH Poccuiickont @eneparuu N 98-D3 "O xommepueckoii TaiiHe"

OCHOBHBIE 3aKOHBI, PETIAMEHTHPYIOIINE OPraHU3alMOHHO-TIPAaBOBYIO 0a3y B 00yacTu

UH(POPMALIMOHHON 0€30MacHOCTH(ITPOAOKEHHIE)
PaccMaTpuBaembie BOIPOCH:

-IIpuHIMITBI IPABOBOTO PEryIMPOBaHUs OTHOIICHHUH B chepe undopmarum,
MH(OPMALIMOHHBIX TEXHOJIOTHI U 3alUThl HHYOPMAIHH;

-O6nanarens uHGOPMAIIMH, €T0 MIPaBa U 00SI3aHHOCTH;
-KoH(uaeHIIHaIEHOCTh EPCOHATBHBIX TaHHBIX;

-Cornacue cy0ObeKTa MEPCOHAIBHBIX JaHHBIX Ha 00pabOTKy €ro MmepCoHaMbHBIX JaHHBIX;
-ITopsmok monydeHus B GOpMe IEKTPOHHOTO JOKYMEHTA COTIacHsl
CyOBeKTa MePCOHABHBIX JaHHBIX Ha 00PabOTKY ero mepCcoHaIbHbIX
JIAHHBIX;

-Yrpo3bl pa3BUTHIO OTEUSCTBEHHOW HHAYCTPUU UH(POPMAIIHH;

-IIpuniune obecneyenus: 6€30MaCHOCTH KPUTHYECKOH HH(OPMAIIMOHHOM

MH(PACTPYKTYPHI;
-KareropupoBanue 00beKTOB KpUTHUECKOI HHPOPMAIIMOHHONH HHPPACTPYKTYPBI;

OCHOBHBIE 3aJa4n obecreyeHus HH(I)OpMaHHOHHOﬁ 0€30IIaCHOCTH. OpFaHI/ISaI_II/IOHHO-
TCXHUYCCKHUEC, DKOHOMUYCCKUC U ITPABOBBIC MCTOAbL

PaccmarpuBaemble BOIPOCHI:

-Oransl obecrieuenust Ub Ha npeanpustiy;

-Coznanue pexuma oxXpaHsl HHPOpMAaIHH;

-Pa3pa60TKa IpaBuj B3aMMOOTHOIIICHHI MCKAY COTpYAHUKAMU; pEerilaMCHTal s pa6OTI)I C TOKYMCHTaMU;

-[IpaBnia McnoNb30BaHMS TEXHUYECKHX CPEACTB B PaMKax CYIIECTBYIOLIETO MPaBoOBOTO MoJst PD;
-AHanuTH4eckast paboTa Mo OIeHKEe YTpo3 HH(POPMAIIMOHHON 0€30MacHOCTH;

-O0s13aHHOCTH pYKOBOICTBA opranm3aiuu mo oodecneuenuto Ub (ISO 27001)

-Co3nianue HOPMAaTHBHO-TIPABOBOM 0a3bl, peTIIaMEHTHPYIOIIEH pelIeHne Beex 3a1a4 o0eceueHns
MHPOPMAIMOHHON 6€30I1aCHOCTH.

Yrpo3bl HHPOPMAIIMOHHOM 0€30MaCHOCTH




/o

TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

PaccmarpuBaemblie BOIPOCHI:

-T[TonsiTre yrpo3sl HHPOPMAMOHHON 0€30aCHOCTH;

-Buns! yrpos nHpopMaoHHoi 6e30macHoCTH;

-Bueminue u BHyTpeHHHE YTpo3bl HHYOPMAIIMOHHON 0€3011acHOCTH;
-KommnsrorepHsie cetn u nHGopMamoHHas 0€30MacHOCTb;
-IToHsiTHE M BUJBI aTaK HA KOMIIBIOTEPHYIO CUCTEMY;
-Knmaccudukanus atak Ha KOMITBIOTEPHYIO CHCTEMY;

-BpenoHocHbIE IPOrpaMMBbl, UX BUABI U HAIIPaBJICHUS IPUMEHEHUS,;

Yrpo3bl uHPOPMATHOHHOM 0€30TaCHOCTH(TIPOIOJIKEHHIE)
PaccmarpuBaeMble BOIIPOCHL:

-[TonsTHe yrpo3sl nHpOpPMaNMOHHOI 6€30MaCHOCTH;

-Buns! yrpos nHpopManonHoi 6e30macHoCTH;

-Brennue u BHyTpeHHHE yrpo3bl HHPOPMALOHHOI 6e30I1acHOCTY;
-KommnblorepHsie cetn u nHGOpMaMoHHas 0€30MacHOCTb;

dopmupoBaHrue HOPMATHUBHO-TIPABOBOM 0a3bl oOecrieueHus HHHOPMALMOHHON

0e30MmacHOCTH

PaccmarprBaeMbie BOTIPOCH:

-Pa3paboTka HOPMATHBHO-TIPABOBBIX M OPTaHU3AMHOHHO-METOINIECKUX JOKYMEHTOB, PETJIAMEHTHPYIOIIHX
JIeATEILHOCTE OPTAHOB TOCYIAPCTBEHHOM BIACTH B 00JIaCTH HHPOPMAITHOHHON Ge30TIaCHOCTH;
-B3aumMooTHOIEHS CYOBEKTOB HH(POPMAIIMOHHON ESATEIbHOCTH B YacTH odecreueH s nHGpopMalnoHHO
0e30IacHOCTH;

-I'ocynapcrBenHas periiaMeHTalus NpoueccoB (yHKIIMOHUPOBAHUS M Pa3BUTHS PhIHKA CPEIICTB
nHpopmanuu, HHGOPMAIIOHHBIX MTPOIYKTOB U YCIIYT;

-Pa3paboTka koHIenuu HHHOPMAITHOHHON 0€30MacHOCTH.

10

Pa3BuTHE COBpEMEHHBIX METOIOB OOeCTieueHUsT MH(OPMAIMOHHON 0€30MMacHOCTH
PaccmarpuBaeMbie BOTIPOCHI:

-Pa3paboTka MEeTOI0B KOMILIEKCHOTO UCCIIEIOBAHHS ACATEIBHOCTH IIepcoHaia HH)OPMAIIHOHHBIX CHCTEM;
-Pa3paboTka nmpakTHYECKUX PeKOMEHIANN 110 COXPAHESHUIO M YKPEIUICHHUIO IIOIUTHIECKOH CTaOMIIEHOCTH B
o01ecTBe, 00ecreueHnIo paB U cBOOO/] IpaXkaaH, yKPEIJICHUIO 3aKOHHOCTH U ITPaBOIOPSI/IKa METOAAMHU
MHPOPMAIIMOHHOK 6€30MaCHOCTH;

-dopMupoBaHHE TOAXO0B U CIIOCOO0B 00ECTIeYeHNsI OPTaHOB TOCYJAPCTBEHHOM BIACTH U yIIPABICHHUS,
rpak[IaH U UX O0bEIMHEHUH TOCTOBEPHOM, OJHON 1 CBOCBPEMEHHOW HH(POPMAITUCH.

11

Cranmaptuzamus B 006JacTd HHOOPMAITMOHHONW 0€301TaCHOCTH

PaccmarpuBaeMbie BOIIPOCHL:

-IIpoGnema cTanmapTU3anuy B 00nactH HHOOPMALMOHHON 6E30ITaCHOCTH B MEXKIYHAPOIHBIX U
HAI[MOHAJIBHBIX CTAaHJApTaXx;

-I'OCTsl cepuu 27000,

-Cranpapruzauus trepmunonoruu B ISO/IEC 27000;

-Crannaprusaius 6a308beix TpedoBanuii 8 ISO/IEC 27001/27002;

-Cranmaprusanus nopsiaka Baeapeans CMUB B ISO/IEC 27003;

12

Cranpaptuzanus B 00s1acTi HHGOPMAIIMOHHON(TTPOAOIKEHHE)
PaccmaTpuBaemble BOIIPOCHI:

-Crannaprusanust ocHOBHBIX nponeccos B ISO/IEC 27004/27005/27007/27008;
-Cranaaprusanus kopnoparusHoro ynpasienus CMUB B ISO/IEC 27014/27016;
-Cranpapruszanus kuoepoesonacuoctu B ISO/IEC 27103.

13

Cranpaptusanus 1 cepTuduKanus B 00JacTy 3alUThl HHPOpMALUU

PaccmarpuBaemble BOIPOCHI:

-Cucrema I'OCToB B obsactu 3ammtsl uHGopmanuu: [OCT P 52069;0-2013;

-O0mue TexHIYecKre TpeOOBaHMUS K 3aIUTe OT HECAHKIIMOHNPOBAHHOTO JlocTymna K nHpopmarun B 'OCT P
50739;




TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

/1
-OcnoBnrle TpeboBanus u onpexaenenus B [OCT P 50922;
-ITopsimok co3aHusi aBTOMaTU3UPOBAHHBIX CUCTEM B 3aruieHHoM ucronHeHuu B OCT P 51583;
-CraHgapTu3alys HOMEHKIATYphI KadecTBa 3amuThl uHGopmanuu B [OCT P 52447;
-Cranzapru3zanus TpeOOBaHU K CpeICTBaM BBICOKOHAIS)KHON Onomerpruueckoit ayreHTudukanuu B 'OCT P
52633.

14 |CranpmapTtuzanus u cepTudUKaIUs B YCIOBHIX UPPOBOK HHPOpMAIUn
PaccmaTpuBaemble BOIPOCH:
-Hanmonanenas [Iporpamma "Ludposas sxonomuka Poccutickoit @eneparu” u ee PegepanbHble MPOSKTHI
«udposoe rocymapcTBeHHOE yrpaBieHue», «ludpopeie Texnomorum», « HGopManmoHHas 6€301acHOCTbY,
«Kanpsr s nudposoii 3koHOMHKNY, «HDOpMamoHHas HHPpacTpyKTypay, «HopmaTuBHOE
perynupoBanue udpoBoi cpens», «McKyccTBEHHBIN HHTEIIEKTY, «Pa3BuTne KaapoBoro norennuaia UT-
otpacimuy, «ObecneueHne q0cTyna B IHTEpHET 3a cueT pa3BUTHS CITyTHUKOBOW CBS3WY;
-[Ipo6nems! crannapTuzanuu u ceprudukanmu B OenepaibHbIX MPOSKTaxX.

15 CTaH,Z[apTI/ISaI_[I/IH n CCpTH(i)I/IKaI_[I/IH CHUCTEM UCKYCCTBCHHOI'O MHTCJJICKTA
PaccmaTpuBaemble BOTIPOCH:
-DenepanpHbIi MPoeKT «MCcKyCCTBEHHBINH HHTEIUICKT» M MPOOJIEMbI CTAaHAAPTU3ANNH U CEPTUPHUKALIIH;
-Cranmapruzanys 1 yHU(UKAWS IPEeICTaBICHI IPaBOBOX HHGOpMAaHX I I(POBOH MIaTHOPMBI
«["ocymapcTBeHHasI crcTeMa IPaBOBON HH(MOPMAIAN;
-ITHCT «YMHO€ pou3BOLICTBOY;
-JIBo#HUKH IIU(PPOBBIC MPOU3BOACTBAY (YacTu 1-4);
-[THCT «MHpOopMaIMOHHBIE TEXHOIOTUIY;
-YMHBI# TOpoz;
-q)yHKHI/IOHaHI)HaSI COBMCCTHUMOCTBY,
-[THCT «MHpOopMaIMOHHBIE TEXHOJIOTUIY;
-YMHBI# TOpoz;
-PykoBoncTBa 10 0OMEHY 1 COBMECTHOMY HCIIOJIb30BAHHIO JAHHBIX;
- IHCT «MHpopMannoHHBIE TEXHOJIOTHIY;
-UHTepHeT Belei;
[IpoToxon oOMeHa ISt BRICOKOEMKHX CeTel ¢ OOJBIINM PagnycoM ACHCTBUS U HU3KUM
9HEPronoTPeOICHUEM.

16 |IIpoGnemsl noBslIeHUs 3P PEeKTUBHOCTU oOecTieyeHUs MHPOPMALIMOHHOM 6€3011acHOCTH
Ha COBPEMCHHOM 3Talie
PaccmarpuBaemble BOIPOCHL:
-ObecneueHne COrIaCOBAaHHOCTH PEIICHUH OPraHOB, OTBETCTBEHHBIX 33 PEAIN3AIINIO TOCy1apCTBEHHON
MIOJINTHKH B chepe obecredeHust ”HGpOpMannOHHOM 0€30IaCHOCTH B paMKax €IMHOTO WH(] OPMAIIIOHHOTO
MPOCTPAHCTBA;
-[TommTrKa MPOTEKIMOHM3Ma, HAlIPaBJIeHHAst Ha MOJIEPKKY JIESTEIbHOCTH OTEUYECTBCHHBIX MIPOU3BOIUTEIECH
cpeacTB nHpOPMATH3aIMU | 3AIUTH HH(pOpManuy;
—3a1111/1Ta BHYTPEHHETO PbIHKA OT MIPOHUKHOBECHN A HEKAYCCTBCHHBIX CPEACTB HH(bOpMaTHSaL[I/IH u
MH(POPMAIMOHHBIX TPOIYKTOB.

4.2. 3aHATHS] CEMUHAPCKOTO THUIIA.
[IpakTrueckue 3aHATHS
Ne
/m TemaTuka MPAKTUYCCKUX 3aHATHH/ KpaTKoO€ COACPIKAHUC
1 |3ammra nepconanbHbIX AaHHBIX. @3 Nel52 u TOCTr PO

B PE3YIbTATC BBIMIOJIHEHHUSA NPAKTUYCCKOTO 3aJaHUs CTYACHT IOJTY4acT HABbIKU B IPUMCHCHUHU
OpPraHru3aliMOHHO-NIPABOBLIX METOA0B 3allIMUThI IEPCOHAJIbHBIX NAHHBIX.




TemaTnka MpaKTHUECKUX 3aHATHI/KPATKOE COJIEpKAHNUE

Crioco0w1 3amuTel KoMMepueckoi TaitHbl. @3 Ne98 u 'OCTe1 PO
B PE3YIbTATC BBIMIOJTHCHHUSA NPAKTUYCCKOTO 3aJaHUs CTYACHT MOJTY4acT HaBbIKU B IPUMCHCHUHU
OpraHru3aliMOHHO-NIPABOBLIX METOAOB 3allIUThI KOMMep‘leCKOﬁ TalHBbI.

MeTtopl U cpencTBa 3amuThl HHpopMaluu. Poccuiickie u MeXIyHapOAHBIC CTaHIAPTHI
B PE3YIbTATC BBIMMOJIHCHHUS NPAKTUYCCKOT'O 3alaHUA CTYACHT NOJY4aCT HAaBbIKU B MIPUMCHCHUU MCTOJIOB U
CPEICTB 3alIUTH HHPOPMALIUH.

Opranuzanus cayx0bl HHPOPMAITMOHHOHN 0€30MaCHOCTH Ha MPEATPUSTHI
B pe3ynbTaTe BBIIOMHEHHS MPAKTHIECKOTO 3aJaHUs CTYCHT HOJIy4aeT HaBBIKM B OPTraHU3aliH 1
peopraHm3anny cayXO0bl HHPOPMAIIMOHHOW OE30MTaCHOCTH Ha MIPEIIPUSTHH.

OpranuzalvoHHbIe KaHAIbl YTEUKU KOH(PUACHINAILHOU HH(OpMaLIUn
B PE3YIbTATC BBIMIOJIHCHHUSA NPAKTUYCCKOT'O 3aJaHUs CTYJCHT MMOJTYYacT HaAaBbIKU B OIIPCACIICHUU U
KHaCCI/I(l)I/IKaHI/II/I OpraHn3alMOHHBIX KaHAJIOB YTCUKU KOH(l)I/I,HeHHPIaHBHOfI I/IH(i)OpMaHI/II/I.

Omenka yrpo3 6€301acHOCTH HHPOpMALUN
B pesynbTate BBITOTHEHHS NPAKTHIECKOTO 3aJaHMsI CTYJCHT ITOJy9YaeT HaBBIKH B OLICHKE yIPO3
Oe3omacHOCTH HHPOPMAITUH B COOTBETCTBUH ¢ MeTonnkoit ®CTOK.

CTaHZIapTI/I?;aIII/I?[ u CCpTI/I(i)I/IKaIII/ISI CHUCTCM MCKYCCTBCHHOI'O MHTCJJICKTA
B pesysnbTaTe BHINONHEHHUS IPAKTUYECKOTO 3aJaHUs CTYACHT MOJIy4aeT HaBBIKH BHEPEHHs TPEOOBaHHUI
I'OCTog B pa3pabarbiBaeMble WM SKCILTyaTHPYEMbIE CHCTEMbI HCKYCCTBEHHOTI'O HHTEIUIEKTA

CTaH,Z[apTI/ISaLII/I}I KI/I6ep6630HaCHOCTH BBIYHMCIHUTCIIBHOI'O KOMIIJICKCA
B pesynbTaTe BBINMONHEHHS IPAKTUYECKOT0 3alaHMUs CTYJCHT NOJIy4aeT HaBbIKU pa3pabOTKU METO/IOB U

cpenctB obecrnedeHnsT KNOepOE30MacHOCTH BEIYHCIUTEIHHOTO KOMIUIEKCA B COOTBETCTBUU C TPeOOBaHUSAMH
I'OCTos.

4.3. CamocrosiTenbHas paboTa 00y4Yaromuxcs.

/o

Bun camocrositensHOM paboTh

Pabora ¢ 1eKIIMOHHBIM MaTepHaIOM

HOI[FOTOBKa K IPAKTHUYCCKUM 3aHATHUAM

IToaroroBka k TECTUPOBAHUIO

IToaroToBKa K MPOMEXKYTOYHOM aTTECTALMH.

g1l b W N

IToaroroBka k TCKYLIEMY KOHTPOJIIO.

5. llepeueHp wu3AaHUN, KOTOpPbIE PEKOMEHIYETCS HCIOJIb30BaTh IIPU

OCBOCHMH TUCUHUILITUHBI (MOIYJIS).

FJJ‘; bubnuorpaduueckoe onucanue MecTto nocryna

1 Juorenec 0., O3kaiis D. Kubep6e30macHOCTb. https://e.lanbook.com/book/131717
Crparerus atak u 060ponsl. M3narensctso "JIMK (nara obpamtenus: 30.03.2025).-
Ipecc", 2020 - 326¢. — ISBN 978-5-97060-709-1 TekeT 37eKTPOHHBIH.

2 EpmakoBa A.FO. Metos! u cpeacTBa 3aiuThl https://e.lanbook.com/book/163844
KOMITbIOTepHO nH(popMaIuu: yaebHoe mocobue. (mara obpamenus: 30.03.2025).-
MUPDA - PoccHiickuii TeXHOTOTHUECKHiT yHUBEPCHTET, | | €KCT JIEKTPOHHBIH.




2020.-223¢,ISBN 978-5-8114-8034-0

MoconoB A. C., Akunus H. . KomnbroTepHbie
TEXHOJIOTUH U METO/IbI IPOEKTUPOBAHUA B cepe

oe3onacHoctu. M3narenscto "Jlanp", 2021 - 444c¢. —
ISBN 978-5-8114-8034-0

https://e.lanbook.com/book/183115
(mara obpamenus: 30.03.2025).-
TeKCT ANEeKTPOHHBIN

JleontneB A. C. 3amura nuadopmanuu: yaeoHoe
nocobue. MUPDA - Poccuiickuii TEXHOJIOTHYECKUT
yausepcuteT 2021.-79¢

https://e.lanbook.com/book/182491
(marta oopammenus: 30.03.2025).-
TekcT 3neKTpOHHBIN.

Kpakosckuii 0. M. Metob! 3aiThl HHPOPMAIIHH.
Usznarenscro "Jlanp", 2021 - 236¢. — ISBN 978-5-
8114-5632-1

https://e.lanbook.com/book/156401
(mara obpamenus: 30.03.2025).-
TeKCT ANeKTPOHHBIN

TymOunckas M.B., [TerpoBckuii M.B. 3amura
nH(popManuy Ha IPEANPUATHH: YIeOHOE TTocoOue.
Usnarenscro "Jlanp", 2020 - 184c. — ISBN 978-5-
8114-4291-1

https://e.lanbook.com/book/130184
(mata obparenus: 30.03.2025).-
TekcT 31eKTPOHHBII

[Tpoxoposa O. B. Mndopmarronnast 6€30macHOCTb U
3amuta nHGopmanmu. M3narenscrBo "Jlans", 2022 -
124c. — ISBN 978-5-8114-8924-4

https://e.lanbook.com/book/185333
(marta obpamenns: 30.03.2025).-
TekcT 3MeKTPOHHBII.

Hukudopos C. H. MeTozs! 3amuTsl HHGOpMAIUU.
SammumieHansie cetu, 2021 - 96¢. — ISBN 978-5-8114-
7907-8

https://e.lanbook.com/book/167186
(mara oopamenns:30.03.2025).-
TekcT 3MeKTPOHHBII.

[Iyrun B. B., 'onyOuunyas E. 1O., JIabana C. A. 3amura

nHGOpPMAIMY B KOMITBIOTEPHBIX HH(POPMAITMOHHBIX
cucteMax: yuebHoe nmocooue. [loBomxckuii

FOCYI[apCTBeHHHﬁ YHUBCPCUTET TeJ'IeKOMMyHI/IKaLII/Iﬁ u

uHpopmartuku, 2018.-119¢

https://e.lanbook.com/book/182299
(marta obpamenns: 30.03.2025).-
TekcT 3neKTpOHHBIM.

6. IlepedyeHb COBpPEMEHHBIX

OCBOCHUHU JUCHUIUIMHBI (MOIYJIA).

npodeccuoHanbHbIX — 0a3

JaHHBIX u

WH(OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJIB30BATHCS MPH

* Odpunmansusiii caiit PYT (MUUT) https://www.miit.ru/
» O6pasoBarenbHas miathopma «tOpaiit» https://urait.ru/

* OBC ibooks.ru http://ibooks.ru/
* OBC "Jlanp" https://e.lanbook.com/book/

7. llepeyeHb  JIMIIEH3UOHHOTO W

HEO0OXOIMMOTO /I OCBOCHUS JUCIUTIIUHBI (MOIYJIs).

Microsoft Windows
Microsoft Office
Nurtepuer-6paysep (Yandex u ap.)

CBOOOJTHO

pacIpoCTpaHsIEMOro

MpOorpaMMHOIO O6€CHC‘-ICHI/I$I, B TOM YHCJIC OTCYCCTBCHHOI'O IIPOM3BOACTBA,




8. Omnucanne MaTepuagbHO-TEXHUYECKOW 0a3bl, HEOoOXOmMUMOW ISt
OCYILECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUILUIMHE (MOIYIIIO).

YueOHast aynuTopusi IS TPOBENCHUS yUeOHBIX 3aHATUN  (3aHATHIM
JICKIIMOHHOTO THIA, MPAKTUYECKUX 3aHATUH, J1aOOpaTOpHBIX paboT, KypCOBOTO
NPOEKTUPOBAHUSA (BBIMIOJHEHHS] KYpCOBBIX paboT), TEKYyHIEro KOHTPOJIS U
MPOMEKYTOUHOM aTTeCTAINH):

- KOMIIBIOTEP TMpernojiaBarelisi, MPOEKTOp, AKpaH MPOEKIIMOHHBIN, paboune
CTaHLHUH CTYJEHTOB, MApKEPHAs JOCKA.

AyauTtopus noAkIroueHa K cetn «HTepHeT»

9. ®opma MPOMEKYTOUHOM aTTECTALNU:

3ayeT B 7 cemecTpe.

10. OueHouHbIE MaTEpHUAIIBI.

OneHoYHbIE MaTepHUalIbl, TPUMEHAEMBIE NPHU NPOBEACHUU ITPOMEKYTOUYHOU
aTTecTalluy, pa3padbaThIBalOTCs B COOTBETCTBUU C JIOKAIbHBIM HOPMATUBHBIM aKTOM
PYT (MUUT).



ABTOpBI:

JIOIIEHT, AOIICHT, K.H. Kadeapsl
«BprancanTebHbIe CUCTEMEBI, CETH U

nH(popmaImoHHas 6€30macHOCTbY C.B. Manunckuit
CoracoBaHo:
3aBenyromuii kadeapoit BCCullb b.B. Xenenkon

[Ipencenarens yueOHO-METOIUIECKON
KOMHUCCHUU H.A. AugpusiHoBa



