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1. Iesin ocBoeHUs1 y4eOHOI JMCIUIITHHBI

LenssimMu ocBoeHUs1 y4eOHON AUCUUIUIMHBI «OCHOBBI HH(POPMAITMOHHON 6€301acCHOCTI
SIBJISIFOTCS] M3YYEHHE CTYICHTaMH OCHOBHBIX IMOHATHH MH(GOPMAIMOHHON 0€301acHOCTH,
U3y4EeHUE OCHOBHBIX BHJOB YIp0O3 HHPOPMAIIMOHHOW 0€30IIaCHOCTH; TIOJIy4SHUE MTPECTABICHHS
00 opraHu3aiyy ¥ NpuHIUINaX odecreyeHns HHPOPMALMOHHON 0€301MacHOCTH; 3HAKOMCTBO C
OCHOBaMH METOJIOB KPUITOTPaHUECKOT0 3aKPBITHS JaHHBIX; MOJTy4YE€HHE HABBIKOB Pa3padOTKU
HOJUTHUKH O€30MACHOCTH MPEANPHUATHS, METOAAMHU HApYIICHUs KOH(PHICHIIMATIbHOCTH,
[EJIOCTHOCTU M JOCTYITHOCTH HH(OpMaIny; MpUINHAMHU, BUIaMH, KAHATaAMU YTEUKH U
UCKaKeHUs1 HH(OpMaLnH.

OCHOBHBIMU 33/1a4aMH JUCIUTUIAHBI SBISIFOTCS:

* OCBOCHHE METOJIOB OIICHKH CTEIICHU YTPO3bl HH(POPMAIMOHHOW 0€30I1aCHOCTH;

* H3y4YCHUE UCITOJIB30BAHMS COOTBETCTBYIOIIMX METOJIOB 3aIIUTHI. ;

* PAaCCMOTPEHHE METOJI0OB OpPraHU3aIMKi KOMIUICKCHON CHCTEMbI 3aIUThI HHPOPMALINY;

* H3y4eHHE CTYICHTaMH OCHOBHBIX yIpo3 WH()OPMAIMOHHON OE30IMACHOCTH U METO/IOB 3aIIHTHI
OT HUX.

* mporiecca coopa, nepeiayu, HaKoIICHUT 1 00paboTKH HHGOPMALIHH;

* YCTAHOBJICHUE CTPYKTYPHI yTrPO3 3aIuiacMoil HHPOpMAaIny;

Jucuunirza GopMUpyeT 3HaHUS U YMEHHUS IS PELICHUs CIEAYIOUMX Tpo(ecCHOHaNbHbBIX
3a1a4 (B COOTBETCTBUU C BHJAMH MTPO(HECCHOHATLHON JCATEIIEHOCTH).

OpranuzalvoHHO-yIIpaBiIeHYEeCKas
- KOHTPOJIb MCIIOJIb30BaHMS CETEBBIX YCTPOMCTB U MPOTrPaMMHOTO 00eCIeUeHHSI
- OLICHKA MPOU3BOAUTEILHOCTH CETEBBIX YCTPONUCTB M MPOTPaMMHOI0 00ecTieueHHs

IIpou3BOACTBEHHO-TEXHOIOTUYECKAs

- OCYUIECTBJIET Pa3pabOTKy TECTOBBIX TOKYMEHTOB, BKJIIOYasl JIaH TECTUPOBAHUS

- KOPPEKIHs TPOU3BOAUTEILHOCTH CETEBOM MHPOKOMMYHUKAIIMOHHONW CHCTEMBI

- BBITOJIHEHUE PETJIAMEHTHBIX Pa0bOT MO MOAIEP’KKE OMEPALMOHHBIX CUCTEM CETEBBIX YCTPOUCTB
MH(OKOMMYHUKAIIMOHHOW CUCTEMBI

- BOCCTAHOBJICHHE TTapaMeTPOB IIPOrPaAaMMHOI0 00eCIIeueH s CETEBBIX YCTPONUCTB

IIpoekTHas

- IJJTAHUPOBAHUE BOCCTAHOBIICHUS CETEBOW MH()OKOMMYHUKAIIMOHHOM CHCTEMBI
- IUITAHUPOBAHUE MOJIEPHU3ALIUH CETEBBIX YCTPOHUCTB

- IPOEKTUPOBAHUE KOMIIBIOTEPHBIX CETEU

2. Mecro yueOHoii ucuuniuHbl B cTpykrype OIT BO

VYuebnasa qucuuiuiria "OCHOBBI HH(GOPMAIIMOHHOM 0€30MacHOCTH "' OTHOCUTCS K OJIOKY
1 "Aucuuminasl (MOAYIN)" ¥ BXOAUT B €ro 6a30BYIO YacCTb.

3. [InanupyemMsble pe3yJbTaThl 00yUeHHs MO TUCHUILINHE (MOTYJII0), COOTHECEHHbIE C
IUVIAHMPYEMBbIMHU Pe3yJibTATAMHU OCBOCHUA 00pa30BaTeIbHON MPOrpaMMbl

[Iporecc n3ydeHus: MUCHUIUIMHBI HAMIpaBjieH Ha OPMUPOBAHUE CIICTYIOIMINX
KOMIIETCHIINH:

\ OIIK-3 \ CrniocobOeH pemaTh CTaHAAPTHBIE 3371a9l TPO(PECCHOHATEHON e TENHHOCTH Ha




OCHOBE MH(POPMAIIMOHHON U OnbOInorpaduuecKkor KyabTyphl C MIPUMEHEHHEM
MH()OPMAMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUN U C YI€TOM OCHOBHBIX
TpeboBaHU MHHOPMAITMOHHONW OE301TaCHOCTH

OIIK-4 CrniocobeH y4acTBOBaTh B pa3pabOTKE TEXHUYECKON JOKYMEHTAIIHUH,
CBSI3aHHOM C MPOQECCHOHATBHOM AEATEIFHOCTHIO C HCTIOIB30BaHUEM
CTaHJApTOB, HOPM U MPABUJI

4. O0mas TPy10eMKOCTb AU CHUILJIMHBI COCTABJISAET
3 3auerHbix eaunul (108 ak. 4.).
5. Ob6pa3oBaTesibHbIE TEXHOJIOTHH

[IpenogaBanue nucuuIuIMHb «OCHOBBI HH(GOPMALIMOHHON OE30MaCHOCTH
OCYIIECTBIISICTCS B ()OpME JICKITHI U MTPAKTUICCKUX 3aHATHH.JIeKIIMK TpOBOISITCS B
TPaMLIIMOHHON KJIACCHO-YPOUYHOM OpraHU3alMOHHON ¢opme B 00beme 16 4acoB, o TUITY
YIpPaBJICHUS TO3HABATEIBHOM AesTeNbHOCTHIO Ha 100 % sBisitOTCA TpaagUIIMOHHBIMU
KJIACCUYECKU-IEKIIMOHHBIME (0OBSICHUTEIbHO-MILTIOCTpAaTHBHBIMHI). [IpakTiueckue 3anstus (16
YacoB) MPOBOJIUTCS C HUCTIOIb30BAHHEM UHTEPAKTUBHBIX (UAIOTOBBIX) TEXHOJIOTUMN, B TOM
YHCIIe AIEKTPOHHBINA MPAKTUKYM (pelIeHrE TPOOIEMHBIX IIOCTABICHHBIX 33734 C TOMOIIBIO
COBPEMEHHOU BBIUUCITUTEIHLHON TEXHUKH M HCCIIEIOBAHNE MOJICIICH ); TEXHOJIOTHI, OCHOBAHHBIX
Ha KOJIJIEKTUBHBIX criocobax oOyuenus. CamocrostenbHas padota (73 daca) cTyaeHTa
OpraHM30BaHa C UCIOJIb30BAHUEM TPAJAUIIMOHHBIX BUAOB paOoThl. K TpaguIIMOHHBIM BH1aM
paboThl OTHOCUTCS OTPA0OTKA JIEKIIMOHHOTO MaTepuasa U 0TpadoTKa OTACIbHBIX TEM 10
yueOHbIM ocoOusaM.O1ieHKa MOTYyYeHHbIX 3HAHUM, YMEHUN U HAaBBIKOB OCHOBAaHA HA MOYJBHO-
pEUTHHTOBOI TeXHOJOTHH. Bech Kypc pa3out Ha 6 pa3aenoB, IpeACTaBISIIOMNX cO00i
JIOTUYECKH 3aBEepIECHHBIN 00beM yueOHo# nHpopmarii. DOH/IBI OIEHOYHBIX CPEICTB
OCBOEHHBIX KOMIETEHIIMH BKJIIOUAIOT KaK BOIIPOCHI TEOPETUYECKOTO XapaKTepa AJisi OLIEHKU
3HaHMM, TaK U 33JaHUs IPAKTUUYECKOIO Co/lepKaHus (peleHrne KOHKPETHBIX 3a7a4, paboTta ¢
JTAHHBIMU) 17151 OLIEHKH YMEHHM U HABBIKOB. TeOpeTHYeCKHe 3HAHUsI IPOBEPSIOTCS MyTeM
MIPUMEHEHUS TaKUX OPTaHU3AIMOHHBIX (POPM, KaK WHIMBUIYaJIbHBIEC U TPYIIIIOBHIE OMPOCHL..

6. Conep:kanue TUCHUILUINHBI (MOYJIs1), CTPYKTYPHMPOBAaHHOE 110 TeMaM (pa3aeiam)

PA3JIET 1
BBEJIEHUE B UHOPOPMALIMOHHYIO BE3OITACHOCTD

Tema: OCHOBHBIE TTOHITHS.

Beenenue. Mudopmanus. u 3ammra ganubix. KonpunennuansHocts nHpopmanmu. LlenoctHocTh
uHpopmanuu. JlocrynHocts uHpopmanuu. CinyxeOHas nnpopmanus. JInuHbIe TaHHBIE.

Tema: I'ocyaapcTBEeHHBIE CTPYKTYPBI, OTBEUAIOIINE 32 3aIUTY AaHHbIX. OnpenencHue
CITyKe0HOM TaifHbI. 3aK0HO1aTehCTBO PD B 061acTi nHDOpMAITMOHHOW 0€30MacHOCTH.
HNudopmannonHas 6€30macHOCTb KOMMepUeCKoil cTpyKTyphl. TUoBoit Habop TOMKHOCTEH,
CBSI3aHHBIX C 3aIUTON JAaHHBIX HA MPEIIPUITHH.;

Tema: MexayHapoHbie CTaHAapTH3upytomue opranusanuu. Ctanaaptsel PO B o6mactu
nH(pOpMaITMOHHOM 0€30TMaCHOCTH..

PA3JIEJI 2
YI'PO3bI UHOOPMALIMOHHON BE3OITACHOCTH




Tema: IIpupona Bo3zuukHOBeHHs yrpo3. Kimaccudukaius yrpo3 no npeiHaMepeHHOCTH
nposBienus. Kiaccudukanus no ucTouHuky yrpossl. Kinaccudukanus no creneHu Bo3AeicTBus
Ha uHpopMaIoHHyto cucteMy. [lo cmocobam gocTymna k pecypcam HHPOPMAIIMOHHON CHCTEMBI.

Konrtponsnas padora Nel
Tema: Yrpo3bl 6e30macHOCTH HHYOPMAITMOHHON CHCTEMBI.

PA3JIET 3
TTOJIUTUKA BE3OITACHOCTH

Tema: CTpyKTypa MOJUTUKH 0€30M1aCHOCTH
Tema: bazoBas monuTHKa 6€30MaCHOCTH.

Tewma: CHeI_II/IaJ'II/ISI/IpOBaHHLIC MOJINTUKHU 0€30I1aCHOCTH

PA3/IE] 4
KPUIITOTPAGUUECKAS 3ALLIUTA

Tema: Knaccuduxarms kpunrorpadpudeckinx anroputMoB. OCHOBHBIE OMPEIEIICHUS.
Haznauenue mmdposanus. [Ipunuumnel kpunrorpadpudeckoro 3akpbitust HHGopmaruu. [Ipocteie
MeTo bl g poBanusd. Tabmuna Bukunepa. [llndpoBanue ¢ OTKPBITBIM U 3aKPBITHIM KIOYaMH.
OcCHOBHBIE BU/IbI aTaK HA KPUITOAITOPUTMBI.

Tema: CummeTprUYHbIE KPUITOAITOPUTMBIL. BIIOUHBIE U TOTOKOBBIE KPUIITOAITOPUTMBI.
AnroputMm DES. Anroputm 3DES. Anroputm AES. Bonpocsl cTOWNKOCTH KPUIITOAITOPUTMOB.
npobiieMa pacrpenenaeHus Kitoden. JIOCTOMHCTBA M HETOCTATKH CUMMETPUYHOTO U (POBAHHUS.

Tema: AcummMeTpuyHble KpunToanroput™bl. Anroputm RSA. Anropurm Auddu-Xsnmana.
OnexkTpoHHO-LIM(poBas moANKCh. JIOCTOMHCTBA U HEAOCTATKU ACUMMETPUYHOTO MK(pOBaHUS U

00J1acTh €ro IMPUMCHCHUA.

PA3JIET 5
3AILUTA OT HECAHKIITMOHMPOBAHHOTO JIOCTYIIA

Tema: AyreHTH(pUKaLUs, aBTOPU3ALUS U aIMUHUCTPUPOBAHKE JEHCTBUI Mob30oBaTeNnei

KonTponbhas padora Nel

Tema: unprpanus tpadguka. Cnucku gocrymna. Macneknus tpaduka. TpaauiuoHHbII
MEKCETEBOM IKPAH.

PA3JIET 6
3ALLIUTA THOOPMAIMH B I'JIOBAJILHOM CETH.

Tewma: 3ammra http-tpaduka. XapakrepHbie yrpo3bl. 3aluieHHbIN mpoToko httpd



Tema: Lludpossie ceptudukarel.. BupryanbHas gacTHast CeTb.

Tema: TynnenupoBanue Tpaduka. Bupryansusie kanansl. Apxutekrypa VPN. Crangaptsl [Psec

PA3EJL 7
HNroroBas arrecranusa



