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1. Heau ocBoeHust y4eOHOM AUCHUNIMHBI

LenssmMu ocBoeHHs y4eOHOM qUCUUIUINHBI «OCHOBBI HH(POPMAIIMOHHON 6€30TaCHOCTIY
SBIISIFOTCS] M3y4YE€HHUE CTYJICHTaAMU OCHOBHBIX MOHATHI WH(OPMAIIMOHHOHN 0€301acHOCTH,
M3y4eHHE OCHOBHBIX BHJIOB yI'P03 WH(POPMAIMOHHOM O€30MIaCHOCTH; MOJTyYeHHUE TIPEACTABICHUS
00 opraHu3aiyy 1 NpUHIKIIAX 00ecTIedYeHNsT HHPOPMALTMOHHOM O€30MTaCHOCTH; 3HAKOMCTBO C
OCHOBaMH METOJOB KPUNTOTpahuyecKoro 3aKphITHs JaHHBIX; TTOJIy4YeHHE HaBBIKOB pa3padoTKu
MOJINTUKU 0€30IIaCHOCTH NMPEANPUSATHUS.

OCHOBHBIMH 3a/1a4aMU JUCIUTUTHHBI SABIISIOTCS:

* OCBOCHHME METO/IOB OLIEHKH CTENEHHN YTpO3bl HH(POPMALIMOHHON O€3011aCHOCTH;

* U3y4YEHUE UCTO0JIb30BAHUS COOTBETCTBYIOIIMX METOIOB 3aIIUTHI. ;

* pacCMOTPEHHUE METOJIOB OPraHU3aIMi KOMIUIEKCHON CUCTEMBI 3aIIUThHI HH()OpMAIUu;

* U3yYEHUE CTYICHTAMHU OCHOBHBIX YIp03 HHGOPMAIIMOHHON 0€30TTaCHOCTH U METOJIOB 3aIUTHI
OT HUX.

JlvcuuninHa npeaHasHadeHa Juisl MOyYeHUs 3HAaHUM JJIS1 PEIIEHUS CIIETYIOIINX
npodecCHOHANTBHBIX 3371a4 (B COOTBETCTBHH C BHIAMH JICATEIHHOCTH):

[TpoekTHO-TEXHOIOTHYECKAS IEATETLHOCTD:

* cOOp M aHANU3 UCXOAHBIX JAHHBIX JUISl OLEHKU MOTEHIMAIbHBIX YTPO3 HHPOPMAITMOHHOMN
0€30MaCHOCTH | JIJIsl PEIICHUS 3a7]a91 AU Tl HH(OPMAIUH;

* pa3paboTKa MPOEKTHOM U paboueil ToOKyMeHTaIu1, 0(OPMIICHHE OTYETOB 10 3aKOHUYEHHBIM
MIPOEKTHO-KOHCTPYKTOPCKUM paboTaM;

* KOHTPOJIb COOTBETCTBHSI pa3pabaThIBAEMbIX MPOEKTOB U TEXHUYECKOU TOKyMEHTAIlUU
CTaHJapTaM, TEXHUYECKUM YCIOBHUSAM U IPYTUM HOPMATUBHBIM JIOKYMEHTaM.

DKcrepuMeHTAIbHO-UCCIIEI0BATENbCKAs A€ATEIbHOCTD:

* aHAJIM3 HAYYHO-TEXHUYECKON HHPOPMAIMH, OTEUYECTBEHHOTO U 3apyOE’KHOTO OIbITA I10
TEMaTUKe UCCIEeIOBaHMUS;

* IOJrOTOBKA JIAHHBIX M COCTaBJIeHHE 0030pOB, pedepaToB, 0OTUETOB, HAYYHBIX MyOIUKAINN U
JOKJIaJIOB Ha MEXAYHAPOAHBIX KOH(EPEHINIX U CEeMUHApaX, y4acTHE BO BHEIPEHUU
Pe3yNbTaTOB HCCIEAOBAHUN U pa3pabOTOK.

DKcIuTyaTaluoOHHas! 1eATeIbHOCTS!

* yqactue B paboTe MajbIX TPYII UCIIOTHUTENEH;

* ydqacTue B pa3padoTKe OpraHu3alnOHHO-TEXHUYECKON TOKyMeHTaIH (rpauKoB pador,
WHCTPYKIUH, TJIAHOB, CMET) M YCTAHOBIIEHHOM OTYETHOCTH IO YTBEPKACHHBIM opMam.
Opranu3aloHHO-yIIpaBIeHYECKas AeSITeTbHOCTD:

* opranu3zanus paboThl MaJIbIX TPYIII UCIOJIHUTENECH;

* ydqacTue B pa3paboTKe OpraHu3alnOHHO-TEXHUYECKON TOKyMEeHTaIH (rpaguKoB pador,
WHCTPYKLUH, MJIAHOB, CMET) U YCTAHOBJIEHHOM OTUYETHOCTH IO YTBEP>KACHHBIM (hopMam.



2. MecTto yueOHoi1 nucuniuinnbl B ctpykrype OII BO

YueOnas aucuurinHa "OCcHOBBI HHPOPMAITMOHHON 0€30MacHOCTH "' OTHOCUTCS K OJIOKY
1 "IucuunnuHbl (MOIyH)" ¥ BXOJUT B €ro 0a30BYIO 4aCTh.

3. Ilnanupyembie pe3yJabTaThl 00yYeHHUs MO0 TUCHUILINHE (MOAYJII0), COOTHECEHHbIE ¢
IUVIAHUPYEMbIMU pe3yJIbTATAMHU 0CBOEHHS 00pa30BaTeIbHOM MPOrpaMMbl

[Iporecc n3yueHus: AUCIUILTAHBI HAIIPABIICH Ha (POPMHUPOBAHUE CIICTYIOIINX
KOMIIETEHIINN:

OK-5 CIOCOOHOCTHIO IOHUMATh COMAIbHYIO 3HAYMMOCTh CBOEH Oymymien
npodeccuu, 00s1agaTh BBICOKOW MOTHBAIHCH K BBIITOJTHEHUIO
npodeccroHaIbHOM IeATENBHOCTH B 00s1acTu o0ecreyeHus: THPOPMaMOHHOM
0€30IaCHOCTH 1 3aIUTHl HHTEPECOB JINYHOCTH, OOIIECTBA U TOCYIapCTBa,
coOII0IaTh HOPMBI TPO(ECCHOHATILHON STHKU

4. O0masi Tpy10eMKOCTh TUCUMILIUHBI COCTABJIAET
3 3aueTHbIX enuHul (108 ak. 4.).
5. O6pa3oBaTeibHbIE TEXHOJIOTHH

[IpenogaBanue mqucruminHbl «OCHOBBI HHPOPMAIIMOHHON O€30TIaCHOCTH
OCYIIIECTBIISIETCS B popMe JIEKIIHA, TaO0OpaTOPHBIX 3aHATUI U BHITIOJHEHUS KYPCOBOTO
npoekTa.JIeKiuu MpoBOAATCS B TPAIUIIMOHHOMN KJIACCHO-YPOYHOM OpraHU3aluoOHHOM popMe B
o0beMe 36 JacoB, IO TUITY yIIPaBJICHUS MMO3HABATEIIBHOU JIesTebHOCTRIO Ha 100 % sBisroTCs
TPaJMLIMOHHBIMU KJIACCHYECKU-JIEKIIUOHHBIMU (0OBSCHUTENIBHO-
wiuoctpatuBHBIMU ). I IpakTrueckue 3ansatus (18 yacoB) mpoBoAUTCS € UCHOIB30BAHUEM
MHTEPAKTUBHBIX (IUATIOTOBBIX) TEXHOJIOTUH, B TOM YHCJIE 3JIEKTPOHHBIN MPAKTUKYM (peleHue
MPOOJIEeMHBIX TOCTABJIEHHBIX 3aJ[a4u C TTOMOIIbIO COBPEMEHHOMN BBIUUCIUTEIHHONU TEXHUKU U
UCCIIeIOBaHUE MOJIeliel); TEXHOJIOTUH, OCHOBAaHHBIX Ha KOJUIEKTUBHBIX CIOCO0axX 00ydYeHHUs.
CamocTtosrenbHas paboTa CTyACHTa OpraHU30BaHa C UCIOJIb30BAHUEM TPAJUIIMOHHBIX BUJOB
pabotel. K TpaauiimoHHbpIM Bu1aM padoThI (53 "yaca) OTHOCHUTCS OTPabOTKA JIEKITMOHHOTO
MaTtepuaia U 0TpaboTKa OTAEIbHBIX TEM M0 Y4eOHbIM nocoOusaM.OleHKa MoJyuYeHHBIX 3HAaHU,
YMEHUU U HaBBIKOB OCHOBaHA Ha MOJyJIbHO-PEUTHHIOBOM T€XHOJOTHU. Bech Kypc pa3ouT Ha 6
pa3esioB, IPeACTABISIOMINX COOOM JTIOTMUECKU 3aBEPIICHHbBIN 00beM yueOHOM nHpopMaluu.
@DOH/IBI OIICHOYHBIX CPEICTB OCBOCHHBIX KOMITETEHIIMH BKJIFOUAIOT KaK BOIIPOCHI
TEOPETUYECKOTO XapaKTepa JjIs OLICHKH 3HAHUM, TaK U 3aJJaHHs] MPAKTUYECKOTO COACPIKAHUS
(pelreHre KOHKPETHBIX 33/1a4, padoTa ¢ TaHHBIMH) JJIsl OLICHKH YMEHHI 1 HaBBIKOB.
TeopeTndeckue 3HaHUS TPOBEPSIOTCS MyTEM MPUMEHEHUS TAKUX OPraHU3aIUOHHBIX (HOPM, KaK
WHUBUAYaJIbHbBIE U TPYIIIOBBIE OMPOCHI. .

6. Conepsxkanue IMCUMILIMHBI (MOYJIfA), CTPYKTYPHPOBAHHOE 110 TeMaM (pa3aeiam)

PA3JIET 1
BBEJIEHUE B MIHOOPMALIMOHHYIO BE3OITACHOCTD

Tema: OcHOBHBIE TOHATHS

Beenenue. Mudopmanus. u 3ammra naHHbix. KoHpuaeHnnanbHOCTh HHpOpMAaLUU.
LenoctHocts nHGopManuu. JJoctynHocts uHpopmarun. CiayxeOHast nadopmanus. JInunsie
JIaHHBIE.

Tema: ['ocynapcTBeHHBIE CTPYKTYpPBI, OTBEUYAIOIIHE 3a 3aLUTY JaHHBIX.
Onpenenenue cnyxeOHOM TaitHbl. 3akoHOAaTENbCTBO PO B 061acTH HHPOPMAITMOHHON
6e3onacHoct. MHpopManmonHas 6€30MacHOCTh KOMMEPUECKOH cTpyKTyphl. Tunosoit Habop




JIOJXKHOCTEH, CBSA3aHHBIX C 3AILUTON JAHHBIX HA MPEIIPUATHH. ;
Tema: MexayHapoIHbIE CTAHAAPTUZUPYIOLINE OPraHU3alUH.

PA3JIE] 2
YI'PO3bI UHOGOPMALIMOHHOM BE30ITACHOCTH

Tewma: [Ipupo1a BOSHUKHOBEHUS YTpO3.

Knaccugukanus yrpos no npegnaMmepeHHOCTH MposiBiaeHus. Kiaccudukanus no uCTOUHUKY
yrpo3sl. Kiaccudukanus o creneHu Bo3aeicTBus Ha HHPOpPMaMOHHYIO cuctemy. [1o
croco0aM JIoCTyIa K pecypcam HHPOPMAITMOHHON CHCTEMBI.

Tema: Yrpo3sl 6e30macHOCTH HHGOPMAIIMOHHON CUCTEMBI M METOIbI IIPOTHUBOACHCTBHUS
HECaHKITMOHUPOBAHHOMY JIOCTYITY, ceTeBOM pa3penke u DOS-arakam.

PA3JIE] 3
TIOJIUNTUKA BE3OITIACHOCTH

Tema: CTpyKTypa MOJMTHKH O€301TaCHOCTH
Brinosinenue u cnada taboparopHoit padotst 20%

Tema: bazoBas nmonuTrka 0€30MaCHOCTH.

Tema: Cnenuanu3upoBaHHBIC MOJTUTHKHA O0€30MACHOCTH

PA3JIEJI 4
KPUIITOI'PAOUYECKAS 3AILIMTA

Tewma: Kiaccudukanus KpuntorpapuaecKux aaropuTMOB.

OcHoBHebIe onpenenenns. Haznauenue mudpoanus. [IpuHIUIB KpunTorpadhudeckoro
3akpeiTs HHGopManwu. [IpocTeie MeToab! mudpoanus. Tabnuma Buwxunepa. [lludpoanue ¢
OTKPBITHIM U 3aKPBITHIM KiTtouaMu. OCHOBHBIE BU/IbI aTaK Ha KPUIITOAJITOPUTMBI.

Tema: CummeTpuyHbIE KPUITOAITOPUTMBI.

brnounble u notokoBbie KpunroanroputMbsl. Anroput™m DES. Anroputm 3DES. Anroputm AES.
Bormpock! cToiikocT KpUNTOAITOPUTMOB. IpodiieMa pacnpeenenus kioueil. JloctouncTa u
HEJO0CTAaTKU CUMMETPUYHOTO HIN(PPOBAHUSI.

Tema: AcuMMETpUYHBIE KPUTITOAITOPUTMBI.
Brinonnenue u cnada taboparopHoit padotst 80%

Tema: AcUMMETpPHUYHBIE KPUTITOAITOPUTMBI.
AnroputMm RSA. Anroputm duddu-Xsnmana. DnekTpoHHO-1IMpoBas NoAMUCh. JJocTonHCTBa
Y HEJOCTAaTKU aCUMMETPUYHOTO MU (PPOBaHUS U 00JaCTh €r0 MPUMEHEHHSL.

PA3JIET 5
3ALUTA OT HECAHKIIMOHUPOBAHHOI'O JIOCTVIIA.

Tema: AyreHTuukanus, aBTopu3alus U aAMUHUCTPUPOBaHKE ACUCTBHI MOJIb30BaTENEH.
OcHoBHBbIe TpUHIMIIBI cucTeMbl AAA. Metozp! ayreHTU(uKauu: napoiu, PIN u
O6uomerpuueckue naHHble. ABTopuzanus. Accounting. Cepsep AAA.

Tema: @unprpanus Tpaduka. Criucku nocrymna. Macnekus tpaduka. TpaguirnoHHbIH
MEXKCETEBOU DKPaH.

PA3JIEJI 6



3AIUTA HHOOPMAILIUU B T'JIOBAJILHOM CETH.
Tema: 3ammra http-tpaduxa. XapakrepHble yrpo3bl. 3aliuieHHbIi npoToko httpd.
Tema: Lludpossie cepTudukarel.. BupTyanbHas 4acTHas CETb.

Tema: TynnenupoBanue Tpaduka. Bupryansnbie kanaibl. Apxurekrypa VPN. Crangaptsl
IPsec.

PA3JIEJI 7
HWrorosag arrecranus



