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1. Iesin ocBoeHUs1 y4eOHOI JMCIUIITHHBI

LenssmMu ocBoeHUs1 y4eOHON AUCUUIUIMHBI «OCHOBBI HH()OPMAIIMOHHOM 0€30acHOCTHY
SIBJISIFOTCS] M3YYEHHE CTYICHTaMH OCHOBHBIX ITOHATHIA MHPOPMAIIMOHHOW 06€3011acHOCTH,
U3y4EeHHE OCHOBHBIX BHJOB YIp0O3 HHPOPMAIIMOHHOW 0€30IIaCHOCTH; TIOJIy4SHUE TTPEICTABICHHS
00 opraHu3aiyy ¥ NpuHIUIax odecrneuyeHuss HHPOPMALMOHHON 0€301MacHOCTH; 3HAKOMCTBO C
OCHOBaMH METOJIOB KPHIITOIPaHUECKOTO 3aKPBITHS JaHHBIX; OTYUYCHHE HABBIKOB Pa3padOTKU
HOJUTHUKHA O€30MACHOCTH MPEANPHUATHS, METOAAMHU HAPYIICHUs KOH(PHICHIIMATbHOCTH,
[IEJIOCTHOCTHU M JJOCTYITHOCTH MH(OpMAINK; TPUYMHAMY, BHJIAMH, KaHAIaMH YTCUKU U
UCKaKeHUSI HH(OPMALIUHL.

OCHOBHBIMH 33/1a4aMH JUCIUTUIAHBI SBISIFOTCS:

* OCBOCHHE METOJIOB OIICHKH CTETICHU YIPO3bl HHPOPMAIMOHHOM O€301IaCHOCTH;

* H3y4YEHUE UCIIOJIB30BAHMS COOTBETCTBYIOIIMX METOJIOB 3aIIUTHL.;

* PAaCCMOTPEHHE METOJI0B OpPraHU3aIMi KOMILICKCHON CHCTEMbI 3aIIUThI HHPOPMAIINY;

* H3y4YCHHE CTYICHTaMH OCHOBHBIX yIpo3 WH()OPMAIMOHHON O€30IMaCHOCTH U METOJIOB 3aIIUTHI
OT HUX.

* mporiecca coopa, nepeiayu, HaKoIICHUT 1 00paboTKH HHGOPMALIHH;

* YCTAaHOBJICHUE CTPYKTYPHI YIPO3 3aMIUIIAeMON HHPOPMAITUH;

Jucuumrza GopMUpyeT 3HaHUS M YMEHHUS JJIs PELIeHUs CIeAYIOIUX NPo(hecCHOHATBHBIX
3a1a4 (B COOTBETCTBHUHU C BHJIAMH MTPO(HECCHOHAILHON AESITEIBHOCTH).

Opranu3alMOHHO-YIIpaBIeHYECKas
- KOHTPOJIb MCII0JIb30BaHMS CETEBBIX YCTPOICTB U MPOrpaMMHOT0 00eceueHHsI
- OIIEHKA IPOM3BOIUTEIILHOCTH CETEBBIX YCTPOUCTB M MIPOrPAMMHOTO 00eCTieueHuUs

IIpou3BOACTBEHHO-TEXHOIOTUYECKAs

- OCYULIECTBIIIET Pa3pabOTKy TECTOBBIX JOKYMEHTOB, BKJIIOYasl IJIaH TECTUPOBAHUS

- KOPPEKIHs MPOU3BOAUTEILHOCTH CETEBOM MHPOKOMMYHUKAITMOHHONW CUCTEMBI

- BBIMOJIHEHUE PETIAMEHTHBIX PadOT MO MOJIEP/KKE ONEPALIUOHHBIX CUCTEM CETEBBIX YCTPOUCTB
MH(OKOMMYHUKAIIMOHHOW CUCTEMBI

- BOCCTAaHOBJICHHE TapaMeTPOB MPOrPaMMHOT0 00ECIIEUEHHUs CETEBBIX YCTPOMCTB

IIpoekTHas

- IJJTAHUPOBAHUE BOCCTAHOBIIEHUS CETEBOW MH()OKOMMYHUKAIIMOHHOM CHCTEMBI
- IUITAHUPOBAHUE MOJICPHU3ALIUH CETEBBIX YCTPOUCTB

- IPOEKTUPOBAHUE KOMIIBIOTEPHBIX CETEU

2. MecTo yueOoHO# qucuuminubl B crpykrype OII BO

VYuebnasa qucuuiuiiia "OCHOBBI HH(GOPMAIIMOHHOM 0€30MacHOCTH " OTHOCUTCS K OJIOKY
1 "Aucuuminasl (MOAYIN)" U BXOAUT B €ro 6a30BYIO YacTb.

3. [lnanupyemble pe3yJabTaThl 00y4YeHUs MO JUCHUILINHE (MOIYJ/II0), COOTHECEHHbIE C
IUVIAHMPYEMbIMH Pe3yJibTATAMHU OCBOCHUA 00pa30BaTe/IbHO MPOrpaMMbl

[Iporecc n3ydeHus: MMCHUIUIMHBI HATMIpaBjieH Ha (OPMUPOBAHUE CIIETYIOIINX
KOMIIETCHITAH:

\ OIIK-4 \ Crniocob6eH pemaTh 3a1a4u TPO(HECCHOHATBEHOM TEITETEHOCTH C




HCIOJIb30BAHUEM CYIIECTBYIOIIMX MH()OPMAIIMOHHO-KOMMYHHUKAI[HOHHBIX
TEXHOJIOTHH U C y4€TOM OCHOBHBIX TpeOOBaHUI MH(OPMAIIMOHHOMH
0e301acHOCTH

4. O6mas TpyA0eMKOCTh JUCHHUIJIMHBI COCTABJISIET
3 3avetHbIX eauHMI] (108 ak. 4.).
5. O0pa3oBaTe/ibHbIEe TEXHOJIOTHH

[IpenonaBanue qucuuuIMHb «OCHOBBI HH(POPMAITMOHHONW OE30MTACHOCTH
ocyliecTBisieTcs: B hopMe JIEKIUIl U MPaKTUYEeCKUX 3aHATUH.JIeKnu mpoBOASsTCS B
TPaIUIIMOHHON KJIACCHO-YPOUYHOM OpraHU3aIlMOHHON Gopme B 00beme 16 4acoB, IO TUITY
yIpaBJICHUs TO3HABATENbHOM AesaTeNbHOCTHIO Ha 100 % sBASIOTCS TpagUIIMOHHBIMU
KJIACCUYECKH-TIEKITMOHHBIMU (00BICHUTEILHO-UILTIOCTPATUBHBIMH ). JIabopaTtopHbie padoTsl (16
4acoB) POBOJUTCS C UCIOJIb30BAaHUEM MHTEPAKTUBHBIX ([IMAIOrOBbIX) TEXHOJIOTUI, B TOM
YHCIIE JIEKTPOHHBIN MPAKTUKYM (pelieHue MpoOIeMHBIX MOCTABICHHBIX 33/1a4 C TIOMOIIBIO
COBPEMEHHOM BBIYMCIUTEIBHON TEXHUKU U HCCIIEA0BaHNE MOJIENEH ); TEXHOJIOT Wi, OCHOBAHHBIX
Ha KOJUIEKTUBHBIX criocobax o0ydyeHusi. CamocrositenbHas padota (76 daca) cTyneHTa
OpraHH30BaHa C UCIOJIB30BAHUEM TPAAUIIMOHHBIX BUAOB PaboThl. K TpaauIiMOHHBIM BHIaM
paboThl OTHOCUTCS OTPAOOTKA JIGKIIMOHHOTO MaTepHala U 0TpadoTKa OTACIbHBIX TEM 10
yueOHbIM TocoOusaM.O1ieHKa MOJIYyYEHHbIX 3HAaHUM, YMEHUN U HaBBIKOB OCHOBAHA HA MOJYJIbHO-
pelTHHrOBOM TeXHONOrHU. Beck Kypce pa3ouT Ha 6 pa3/enoB, MPeACTaBISIOMNX cOO0H
JIOTHYECKH 3aBEpPIICHHBIA 00beM yueOHoi nHpopmannu. DOH/IBI OLIEHOYHBIX CPEICTB
OCBOEHHBIX KOMIETEHIIMN BKJIIOUAIOT KaK BOIPOCHI TEOPETUUYECKOTO XapaKTepa AJisi OLIEHKU
3HAHUU, TaK U 33/IaHUs IPAKTHYECKOTO coJiep>KaHus (pelleHre KOHKPETHBIX 3aa4, padoTta ¢
JAaHHBIMU) /7151 OLIEHKY YMEHUM U HAaBBIKOB. TeopeTHUecKye 3HaHUsI IPOBEPSAIOTCS ITyTEM
MPUMEHEHHUS TaKUX OPTaHU3alMOHHBIX (POPM, KaK MHAWBUIyaJIbHbIE U TPYIIIOBBIE
onpocsl.IIpoBeaenne 3aHATHIA 11O TUCIUIUIMHE BO3MOKHO C IPUMEHEHHEM 3JIEKTPOHHOTO
00y4YeHHs 1 IUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHH, pealn3yemMble C TPUMEHEHHEM
WH(OPMAIIMOHHO-TEIIEKOMM YHUKAITHOHHBIX CETeH MPHU OMOCPEOBAHHOM (Ha PACCTOSTHHH )
B3aMMOJICHCTBUM 00yJaroIIMXCs U Mearornueckux paboTHUKOB. B npoiiecce npoBeaeHus
3aHATHH ¢ IPUMEHEHUEM JIEKTPOHHOTO O0YUYEHHS M TUCTAaHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHI MPUMEHSIOTCSI COBpEMEHHBIE 00pa30BaTeNbHbIE TEXHOJIOTHH, TAaKUe KaK (IIpH
HEO0OXOIUMOCTH ):- UCIIOJIb30BAaHUE COBPEMEHHBIX CPEJICTB KOMMYHHUKAIIMH;- SIIEKTPOHHAs
dbopma oOMeHa MaTepuaiaMu;- AUCTAHIIMOHHAs opMa TPYNIOBBIX U UHIUBUIYATHHBIX
KOHCYJIbTAIIH;- UCIIOJIb30BaHNE KOMIBIOTEPHBIX TEXHOJIOTHI U MPOTPAMMHBIX MTPOTYKTOB,
HEO0OXOIUMBIX JJIsl cOOpa U CUCTeMAaTH3aluy HH(OpMalluY, IPOBEACHUS TPEOyeMbIX
MPOrPaMMOi pacueToB | T.1..

6. Coep:kanue TUCHUIIHUHBI (MOIYJIfA), CTPYKTYPUPOBAHHOE MO0 TeMaM (pa3jieiaM)

PA3JIE] 1
BBEJIEHME B UHOOPMALIMOHHYIO BE3OITACHOCTD

Tema: OcHOBHBIE TOHATHA.

Beenenue. Mudopmarus. u 3amura nanaeix. KoHpuaeHnnansHOCT HHGOpMAIIH.
LlenoctHoCTh MHPOpManuu. JloctynHocTs HHpopMaruu. CioyxeOHast nuHpopmarys. JInuusie
JTaHHbIE.




Tema: I'ocyaapcTBeHHBIE CTPYKTYpbI, OTBEUAIOIINE 32 3aIUTY AaHHbIX. OnpenencHue
CITyKe0HOM TaiHbI. 3aKkoHO1aTeIhCTBO PD B 061acTi nHDOpMAIITMOHHOW 0€30MacHOCTH.
HNudopmanronHas 6€30MacHOCTb KOMMEPYECKO# cTpyKTyphl. THoBoi HAOOp TOHKHOCTEH,
CBSI3aHHBIX C 3aIUTON JAaHHBIX HA IPEIIPUITHH.;

Tema: MexxayHapoHbIe CTaHAapTH3UpYomue opranuzanuu. Ctangaptsel PO B o0nactu
nH(pOpMaIMOHHOM 0€3011aCHOCTH..

PA3JIEJI 2
VYI'PO3bl UHOGOPMALIMOHHON BE30ITACHOCTHU

Tema: [Ipupoaa Bo3HHKHOBEHUs yrpo3. Kinaccudukanus yrpos mo npegHaMepeHHOCTH
nposiBiicHus1. Kiaccudukaius mo uCTOUHUKY yrpo3bl. Kimaccudukariust mo creneHu Bo3AeHCTBIS
Ha nHpOpMaIMOHHYIO cucteMy. [1o cmoco6am gocTyma kK pecypcam HHPOPMAITMOHHON CHCTEMBI.

Konrtpomnsnas padora Nel

Tema: Yrpo3sl 6e30macHOCTH HH)OPMAITMOHHOW CHCTEMBI.

PA3JIET 3
MTOJIUTUKA BE3OITACHOCTH

Tema: CTpyKTypa MOJUTHKU 0€3011aCHOCTH
Tema: bazoBas nonutuka 6€300aCHOCTH.

Tema: Cnenuanu3upoBaHHBIC TIOJTUTHKH 0€30MTaCHOCTH

PA3/IE] 4
KPUTITOTPA®UUECKAS 3AILIATA

Tewma: Knaccudukanus kpuntorpapudeckux anroputMoB. OCHOBHBIE OTIPEICTICHUSI.
Haznauenne mmdposanus. [IpuHnumnel kpunrorpapudeckoro 3akpbiTust HHGopmaruu. [Ipocteie
MeTo bl mudpoBanus. Tabmuma Bikunepa. llndpoBanue ¢ OTKPBITHIM U 3aKPHITHIM KIFOYaMH.
OcHOBHBIE BUJIBI aTaK HA KPUITOAJITOPUTMEI.

Tema: CummeTprUYHbIE KPUITOAITOPUTMBIL. BII0UHbBIE M TOTOKOBBIE KPUIITOAITOPUTMBI.
Anroputm DES. Anroputm 3DES. Anroputm AES. Bonpocs! cTOWKOCTH KPUITOAITOPUTMOB.
npobaema pacnpeseneHus kitouei. JloCTOMHCTBa M HEOCTaTKH CUMMETPUYHOTO MH(POBaHUS.

Tema: AcummMeTpuyHble KpUunToanropuT™bl. Anroput™m RSA. Anropurm duddu-Xsnmana.
OneKTpOHHO-LIM(POBasi MOANUCH. JIOCTOMHCTBA U HETOCTATKU AaCHMMETPUYHOTO IIH(PPOBaHUS U

00JacTh ero NpUMEHEHHUS.

PA3JIET 5
3AILLMTA OT HECAHKITMOHUPOBAHHOT'O JIOCTYIIA

Tema: AyTeHTH(pUKaLUs, aBTOPU3ALUS U aIMUHUCTPUPOBAHNE NEHCTBUI MOIb30BaTeNei



Konrponsnas padora Nel

Tema: mnbtpanus Tpaduka. Crucku gocryna. Macnekuus tpaduka. TpaauuuonHsii
MEXKCETEBOM DKPaH.

PA3JIET 6
3ALLUTA THOOPMAILIMH B I'JIOBAJILHOM CETH.

Tewma: 3ammra http-tpaduka. XapakrepHbie yrpo3bl. 3amuiieHHbIH TpoTokos httpd
Tema: Lludpossie ceprudukarel.. BupryanapHas 4yacTHas CETb.

Tema: TynnenupoBanue Tpaduka. Bupryansusie kanansl. Apxutektypa VPN. Crangaptsl [Psec

PA3EJL 7
HroroBas arrecranusa



