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1. Iesin ocBoeHUs1 y4eOHOI JMCIUIITHHBI

LenssmMu ocBoeHUs1 y4eOHON AUCUUIUIMHBI «OCHOBBI HH()OPMAIIMOHHOM 0€30acHOCTHY
SIBJISIFOTCS] M3YYEHHE CTYICHTaMH OCHOBHBIX ITOHATHIA MHPOPMAIIMOHHOW 06€3011acHOCTH,
U3y4EeHHE OCHOBHBIX BHJOB YIp0O3 HHPOPMAIIMOHHOW 0€30IIaCHOCTH; TIOJIy4SHUE TTPEICTABICHHS
00 opraHu3aiyy ¥ NpuHIUIax odecrneuyeHuss HHPOPMALMOHHON 0€301MacHOCTH; 3HAKOMCTBO C
OCHOBaMH METOJIOB KPHIITOIPaHUECKOTO 3aKPBITHS JaHHBIX; OTYUYCHHE HABBIKOB Pa3padOTKU
HOJUTHUKHA O€30MACHOCTH MPEANPHUATHS, METOAAMHU HAPYIICHUs KOH(PHICHIIMATbHOCTH,
[IEJIOCTHOCTHU M JJOCTYITHOCTH MH(OpMAINK; TPUYMHAMY, BHJIAMH, KaHAIaMH YTCUKU U
UCKaKeHUSI HH(OPMALIUHL.

OCHOBHBIMH 33/1a4aMH JUCIUTUIAHBI SBISIFOTCS:

* OCBOCHHE METOJIOB OIICHKH CTETICHU YIPO3bl HHPOPMAIMOHHOM O€301IaCHOCTH;

* H3y4YCHUE UCITOJIB30BAHMS COOTBETCTBYIOIIMX METOJIOB 3aIIHTHI. ;

* PAaCCMOTPEHHE METOJIOB OPraHU3aIMKi KOMIUICKCHON CHCTEMbI 3aIUThI HHPOPMALIUY;

* H3y4YCHHE CTYICHTaMH OCHOBHBIX yIpo3 WH()OPMAIMOHHON O€30IMaCHOCTH U METOJIOB 3aIIUTHI
OT HUX.

* mporiecca coopa, nepeiayu, HaKoIICHUT 1 00paboTKH HHGOPMALIHH;

* YCTAaHOBJICHUE CTPYKTYPHI YIPO3 3aMIUIIAeMON HHPOPMAITUH;

Jucuumrza GopMUpyeT 3HaHUS M YMEHHUS JJIs PELIeHUs CIeAYIOIUX NPo(hecCHOHATBHBIX
3a1a4 (B COOTBETCTBHUHU C BHJIAMH MTPO(HECCHOHAILHON AESITEIBHOCTH).

OpranuzalvoHHO-yIIpaBiIeHYEeCKas
- KOHTPOJIb MCIIOJIb30BaHMS CETEBBIX YCTPOICTB U MPOrPaMMHOT0 00eCTIeueHH s
- OLICHKA IPOU3BOAUTEIBHOCTH CETEBBIX YCTPONUCTB M MPOrPaMMHOI0 00€CIIeUeHU S

IIpou3BOACTBEHHO-TEXHOIOTUYECKAs

- OCYULIECTBIIIET Pa3pabOTKy TECTOBBIX JOKYMEHTOB, BKJIIOYasl IJIaH TECTUPOBAHUS

- KOPPEKIHs MPOU3BOAUTEILHOCTH CETEBOM MHPOKOMMYHUKAITMOHHONW CUCTEMBI

- BBIMOJIHEHUE PETIAMEHTHBIX PadOT MO MOJIEP/KKE ONEPALIUOHHBIX CUCTEM CETEBBIX YCTPOUCTB
MH(OKOMMYHUKAIIMOHHOW CUCTEMBI

- BOCCTAaHOBJICHHE TapaMeTPOB MPOrPaMMHOT0 00ECIIEUEHHUs CETEBBIX YCTPOMCTB

IIpoekTHas

- IIJJTAHUPOBAHUE BOCCTAHOBIICHUS CETEBOW MH()OKOMMYHUKAIIMOHHOM CHCTEMBI
- IUITAHUPOBAHUE MOJIEPHU3ALIUH CETEBBIX YCTPOMUCTB

- IPOEKTUPOBAHUE KOMITBIOTEPHBIX CETEU

2. Mecro yueOHoii ucuuniuHbl B cTpykrype OIT BO

VYuebnasa qucuuiuiiia "OCHOBBI HH(GOPMAIIMOHHOM 0€30MacHOCTH " OTHOCUTCS K OJIOKY
1 "Aucuuminasl (MOAYIN)" U BXOAUT B €ro 6a30BYIO YacTb.

3. [lnanupyemble pe3yJabTaThl 00y4YeHUs MO JUCHUILINHE (MOIYJ/II0), COOTHECEHHbIE C
IUVIAHMPYEMbIMH Pe3yJibTATAMHU OCBOCHUA 00pa30BaTe/IbHO MPOrpaMMbl

[Iporecc n3ydeHus: TUCHUIUIMHBI HAMIpaBjieH Ha GOPMUPOBAHUE CIICTYIOIMINX
KOMIIETECHIINH:

\ OIIK-6 \ CrniocobeH pa3padaThIBaTh aITOPUTMBI U TPOTPAMMBI, IPUTOTHBIC JIJIs




MPAKTUYECKOTO MPUMEHEHHS B 00J1aCTH HH()OPMAITMOHHBIX CUCTEM U
TEXHOJIOTUN

ITKO-1 CnocoOHOCTh MPOBOJINTH HAYYHBIC UCCIEAOBAHUS IIPH pa3padoTKe,
BHEJPEHUHU U COIIPOBOXKICHUN NH(POPMAITMOHHBIX TEXHOJIOTHIA U CUCTEM Ha
BCEX dTarax KU3HEHHOTO 1HUKJIa

[IKO-11 CriocoGHOCTh TPOBOAMTH MPEANPOCKTHOE 00CIIEIOBAaHIE 00BbEKTA
MIPOEKTUPOBAHMSI, CHCTEMHBIN aHAJIU3 MIPEAMETHOM 061acTH, POopMHUPOBATH
TpeOOBaHUS K O0BEKTY MPOSKTUPOBAHHMS

4. O0mas TPy10eMKOCTb M CHUIIJIMHBI COCTABJISET
3 3aueTHble equHUIEI (108 ak. 4.).
5. Ob6pa3oBaTesibHbIE TEXHOJIOTHH

[IpenogaBanue nucuuuHb «OCHOBBI HHGOPMAIMOHHON 0€3011aCHOCTH
OCYIIECTBISICTCS B JOopMe JIEKIMM U MPAKTUUECKUX 3aHATUI. JICKIIMK TPOBOISATCA B
TPaJMLIMOHHON KJIACCHO-YPOUYHOI OpraHU3alMOHHON ¢opme B 00beme 16 4acoB, o TUITY
YIpaBJICHUS TTO3HABATENLHOMN AesATeNbHOCTHIO Ha 100 % SBISAIOTCS TpaaulIMOHHBIMHU
KJIACCUYECKU-JIEKIIMOHHBIMH (0OBSICHUTENbHO-MILTIOCTpAaTHBHBIMHI). [IpakTiueckue 3anstus (16
YacoB) MPOBOJIUTCS C HUCIOIb30BAaHHEM UHTEPAKTUBHBIX ([IUATOrOBBIX) TEXHOJIOTUMN, B TOM
YHCIIe AIEKTPOHHBINA NPAKTUKYM (pelIeHre MPOOIEMHBIX TIOCTABICHHBIX 3371a4 C IIOMOIIBIO
COBPEMEHHOM BBIUUCIUTEIHLHON TEXHUKH M UCCIIEOBAaHUE MOJIETIEH ); TEXHOJIOTHUI, OCHOBAaHHBIX
Ha KOJIJICKTUBHBIX criocobax oOyuenusi. CamocrostenbHas padota (73 vaca) cTyaeHTa
OpraHM30BaHa C MCIIOJIb30BaHUEM TPAJAUIIMOHHBIX BHIOB paboThl. K Tpa ulimOHHBIM BHIaM
paboThl OTHOCUTCS OTPabOTKA JEKIIMOHHOIO MaTepraia U OTpaboTKa OTAEIbHBIX TEM I10
yueOHBIM TocoOusaM.O1leHKa MOTYyYeHHBIX 3HAHUM, YMEHUN U HAaBBIKOB OCHOBAaHA HA MOJYJIBHO-
peUTHHTOBOM TexHooruu. Bech Kypc pa3ouT Ha 6 pazzienos, IPeACTaBISIOMIMX CO00M
JIOTMYECKH 3aBepIIeHHbIH 00beM yueOHoM nHpopmannu. DOHJIBI OLIEHOYHBIX CPEJCTB
OCBOEHHBIX KOMIETEHIIMH BKJIFOUAIOT KaK BOIPOCHI TEOPETUYECKOTO XapaKkTepa AJisl OLIEHKU
3HaHMM, TaK U 33JaHUs IPAKTUUYECKOrO Co/lepKaHus (peleHne KOHKPETHBIX 3a7a4, padoTta ¢
JAHHBIMU) JIJIS1 OLIEHKH YMEHHH U HABBIKOB. Te€OpeTUUYECKUE 3HAHUS TPOBEPSIIOTCS MMyTEM
MPUMEHEHHUS TaKUX OPTaHU3AIMOHHBIX ()OPM, KaK WHIMBUIYAJIbHBIEC U TPYIITIOBHIE
onpocsl.IIpoBeneHun 3aHATUH 10 TUCHUILIMHE (MOAYII0) BO3MOXKHO C IPUMEHEHHEM
3JIEKTPOHHOI'0 OOYYEHHUs ¥ TUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOT UM, pealn3yeMble ¢
IPUMEHEHHEM MH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETEH MPH OMOCPETOBaHHOM (Ha
pacCTOSHNUM) B3aMMO/IEHCTBUM 00yUarOIIMXCsl U Nelarornyeckux paboTHUKOB.B nporecce
MPOBEJCHUS 3aHATUI C MPUMEHEHUEM AJIEKTPOHHOTO 00yUeHHUs U AUCTAaHIIMOHHBIX
00pa30BaTeNbHbIX TEXHOJIOTUN MPUMEHSIOTCSI COBPEMEHHBIE 00pa30BaTeIbHbIE TEXHOIOTHH,
Takue Kak (MpH HeoOXO0AUMOCTH ):- UCTIOJIb30BaHUE COBPEMEHHBIX CPEACTB KOMMYHHUKAIIMH;-
AIIeKTpOHHAs popmMa oOMeHa MaTepuagaMu;- TMCTaHIIMOHHAs (hopMa IPYIIOBIX U
WHJUBUIyaJIbHBIX KOHCYJIbTAIIMM;- NCTIOJIb30BAHNE KOMIIBIOTEPHBIX TEXHOJIOTHH U
IPOTPaMMHBIX MPOJIYKTOB, HEOOXOAMMBIX JJIsi cOopa U cucTeMaTH3aluy HHpopMaiu,
MpOBEJEHUS TpeOyeMbIX IPOrpaMMO pacueToB U T.1. .

6. Conep:kanue TUCHUILUINHBI (MOYJIs1), CTPYKTYPHMPOBAaHHOE 110 TeMaM (pa3aeiam)

PA3JIE] 1
BBEJIEHME B MHOOPMALIMOHHYIO BE3ONTACHOCTD

Tema: OCHOBHBIE TTOHSITHSL.




Beenenne. Madopmanus. u 3amura nasasix. KonpuaeHnmuanpHOCTh HHPOpPMALIUK.
Llenoctaocts nHopManuu. JloctynHocTs nHGopManmu. CiyxebHas napopmanus. Jlnunsie
JTaHHBIE.

Tema: I'ocypapcTBeHHBIE CTPYKTYpbI, OTBEUAIOIIKE 32 3aIUTY AaHHbIX. OlpeneneHue
CITyKeOHOM TaiHbI. 3aK0HO1aTeIbCTBO PD B 061acTi nHDOPMAIIMOHHOM 0€3011aCHOCTH.
HNudopmannonHas 6€30MacHOCTb KOMMEPYECKO# cTpyKTyphl. THoBoit HAOOp TOHKHOCTEH,
CBSI3aHHBIX C 3ALUTON JaHHBIX HA IPEIIPUITHH.;

Tema: MexayHapoHble CTaHAapTH3UpYomue opranu3anuu. Ctangaptsel PO B o0nactu
nH(pOpMaITMOHHOM 0€3011aCHOCTH..

PA3JIEJI 2
YI'PO3bl UTHOOPMALIMOHHON BE3OITIACHOCTU

Tema: IIpupoaa Bo3HukHOBeHMS yrpo3. Kimaccudukaius yrpo3 no npeiHaMepeHHOCTH
nposieienus. Kiaccudukanus no uctounuky yrpossl. Kiaccudukanus no crerneHu Bo3aeicTBus
Ha nHpopMaIMoHHyIo cucteMy. [1o cmocobam fgoctyma K pecypcam HHPOPMAITMOHHON CHCTEMBI.

Kontponsnas padora Nel
Tema: Yrpo3bl 6e30nacHOCTH HHPOPMAIIHOHHOH CHCTEMBI.

PA3JIET 3
MTOJIUTHUKA BE3OITACHOCTH

Tema: CTpyKTypa HOTUTHKU O€30MaCHOCTH
Tema: bazoBas mommTrka 0€30MaCHOCTH.

Tema: Crnenuanu3upoBaHHBIC MMOJTUTHKHA 0€30MTaCHOCTH

PA3JIET 4
KPUTITOTPAGUYECKA ST 3AILIATA

Tewma: Knaccudukamnus kpunrorpadpudeckux anroputMoB. OCHOBHBIE ONIPEICIICHHUS.
Hasnauenne mmdposanus. [Ipunnumne! kpunrorpadudeckoro 3akpbeITus nHbopmaruu. [IpocTeie
MeTo bl mudpoBanus. Tabmuma Bukunepa. llndpoBanue ¢ OTKPHITHIM U 3aKPHITHIM KIFOYaMH.
OCHOBHBIE BU/JIbI aTaK HA KPUNITOAITOPUTMBI.

Tema: CuMMETpUYHBIE KPUIITOAITOPUTMBIL. BIIOUHBIE M TOTOKOBBIE KPUIITOAITOPUTMBI.
Anroputm DES. Anroputm 3DES. Anroputm AES. Bonpocs! cTOWKOCTH KPUITOAITOPUTMOB.
npobaema pacnpeeneHus kitouei. JlocCTOMHCTBa M HEOCTAaTKH CUMMETPUYHOTO MH(POBaHUSI.

Tema: AcumMmeTpuuHble KpunToanroputMel. AnroputM RSA. Anroputm uddu-Xsnmana.
OneKTpOHHO-LIM(POBasi MOANUCH. JIOCTOMHCTBA U HETOCTATKX AaCHMMETPUYHOTO IIHN(PPOBaHUS U
00J1aCTh €ro MPUMEHEHHUS.

PA3JIEJ 5
3AIIUTA OT HECAHKLIMOHUPOBAHHOI'O JIOCTYIIA



Tema: AyreHTuduKaIms, aBTopu3ais 1 aAMUHACTPUPOBAHKE JICUCTBHI MOJIb30BaTeIeH

KoHnTtponbhas pabora Nel

Tewma: nnpTpanus Tpaduka. Cnucku gqocryna. Muacnekmus tpaduka. TpaauiroHHbINH
MEKCETEBOM IKpaH.

PA3JIEJI 6
3AIUTA HHOOPMAILINU B I'JIOBAJILHOM CETHU.

Tema: 3ammra http-tpaduka. XapakrepHbie yrpo3bl. 3amuieHHbIH TpoTokos httpd
Tema: Lludpossie ceptudukarel.. BupryanbHas yacTHas ceTh.

Tema: TynnenupoBanue Tpaduka. Bupryansasie kanansl. Apxutektypa VPN. Crangaptsl [Psec

PA3JIEJT 7
HroroBas arrecranusa



