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1. O6mue cBeaeHus 0 JUCIUIUIMNHE (MOTYJIE).

[enssMu OCBOEHUS TUCLMIUIAHBI (MOYJIs) SIBJISIFOTCSL:

- HU3Y4YEHHUE CTYACHTaAaMH OCHOBHBIX METOJIOB 3allUThl KOMIIBIOTEPHOMN
uHpopManmy;

- W3YYEHHUE CTYJEHTaMHU CHOCOOOB 3alllUThl MpU padOTe B TIOOATBHBIX
(MHTEpHET) M JIOKAJIBHBIX CETSIX, IPH padOoTe € AIEKTPOHHON MOYTOM.

3agayamMu JUCHUIUIAHBI (MOAYJIS) SIBJISIOTCSL:

- OBJIQJICHUE 3HAHUSAMH O IPOrpaMMax-BUpPycax U aHTUBUPYCHBIX MTAKETAX;

- OBJQJICHHE OCHOBHBIX METOJaX IIMU(PPOBaHUS MJAHHBIX U CO3JAHUSA
AIIEKTPOHHOM NOJIIUCH.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS IO TUCHUILIINHE (MOYJIIO).

[lepeuenp (GopMUpPYyEMBIX pe3yJbTAaTOB OCBOCHHS  00pa3oBaTENbHOU
porpamMmsbl (KOMIIETEHIIMI) B pe3ysbTaTe 00y4eHUs 10 AUCLUIUIUHE (MOIYIIO):

OIIK-3 - CrnocobeH pewmaTh CTaHAAPTHBIE 3aJaud MPOo(ecCHOHATbHOM
JEeSATEIbHOCTH Ha OCHOBE MH(MOPMAIIMOHHOM U OMOImorpaduyeckoi KyiabTyphl C
MpUMEHEHUEM HWH(OPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTMM U C YYETOM
OCHOBHBIX TpeOOBaHUI MH(OPMAIITMOHHON O€30N1aCHOCTH;

OIIK-5 - Crnoco0eH WHCTAUIMPOBaTh MPOTPaMMHOE U  ammapaTHOe
oOecniedyeHue A1 MHPOPMALIMOHHBIX U aBTOMATU3UPOBAHHBIX CUCTEM.

OO0yueHnue 1Mo qucuIuInHe (MOJIYIIIO) MPEIoiaraet, 4To 1Mo ero pe3yjabTaTaM
oOyyaromuiicst Oyier:

3HaTh:

CIIOCOOBI 3aIUTHl KOMIIBIOTEPHON MH(pOpMALIMK NpU paboTe B CETH,
crioco0bl OOPHOBI C MPOrpaMMaMU-BUPYCaMU U YMETh OOPOTHCS C HUMH,
AJITOPUTMBI IIU(PPOBAHUS U POBEPKH IJICKTPOHHON MOANUCH.

Ymerb:

crioco0amu 3aIuThl KOMIBIOTEPHOM MHPOPMAIIUU TTPH pabOTE B CETH,

crioco6amMu 60pHOBI ¢ TpOrpaMMaMu-BUPyCaMHU U YMETb OOPOTHCS C HUMU,

crocobaMy  WCTONB30BAHMS ~AITOPUTMOB IH(PPOBAHUS H  TPOBEPKHU
BJIEKTPOHHOM IMMOJIHUCH.

Baangern:

crioco0amMu 3amuThl KOMIIBIOTEPHOW HH(pOpPMAaIUK MPU padOTE B CETH,
cnocobaMu OOpBHOBI C MPOrpaMMaMHU-BUPYCAMH U YMETh OOPOTHCS C HUMH,
ANTOPUTMAaMU MU(PPOBAHHS U TIPOBEPKU AIIEKTPOHHON TOAIHCH.



3. O6beM AUCIUTIIUHBI (MOTYJIs).
3.1. O0mas TpyA0€MKOCTb JUCHUIUIUHBI (MOYJIA).

OO6mast TPyIOEMKOCTh AUCIHUIUIMHBI (MOIyJsA) coctaBisieT 4 3.e. (144
aKaJeMHYEeCKuX Jaca(oB).

3.2. OOwvem mucuuIUIMHBL (MOAynsi) B (OpMe KOHTAaKTHOM pabOThI
oOyJarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMH | (WIM)  JIMIIAMH,
MIPUBJIEKAEMBIMH K pean3aiuy 00pa3oBaTeIbHON MpOTrpaMMbl Ha UHBIX YCIOBHSX,
IIPU MTPOBEICHUH YICOHBIX 3aHATHH:

KommaectBo yacos

Tun y4eOHbIX 3aHSTHIT
Bcero | Cemectp Ned

KonTtakTHas paboTa mpu NpoBeIeHNH yUeOHBIX 3aHATUH (BCEro): 64 64
B toMm uucae:

3aHATHSA JIEKIIHOHHOTO THIIA 32 32
3aHATHSI CEMUHAPCKOTO TUIIA 32 32

3.3. O6beM auCHUIUIMHBI (MOAYJisi) B (OpME CaMOCTOSITENIbHOM pabOThI
oOydaroruxcsi, a Takke B (opmMe KOHTAKTHOM pabOThl OOydYarOMIMXCA C
nearoruaeckKuMu pabOTHUKAMU U (M) JIUI[AMU, IPUBJICKAEMBIMU K peaiu3aiiiu
oOpa3oBaTeNnpHON MpOrpaMMbl HAa HWHBIX YCIOBUSX, TP MPOBEICHUU
MIPOMEXYTOUHOM arTecTanuu coctanisieT 80 akageMrudecknx yaca (OB).

3.4. ITpu oOy4eHnH 0 UHAUBUAYATbHOMY YYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM 00Yy4YeHUH, 00BEM JUCITUTUIMHBI (MOIYJISI) MOXKET OBITh pealii30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHON paboThl 00yJaronuxcs, a Takke B hopme
KOHTAaKTHOM PabOThl OOYYaIOIIUXCSl C MEAAaroruuecCKUMU paOOTHUKaMU U (WIJIH)
JUIAMU, TIPUBJIEKAEMBIMH K peaM3allii 00pa30BaTEIbHOM MPOrpaMMbl Ha MHBIX
YCIOBUSIX, TIPH MIPOBEICHUHU TIPOMEKYTOUHOM aTTECTAIIHH.

4. ConepxaHue JUCUUIUIAHBI (MOZYJIS).

4.1. 3aHsaTHs JISKIIUOHHOTO THUIIA.

/ TemaTuka JTEKIIMOHHBIX 3aHATUM / KPAaTKOE COJEP>KaHNE
/T

1 |OcHoBHbIE MOHATHA B 00J1aCTH HH(OPMAIIMOHHON 0€30MacHOCTH
PaccmarpuBaemblie BOIIPOCHI:

- 6a3zoBble MOHATHUS (MHDOpMaNHs, HHHOPMAITMOHHAS CUCTEMA, TOCTYI K HHPOPMAITUH,
KOH(MUICHITNATLHOCTh HH(OPMAIINH, 3aIUTa HHPOPMAIIUU U JIp.)

- knaccudukanys HHGOPMALUK B 3aBUCUMOCTH OT KaTErOPUH JIOCTYyIa K Heil

- kiaccudukanys nHGopManuy, moAIexamel 3ammre.




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

- ocHOBHBIe ontoxkeHus PenepanpHoro 3akoHa ot 27 utoist 2006 1. Ne 149-03 «O6 nndopmanny,
MH()OPMALMOHHBIX TEXHOJIOTUAX U O 3aIlnuTe HHHOPMALIUI»

3aKoHOMATENIbHBIN YPOBEHb HH(DOPMAITMOHHOM 0€30MMacHOCTH

PaccmarpuBaembie BOIIPOCHI:

- Joxktpuna undopmaimonHoi 6e3onacHoctu Poccuiickoii deneparmu

- l'ocymapcTBennsie opransl PO, KOHTpOIHpYIONIHE ASITETHHOCTh B 00JIACTH 3aIIUTHI HHPOPMALUH
- Poccuiickoe 3aKOHOIATENBCTBRO T10 3aIUTe HHPOPMAITHT

- MEXIyHapOIHBIC CTAHIAPTHI U CIICII(PUKAINN

Yrpo3bl HHPOPMAIIMOHHOM 0€30aCHOCTH

PaccmarpuBaeMblie BOIPOCHI:

- HICTOYHMKH Yrpo3 HHHOPMALMOHHOM 0€3011aCHOCTH M MX KJIaCCU(HUKALIUS

- YIrpo3bl IOCTYHHOCTH, EJIOCTHOCTH U KOH(PHICHIHNATbHOCTH

- CIIOCOOBI U MOCJIECTBUS BO3ACHCTBUS HCTOYHUKOB YIPO3 Ha 00BEKThl HHPOPMAIIMOHHOH 6€30MacCHOCTH

3ammuTa JaHHBIX U KOHPUICHIMAIBHOCTH
PaCCManI/IBaCMLIe BOIIPOCHI:

- MCPbI 1JId 3allUThI YCTPOﬁCTB OT BTOPIKCHUA

- HACHTU(UKAINS U Ay TCHTU(UKAIHS

- [IapoJibHasA 3aliuTa

- peSepBHoe KOHI/IpOBaHI/Ie JAHHBIX BO BHCIIHUC XpaHI/IJ'II/IH_[a

KOMHBIOTCPHBIC BHUPYCHI U 3alllUTa OT HUX
PaccMarpuBaeMble BOIIPOCHL:

- XpOHOJIOTUS Pa3BUTHUS KOMIIBIOTEPHBIX BUPYCOB
- KIIaccu(UKaIys KOMIBIOTEPHBIX BUPYCOB

- CpPeACTBa aHTUBUPYCHOH 3aIINUTHI

OcHoBbl KpunTorpaduu

PaccmarpuBaeMbie BOIIPOCHL:

- OCHOBHBIE MOHSTHSI KpurTorpadun, kiaccupuranys nmmbpos

- DTAIbl Pa3BUTHS KpUNTOrpadun

- cummeTpruHble mmdps (cxema Deiictens, DES, AES, TOCT 28147-89, BlowFish)
- acumMmeTpuuHble Udps (cxema dudpdu-Xennmana, cucrema RSA)

QHGKTpOHHaH IIOAIINCH

PaccmarpuBaeMbie BOTIPOCHL:

- ICTOpUA U IPUHLUIBL co3aanus D11

- sl OI1 (mpoctast, ycuiieHHas, KBaTu(QUIUpOBaHHAS, HEKBATU(UIIMPOBAHHAS)
- cepTU(HUKATHI, YIOCTOBEPSIOIHE IICHTPHI

Creranorpadus

PaccmarpuBaemble BOIPOCHI:

- ICTOPUS U OCHOBHBIE MIOHATHS CTeraHorpahuu

- Xem-(QyHKIIT

- HUQpOBbIC BOASHBIC 3HAKHU, IU(PPOBBIE OTIEYATKH MAJIbIIEB

- HCIIOJIb30BaHUE OCOOEHHOCTEN pa3nMuHbIX (hopMaToB (aiino

Texauveckue cpencTpa odecnedeHuss HHOOPMAITMOHHOW 0€301TaCHOCTH
PaccmaTpuBaemble BOIIPOCHI:

- KJIaccH (UKl TEXHNIECKUX KaHAJIOB yT€UYKH HH(POPMAIIH

- XapaKTEePUCTUKA TEXHUUECKUX KaHAJIOB YTEUKH HHPOPMAIINU

- MEPOTIPUATHS 1O 3aLIUTE HHPOPMAINH OT YTEUKHU 110 TEXHUIECKUM KaHallaM

4.2. 3aHATHUS CEMUHAPCKOTO THUIIA.

JlabopaTopHbie pabOThHI




Ne
/ HanmenoBanue 1a60paTopHBIX paboT / KpaTKoe coepikaHue
n/n
1 |OcHoBuble nonoxxenus u Hopmbl enepanpHoro 3akoHa «O6 nHpopmanuy,
UH(POPMALMOHHBIX TEXHOJIOTUAX U O 3aLIUTe UHPOPMALIUN.
PaccMoTpenme 0CHOBHBIX MOJIOXKEHUH U HopM DenepanbHoro 3akona «O0 nHpopmanmy,
I/IH(l)OpMaI_[I/IOHHLIX TCXHOJIOTHAX U O 3a1IUTC I/IH(i)OpMaIII/II/I»
2 |Yrpo3sl 6e3onacHocTH HH(popManuu. Knaccudukanuy HCTOUHUKOB YIpo3.
Paccmorpenne kmaccupuKauy HCTOYHAKOB yrpo3 HH(POpMaIoOHHOH 0e301acHOCTH
3 [YuciieHHas OIICHKA MTapaMETPOB MAPOIbHON CUCTEMBI 3aIUTHI.
M3yuyeHune yuCIeHHOMN OLEHKH apaMeTPOB NapOJIbHONW CUCTEMBI 3aLUThHI
4  |IIporpaMMupoBaHue alropuTMoB InppoBanus — mudp Lezaps.
[IporpammupoBanue 3anmThl HHGOpMauK Ha ocHoBe mudpa Llesaps
5 |([IporpammMupoBaHue anropuTMoB 1muppoBanus — mudpp Buxenepa.
[TporpammupoBaHue 3anThl HHGOpMaNUHU Ha ocHOBe IHdpa BrkeHepa
6 |Anropurm oomeHa kirouamu 1o Judpu-Xenmany.
[IporpammupoBaHue 3amuTH HHPOpManuH 1o anroputmy Juddu-Xemmana
7 |IIporpamMmMupoBaHue anropuTMoB mudpoBaHus — cxema RSA.
[TporpammupoBaHue 3alMThl HHPOPMALUU HA OCHOBE CXeMbl RSA
8 |KOHTpOJb LIEIOCTHOCTH aHHBIX C HOMOILBIO XEI-(DYHKIUH.
[IporpammupoBaHe KOHTPOJIS IIEJIOCTHOCTH TAHHBIX C IIOMOIIBIO XeI-(pYHKIIUH
9 |Creranorpadus - BCTpauBaHHE U U3BJICUCHHE HHPOPMAIIMU U3 CTETOKOHTEIHEpA.
HSy‘ICHI/IC CTeFaHOFpa(I)I/I‘ICCKOFO criocoda KOAUPOBAHUA I/IH(l)OpMaLII/II/I
10 |CpexncrTBa aHTUBHUPYCHOM 3aIIUTHI — PEKUMBI paOOTHI, CPABHUTEIbHAS XaPAKTEPUCTHKA.
W3ydenue cpeicTB aHTHBUPYCHOW 3aIIUTHL: PEXKUMEI pabOTHI, CpaBHATEIIFHAS XapaKTePUCTHKA
4.3. CamocrosiTenbHas padoTa 00y4Jarommuxcs.
Ne .
Bua camocrositensHOM paboThI
/1
1 |U3yueHue qOMOTHUTEIHHON JIUTEPATYPHI.
2 |IloaroroBka K MPaKTUYECKUM 3aHATHSM.
3 | BrimonHeHne KypcoBOi paboTHI.
4 | IloarotoBka K MpOMEKYTOYHOW aTTECTALINU.
5 | [loaroroBka K Tekymiemy KOHTPOJIIO.
4.4. ITpumepHbIN IEpEUEHb TEM KYPCOBBIX pabOT
1. Uctopus kpunrorpaduu — IpeBHUM MUP.
2. Vctopust kpunrorpadguu — cpeiHue Beka u 3moxa Bo3poxaeHus.
3. Ucropust kpuntorpadguu — 3HaMmeHuThIe mudpel XX Beka.
4. Ilpubopsl W MPOrpaMMBbI/YTHIIUTB [JISi SKCTPEHHOTO YHHUYTOXXKECHUS
uH(popMaIuu.

5. VS3BUMOCTH MECCEHKEPOB, KMOEepaTaku Ha HUX, CIIOCOOBI 00eCTICUeHUS

0€30MacCHOCTH U COXPAHEHUS KOH(UICHIINATBbHOCTH.



6. O0630p cucTeM OMOMETPUIECKON UICHTU(UKAITUH.
7. NmkeHnepHbIe KOHCTPYKITUN U COOPYKEHUS VIS 3alTUThl HH(pOpMaIuu.

8. Texuuueckue cpeacTBa odecnedeHnsi MHGOPMALMOHHON 0€30I1aCHOCTH —
amnrmnaparypa akTuBHOM 3amuTtsl oT [ID9MIUH.

9. Texnuuueckue cpeacTBa odecredeHus: HHHOPMALMOHHON 0€30MacHOCTH —
amnmapaTrypa MaCKMpOBaHUs Tele(OHHBIX EPErOBOPOB.

10. Texuuueckue cpeacTa odecneueHnst *HGOPMaAITMOHHON 0€30aCHOCTH —
anmapatrypa  3allMTbl  CIY)KEOHBIX  IOMEIIEHUH  OT  aKyCTUYECKOTO,
BUOPOAKyCTMUECKOTO M ONTHUYECKOT0  HECAHKIMOHUPOBAHHOTO  CHSTHS
uHbopMaIuu.

11. IIporpammuas peaiv3anusi aropuTMoB MK(poBaHus - WUdp ApEeBHEN
Cnaprsr.

12. IlporpammHas peanu3anus ajlroOpuTMOB IIU(PPOBAHUS - PEIIETKA
Kapnano.

13. IlporpammHas peanusanusi aaropuTMOB MHUPPOBAHUS - WUPP YETHIPEX
KBaJIpaToB.

14. Creranorpadus B HTML-(aiinax u e€ nporpaMMHas peaiu3aiusi.

15. Creranorpadus B BMP-daiinax u e€ nporpammHas peaau3arusi.

16. Creranorpacdus B JPEG-daiinax u e€ mporpamMmmHas peajin3aiusi.

5. llepeueHp wu3HaHUN, KOTOPHIE PEKOMEHIYETCS WCIOJIb30BaTh IIPH
OCBOCHHH JTUCUUTIITUHBI (MOTYJIS).

11\/rgn bubnuorpaduueckoe onucanue MecTto nocryna
1 | I'ynerseBa T.A. OcHOBBI HH(DOPMALIMOHHON https://ibooks.ru/bookshelf/367759/reading.
Oe3omacHocTH: yaeOHoe mocodue / T.A. - Teker: 251eKTPOHHBIH.
['ynerseBa. - HoBocubupck : HoBocubupckuit
rOCYIapCTBEHHBI TEXHUYECKUN
yauBepcuteT, 2018. - 79 c. - ISBN 978-5-
7782-3640-0
2 | CyBoposa, I'. M. NudopmarronHas https://urait.ru/bcode/544029.

0€30MacHOCTb : yueOHOe mocobue st By30B /
I'. M. CyBopoBa. — 2-e u3[l., nepepad. u
non. — Mocksa : M3parenscto FOpaiiT,
2024, — 277 c. — (Bricmiee

oOpazoBanue). — ISBN 978-5-534-16450-3
3 | Jlocs, A. b. Kpunrorpapuyeckue MeToabl https://urait.ru/bcode/536132
3alIUThl HH(POPMALIUU TSI U3YYAIOLIUX
KOMIThIOTEPHYIO 0€30MMacHOCTh : YICOHUK TSt




By30B / A. b. Jlocs, A. 0. Hecrepenko,
M. U. PoxkoB. — 2-¢ u3J., ucrp. —
Mocksa : U3narensctBo HOpaiit, 2024. —
473 c. — (Bwicmiee oOpazoBanue). —
ISBN 978-5-534-12474-3

6. IlepedueHb COBpPEeMEHHBIX MNPOQPECCHOHANBHBIX 0a3 MaHHBIX U
WH()OPMAITMOHHBIX CIIPABOYHBIX CHCTEM, KOTOPBIE MOTYT HCIOJIB30BAThCS TPHU
OCBOCHUU JUCHUILUIUHBI (MOYJIA).

Odunmaneueiii caiit PYT (MUUAT) (https://www.miit.ru/).

Hayuno-texuuueckast oudnuoreka PYT (MUUT) (http:/library.miit.ru).

Oo6pazoBatenbHas miatdopma «tOpaitt» (https://urait.ru/).

O6mue WHPOPMAIMOHHBIE, CIOPABOYHBIE U  TMOUCKOBBIE  CHUCTEMBI
«Koncynwsrant [Lmtocy, «["apanty.

DNEeKTPOHHO-ONOIMOTEIHAS cucrema U3/1aTeIhCTBA «JIaHbY
(http://e.lanbook.com/).

DIeKTpoHHO-0MbanoTeuHas cucrema ibooks.ru (http://ibooks.ru/).

7. llepedyeHb JNHIIEH3UOHHOTO U  CBOOOJHO  PaCHpPOCTPAHSIEMOIO
MPOrpaMMHOTO OOecredeHusi, B TOM YHCJI€ OTEUYECTBEHHOTO IPOU3BOJICTBA,
HEO0OXOMMOTO JIJISl OCBOCHUSI TUCHIUTLTUHBI (MOYJIs).

Microsoft Internet Explorer (vsn npyroii 6paysep).
Onepanonnas cucrema Microsoft Windows.
Microsoft Office.

Microsoft Visual Studio C++.

8. OmnucaHue MaTepuaJIbHO-TEXHUYECKOM 0a3bl, HEOOXOAUMOM it
OCYILECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUILTHHE (MOIYIIIO).

VYyeOHbIC ayIUTOpPUH ISl TPOBEACHUS YYEOHBIX 3aHSATHN, OCHAIEHHBIC
KOMITBIOTEPHOU TEXHUKON ¥ HabOpamMu JIEMOHCTPAITMOHHOTO 000PY10BaHMUS.

9. ®opma MPOMEKYTOUHOM ATTECTALNU:

3auer B 4 cemecTpe.

KypcoBas pabota B 4 cemectpe.

10. OueHouHbIE MaTEPHUAIIBI.



OneHouHble MaTepUalibl, TPUMEHSEMbIE TTPU MPOBEICHUN MPOMEKYTOUHON

aTTeCTaIlui, pa3padaThIBAIOTCA B COOTBETCTBHUH C JIOKAIHHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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