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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[enbro ocBOEHUS TUCHUTUTMHBI « OCHOBBI MH(GOPMALIMOHHON 0€30MacCHOCTI
ABIseTCs (HOpMHpOBaHHE Yy OOYYArOIIMXCS KOMIIETCHIIMA B COOTBETCTBUHU C
TpeOOBaHUSAMHU CaMOCTOSTEIHLHO YTBEPXKJACHHOTO 00pa30BaTeIbHOrO CTaHAapTa
Beiciiero obpazoBanusi (CYOC) mo HampaBieHUIO MOATOTOBKH OajakaBpHaTa
«HPOKOMMYHHUKAITMOHHBIE TEXHOJIOTUU U CUCTEMBI CBS3H.

3amayaMu  OCBOCHHSA  AMCHUIUIMHBI  «OCHOBBI  MH(OPMAIMOHHOM
0€30MacHOCTHY SBJISIFOTCS:

- (¢opMupoBaHue yMmeHHH paboTaTh C OpPraHU3AMUOHHO-TIPABOBOU
JOKYMEHTAIMEH 1Mo 3amuTe nHOOPMAIIUU, OIEHUBATh YIPO3bl 00BEKTaM 3aIUTHI
uH(pOpMaINK, BBICTPAWBATh KOMIUIEKCHYIO CHUCTEMY 3allldThl MHGOpMAIMK Ha
OPEANpUsATAN, BBIABIATH M  PacCieNoBaTh MHIMACHTH HHODOPMAIMOHHON
0e30I1aCHOCTH;

- IPUOOpPETEHNE HABBIKOB PACCIICIOBAHNUS KOMITBIOTEPHBIX MPECTYTICHH.

- OCBOCHHE 0a30BBIX MPHUEMOB PEIICHUS MPAKTHUECKUX 33734y MO0 TeMaMm
JUCIUTLTAHBIL.

2. [lnanupyembie pe3yibTaThl 00yUEHHS MO TUCHUILTHHE (MOJIYIIIO).

Ilepeuenb GopmMuUpyeMBIX pe3yJbTATOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHIIUI) B pE3yIbTaTe 00yUeHHUs 10 AUCHMILTUHE (MOIYIIO):

OIIK-3 - CnocobeH mpuMEHSATh METOJbl MOUCKA, XPaHEHHs, 00pabOTKH,
aHajM3a W MpeacTaBiIeHus B TpeOyeMoMm ¢opmare mHOpMAIMu U3 Pa3IMUHbBIX
HCTOYHUKOB M 0a3 JaHHBIX, COONIOJas MpPU HTOM OCHOBHBIE TpeOOBAHUS
MH(}OpMATMOHHOW 6€30MaCHOCTH.

OOGy4eHue 1o JucuUUIUInHe (MOAYJII0) MPEANoJiaraet, YTo Mo ero pe3yabTaTaM
oOyuJarommiicst Oyier:

3HaTh:

METOJbl TOMCKa, XpaHEeHHs, 0OpabOTKM, aHaiIM3a M MPEACTABICHUS B
TpeOyeMom  (opmaTre  uHpopMauuu,  TpeOoBaHUS  HUHPOPMALUOHHOU
0e30MacHOCTH, a TakKKe€ OCHOBHbBIE TNPUYMHBI U OCOOEHHOCTHM COBPEMEHHBIX
MHPOPMAITMOHHBIX U MOOMJIBHBIX YTPO3; OCHOBHBIC METOJBI U CPECTBA 3AIIUTHI
uH(popMaluu B MH(OPMAIMOHHBIX CHUCTEMax; MPaBOBbIE OCHOBBI 0OECHEUEHHUS
3amuThl THGOPMAITHH

Ymerb:
MPUMEHSTH OCHOBHBIE TpeOoBaHUS HWH(POPMAIMOHHON OE30MacHOCTH Ha
NPAKTUKE,  CaMOCTOSATEIBLHO  aHAJIM3UPOBaTh W OLCHHUBATh  yTPO3BI



MH(POPMAIIMOHHOM 0€30MaCHOCTH; KJIACCU(PHUIIMPOBATH YTPO3bl HHPOPMAIIMOHHOM
0€30MacHOCTH ¢ 1ebI0 co3/anus YOPEKTUBHON CHCTEMBI 3aITUTHI OT YTPO3

Baanernb:

METOJaMU TIOMCKa, XpaHEHHUs,, 0O0paOOTKM, aHAIW3a U MPEJCTABICHUS B
Tpebyemom dopmare MHGOPMAIIUA U3 PA3TMYHBIX HUCTOYHHUKOB M 0a3 JaHHBIX,
coOJiroast Py 3TOM OCHOBHBIC TpeOOBaHMS WH(POPMAITMOHHOW OE30MacCHOCTH, a
TaK)kKe METOJaMH U IIpuMepaMu oOecrieueHnss THOOPMaIIMOHHOM 0€30TacCHOCTH

3. O0beM AUCIUILIUHBI (MOIYJIs).
3.1. O6mas TpyA0eMKOCTb JTUCHUILUIMHBI (MOTYJIS).

OOmast TpyJOEMKOCTh JTUCHMIUIMHBL (MOAyJisg) cocTaBisier 2 3.e. (72
aKaJeMHYEeCKUX Jaca(oB).

3.2. O6bem pgucuuIuIMHBL (MOAYJsl) B (opMe KOHTAKTHOM pabOThI
oOyyarolmuxcss € MeJIarori4eckKuMM  pabOTHUKaMu M (WIM)  JIMLAMH,
IPUBJIEKAEMBIMH K peain3alun 00pa3oBaTeIbHOM MporpaMmbl Ha UHBIX YCIOBHSX,
IIPU [IPOBEJICHUH YUEOHBIX 3aHATUM:

KommaecTBo yacoB

Tum yaeOHBIX 3aHIATHI
Bcero | Cemectp Ne6

KonTtakTHas paboTa Ipu NpoBeIeHNH YUeOHBIX 3aHATUH (BCEro): 48 48
B tom uucne:

3aHATHSA JIEKIHOHHOTO THIIA 16 16
3aHATHS CEMUHAPCKOTO THIIA 32 32

3.3. O6bemM mucCHUIUIMHBI (MOIYJiA) B (OpME CaMOCTOSITENIbHONW padOThI
oOyyJarormxcsi, a Takke B (opmMe KOHTAKTHOW pabOThl OOyYarOIIMXCS C
nearoruaeckKuMu paboTHUKAMHU U (WITH ) JIUIIAMU, IPUBIIEKAEMBIMH K peau3aiiu
o0pa3oBaTeNpHOM MpOTrpaMMbl HAa HWHBIX YCIOBUSIX, TMPU TPOBEIACHUU
MIPOMEKYTOUYHOM aTTeCTAllMU COCTaBIIAET 24 akaIeMHUUECKUX yaca (OB).

3.4. ITpu oOy4eHuH 10 HHAUBUIYATLHOMY YYEOHOMY IIJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM 00y4YeHWHU, 00BEM JUCIUTUIHMHBI (MOIYIISI) MOXKET OBITh peasin30BaH
MOJTHOCTHIO B (pOpME CaMOCTOSITENIHbHON pabOThl 00yUaIOMUXCs, a Takke B (hopme
KOHTaKTHOW pabOThl O0y4YarOMIMXCSA C MEJarorudecKuMu paboTHUKAMHU U (WJTHN)
JUIIaMH, TPUBJICKACMBIMH K pealiM3aIlii 00pa30BaTEILHOW IPOrpaMMbl Ha MHBIX
YCIIOBHSIX, TIPH MPOBEACHUH TIPOMEKYTOYHOW aTTECTAIINH.

4. ConepkaHue JUCUUILIAHBI (MOIYJIA).




4.1. 3aHATHSA TEKIIMOHHOTO THUIIA.

r]:l/-gn Temaruka TEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

1 |MH®OPMAIIMOHHAS BE3OITACHOCTH U 3AIIUTA NTHO®OPMAILINU:
BA3OBBIE ITOHATUA 1 OPTAHU3ALIA
ITpo6neMa NOHATHUS «UHPOPMALMOHHAS 6e30IaCHOCTE»; ObIIHe MeToBI 00eceueH s HHPOPMAIHOHHON
6e3omacHOCTH
Poccuiickoiil ®enepanyn; OpraHu3anuoHHas OCHOBA CUCTEMbI 00eciedeHns! HHPOPMAIUOHHOH
6e3omacHoCTH

2 |MHOOPMAIIMA KAK ITPEJIMET U OB BEKT 3AIIUTHI
3amumaemast mHGopMaIus; Bumsr 3ammmaemMoil nHpoOpMauy OTpaHHYSHHOTO JOCTYTIa

3 |YI'PO3bI 3AH_[I/I]_[IAEMOI>‘I NHOOPMALINN
Knaccudukauus yrpo3 sammiaemoii napopmarmi; KaHanel 1 METOIbI HECAHKIIMOHHUPOBAHHOTO JOCTYIIA
K KOH(QUICHIIMATBHON HHpOpMAIHK

4 METOIOJIOT'UA 3AILLIUTHI MTHOOPMAILIMU
Bunpl u MeTopI 3ammuThl HHGOpMaI; MeTobl U cpeicTBa 3amuThl HHopMalun; PecypcHoe
obecrnieuenre 3auuThl HGopmaryn; Co3JaHue CUCTEMbI 3alMThHl HHPOPMAIMU B OpraHH3aluH
4.2. 3aHATUSI CEMHUHAPCKOTO THIIA.
HpaKTI/ILIeCKI/IC 3aHATHUA

No

i Temaruka MPakKTUYECKUX 3aHITHI/KPATKOE COJIEpIKaHUE

1 |Ouenka ysi3BUMocCTel HH(GOPMALIMOHHBIX TEXHOJIOTHI
Ouenka ysa3BuMOCTEl HHPOPMAIMOHHBIX TEXHOJIOTHIA C MCIIOJIb30BAHIEM €HHOM CHCTEMBI OPE/ICIICHUS
BenMuHHbI ysa3Bumocteit CVSS V2 u V3.

2 |OcHOBBI IpOBEIEHUS ayiuTa UH(HOPMAIIMOHHON 0€30MacHOCTH.
OCHOBBI IIPOBEICHUS ayauTa HHGOPMAIIMOHHOM Oe30macHOCTH. [1acCHBHBIN MOUCK HHGOPMAIHU

3 |AKTUBHBIN TOUCK HH(DOpMAITIH
AxTuBHBIH mouck nH(GopMauu. [TocTpoeHre YacTHON MOJeNH yTrpo3 Ge30nacHoCcTH HHGOPMALHU 1
MOJIeJIM HAPYLINUTEIS B HH)OPMALMOHHON CHCTEME OpPraHHU3alliH.

4 |YmpaBneHue JOCTYNIOM B KOMIIBIOTEPHON CHUCTEME.
Meronbl ynpaBieHUs JOCTYIIOM B KOMIILIOTEPHOI CUCTEME.

5 [([TaponpHas ayTeHTUDUKALIHSL.
Or1ieHKa CTONKOCTH MAapOJIbHOI 3auThl. ['eHepaTops! mapojeH.

6 [[IpocTeie mu(ppOBaTHLHBIC CUCTEMEI.
INocTpoeHue 1 NPUMEHEHUE TIPOCTHIX MHU(PPOBATBEHBIX CUCTEM

7 |ATaka Ha 3aIM(QPOBAHHBINA TEKCT
ArTaka Ha 3a1(POBaHHBIN TEKCT C HCIIOIb30BAHUEM aHAJIN3a YACTOTHOCTH TEKCTA.

8 CI/IMMCTpI/I‘-IHOC U aCUMMCTPHUYHOC HII/I(I)pOBaHI/IC.
CranmapThl CHMMETPHYHOTO ¥ aCHMMETPHIHOTO IU(PPOBAHNS.

9 |OnekTpoHHAas MOAINUCH.
Cucrema Gpgd4Win. Mzyuenne nHdppacTpyKTypsl OTKpHITHIX Kirouei (PKI).

10 |Creranorpadwus.
[pumeneHe creHOrphUn

11 |Ananu3s kangpoB Ethernet.

Wcnons3oBanue nporpammsl Wireshark mrs ananuza xaapos Ethernet.




/ TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE
n/n

12 |DLP-cucrema
DLP-cucrema STAFFCOP ENTERPRISE.

13 |CkanupoBaHHe yS3BUMOCTEH BeO-MIPUIIOKEHUN, CEPBEPOB U KOMITBIOTEPOB.
I/IHCprMeHTI)I JJI1 CKAaHUPOBAaHUA yH3BHMOCTeﬁ Be6-HpHJ’IO)KeHHI>i, CEPBEPOB U KOMIIBIOTCPOB.

14 |TectupoBanue 6€30MacCHOCTH
IIpaxTrka TecTupoBaHHA O€30MIACHOCTH C Hcmoib3oBanneM Web Security Dojo.

15 |Oo0ecrieuenue 0e30MaCHOCTH
Obecneuenne Oe30macHOCTH B Linux-cucreMe.

16 |Hacrpoiika naeHTu(OUKAIUN U ayTCHTU(PUKAIINA
Hacrpoiika nnentudukanuy u ayreHTudukanuy B Astra Linux

17 |PeBepc-MHXKMHMPUHT TPOTrPAMMHOTO KOJA
[IprmeHeHne peBepc-MHKUHUPUHTA ITPOTPAMMHOTO KoJa

4.3. CamocrosiTenbHas paboTa 00ydarOIuXCS.

Bua camocrostenbHOM paboThI

1 IToaroroBska k MNPAKTUUICCKUM 3aHATUAM

2 |Pabora c JIGKIIMOHHBIM MaTEPHUATIOM, JIUTEPATYPOU, CAMOCTOSITEIILHOE U3YUCHHE
pa3nenoB (Tem) TUCUUTUTAHBI(MOTYIIS)

Brinmonnenue KypCOBOI'O ITPOCKTA.

IToaroroBka k HpOMG)KyTO‘IHOﬁ aTTcCTalluu.

[ToaroroBka Kk TEKylemMy KOHTPOJIIO.

4.4. IlpuMepHBIN NEPEYEHb TEM KYPCOBBIX IPOEKTOB

KypcoBoit mpoekt 1o aucuumiuHe "OCHOBBI  MH(POPMAIMOHHOM
O6e3omacHOCTH" - 3TO KOMIUJIEKCHAs CaMoOCTOsITelbHAs paboTa 00ydaromerocs.
Temoit kypcoBoro npoekrta siBnsiercsa "lludpoanue nnbopmanuu paznudHbIMUA
anroput™Mamu'. VIcxoHbIe JaHHBIE BEIOMPAOTCS COTJIaCHO BapUAHTY:

Bapuant 0

HUcxonnoe COOOIIIEHHUE:
OCHOBHBIMHM _KaHajJaMH_TeJierpa(HON CBS3U_ Ha JKEIC3HOIOPOKHOM TPAHCIIOPT
¢ SIBJIAIOTCS _KaHaJbl YacTOTHOTO TeJerpadupoBaHus

p=13u g=3

Bapuanrt 1

Hcxomnoe cooO11eHue:
XapakTepucTUKa_ y3J0BOM_CHUCTEMBI _TeJerpaHO_CeTH >KEJIe3HOJOPOKHOTO T
paHcniopTa u_KkjaccuduKaius BUAOB_TenerpadHoi CBA3M

p=11ng=3



Bapuant 2

Ucxonnoe COOOIIIEHHUE:
CkeneTHas_cxeMa OpraHu3aluu_TenerpadHOM CBS3HM_ YIIPaBICHHS JKEJIE3HON 1
OpPOTH_COCTaBJISICTCS IO aTjacy J>KEJIe3HBIX 0POT

p=13 u g=3

Bapwuanr 3

HcxogHoe cooO1IeHuE:!
AHanu3 cucTteM OpraHu3aluu_TenerpadHoil CBS3U_Ha JKEJIE3HOJOPOKHOM Tpa
HCIIOPTE M _BBIOOP TenerpadHbIX CTAHLIMMA

p=19 u g=7

Bapuant 4

Hcxonnoe COOOIICHHE:
BriOop kaHamooOpasyroleil amnmapaTtypbl MPOU3BOJUTCS C Y4E€TOM oOecredyeH
Ys_BBICOKOUM yCTOMYMBOCTU JACUCTBUS_TelerpaHOil_CBs3U

p=19 u g=5

Bapwuant 5

Ucxonnoe COOOIIIEHHUE:
Pacder Harpy3ku KaHayioB_TejerpadHON CTaHIIUM TMPOU3BOJMTCS JUIA_4aca Ha
MOOJIBIIIETO 3HAYCHMS MOTOKOB TelerpadHbIX COOOIICHMIA

p=7u g=3

Bapuant 6

HcxonHoe cooO1ieHue:
TexHuueckoe 3anaHue Ha OMpENEICHHE CPEIHECYTOUHOM Harpy3Ku IPOEKTHD
yeMO#_CTaHIIMM_a0OHEHTCKOro _ TeJerpaupoBaHus

p=13 u g=7

Bapuant 7

HUcxongHoe COOOILIEHHE:
TouHbIil_pacdeT W BBHIOOP ONTHMAJILHOTO BapHaHTa OpTaHMU3AIluU_TelerpadHo
i CBS3W_ M pa3MelleHUs 000pyA0BaHUS

p=17ng=11

Bapuant 8

HUcxongHoe COOOILIEHHE:
XapakTepucTuKa W TPUHIIUIBI OpraHU3aluu_TelerpadHON CBSI3H_ IO CHCTEME

__aboHeHTcKOro_TenerpadupoBaHusi_1_OOIIETO MOJb30BaHUS
p=19u g=13



Bapuant 9

Hcxomaoe cooOmieHue:
Pacuer TtenmerpadHoi Harpy3ku JJIs OMpENCIICHHS 4YucClia MOTPEOHBIX KaHAJIOB
_¥_HE00XOJIUMOIo KOJIMYeCTBa OOOpYIOBaHUS JUIsl CTAaHIIUU

p=17u g=7

Kiroun mmdpoBanus:
K1=bamunusa

K2=ddmm (nens u mecs poxaenus, 4 nuudpsl, mudpy 0, eciu oHa ecTh B

JaTe, 3aMEHUTD Ha 9)
Yucio M:

Ecnu nocnennsis nudpa HoMepa 3a4€THOM KHUKKHA — IIPOC...

5. Ilepeyenr wu3gaHUM, KOTOpPHIE PEKOMEHIYETCS MCIOJb30BaTh IpU

OCBOCHUU JUCHUUIUIUHBI (MOAYJIA).
Ne
n/m
1 | OcHoBbl nHGOpMaIHOHHOM O6e30macHocTr ISBN 978- | https://e.lanbook.com/book/165837
5-8114-6738-9 324 c. Hecrepon C. A. YueOHHK
Hznarenscto "Jlanp" , 2021

2 | Uadopmanmonnas 6e3onacHocTh. [IpakTiueckue https://e.lanbook.com/book/161340
acriektsl ISBN 978-5-4383-0205-6 240 Caduynnmaa
JI. X., KacumoBa A. P., Psg6os . C., CanpixoB A. M.,
boromonos B. A. Yuebuuk UL Uarepmenus , 2021

bubnuorpaduueckoe onucanue Mecro nocryna

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIIOJIL30BAThCS TIPH
OCBOEHUU JUCHUIUIUHBI (MOIYJIS).

Nudopmanmonnsiii  mopran  HayuHas  snexkTtpoHHas — OuOimoTeka

eLIBRARY.RU (www.elibrary.ru);

Enunas xomnexmmst iudpoBbix odpazoBarenbHbIXx pecypcoB (http://window,

edu.ru);

Hayuno-texanueckas 6ubmuorexa PYT (MUUT) (http/library.miit.ru);

[TouckoBbie cuctembl «Auaexc», «Google» s MOCTyma K TeMaTUYECKUM

UH(OPMAIMOHHBIM pecypcaM;

DNeKTpOHHO-OMOMMOTeUHasT ~ cucTeMa  u3aarenbcTBa  «Jlamby — —

http://e.lanbook.com/,

DekTpoHHO-0MOIMOTeUHas cuctema ibooks.ru — http://ibooks.ru/;



DeKkTpOoHHO-0MbIMoTeuHas cucrema « Y MI» — http://www.umczdt.ru/;

DneKkTpoHHO-OMOMMoTeyHas  cucreMa  «Intermediay  —  http://www
Intermediapublishing.ru/;

DnekTpoHHO-0MOMMoTeuHas cucrema «BOOK. .ru» — http://www.book.ru/;

DNEeKTPOHHO-OMOIMOTEeYHAs cucreMa «ZNANIUM.COM» —
http://www.znanium.com/

7. IlepeuyeHb  JHUIEH3UOHHOTO W  CBOOOJHO  PACIPOCTPAHIEMOTO
MpOrpaMMHOr0 OO€CledYeHus, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTRBA,
HEO0OXOMMOTO JIJIS1 OCBOCHHMSI TUCIIUTUTUHBI (MOYJIs).

[TporpamMMHOe obecrieueHue sl MIPOBEACHUS 3aHATHI CEMUHAPCKOTO TUIIA
BKJIFOYAET B ceOsl MpOrpaMMHBbIE IPOAYKTHI OOIIEro MPUMEHEHHS: ONepalliOHHAs
cuctrema Windows, maker Microsoft Office, 6pay3ep ¢ ycranoBieHHbIM Adobe
Flash Player, Adobe Acrobat unu ero ananor

8. Ommcanme MaTepHATBHO-TEXHUYECKOW 0a3bl, HEOOXOTUMON IS
OCYILIECTBJICHUSI 00pa30BaTEIbLHOIO Mpoliecca Mo IUCIHUILTHHE (MOJIYJIIO).

Jlns mpoBeneHHs ayIUTOPHBIX 3aHATHM W CaMOCTOSITENIBHOW padOThI
TpeOyeTcs:

1. Pabouee MecTto mpenojaBarensi C MNEPCOHAIBHBIM KOMIIBIOTEPOM,
noakirouéHHBIM K ceTu INTERNET.

2. CoenuanM3upoBaHHas JIEKIMOHHAs ayAMTOpPUS C  MyJbTUMEOUa
arnmnapaTrypov U UHTEPaKTUBHOW JOCKOM.

3. KommbrorepHsiii kiacc. Paboune Mecta CTyAEHTOB B KOMITHIOTEPHOM
kiacce, noakiarouéHubie kK ceTu INTERNET

4. Jlna mnpoBeneHUsT MNPAKTUUYECKUX 3aHIATHM: KOMIIBIOTEPHBIA KIacc;
KOMITBIOTEPBI C MUHUMAJIbHBIMU TPEOOBaHUSMU.

TexHuueckue TpeOOBaHUS K 00OPYAOBAHUIO JJII OCYLIECTBIEHUSI Y4€OHOTO
Ipolecca ¢ UCIOJIb30BaHNEM JAUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTHA:

KOJIOHKM, HAayIIHUKM WJIM BCTPOEHHBIM JMHAMHUK (I ydacThs B
ayTMOKOH(DEepeHInN );

MUKPO(OH WJIH FapHUTYpa (1S y4acTus B ayTMOKOH(PEPEHIIUN);

BeO-KaMephl (151 y4acTusi B BUJIEOKOH(EpEHIINN );

JUIsl Beaylero: kommnbtotep ¢ npoueccopom Intel Core 2 Duo ot 2 [T (unu
aHajor) u Bbile, ot 2 ['6 cBOOOAHON ONEpaTUBHOM MAMSITH.

9. ®opMa NpoMeKyTOUHOU aTTECTAIUU:

3auer B 6 cemecTpe.



KypcoBoii ipoekT B 6 cemecTpe.

10. OueHouHbIE MaTEPHAIIBI.

OuLeHOYHbIE MAaTEpHUAIIbI, IPUMEHSIEMBIE MPU MPOBEACHUHN MPOMEKYTOUHON
aTTeCTalluy, pa3padaThIBalOTCA B COOTBETCTBUHU C JIOKAJIbHBIM HOPMATHUBHBIM
aktom PYT (MUUT).
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