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1. OGuue cBeneHust 0 TUCIUIUIMHE (MOAYIE).

Henbro nuctmrminabl «OCHOBBI MHGOPMAIIMOHHON 0€30M1aCHOCTHY SIBIISIETCS
(dopMupoBaHUE y CTY/IEHTOB 3HAHUH U MPEACTABICHUIN O CMBICTIE, IIEJIAX U 3a/1a4ax
MH(GOPMALIMOHHOM 3aIUTHI, XapaKTEPHBIX CBOMCTBAX 3alMIIaeMOi nH(OpMaLny,
OCHOBHBIX HMH(OPMAIMOHHBIX yrpo3aX, CYLIECTBYIOUIMX (JIEHCTBYIOIIUX)
HaIpaBJICHUSIX 3alllUThl M BO3MOXKHOCTSAX TOCTPOCHMS MOJIENeH, CTpaTerui,
METOJI0B U NMPaBUJl HHPOPMAIIMOHHOM 3amuThl. [[prodpeTeHHbIe 3HAaHUS TTO3BOJIST
CTyJICHTaM TMpPaBUJILHO OPUEHTUPOBATHCS B  KATETOPHUSIX  3alIMINAEMbIX
UH(GOPMAITMOHHBIX I[IEHHOCTEHW W TPHOOPECTH MHUHUMAIbHO HEOOXOAUMBIN
Kpyrozop B mpoOiemax uHpoOpManmoHHOW Oe3ormacHocTH. Ha ocHOBe maHHOM
JUCHMILTUHBI Ipenoaaraercs 6oiee noJpoOHO U3ydaTh pa3InyHbIC HAPABICHUS
3aIUThl KOMIBIOTEPHON OE30MIaCHOCTH.

3amavamMu  aucuMiuidHbl - (Moayssi)  "OcCHOBBI  MH(OpPMAIMOHHOM
0e30MmacHOCTH" SBJISIFOTCSL:

- Pa3paboTka METO/I0B U CPEACTB TEXHUUECKON 3alUThl HH(POPMALIH;

- Pa3pabGoTka  TEXHOJOrMUECKMX  peumeHHH Uit  oOecredeHHs
nH(pOpMAITMOHHOM 0€30MaCHOCTH B Pa3IMUHbBIX chepax.

- Opranu3alroOHHO-IPABOBOE O0ECIEUEHUE JACSITENBHOCTU MO MOIYUYEHUIO,
HaKOIUIEHUI0, 00pabOTKe, aHajau3y, HMCIOJIb30BAaHUI0 HMH(POPMALUM M 3aLIUTE
00BEKTOB HH(POpPMATU3ALNHN, THPOPMALUOHHBIX TEXHOJIOTUNA U PECYPCOB;

- Pa3zpaboTtka 1 KOHTPOJIb A3PPEKTUBHOCTH OCYIIECTBICHHS CUCTEMBI MEpP IO
(OpMUPOBAHHIO U HCIOJB30BAHUIO HH(OPMALIMOHHBIX PECYpPCOB, CHUCTEM
obecrnieueHUsT MHPOPMAITMOHHON 6€30ITaCHOCTH;

- Opraauszanus paOOThl MajbIX TPYNN W KOJJIEKTUBOB HCIIOJHHUTENEH,
c(hOpPMHUPOBAHHBIX JIJISl PEIICHUS KOHKPETHBIX MPO(EeCCHOHANBHBIX 3a/1a4.

- COop 1 aHamM3 UCXOAHBIX TAHHBIX JJI1 IPOEKTUPOBAHUS CUCTEM 00pabOTKHU
Y aHaJIn3a MH(POpMALMU C yYETOM HEOOXOJUMOCTH €€ 3alUThl B COOTBETCTBUU C
TpeboBaHUsIMU 0€30MaCHOCTU MH(DOpMAITUY;

- Yyactue B MPOEKTUPOBAHUM CHCTEM, KOMIUIEKCOB CPEACTB M TEXHOJIOTUI
0o0paboTKM U 3amuThl HHPOPMAIMHM, B pa3pabOTKEe TEXHOJOTHMYECKOW U
AKCIUTYyaTallMOHHOW TOKYMEHTALNH;

- YyacTue B MPOEKTUPOBAHUM CHCTEM, KOMIUIEKCOB CPEACTB M TEXHOJIOTUI
00paboTkM M 3ammThl HHGOpPMAIMU, B pa3pabOTKEe TEXHOJOTMYECKONH U
AKCIUTYaTallMOHHOW JOKYMEHTAIHUH.

- YcTaHOBKa, HACTPOIKa, SKCITyaTalus 1 Moja/iep:kaHue B paboTocnocoOHOM
COCTOSSHUM  KOMIIOHEHTOB  CHUCTE€MBl ~ oOOecnedeHus  HHPOPMAIMOHHOM
0€30MMacCHOCTH C yYETOM YCTaHOBJIEHHBIX TPeOOBaHUII;



- AJIMUHUCTpUpOBAaHHME TOJACHCTEM WH(GOPMAIMOHHON 0€30MacHOCTH
o0BeKTa, y4acTHe B TPOBEJCHHH aTTecTalid OOBEKTOB WH(MOPMATHU3ALUU IO
TpeOboBaHUsAM Oe30macHOCTH HWHOpMaMK ©  ayauTe HHQPOPMAIIMOHHOM
0€30MMacHOCTH aBTOMATH3UPOBAHHBIX CHCTEMIO.

2. Ilnanupyemble pe3ynbTaThl 00YUEHHS O JUCUUILIMHE (MOIYJIIO).

[lepeuens ¢GopMUpPYEeMBIX pe3yJbTaTOB OCBOCHHS 0OOpa3oBaTEIbHOMN
porpaMmbl (KOMIIETEHIIUM) B pe3yJIbTaTe OOy4YEHUS 110 JUCIUIUIUHE (MOTYIIIO):

OIIK-5 - Cnoco0eH HWHCTAIIMPOBATH M COMPOBOXAATh MPOrPAMMHOE
obOecrieueHre WH()OPMAIIMOHHBIX CHUCTEM M 0a3 JaHHBIX, B TOM YHCIIC
OTEUYECTBEHHOT'O MTPOUCXOXKICHHUSA, C YIeTOM HHPOPMAITMOHHON 0€3011aCHOCTH;

IIK-10 - CrnocoOHOCTh OCYIIECTBIATH IMOAOOP, U3YyUYCHHE W O00O0OIICHHE
HayYHO-TEXHHUYECKOHN JTUTEPaTyphbl, HOPMATUBHBIX ¥ METOJIUYCCKUX MaTEPHAJIOB,
COCTaBIISAITH 0030p 1O BOMpocaM obecrieueHust nHHOPMAIMOHHON 0€30ITaCHOCTH T10
npoduito cBoei mpodeccnoHaaIbHON AEATETLHOCTH.

OOGy4eHue 1o JUCUUILIUHE (MOAYJIIO) MPEANOaraeT, YTo MO €ro pe3ybTaTam
oOyyJarommuiicst Oyer:

3HaTh:

- CYIITHOCTh Y MOHATHE UHPOPMAIIMOHHOMN O0€30MTaCHOCTH, XapaKTEPUCTUKY €€
COCTAaBJISIIONINX;

- MecTo WH(MOpPMAlMOHHOW O€30MaCHOCTH B CHUCTEME HallMOHAJIbLHOU
0€30MacHOCTH CTPaHbI;

- BUJIBI, ICTOYHUKH W HOCUTEH 3alUIaeMoi HH()OpMaIny;

- HCTOYHUKUA yrpo3 Oe30macHOCTH WH(POpMAIlMM U MEpPhl MO0 UX
IPENOTBPAIICHUIO;

- (QakTophl, BO3JSHUCTBYIOIIME Ha HWHpOpMaAIMI0 MpU ee 00paboTke B
aBTOMATU3UPOBAHHBIX (MH(DOPMAIIMOHHBIX) CUCTEMAX;

- JKU3HCHHBIC ITUKJIBI HHPOPMAIIMM OTPAaHUYEHHOTO JOCTYyTa B MPOIECCE ee
co3JlaHusi, 00paboTKH, Iepeaaun;

- COBpPEMEHHBIE CpEJICTBA MU CcrocoObl olecreyeHuss WH()OpMaMOHHOU
0e30I1aCHOCTH;

- OCHOBHBIC METOJWKH aHaIM3a yIrpo3 H PHUCKOB HH(POPMAIMOHHOU
0€30MacHOCTH.

YMmeTh:
- KJIaccupUIMUPOBATh 3allUIaeMyl0 HHGOpPMalMIO IO BUIAM TaWHBI U
CTEIEHSIM CEKPETHOCTH;



- KJTacCU(UITUPOBATH OCHOBHEIE YTPO3bI 0€30MaCHOCTH HH(POPMAITHH.

Baanern:

- mpodecCHOHATLHON TEPMUHOIOTHEH;

- HaBbIKaMH (HOPMaNBbHOIN IMMOCTAaHOBKM M pPELICHHs 3a1aud oOecreueHUs
nH(GOPMALIMOHHONW  0€30MacHOCTH  KOMIIBIOTEPHBIX CHCTEM H  OOBEKTOB
nH(pOpMaTU3aLINY;

- METOJIaMH 3alTUThl HHPOPMAIUH.

3. O6beM AUCIUTLIUHBI (MOITYJIs).
3.1. O0mas Tpy10eMKOCTb JUCHUIUIUHBI (MOIYJIA).

OO6mast TpyIOEeMKOCTh AUCHUIUIMHBI (MOIyJsA) coctaBisieT 4 3.e. (144
aKaJIeMHUYeCKHUX yaca(oB).

3.2. O6bem guctuIUIMHBL (MOAYJsl)) B (opMe KOHTAKTHOM pabOThI
oOyyarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMU ©W  (WIM)  JIMIIAMH,
MIPUBJICKAEMBIMHU K peau3aiiy 00pa30BaTEIbHON MPOTPAMMBI Ha MHBIX YCIIOBHUSX,
P MIPOBEJICHUHN yICOHBIX 3aHITHI:

KommaecTBo yacoB

Tun yaeOHBIX 3aHATHI
Bcero | Cemectp Ne3

KonrakTHas paboTa Ipu NpoBeIeHUH YUeOHBIX 3aHATHI (BCEro): 80 80
B tom uucane:

3aHATHSA JIEKIHOHHOTO THIIA 32 32
3aHATHS CEMUHAPCKOTO THIIA 48 48

3.3. O6peM aucCHUIIMHBL (MOAYJs) B (hopMe CamMOCTOSITENFHOW pPabOTHI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOH pabOThl OOydYAIOUIUXCSA C
MeJaroru4eckuMu paboTHUKAMU U (MJIH) JIMLAMU, IPUBJIEKAEMBIMU K peau3aliu
oOpa3oBaTeNbHOM MporpaMmbl Ha HWHBIX YCIOBHUSIX, TPU NPOBEIACHUU
IPOMEKYTOUYHOM aTTECTALMKU COCTaBIsAET 64 akageMHuecKux vaca (OB).

3.4. ITpu oOy4eHnH o0 UHAUBUAYATbHOMY YYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM O0y4e€HHH, 00bEeM NUCIUIUIMHBI (MOYJIs1) MOXKET OBITh peain30BaH
MOJIHOCTBIO B (DOpME CaMOCTOSITENIbHON paboThl 00yJarouxcs, a Takxke B hopme
KOHTaKTHOM pabOThl O0O0YyYarolUXCsl ¢ MEAarorHuecCKuMu pabOTHUKaMHU U (WIIH)
JUIAMH, TIPUBJIEKaEMbIMH K pealiu3allii 00pa30BaTeIbHON MPOrpaMMbl Ha MHBIX
YCIJIOBHSIX, TPU MPOBEAECHUN TPOMEKYTOUHON aTTECTALIMH.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).




4.1. 3a”HATHA TEKIIHOHHOTO THUIIA.

/o

Temaruka NTEKIIMOHHBIX 3aHATHH / KPaTKOE COJEpIKaHUE

Benenue B nH(GOpMaIMOHHYIO O€30MTaCHOCTh

Copneprxanue yueOHOTO MaTepHaa;

- [lonsiTre naGOpMary 1 HHGOPMALMOHHOM Oe30IacHOCTH.

- Undopmanus, cooOienns, ”THPOPMaIMOHHBIE MTPOLECCHl KaK 00BEKTH HHPOPMAIIMOHHON 0€30M1aCHOCTH.
- O030p 3aIUIIAEMBIX OOBEKTOB U CUCTEM.

OCHOBHBIE TTOHATHS TEOPUU MH(POPMAITMOHHOM 0€30MMacCHOCTH
Copneprxanue yueOHOTO MaTepHaa;

- Ucropus ctanoBiIeHUs TeOpUH HHPOPMATMOHHOM 0€3011acHOCTH.

- [IpenmetHas o6acTh TeOpuH HHPOPMATMOHHON 0€30TTaCHOCTH.

- Cucremarnzamnus MOHATHAH B 00JIACTH 3aIIUTH HH()OPMAITHH.

OCHOBHBIC TEPMHUHBI H OTIPE/ICIICHUS TIPABOBBIX MMOHATUH B 00J1aCTH UHPOPMAITMOHHBIX
OTHONICHUH U 3aiuThl HHPopMaruu. [loHsaTus npeameTHoi odnactu «3ammra
uHpopmaIum»

Coneprkanue yueOHOro Marepuaa:

- OCHOBHEIE MIPUHIUIIBI TOCTPOCHUSA CUCTEM 3alllUTEI.

- Konnenmus KOMIDIEKCHOM 3alTUTH HHPOPMAILIUH.

- 3aaun 3amuTH HHPOPMAITUHL.

- CpezcTBa peann3aniy KOMIUIEKCHON 3aIIATH HHPOPMAITHH.

HNudopmaniust kak 0ObEKT 3alUTHI

ConepxaHue yueOHOro Marepuana:

- [lonsitre 00 MH(pOpMALUK KaK OOBEKTE 3aIUTHL.

- YpoBHu npencTapicHus nHpopManui. OCHOBHBIC CBOWCTBA 3alUIAeMON HH(DOPMAIIHH.
- Buabl u popmsbl ipencraBneHus HHOOPMALIUH.

WNHupopmanronHble pecypehl U UX 3alUTa
ConepxkaHue yueOHOro MaTepuaa:

- ndopmannoHHbie pecypesl.

- CTpyKTypa M IIKajia NeHHOCTH HHPOPMAIHH.

- Knaccudukamms nHGOpMaMOHHBIX peCypcoB.

- [IpaBoBoii pexxnM HHPOPMAIIMOHHBIX PECYPCOB.

['ocynapcTBeHHas monuTuka HHGopMalmoHHoi 6e3onacHocT. KoHuenus

KOMIIJICKCHOT'O O6€CHC‘ICHI/I5{ HH(I)OpMaHHOHHOﬁ 6€3OHaCHOCTI/I

ConeprxaHre yueOHOTO MaTepHaa;

- UadopmanmonHas 6e30MacHOCT U € MECTO B CHCTEMe HAIlMOHAILHOU Oe3omacHocTH Poccuiickoit
denepanuu.

- Opransl obecriedeHust HTHOOPMAIMOHHOH 0€30ITaCHOCTH | 3alIUTH HHPOPMANNH, WX QYHKIMH U 3a1a9H,
HOpMAaTHBHAS EATEIBHOCTD.

Yrpo3bl uHPOPMAIIMOHHOM 0€30MaCHOCTH
ConepxaHue yaeOHOTO MaTepHraa;

- AHanu3 ysI3BUMOCTEHN CUCTEMBI.

- Knaccuduxarms yrpo3 nHpopManmoHHOH 6€3011aCHOCTH.
- OCHOBHBIE HAITPABJICHHS U METO/BI pean3aliy yIpo3.

- HedopmanpsHast Mosienb HapyIuTes.

- OneHka ysI3BUMOCTH CUCTEMBI.

[TocTpoenune cucTeM 3aImuThl OT YTPO3bl HAPYIIEHUST KOH(PUICHIIMATBHOCTH
ConepxaHue yaeOHOTO MaTepHraa;
- OnpeneneHre 1 OCHOBHBIE CIIOCOOBI HECAHKIIMOHUPOBAHHOT'O JOCTYIIA.




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

- MeToap! 3amutel or HCJI.
- OpranuzanuonHbsie MeTo bl 3amuTsl oT HC/I.

I/IH)KeHepHO-TeXHI/I‘ICCKaH 3a1uTa OT HCCAaHKIIMOHUPOBAHHOI'O AOCTYIIA
ConepxaHue yueOHOTo MaTepuaa;

- Kanans! yreukn nadopmarim.

- UmxenepHO-TexHUYIeCcKkre MeToabl 3amuTel or HC/I.

- [TocTpoenne cucteM 3amUTHI OT YTPO3BI YTEUKH MO TEXHUIECKAM KaHaTIaM.

10

MeTtoap! KOHTPOJIA JOCTyNa K MHQOPMAIIHOHHON CHCTEME
ConepxaHue yueOHOTo MaTepuaa;

- Unentudukarus

- AyteHTH(]UKaIMS, B TOM YUCIIe, MHOTO(AKTOpHAas ayTeHTH()UKAIIHS.
- ABTOpU3AIYSL.

11

MeToap! KOHTPOJIS JOCTyNa K HH(QOpMaIiu

Conepxkanue yueOHOTo MaTepuana:

- Kpunrorpadus. OcCHOBHBIE TOHATHS.

- OCHOBHBIE HAITPABJICHHS U LIEJIN UCIIOJIB30BAHMUS KPUIITOTPa()hUIECKIX METO/IOB.

- 3ammTa OT Yrpo3bl HapyIIeH!s KOH(HASHINAIFHOCTH Ha YPOBHE COJlepKaHMs HH(popManum.

12

HOCTpOGHI/Ie CHUCTCM 3alllUThI OT YI'PO3bl HAPYHICHUS LHECJIOCTHOCTU I/IH(I)OpMaI_II/II/I n

O0TKa3a O0CTyIla

CozepxaHue yueOHOro MaTepuaa:

- 3amuMTa HeJIOCTHOCTH HHPOPMAIIMH [TPU XPaHEHUH.

- 3amyTa HenoCTHOCTH HHGOPMAIUK IpH 00paboTKe. 3aIuTa HeOCTHOCTH HHG)OPMAIIUH PH
TPAHCIIOPTHPOBKE.

- 3amuTa OT Yyrpo3bl HapyIICHUs LeJTOCTHOCTH HH(POPMALMK HAa YPOBHE COJCPIKaHUSL.

13

ITocTpoeHne KOMIUIEKCHBIX CUCTEM 3allUThI OT YIPO3bl OTKa3a J0CTYyIa
ConepxaHue yaeOHOTO MaTepHuaa;

- DOS-araku — MeXaHU3MBbI pean3aliy YrpoO3bl.

- Pacnpenenennsie DOS-ataku.

- [locTpoeHue cucTeM 3auMThl OT YTPO3bl OTKa3a A0CTYNa K HHPOPMAIHH.

- 3amMTa CeMaHTHYEeCKOr0 aHalIn3a U aKTyaJbHOCTH HH(pOopMaluu

14

TToauTuka 1 Moienu 0€30MacCHOCTH

ConeprxaHre yueOHOTO MaTepHaa;

- [Tonutuka 6e3onacHocTH. HazHaueHue.

- CyOBeKTHO-00BEKTHBIC MOJISNN pa3TrpaHUUCHUSI JOCTYIIA.
- AKCHOMBI MMOJIUTHKH 0€30IaCHOCTH.

15

MeTtoabl AMCKPELIMOHHOTO AOCTYIIA

ConepxaHue yaeOHOTO MaTepHuaa;

- [TosuTHKa U MOJICITH TUCKPEIIHOHHOT'O TOCTYTIA.

- [TaponbHBIC CHCTEMBI pa3rpaHUYCHIS JOCTYIIA.

- Marpuua gocryna

- PactipenencHHbIC U IICHTPATH30BaHHBIC PEaTU3aIIH MATPHUIIBI TOCTYIIA.

16

MeTtonsl pa3rpaHMYeHHs] TOCTYIIA: MAHIATHBIE U POJIEBBIE MOJEIH
ConepxaHue yaeOHOTO MaTepHraa;

- [TosMTHKA ¥ MOJEITH MaHAATHOTO AOCTYIIA.

- TeopeTrko-uHGHOPMAIIMOHHBIC MOJICIIH.

- [lonnTuka n MOACIN TEMATHYCCKOTO pa3rpaHUYCHUA JOCTYIIA.

- Poneast monienp 6e30macHOCTH.




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

17

Crangaptel HHGOPMAIIMOHHOW 0€30ITaCHOCTH

CozepxaHue yueOHOro MaTepuana:

- Ponb crannapToB nHdpopMannoHHoit 6e301macHOCTH.

- CraHJapTU3UpPYIOLIHE OPTraHu3aluu

- [IpunsiTeIe KpUTEpHHU KiIacCU(HUKALUK U CTAaHIAPTU3ALMH HHYOPMALMOHHBIX CUCTEM B OTHOIICHUU
nH(popManMoHHO 6e30macHOCTH.

18

0030p MEXITYHAPOIHBIX CTAHAAPTOB HHPOPMAIIMOHHOW O€30ITaCHOCTH

Copneprxanue yueOHOTO MaTepHaa;

- Kputepun 6e30macHOCTH KOMIIBIOTEPHBIX cucTeM MuHHCTepcTBa 000poHs! CIIA (OpamxeBast KHUTA),
TCSEC.

- EBporneiickue kpurepun 6e3onacHoctr nHpopMarroHuslx TexHosnorui (ITSEC).

- ®enepanbHble KpUTEpHH 0€30MacHOCTH HHPOPMAMOHHBIX TexHosoruii CILIA.

- Enunble kpurepun 6€30macHOCTH HHPOPMAIIMOHHBIX TEXHOJIOTHH.

- I'pynna mexayHapoaasix ctangaptos 270000.

19

WNudpopmanronnsie BOIHBI 1 HHPOPMAIIMOHHOE TPOTHBOOOPCTBO
ConeprxaHne yueOHOTO MaTepHaa;

- Onpez(eneHI/Ie 1 OCHOBHBIC BH/IBI I/IH(i)OpMa]_II/IOHHBIX BOWH.

- UadopManimoHHO-TeXHUYeCKast BOWHA.

- Na(bOopMaIMOHHO-TICHXOJIOTHYECKast BOWHA.

20

3akoHomarenpHas 6aza PO B o6nactu 3anmuThl HHGOpMaIUU
CozepxaHue yueOHOro MaTepuaa:

- Opranu3anyoHHas CTPYKTYpa CHCTEMBI 3allUThl HHQOpMaLnH.

- 3aKoHO/IaTeJIbHBIC aKThI B 00JIACTH 3aIIUTHl HHPOPMAIIKH.

- 3aKOHOATENBFHOE PEryIHpOBaHHe 00pAaOOTKH EPCOHATIBHBIX TaHHBIX.

21

HopmatuBHO npaBoBO€ peryaupoBaHHe 3alIUThl HH()OpMAIHH

CoxnepxaHue yaeGHOro MaTepuaa:

- Poccuiickue u MexyHapoIHbIe CTaHAAPTHI, ONpeesIoIne TpeOOBaHUS K 3alUTe HHPOPMALIHH.
- Cucrema ceptudukanmu PO B obnactu 3aumrsl HHGOPMALHH.

- OcHOBHBIE TIpaBHJIa U JOKYMEHTHI cHcTeMbl cepTidukanun PD B obxacTu 3amutel HHGOpMALUH.

22

Cucrema ceptudukanyuu PO B obnactu 3amutel HHGopmanuu. OCHOBHbIE TPaBUiIa U

JIOKYMEHTBI cucteMsl ceptudukanuu PO B o6actu 3auiuTsl HHOpMaIUU
ConepxkaHue yueOHOro MaTepuaa:

- OCHOBHBIE MEXaHU3MBI 3aLIUTHl HH)OPMALHH.

- Cucrema 3amuThl HHOPMALHH.

- Mepsl 3anutsl HHQOPMAINH, peau3yeMble B aBTOMaTH3NPOBAHHBIX (MH(POPMAaMOHHBIX) CHCTEMAX.
- [IporpammHBIe 1 IpOrpaMMHO-aMNIapaTHbIE CPECTBA 3ANUTH HHPOPMAIHH.

23

OCHOBHEBIE ImpaBujia U JOKYMCHTBI CHUCTCMbI CepTI/I(l)I/IKaI_II/II/I P® B oOmactu 3allIUThI
uHpOpMaLUu

ConepxaHue yaeOHOTO MaTepHuaa;

- MmxeHepHas 3amura 1 TeXHUUecKas oXpaHa 00beKTOB HH(OpMaTH3aIuy.

- OpraHu3anuOHHO-PACTIOPSIUTEIbHAS 3aIIUTa HHHOPMAIIUH.

- PaboTta ¢ kagpamu 1 BHyTpU OOBEKTOBBIH PEIKHIM.

- [IprHIMIOBI TOCTPOCHHS OPraHU3aLMOHHO-PACTIOPSIUTEIILHON CHCTEMBI.

24

VYupasnenue nHGOpMaImOHHON 0€30MMaCHOCTHIO MPEATPHUATHS

ConepxaHue yaeOHOTO MaTepHraa;

- OOBEKTHI 3aIIUTHl HH(OPMALINY HA TPEATPHUITHN.

- Kimaccudukanus BumoB, cioco00B, METOOB M CPEICTB 3aIIUTH HHPOPMALNHU HA TIPEATIPHSTHH.
- Hasnadenue u cTpyKTypa CUCTEM 3allIUThl HHPOPMAIHH.

- KomrutekcHas cucteMa 3anuthl HHGOPMAIMK Ha TIPEIIPHUSITHH.




4.2. 3aHATUS CEMUHAPCKOTO TUNA.

JlaGopatopHbie pabOThI

/o

HaumenoBanue nabopaTopHbIX paboT / KpaTKoe cofepxaHue

Omnpenenenre 00bEKTOB 3aIIUTHI HA TUTIOBOM 00bekTe HHpopMaTuzanuu. OCHOBHBIE
MMPU3HAKH MTPHUCYTCTBUA HA KOMIIBIOTCPEC BPCAOHOCHLIX ITPOTrpaMm

B pesynpraTte BRIIOIHEHUS Ta00paTOPHOIT pabOTHI CTYICHT MOJTYYIHUT HABBIKU KIACCHU(PHUKAIIAN
MHPOPMAIMOHHBIX aKTUBOB 10 BHAM YTPO3 U KJIACCaM 3alIMIICHHOCTH, a TAKXKE HABBIKH OOHAPYKECHHS
BPEIOHOCHOTO MTPOTPAMMHOTO KOZ[a Ha IMIEPCOHAIFHOM KOMITBIOTEpE.

OOHapyxeHHe CeTeBON aKTUBHOCTH
B pesynbTate BHIOIHEHHS 1a00PAaTOPHON pabOThl CTYJEHT MOJYYHUT HABBIKM OOHApYKESHUS CETEBOU
AKTUBHOCTHU B 3an11/1111aeM0171 CHCTCEMC.

CrnipaBo4HO-TIPAaBOBBIE CUCTEMBI
B pesynpraTte BRIIOIHEHUS Ta00paTOPHOI pabOTHI CTYICHT MOIYIHUT HABBIKHA pAOOTHI B CIIPABOYHO-
HpaBOBOI\/'I CHUCTEMC C HOPMATUBHBIMU U IPABOBBIMU JTOKYMEHTAMH I10 PIH(I)OpMaI.[HOHHOﬁ 0e30IaCHOCTH.

3ammTa HHGOPMALIUH TSI aBTOMAaTU3UPOBAHHBIX PA00OYNX MECT. YTIpaBJICHUE MTPaBaMU

rosp3oBareiieid B Windows
B pesynbraTe BHINONTHEHHS Ja00paTOPHOM pabOThI CTYACHT IOIy4aeT HaBBIKH 0a30BOil HACTPOMKH
koMIioHeHTOB APM ms o6ecrieuenus UB.

Kpuntorpaduueckuii anroputm «OaHoandaBuTHas OICTAHOBKA
Kpumnrorpadudeckuii anmropurm «OgHoan(paBUTHAsE II0JCTAHOBKaY.

Kpunrorpaduueckuii anroputm «MHoroandaBuTHasi OJHOKOHTYpHasi OOBIKHOBEHHAs

NOACTaHOBKaA»

B pesynbraTe BhIMONHEHHUs 1a00paTOPHOM pabOThI CTYJEHT HOIy4aeT HaBBIKH IPOrpaMMHOM peanu3anun
mmgpoBanus ¥ pacinpppoBaHus MeToaoM «MHoroaja(aBuTHas OJHOKOHTYpHAsE OOBIKHOBEHHAsI
MOJICTAHOBKA».

Kpunrorpaduueckuii anroputm «MHoroandaBuTHas OJJHOKOHTYpHasi MOHO(OHNYECKas
NOACTaHOBKaA»

B pesynbTaTe BRIITOIHEHHS TA0OPATOPHOH pabOTHI CTYJEHT MOIY4aeT HaBBIKM MPOTPAMMHON peati3aliiu
mupoBaHus U pacinpppoBaHKs METOZOM «MHOroan(aBuTHAs OAHOKOHTYpHAs MOHO(OHHYECKas
OOBIKHOBEHHAS ITO/ICTAHOBKA

Kpunrorpaduueckuii anroputm «MHoroandaBuTHasi MHOTOKOHTYpHas! 10/ICTAHOBKa»
B pesynbTate BbINOIHEHHS 1a0OPAaTOPHOI pabOTHI CTYJEHT MOIY4aeT HABBIKH POTPaMMHON pean3alun
mudpoBanug 1 pacuupppoBaHus MeTogoM «MHoroandaBuTHas MHOTOKOHTYPHAsi MOHO(OHIYECKAst
0OBIKHOBEHHAS! TTOJJICTAHOBKAY.

Kpunrorpaduueckunii anroputm «lIpocras nepecraHoBka»
B pe3ynprarte BRIOTHEHHUS 1a00PaTOPHOH pabOTHI CTYIEHT MOMyYaeT HABBIKM MPOTPaMMHOHN pealTn3alii
mmdpoBaHus U pacmudppoBanus MeTooM «IIpocrtas mepecTaHOBKay.
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Kpunrorpaduuecknii anroputm «llepecranoBka, yciokHEeHHas 10 TaOIULE»
B pesynprarte BRIIOITHEHUS 1a00paTOPHOI paboThI CTYICHT MOIyYaeT HABBIKK IIPOTPaMMHOH peaTn3aliiy
mmdpoBaHus U pacmudppoBaHns MeTooM «llepecTaHoBKa, yCI0KHEHHAS 1T0 TAOIHIIE».

11

Kpunrorpaduueckuii anroputm «IlepecraHoBKa, yCI0KHEHHAS 110 MApIIPyTam»
B pesynbTate BINOIHEHHS 1a00PAaTOPHOI pabOTHI CTYJEHT MOIY4aeT HABBIKM IPOTPAaMMHON pean3aiun
mudpoBaHus U pacnpppoBanus MeTonoM «llepecTaHOBKa, YCIOKHEHHAS 110 MapIIpyTaM.




Ne
/ HaumeHnoBanue 1abopaTopHbIX pabOT / KpaTKOE CoJepKaHne
n/n

12 |Kpuntorpadudeckuit anroputm « aMMHpOBaHUE)

B pesynbTate BINOIHEHHS Ta00PATOPHOM pabOThI CTYJEHT MOJy4aeT HaBbIKK MPOTPaMMHON peati3aluu
mugppoBanus ¥ pacindpppoBaHus MeToaoM «I'aMMHpOBaHHE).

13 |Kpunrorpagpuueckuii anropuTM OCHOBaHHBIN Ha aHATUTUYECKUX IPEe0Opa30BaHMIX
B pesynbTate BBINOIHEHHS 1Ta00PATOPHON pabOThI CTYJEHT MOJy4aeT HaBBIKK MPOTPaMMHON peati3aliuu
mmdpoBaHUs U pacIu(PPOBAHUS METOIOM aHATNTHYECKUX IPeoO0pa3oBaHU Ha OCHOBE 00pabOTKH
MPsIMOX ¥ TPAHCIIOHUPOBAHHON MaTPHLI.

14 |Kpuntorpadudeckuii anropuTM CUMBOJIBHOTO KOAUPOBAHUS
B pesynprarte BRIIOTHEHHUS 1a00paTOPHOI pabOTHI CTYICHT MOIyYaeT HABBIKK IPOTPaMMHOHN pean3aliy
HII/I(l)pOBaHI/ISI u paCIlII/I(bppOBaHI/IH METOAOM CUMBOJIBHOI'O KOJUPOBAHUS IO KOJOBOMY a.]'[(i)aBI/ITy.

15 |Kom6uHupoBaHHbIi kpunTorpapudeckuii anroputm «lloacranoska + nepecraHoBKa
B pesynbTate BINOIHEHHS Ta0OPATOPHON pabOThI CTYJEHT MOJy4aeT HaBBIKM MPOTPaMMHON peati3aluu
mmdpoBanus U pacinpppoBanus MeronoM «lloncraHoBKa + epecTaHOBKaY.

16 |KomOuHMpOBaHHBIH KpunTorpadudeckuii anroputm «llepectanoBka + raMMHpOBaHKE)
B pe3ynprarte BRIIOTHEHHUS Ta00OpaTOPHOI pabOTHI CTYIECHT MOTyYaeT HABBIKK MPOTPaMMHOHN pean3aliii
mmdpoBaHus U pacmudppoBanns MmetonoM «llepectaHOBKa + TaMMUpPOBaHUEY.

4.3. CamocrosiTenbHas paboTa 00y4arOIuXCs.

Ne .

Bun camocrositenbHOI paboTh

n/n

1 |Pabota c eKIIMOHHBIM MaTEepUATIOM
2 |[ToaroroBka k 1abOPATOPHBIM paboTaM
3 | BoimonHenue KypcoBoi padoTHI.
4 | IloarotoBka K MpOMEKYTOYHOW aTTECTALIUU.
5 | IloaroroBka K TEKyIIeMy KOHTPOJIIO.
4.4. ITpumepHbIi IEpeUYEHb TEM KYpPCOBBIX paboT
1. ®opMbl TCHUXOJIOTUYECKOW 3alUThl YelloBeka OT WH(OpPMaIlMOHHON
Neperpy3KH.

2. CoumanbHo Bpeanas uHpopmanus B8 CMU.
3. Bpennas u onacHas ungopmanus B latepuer
4. ®opmbl 0OMaHa U MollleHHUYecTBa B IHTEpHET.

5. ®opmbl HE3aKOHHOT'O MCHOJB30BaHMS MH(MOpMauu. 3aKOHOJATEIbHbIE

MCPEBI IPOTHUB HE3aKOHHOI'O MCIIOJIb30BaHUA I/IH(l)OpMaL[I/II/I.

6. Moaens nHpOpMAIIMOHHOM 3alIUTHI KAHAJIOB CBSI3H.

7. Crtpateruss oOMaHa W €€ HCIHOJb30BaHUE B cdepe HHPOPMAIMOHHOM

3aIl[UTHL.

8. Boripockl nn(opManoHHOM 0€30MacHOCTH B MTOJIMTUKE U TUTNIOMATHH.

9. Opranu3aimOHHO-PacOPSIUTEIbHbIE MEPbl HHPOPMALIMOHHOM 3aIUTHI.




10. TpanuumoHHbIE HaIpaBieHUs WH(POPMAIIMOHHON 3alllUThl U MYyTH UX

HHTCTpanuu.

5. IlepeueHp wu3NaHMM, KOTOpPHIE PEKOMEHAYETCS MCIIOIb30BATh IIPHU

OCBOCHUHU JUCHUIUIMHBI (MOYJIA).

Ne
n/n

Bubnuorpaduueckoe onucanue

Mecro nocryna

1

KonupoBanue u 3ammura
uHpopmaluu B
JOKYMEHTOO0O0POTE: METO/I. YKa3.
K MPaKT. u Jad. pad. s CTy/I.
crneu. [lpuknannas nadopmaTuka
(B 9KOHOMHKE) 110 AUCLI.
WNudopmannonnas 6e300acHOCTb /
B.1. Mopo3sosa, K.O.
Bpyo6nesckuit; MUNUT. Kad.
DKoHOMUYECKass MHPOPMATHKA. -
M.: MUUT, 2010. - 56 c.

https://library.miit.ru/bookscatalog/metod/03_19830.pdf

IudpoBaHue ¢ OTKPHITHIM
KJIFOUOM: METOJ. YKa3. K j1a0. pao.
o quct. MadopmanmonHas
0€30MMacHOCTb U 3alluTa
UHPOPMALIUK TSI CTY/I. CIeIl.
ABTOMAaTU3UPOBAHHBIE CUCTEMBI
00paboTKK HHPOPMALIUU U
ynpasienusi, UnpopmanoHHbIe
cucteMsl U TexHonoruu / 9.1.
Koctrokosckast, A.M. Y ganos;
MUUT. Kap.
ABTOMAaTHU3UPOBAHHBIE CHCTEMBI
ympasienus. - M.: MUUT, 2008. -
28 c.

https://library.miit.ru/bookscatalog/metod/04-46051.pdf

Kpunrorpaduueckas 3amura
KOMITbIOTEPHOM MH(OpMAIIH:
METO/I. YKa3. K J1a0. pab. mo aucil.
Teopernueckrie OCHOBBI
KOMIIBIOTEPHON 6€30MacCHOCTH JIsI
CTy.., 00yd. IO Harp.
HNudpopmanmonnasi 6e30nacHOCTS /
. M. T'onngoBckuii, b. B.
Kenenxos, U. E. CadoHnona;
MUUT. Kad. BoruncnurenbHble

https://library.miit.ru/bookscatalog/metod/03-42764.pdf




CHCTEMBI U CETH. - M.

MI'VIIC(MUUT), 2013. - 36 C.
4 | Undpopmanuonnas 6e3onacHocts | https:/library.miit.ru/miitpublishing/10-2256.pdf
HePCOHAIILHBIX KOMIBIOTEPOB:

y4ae0. mocoOue JyIs CTy. CIell.
CAIIP u cTpouTeNbHBIX CIICI]. IO
Kypcy Mertoabl u cpeacTBa
3aIIUTHI KOMIIBIOTEPHOU
uHpopmanuu. 4.2 / B.IO.
Cwmupnos, O.B. CmupHOBa;
MUUT. Kad. CAITP
TPAHCIIOPTHBIX KOHCTPYKIIUN U
coopyxennit. M.: MUUT, 2010. -
88 c.

5 Pa3zpaboTka Mep 3anuTh https://library.miit.ru/bookscatalog/metod/DC-435.pdf

MH(OPMAIIMOHHBIX PECYPCOB B
KOPIIOPATHBHOM CETH C BBIXOJIOM B
MHTEPHET: y4eOHO-METO/I.
nocoOue 1o Kypc. padbore aJis
CIEIMAIIMCTOB HATIP.
Kommprorepnas 6e3omacHocTs / B.
M. Anekcees; MUUT. Kad.
YrpaBrneHue U 3aiura
uHpopmarnuu. - M.: PYT(MUUT),
2017.-9c.

6. IlepeueHb COBpEMEHHBIX MPOQPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIIPABOYHBIX CHCTEM, KOTOPBIE MOTYT HCIOJIb30BAThCS IPHU
OCBOCHUU JUCUUIUIUHBI (MOYJIA).

- DnexTpoHHO-0MOIMoTeyHass cucreMa HayyHo-TexHHYecKol OMONIMOTEKH
PYT (MUUT): http://library.miit.ru

- dopym crnenuamucToB M0  MHGOPMAIIMOHHBIM  TEXHOJOTHAM
http://citforum.ru/

- HNHTepHeT-yHUBEPCUTET UH(OPMAITMOHHBIX TEXHOJIOTHI
http://www.intuit.ru/

- Temarnueckwit  popym 1m0  WHGOPMAIIMOHHBIM  TEXHOJOTHSIM

http://habrahabr.ru/

7. llepedyeHb  JNHUIICH3UOHHOTO U  CBOOOJHO  PACHPOCTPAHSIEMOTO
MPOTrPaMMHOTO OOECreYeHusl, B TOM YHCJIE OTEUYECTBEHHOTO MPOM3BOJICTBA,
HEO0OXOMMOTO JIJIS1 OCBOCHHMSI TUCIIUTUTUHBI (MOYJIs).

Nutepuer-Opaysep (Yandex u zip.)



Microsoft Windows
Microsoft Office

8. Omnucanue MaTepUasIbHO-TEXHUYECKOW 0a3bl, HEOOXOAMMOW st
OCYILECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUILUIMHE (MOIYIIIO).

Y4yeOHass ayauTopusl [UIsl TPOBEACHUS YYEOHBIX 3aHATHH (3aHATHH
JICKIIMOHHOTO  THUIMA, JIADOpAaTOPHBIX PAabOT, KYypCOBOTO MPOCKTHPOBAHHUSI
(BBITIOJIHEHUST KYPCOBBIX padoT):

- MyIbTUMEIWIHOE O00O0pyaoBaHHWE, paldounWe CTAaHIUKW CTY/ACHTOB,
KOMITBIOTEP MPENoIaBaTes, J0CKa.

Aynautopus moakirodeHa K cetu «MHTepHeT.

9. ®opma MPOMEKYTOUHOM aTTECTALNU:

Kypcosas pabota B 3 cemectpe.
DK3aMeH B 3 cemecTpe.

10. OueHouHbIE MaTEpHUAIIBI.

OueHOYHbIE MAaTepUAIIbl, TPUMEHSIEMBIE TIPU MPOBEICHUH MTPOMEKYTOUYHON
aTTecTaluu, pa3pabaThiBalOTCSI B COOTBETCTBUM C JIOKAJbHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTODBI:

JIOIEHT, K.H. KadeIphl
«BBIMUCIUTEIbHBIE CHCTEMEBI, CETH U

nH(popmaImorHas 6€30MacHOCTbY SA.M. l'onnoBckui
CornacoBaHo:
3asenyrommuii kadhenporr BCCullb b.B. Xenenkon

[Ipencenarens yueOHO-METOAUYECKOM
KOMUCCHUH H.A. AugpusiHoBa



