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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

3amaya aucuuiIMHbl «OCHOBBI HMH(OPMALIMOHHOW O0O€30macHOCTH» —
chopMHUPOBATH Y 00YYAIOMIMXCS TEOPETUUECKHIE 3HAHUS U NMPAKTUUECKUE HABBIKH
B 005acTH 3amMThl HHPOpPMAIMH, YTOOBI OHU MOTJIM TNPUMEHSITh HUX IS
oOecrnieyeHrs KOH(PHUICHIUATBHOCTH, IEJIOCTHOCTH W JOCTYMHOCTH JaHHBIX B
CBOEH NMpodeccuoHaNbHON 1€ATEIbHOCTH.

B jaucuunnmHe OpenyCMOTPEHO M3ydy€HUE MATH  YYEOHBIX  TeEM,
OOBEIMHEHHBIX €IMHBIM 3aMbICIOM. M3maratorcst B3IIIsiibl Ha UHPOPMAIUIO, KaK
OOBEKT 3aLUTHI C BBIJICIICHUEM XapaKTEPHBIX CBOIMCTB 3allUIIaeMOil TH(POpMAIUH.
Ha ocHoBe enumHOro moaxoja paccMaTpUBAIOTCS JAEBATh HUCTOPUYECKHU
CIIOKUBILMXCS ~ HalpaBleHUHd  MHGOpMAUMOHHOW  3ammThl.  M3mararorcs
pa3paboTaHHbIE WM MOAU(PUUMPOBAHHBIE AaBTOPOM KadeCTBEHHBIE MOJIEIU
MH(POPMAIIMOHHOH 3aIIUThI. 3aBEPILACTCS U3yUYEHUE NUCUUIUIMHBI IBYMsI TEMaMH,
HOCBSILIEHHBIMA JIByM Hau0oJiee CYyIIECTBEHHBIM Yrpo3aM HH(POPMAIMOHHOM
0e30macHOCTH — HWH(GOPMALMOHHBIM MPECTYIUICHUSIM U HHPOPMAIMOHHBIM
BoilHaM. B pamkax, yKa3aHHbIX T€M MPUBOAUTCA  KiIaccU(UKaIUs
MH()OPMAITMOHHBIX U KOMITBIOTEPHBIX NPECTYIUIEHUH, OOBACHAIOTCS UX HPUYUHBI,
JAETCSl YTrOJIOBHO-TIPABOBAsl XapaKTEPHUCTHKA HEKOTOPHIX MPECTYHHBIX ACSHUM,
paccMaTpUBAIOTCSI OCHOBHBIE CTPAaT€TMU WH(POPMALMOHHBIX BOWH UM BUJbI
MH()OPMALITMOHHOTO OPYKHUS.

Henbto aucuumauabl «OCHOBBI HH(POPMALIMOHHONW 0€301aCHOCTHY SIBIISETCS
(opMupOBaHUE y CTYIEHTOB 3HaHUH U MPEACTABIEHUI O CMBICTIE, LIEJIAX U 3a/1a4ax
UHGOPMAITMOHHOM 3aIUTHI, XapaKTEPHBIX CBOMCTBAX 3alMIlaeMoi HHHOpMAIIIH,
OCHOBHBIX MH(OPMAIIMOHHBIX  Yrpo3aX, CYIIECTBYIOMIMX (JEHCTBYIOLIUX )
HaIpaBJICHUSAX 3allUThl U BO3MOXHOCTSIX MOCTPOEHUST MOJENEH, CTpaTeru,
METO/IOB U MpaBHJl THGOPMALIMOHHOM 3alUThL. [[pruoOpeTeHHbIe 3HaHUS TTO3BOJISAT
CTyJIGHTaM TMpPaBUJIbHO OPUEHTUPOBATHCS B  KATETOPHUSIX  3alIMIIAEMbIX
WH)OPMAITMOHHBIX IIEHHOCTEM U TPUOOPECTH MHUHUMAIBLHO HEOOXOIUMBIA
Kpyrozop B mpoOiemax uHpopManmoHHOW Oe3oracHocTd. Ha ocHOBe maHHOM
JUCLMIUTMHBI Ipenoaraercs 6osee moipoOHO U3ydaTh pa3inyHble HAIIPABICHUS
3alUThl KOMITBIOTEPHOM 0€30MaCHOCTH.

JucuuninHa npeaHazHadeHa ISl NOJyYeHHs] 3HAHWM, HEOOXOIMMBIX s
pelieHus CIeAYIOMUX MNPOPECCHOHANBHBIX 3a/ad (B COOTBETCTBUU C BUIAMU
JESATEIIbHOCTH):

[Tpon3BOACTBEHHO-TEXHOJIOTMYECKAs AESATEIBHOCTD

- Pa3paboTka METOI0B U CPECTB TEXHUUECKON 3aIUThl HH(OPMAIIUY;

-  Pa3zpaboTka  TEXHOJOrMYECKMX  peIIeHUWH Uil  obecrnedyeHus
nH(GOPMALIMOHHON O€30MaCHOCTH B Pa3INUHBIX cepax.



OpraHu3aiuoHHO-YIIpaBICHYECKas ACSITEIbHOCTD

- Opranu3alroHHO-TIPaBOBOE 00ECIeUEHUE JCSITEIIBHOCTU O MOIYYEHUIO,
HAKOIUICHUIO, 00paboTKe, aHalIM3y, MCIOJIb30BAHUI0 HH(OpMAIMKM U 3alluTe
00BEKTOB HH(POpPMATU3AINHN, UHPOPMAIIUOHHBIX TEXHOJIOTUNA U PECYPCOB;

- PazpaboTtka 1 KOHTPOIb 3PHEKTUBHOCTH OCYIECTBICHHUS CUCTEMBI MEp IO
(GOpMUPOBAHHIO U HCIOJB30BAHUIO HWH(GOPMALMOHHBIX PECYPCOB, CHCTEM
obecrieueHrs MHPOPMAITMOHHOM 0€30MTaCHOCTH;

- Opranuzanus pabOThl MalbIX TPYNI M KOJUIEKTMBOB HCIOJHHUTENEH,
c(hOpPMHUPOBAHHBIX JIJISl PEIICHUS KOHKPETHBIX MPO(eCcCHOHATBHBIX 3a/1a4.

[TpoekTHas NesATENBHOCTD

- COop 1 aHaIU3 UCXOIHBIX JAHHBIX JUISI IPOEKTUPOBAHUS CUCTEM 00pabOTKU
Y aHaJIn3a MH(POpPMALMU C yYETOM HEOOXOJUMOCTH €€ 3alUThl B COOTBETCTBUU C
TpeOOBaHUSIMU 0€30MACHOCTH MH(OpMALUY;

- YyacTtre B MPOEKTUPOBAHUH CHUCTEM, KOMILJIEKCOB CPEICTB M TEXHOJIOTHMA
00paboTkK U 3amuThl WHGOpPMalUKM, B pPa3pabOTKE TEXHOJOTHYECKOU U
AKCILTyaTaIllAOHHON JJOKYMEHTAIUH;

- YyacTtue B MPOEKTUPOBAHUM CHUCTEM, KOMILJIEKCOB CPEICTB U TEXHOJIOTHM
00paboOTKM ¥ 3almUThl HHPOPMAIUM, B pa3pabOTKE TEXHOJOTMYECKOW U
AKCIUTyaTallMOHHON TOKYMEHTALIUU.

- COop 1 aHanU3 UCXOIHBIX TAHHBIX JJI1 IPOEKTUPOBAHUS CUCTEM 00padOTKHU
Y aHaJIn3a MH(POpMALMU C yYETOM HEOOXOJUMOCTH €€ 3alUThl B COOTBETCTBUU C
TpeOOBaHUSIMU 0€30MACHOCTH HH(OpMALUY;

- YyacTtue B MPOEKTUPOBAHUM CHUCTEM, KOMILJIEKCOB CPEICTB U TEXHOJIOTHM
00paboTKM ¥ 3amuThl HHPOpMAIMK, B pPa3pabOTKE TEXHOJIOTHYECKON W
AKCIUTyaTaI[MOHHON JJOKYMEHTAIUH;

- YyacTtue B MPOEKTUPOBAHUM CHUCTEM, KOMILJIEKCOB CPEICTB U TEXHOJIOTHM
00paboTkM U 3ammThl HHGOpPMALMU, B pa3pabOTKE TEXHOJOTMYECKONH U
AKCIUTYaTallMOHHOW JOKYMEHTAIUH.

2. Ilnanupyemble pe3ynbTaThl 00y4eHHs 110 AUCUUIUTHHE (MOJYJIIO).

[lepeyens (GopMHUpyeMBIX pe3yJbTaTOB OCBOCHHSI  0Opa3oBaTEIbHOM
porpamMmsbl (KOMIIETEHIIN) B pe3ysbTaTe 00y4eHHUs 10 AUCHUIUIUHE (MOIYIIO):

OIIK-3 - CmocobOeH pemaTh CTaHIAPTHBIE 3aMa4d MPOQPECCHOHAIBHON
NeSITeTLHOCTH Ha OCHOBE MH(OPMAITMOHHON U OMOIMorpaduueckoil KyJabTyphl C
MpuMeHEeHnEM WH(OPMAIIMOHHO-KOMMYHHUKAITMOHHBIX TEXHOJIOTHA U C YYETOM
OCHOBHBIX TpeOoBaHMii WH(OPMAITMOHHON O€30MaCHOCTH.



OO0yuenue no JUCHUILTHHE (MOYJII0) IPEANOoJIaraeT, 4To Mo €ro pe3yabTaTam
oOyyJaromuiics Oyier:

3HaTh:

- CYILLIHOCTb U MOHATUE UH(OPMALIMOHHON O€30I1aCHOCTH, XapaKTEPUCTUKY €€
COCTaBJISIOLIHX;

- Mecto HWH(GOPMAIMOHHON O€30MaCHOCTH B CHUCTEME HAIMOHAIbHON
0€30MacCHOCTH CTPaHBI;

- BUJIbI, ICTOYHUKU U HOCUTENH 3allUIIIaeMO HHPOpMAIIIH;

- HUCTOYHUKU Yrpo3 0€30MacHOCTM HH(pOpMalMM U Mephl IO HUX
PEIOTBPALICHUIO;

- (akTOpbl, BO3JEUCTBYIOIIME Ha HHPOpMAIMIO Npu ee 00paboTke B
ABTOMATU3HPOBAHHBIX (MH()OPMALIMOHHBIX) CHCTEMAX;

- KU3HEHHBIC ITUKIIBI HH(POPMAIIMU OTPaHUICHHOTO JOCTYIa B MPOIECCe ee
co3JlaHusi, 00pabOTKH, Iepeadn;

- COBpPEMEHHBIE CpEJCTBA M CIOcoObl oOecreyeHuss HH()OpMaMOHHOU
0e30I1aCHOCTH;

- OCHOBHBIE METOJMKHM aHalM3a YIrpo3 U PHUCKOB HH(GOPMAIMOHHON
0€30MacCHOCTH.

Ymersb:

- KJTaCCU(UITMPOBAThH 3aIUIIACMYI0 HHPOPMAIIUIO TI0 BHIaM TalHEI;

- KjJaccU(UIMPOBATh  3alMINACMyl0 HWHPOPMAIMIO IO  CTEMEHSIM
CEKPETHOCTH;

- KJIacCCU(UIIUPOBATH OCHOBHBIE YIPO3bl 0€30MaCHOCTH MH(POPMAIIUH.

Baaners:

- mpoeccuoHaIbLHON TEPMUHOIOTHEH;

- HaBbIKaMU (POpPMaJbHOM TMOCTAHOBKM M pELICHUs 3a/ladd oOecreueHus
UH(OPMAIIMOHHOW  0€30MaCHOCTH  KOMIIBIOTEPHBIX CHCTEM U OOBEKTOB
uH(pOopMaTH3aLIUY;

- METOJaMU 3aIUThl UHPOPMALIUU.

3. O0beM AUCIUTUTMHBI (MOJTYJIS).

3.1. O6mas Tpy10€MKOCTh AUCIUTIINHBI (MOTYJIs).

OO0mast TPyIOEMKOCTh AMCIUIUIMHBI (MOIyJisA) coctaBisier 4 3.e. (144
aKaJeMHYeCKuX Jaca(oB).

3.2. O6bem gucuMIUIMHBI (MOnynsi) B ¢GopMe KOHTAaKTHOM pPabOThI
oOyJarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMu HW  (WIM)  JIMIIAMH,



IPUBJIEKAEMBIMU K peain3aluy 00pa3oBaTeIbHOM MpOorpaMMbl Ha UHBIX YCIOBHSIX,
IPU [IPOBEJICHUU YUEOHBIX 3aHATUM:

KomnuectBo yacos

Tun yaeOHBIX 3aHITHI
Bcero | Cemectp Ne3

KonrtaktHas paboTa mpu npoBeieHIH yIeOHBIX 3aHATHH (BCETO): 64 64
B ToMm umncne:

3aHATHSA JIEKIIHOHHOTO THIIA 32 32
3aHATUS CEMUHAPCKOTO THIIA 32 32

3.3. O6peM auCHUIUIMHBI (MOAYJs) B (hOopMe CamMOCTOSITENBHOU pPabOTHI
oOydaronuxcsi, a Takke B (opmMe KOHTAKTHOM pabOThl OOydYarOMIMXCA C
nearoruaeckKuMu paboTHUKAMHU U (WIIH ) JIUIIAMU, PUBIIEKAEMBIMU K peau3aiiu
oOpa3oBaTeNbHOM MporpaMmbl Ha HWHBIX YCIOBHUSIX, IPU IPOBEIACHUU
IPOMEXYTOUHOM aTrTecTalu coctaBisgeT 80 akaaeMHUEcKUX yaca (OB).

3.4. ITpu oOy4eHuny 0 MHAUBUAYATbHOMY YYEOHOMY ILJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM OOy4e€HHH, 00bEeM NUCIUIUIMHBI (MOYJIs1) MOXKET OBITh peain30BaH
HOJIHOCTBHIO B (hOpME CaMOCTOATEIbHON pabOThl 00yUarOIIMUXCS, a TaKkKe B opme
KOHTAaKTHOM pabOThl OOYYaIOIIUXCSl C MEAAroruuecKuMu paOOTHUKaMU U (WIIH)
JUIAMU, TIPUBIIEKAEMBIMH K peaiM3allii 00pa30BaTEIbHOM MPOrpaMMbl Ha MHBIX
YCIIOBUSAX, IPH NPOBEAEHUHU POMEXYTOYHOM aTTECTALINN.

4. ConeprkaHue JUCIUTUIMHBI (MOIYJIA).

4.1. 3aHATHA JEKIUOHHOT'O THUIIA.

/ Temaruka JEKIIUOHHBIX 3aHATHH / KpaTKO€ COACPIKAHUC
/11

1 |BBenenue B nH(pOpMAIMOHHYIO 0€301aCHOCTD

ConepxaHue yueOHOro Marepuaa:

- [TonsTre MHGOPMALMK U HHPOPMALIMOHHOH 0€30MaCHOCTH.

- Uadopmanus, cooOrieHus, ”HPOPMAIMOHHBIE POIIECCH KaK 00BEKTH HHOOPMAIIHOHHOMN 0€301MacHOCTH.
- O030p 3aIHUIIAEMBIX OOBEKTOB U CHCTEM.

2 |OCHOBHBIE TIOHATHS TEOPHH WHPOPMAIIMOHHON O€30MaCHOCTH

ConepxaHue yaeOHOTO MaTepHraa;

- WcTopus cTaHoBiIeHUS TeOpUH HHPOPMAITMOHHOHN O€30MIaCHOCTH.
- [IpenmetHas o6sacTh TeOpuH HHPOPMALTMOHHON 0€30TTaCHOCTH.
- Cucremarnzamus MOHATHH B 00J1aCTH 3aIIUTH HH()OPMAITHH.

3 |OcHOBHBIC TEPMHHBI M ONIPE/ICIICHAS ITPABOBBIX IMMOHATHI B 00JIACTH MH(POPMAITHOHHBIX
OTHOIICHUH U 3amuThl HHGopmaruu. [loHsTHsS TpeaMeTHON o0aacTu «3anmTa
uHpopmarum»

ConepxaHue yueOHOTo MaTepuaa;

- OCHOBHEIE IIPUHIHUIIBI TOCTPOCHUA CUCTEM 3alINUTHI.

- KoHmenmust KOMIUIEKCHON 3alTUThl HHPOPMAITUH.




Temaruka NTEKIIMOHHBIX 3aHATHH / KPaTKOE COJEpIKAaHUE

- 3amaun 3amUTH HHPOPMAITHHL.
- CpencTBa peanu3aiuy KOMIUICKCHON 3aIUThl HH()OpMAITHH.

Nudopmanus kak 00bEKT 3alTUThI

Conepxkanue yueOHOro Marepuaa:

- [lonstre 06 HHPOPMAIHH KaK 00BEKTE 3aIlUTHI.

- YpoBHH npencTasineHns nHpopManrui. OCHOBHBIE CBOWCTBA 3aIUIAeMO HH)OPMAITHH.
- Bunsr u popmel ipencTaBaeHus HHPOPMAIIHHL.

WndopmannoHHbie pecypehl U UX 3aIIuTa
Copneprxanue yueOHOTO MaTepHaa;

- ndopmannonHbie pecypesl.

- CTpyKTypa M IIKana HeHHOCTH HH(POPMAIHH.

- Knaccudukanus nHGOpMaLMOHHBIX PECYPCOB.

- [IpaBoBOii pexxuM HHPOPMAIIMOHHBIX PECYPCOB.

['ocynapcTBenHas nmonutuka nHGopMalnoHHou 6e3omacHocT. Konnenms

KOMIUIEKCHOTO obecredeHusi HH(pOpMAIMOHHOW O€30IMaCHOCTH

CoxnepxaHue yaeGHOro MaTepuaa:

- MapopmMannonHas 6€30MacHOCTh U €¢ MECTO B CHCTEMe HallHOHaIbHOU Oe3omacHocTH Poccuiickoit
denepanuu.

- Opransbl obecnieyeHus: THPOPMAIIMOHHOH 6€30MacCHOCTH U 3aLUTH HH(POPMAIMHY, UX GYHKIMU U 33/1a4H,
HOpPMATHUBHAsI ICATEIBHOCTb.

Yrpo3sl nHPOpMAITMOHHOKW 0€30MMacHOCTH
ConepxaHue yueOHOro MaTepuaa;

- AHanu3 ysI3BUMOCTEHN CUCTEMBI.

- Kimaccudukanus yrpo3 nHpOpMAIIMOHHOW O€30MTaCHOCTH.
- OCHOBHEBIC HAIIPaBJICHUS H METOBI pealTU3aIliy yTPo3.

- HedopmanrsHast Moienb HapyIIuTeNs.

- OneHKa ys3BUMOCTH CHCTEMEI.

HOCTpOeHI/Ie CHUCTCM 3alllUThI OT YI'PO3bl HAPYHICHUSA KOH(I)I/IJICHLII/IEU'ILHOCTI/I
ConepxaHue yaeOHOTO MaTepHuaa;

- Ompepnenenue 1 OCHOBHBIE CTIOCOOBI HECAHKITMOHUPOBAHHOTO JIOCTYTIA.

- Metoap! 3amutel ot HCJI.

- Opranuzanuonssle Meroasl 3amuTsl ot HC/I.

- NnxenepHo-TexHuueckue Metoanl 3amutel o HCJI.

- [TocTpoeHue cucreM 3alIUThl OT YrPo3bl YTEUKU MO TEXHUYECKUM KaHAIaM.

MeTopl KOHTPOJIS ToCTyna K HHpOopMaIun

ConepxaHue yaeOHOTO MaTepHraa;

- Unentndukanys u ayTeHTHUKAIHS.

- OCHOBHBIE HANPABJICHUS U IEJIN HCIIOIB30BAHNS KPUNTOTPA(YUIECKUX METOIOB.

- 3amuTa OT yrpo3sl HApyIIeHU KOHPHISHINATBHOCTH Ha YPOBHE COAEPIKaHUSI HH(POPMAITHH.

[TocTpoeHune cucTeM 3amuThl OT YIpO3bl HAPYLICHUS [IETOCTHOCTH HH(OpMaLUK 1

OTKa3a 10CTyIa

ConepxaHue yueOHOro Marepuana:

- 3ammTa HeJIOCTHOCTH HHPOPMAIUH ITPU XPaHEHUH.

- 3ammTa HeJIOCTHOCTH HH(pOpMaNnH Ipy 00padoTKe. 3amunTa HeJ0CTHOCTH HH(YOpMaLuK PpU
TPAHCIIOPTHPOBKE.

- 3amyTa oT yrpo3bl HapyIIEeHHUS 1IeJI0CTHOCTH HH(OPMALMK HA YPOBHE COJEPIKaHUS.

- [TocTpoeHne cUcTEM 3alUTHI OT YTPO3bI OTKa3a AOCTYNA K HHOOPMALUH.

- 3amyTa CeMaHTHYECKOTO aHAIN3a U aKTyaJbHOCTH HH(OpMaIHy.




/o

Temaruka NTEKIIMOHHBIX 3aHATHH / KPaTKOE COJEpIKAaHUE
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IMonutrka u Mojeau 6€30IMacHOCTH

ConepxaHue yueOHOTo MaTepuaa;

- [Tonutrka 6€300aCHOCTH.

- CyObeKTHO-00BEKTHBIE MOJIENIN Pa3rPaHHUUYCHUS JOCTYIIA.
- AKCUOMBI TIOJTUTHKYU 0€30MaCHOCTH.

- [onuTHKa U MOJIENTH TUCKPEIUOHHOTO AOCTYIA.

- [NaponbHBIE CHCTEMBI pa3rpaHUuCHHs OCTYIIA.

- [onuTHKa U MOJIEITH MAHJATHOTO TOCTYIIA.

- TeopeTrko-nHGpOPMAIMOHHBIE MOJICIIH.

- [onuTHKa U MOJIEITH TEMATHYECKOTO Pa3rpaHUYCHHsSI JOCTYIA.
- PoneBast Mmozens 0€30MacHOCTH.

12

00630p MeXIYHAPOIHBIX CTAHAAPTOB UHPOPMAILIMOHHOM 6€30MaCHOCTH

CozepxaHue yueOHOro MaTepuaa:

- Ponb ctannapToB nHdpopManmoHHoit 6e301acHOCTH.

- Kpurepuu 6e3omacHOCTH KOMIBIOTEPHBIX cucTeM MuHHCTepcTBa 000poHbl CIIIA (OpanxeBasi KHUTa),
TCSEC.

- EBpomneiickue kpurepun 6ezonacHocty nHpopMmarmoHHbIX TexHonoruit (ITSEC).

- OenepanbHBIe KPUTEPUH OE30MMACHOCTH HHPOPMAaHOHHBIX TexHomoruit CIIIA.

- Enunble kputepun 6€30macHOCTH HHPOPMAIIMOHHBIX TEXHOJIOTHH.

- I'pynna mexayHapoueix cragnaptoB 270000.

13

NudopmarnmonHbie BOMHBI U HH(OOPMAITMOHHOE TPOTHBOOOPCTBO
CozepxaHue yueOHOro MaTepuaa:

- OmnpeneneHre U OCHOBHBIE BUIBI HH(OPMAIIMOHHBIX BOIH.

- UndopmanmoHHO-TeXHUYECKas BOWHA.

- ndopmannonHO-TICMXOJI0THYECKast BOWHA.

14

HopmartuBHO npaBoBoe perynupoBaHue 3allUuThl HHPOpMaLUK

CoznepxaHue yueOGHOro MaTepuara:

- OpraHu3annoHHAs CTPYKTYpa CHCTEMBbI 3aIlUThl HHPOPMALHH.

- 3aKoHO/IaTeJIbHBIE aKThl B 00JIACTH 3aIIUThI HHPOPMAIIKH.

- Poccuiickue n MeXyHapOHbIE CTaHIAPThI, ONIPEACIISIONINEe TpeOOBaHMUS K 3aluTe HHPOpMAIKK.
- Cucrema ceprudukaimu PO B obnactu 3ammrsl HHOOPMALMH.

- OcHOBHBIE TIpaBHJIa U JOKYMEHTHI cHcTeMbl cepTudukaiyu PO B o0nactu 3anmtsl HHGOPMALUH.

15

Cucrema ceprudukannu PO B o0nactu 3amuThl nHGopMauu. OCHOBHBIE ITpaBUIIa U

JIOKYMEHTHI cucTeMbl cepTudukanuu PO B 061acTu 3amiuThl HHPOPMAIUH
ConepxaHue yueOHOro Marepuaa:

- OCHOBHBIE MEXaHU3MBI 3aLIUTHl HHYOPMALHIH.

- Cucrema 3amuThl HHOPMAIHH.

- Mepb1 3anuThel HHGOPMANHH, peau3yeMble B aBTOMaTH3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CHCTEMAX.
- [IporpaMMHBIe ¥ IPOrPaMMHO-aNIapaTHIE CPEACTBA 3AUTHl HH(OPMaLUH.

- UmxeHepHas 3al1UTa ¥ TEXHUYECKas OXpaHa 00beKTOB HH()OPMaTH3aLUH.

- OpraHn3annoOHHO-PacIOpAAUTEIbHAS 3alIUTa HHOPMALIUH.

- Pabora ¢ kagpamu 1 BHYTpH OOBEKTOBBIN PEKHM.

- [IpuHIMIBI TOCTPOEHHS OPraHU3AIMOHHO-PACTIOPAAUTELHOM CHCTEMBI.

16

Ynpasnenue nHGOPMAITMOHHON 0€30MMaCHOCTHIO MPEATPUATHUS

ConeprxaHue yueOHOTo MaTepuaa;

- OOBEKTHI 3aIUTH HHPOPMALMU HA TIPEAIPHITHH.

- Knaccuduxarmus BUmoB, crroco60B, METOZIOB U CPEJICTB 3AITUTH MHPOPMAIIH HA TIPEITPUSITHH.
- Ha3zHadeHune u CTpyKTypa CHCTEM 3alTUThl HHPOPMAITUH.

- KommiekcHast cuctema 3amuThl HHGOPMAIMK Ha TIPEATPUATHH.




4.2. 3aHATHS CEMHUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI

/o

HaumenoBanue nabopaTopHbIX paboT / KpaTKoe cofepxaHue

BriaBnenue u knaccupukanus HHGOPMAITMOHHBIX aKTUBOB. BEIsBIEHNE TPU3HAKOB
IIPUCYTCTBUSA Ha KOMIIBIOTEPE BPEIOHOCHBIX IIPOrpaMM

B pesynbTate BeITOTHEHHA 1a00PAaTOPHOH pabOTHI CTYJEHT MOIYYNUT HAaBBIKK KIACCU(PHUKALIIH
MH()OPMALMOHHBIX aKTHBOB 10 BUAAM YTPO3 M KIAaCCaM 3aIUIICHHOCTH, a TAK)KE HABBIKM O0OHAPYKEHHA
BPEOHOCHOTO NIPOrpaMMHOI0 KOZa Ha IEPCOHAILBHOM KOMIIBIOTEPE.

OO0HapyXeHue ceTeBOM aKTUBHOCTH
B pesynbraTe BHINONHEHHUS J1AOOPATOPHOIT pabOTHI CTYACHT MOJIYYUT HABBIKK OOHAPYKEHHS CETEBOM
AaKTUBHOCTH B 3aIIMIIAEMON CUCTEME.

CrnipaBo4HO-TIPAaBOBBIE CUCTEMBI
B pe3ynprarte BRIIOTHEHUS Ta00paTOPHOI pabOTHI CTYCHT MOIYYHUT HABBIKH PAOOTHI B CIIPABOYHO-
HpaBOBOﬁ CHUCTEMC C HOPMATUBHBIMU U IPABOBBIMU JTOKYMEHTAMH 110 PIH(I)OpMaI.[HOHHOﬁ 0e30I1aCHOCTH.

3amuTa uHGOpPMAINH JJIsl aBTOMAaTH3UPOBAHHBIX Pa00OUMX MeCT. YTpaBieHHE paBaMu

nonb3oBareseit B Windows

CTyIeHT 3HaKOMHTCS C OCHOBHBIMH POJISIMU B ONIEPALIMOHHON CHCTEMeE: MOJIb30BaTeNs U aIMUHUCTPATOpa,
U3y4yaeT pa3indus B UX BO3MOXKHOCTAX. B pe3ynbraTe BhINONHEHHS 1a00paTOPHOM pabOThI CTYAECHT
MOJTy9aeT HaBBIKK 0a30BOH HaCTPOIHKH KOMIOHEHTOB APM mist o6ecrieuenus Ub.

Kpunrorpadguueckuii anroputm «OnHoanpaBuTHas MOICTAHOBKA»

CryneHT n3zydaet Kpunrorpaduueckuii anroput™ «OaHoanaBUTHAS TIOACTAHOBKA» M CO3/1aeT
MNpOTrpaMMHOC MPHUIIOKECHUE Ha A3bIKE BBICOKOI'O YPOBHA, O6€CH€‘II/IBaIOH.le€ LHI/I(I)pOBaHI/Ie n
pacmmdpoBaHue JaHHBIX ¢ TOMOIIBIO JAHHOTO AJITOPUTMA.

Kpunrorpaduueckuii anroputm «MHoroandaBuTHasi OJHOKOHTYpHasi OObIKHOBEHHas!

HoaACTaHOBKaA»

B pe3ynbTate BbINOJIHEHHS 1a0OPATOPHOM pabOThl CTYJCHT H3ydaeT KpUITOrpadhuuecKuii arOpuTM
«MHoroandaBuTHas OTHOKOHTYPHAs! OOBIKHOBEHHAs MOACTAHOBKA» U IIOJIyYaeT IIPAKTHYECKHUE HABBIKH
CO3JJaHUs ITPOTPAMMHOTO TIPHIIOXKEHHS, 00eceYrBaroIero muppoBanne n pacnpppoBaHne JTaHHBIX C
MIOMOIIIBIO IAHHOTO aJITOPUTMa.

Kpunrorpadguueckuii anroputm «MHoroasndaBuTHast OAHOKOHTYpHasi MOHO(OHHUYECKas

IoaACTaHOBKaA»

B pe3ynprarte BRIIOTHEHHUS T1a00paTOPHOI pabOThI CTYIEHT H3yJaeT KPUITOTPapHIECKIH anropuT™
«MHuoroandaBuTHas OTHOKOHTYPHAsI MOHO(OHHYECKAsI OOBIKHOBEHHAS ITO/ICTAHOBKAY, NMEIOIIETO
MOBBIMIEHHYIO 3aIIUTY OT ACMIM(POBAHUSA CTATHCTUIECKUMHI METOAMH, ¥ MTOJyYaeT IPaKTHIECKue
HaBBIKH CO3JIaHH [TPOTPAMMHOTO MIPHUIIOKEHNUS, obecnednBaroniero mudpoBaHue u pacmudppoBaHne
JIAaHHBIX C TOMOIIBIO JAHHOTO alITrOPUTMA.

Kpunrorpaduueckuii anroputm «MHoroanpaBuTHass MHOTOKOHTYPHAs [T0ICTAHOBKa»
B pesynbTate BBINIOIHEHHS 1TA0OPATOPHOM pabOTHI CTYJEHT H3ydaeT KpUITOrpadMIeCKuil alrOpUTM
((MHOI‘O&J'I(I)&BI/ITH&H MHOTOKOHTYpHast MOHO(l)OHI/I‘{CCKaH OOBIKHOBEHHAS noJACTaHOBKa», HMCHOIICTO
TMOBBIIICHHYIO 3aIMUTY OT IIGIHI/I(I)pOBaHI/IH CTaTUCTUYCCKUMHU METOJaMHU, U IMTOJYJACT MPAKTUICCKUEC
HaBBIKW CO3JIaHUs IPOTPaMMHOTO TMPHIIOKEHHSI, 00eCTIeYrBaIONIero MU POBaHUE U pacIupppOBaHIE
JaHHBIX C TOMOMIBIO JAHHOTO aJIrOpuTM™Ma.

Kpunrorpaduueckuii anroputm «lIpocras mepecraHoBKa»

Kpunrorpaduueckuii anropurm «IIpocrast nepectanoBka»

B pesynbrate BINOIHEHHS 1a00OPATOPHOM pabOThl CTYJCHT H3ydaeT KpUITOrpadhMueCKuil alrOpUTM
«IIpocrast nepecraHOBKa», UMEIOLIETO ITOBBIILICHHYIO 3AIIUTY OT JeIIH(POBAHUS CTATUCTUYECKUMHU




/o

HaumeHnoBanue 1ab0opaTopHBIX paboT / KpaTKOe CoAepKaHHE

METOAAMH, U IOJYIaCT NPAKTHICCKUE HAaBBIKA CO3AAaHUS IIPOTPAMMHOTO IIPHUJIOKEHUA, 06ecneqHBa}0mero
HIPI(l)pOBaHI/Ie n pacmn(bppOBaHMe JaHHBIX C MOMOIIBIO JAHHOT'O aJITOpUTMaA.
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Kpunrorpaduueckuii anroputm «llepectaHoBKa, yCIOKHEHHAS 110 TaOJIUAIIC

B pesynbTaTe BHIOIHEHHS 1TA0OPATOPHOM pabOThI CTYJCHT H3ydaeT KpUNTOrpadhMueCcKruil arOpUTM
«[lepectaHOBKa, yCIO)KHEHHAs! IO TaOJIHIIE), MIMEIOMIETO MOBBIICHHYIO 3aIIUTY OT AeMH(POBaHUSL
CTATHCTUYECKUMHU METOJAMH, ¥ IIOJIy4aeT NPAKTHYECKIE HAaBBIKK CO3/IaHUS IIPOrPAMMHOTO ITPUJIOKECHUS,
obecmeunBaromero mrdpoBanne u pacmudppoBaHre JaHHBIX ¢ TIOMOIIBIO TAHHOTO aJrOPUTMA.
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Kpunrorpaduueckuii anroputm «llepecraHoBKa, yCI0KHEHHAS 10 MAPIIPyTaM»

B pesynprarte BRIOTHEHHUS Ta00paTOPHOI pabOTHI CTYICHT W3ydaeT KpUNTOTpapdecKuii aropuTm
«[lepectaHOBKa, yCIOKHEHHAS! IO MapLIPyTam», UMEIOIIET0 MOBBIIICHHYIO 3alUTy OT ASIU(PPOBaHHS
CTaTUCTUYCCKUMHU METOJaMHU, 1 MOJYYACT MPAKTUICCKUC HABBIKU CO3JIaHU TPOTrpaMMHOI'0 IPUJIOKCHHAA,
o0eCTeynBarOIICero mudpoBanue u pacurdppoBaHKe JaHHBIX C TOMOIIBIO JaHHOTO AJITOPUTMA.

12

Kpunrorpaduueckuii anroputm «"'aMMUpPOBaHHUEY

B pesynbTaTe BBITOTHEHHA TA0OPATOPHOH pabOTHI CTYNEHT H3ydaeT KpUITOrpadHIECKUil arOpUTM
«["aMmMupoBaHKE», IMEIOMIETO MOBBIICHHYTO 3aIIUTY OT JCIH(POBAHNS CTATUCTUIECKUMU METOIAMH, 1
MOJTy4YaeT NPaKTUIECKUE HaBBIKH CO3JaHuUsl TPOTPAMMHOTO IPHIIOKEHHS, 00eCIIeYNBaIOIIETo MH(POBAHUE
U pacmm(pppoBaHNE JaHHBIX C TOMOIIBIO JAHHOTO AJITOPUTMA.
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Kpunrorpaduueckuii anropuTM OCHOBaHHBII Ha aHATUTUYECKUX MPEOOPa30OBAHMIX

B pesynbraTe BhIMONHEHUs 1a00paTOPHOM pabOTHI CTYICHT MOIyYaeT HaBBIKM IPOrPaMMHON peau3aliiu
mMpoBaHus U paciinpppoOBaHUs METOAOM aHATHTHYECKHX NPeoOpa3oBaHUil HA OCHOBE 00pabOTKU
IIPSIMOX ¥ TPAHCIIOHUPOBAHHOM MaTpULL.
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Kpunrorpaduueckuii anroputM CMUMBOJIBHOTO KOJUPOBAHUS

B pesynbraTe BeINIOIHEHHS JTAOOPATOPHON pabOTHI CTYIEHT 3HAKOMUTCS C KpUNTOrpaguieckum
3aKpbITHEM HH()OPMALIUH C TOMOIIBIO KOJAUPOBAHKS U MTOTYYaeT HaBbIKK (POPMHUPOBAHUS KOJOBOM
TaOJHIBI ¥ TIPOTPAMMHOM peann3anuy mMu(poBaHus U pacIIuGpPPOBAHUSI METOIOM CUMBOJIBHOTO
KOJIMPOBAHMS 110 KOJZOBOMY ali(paBUTY.
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KomOunupoBanHbIil kpunrorpadguueckuii anroputm «llogacraHoBka + nepecTaHOBKa»

B pesynbrare BeIMOTHEHHS 1a00PaTOPHON pabOThI CTYACHT MOMYyYaeT HABBIKH COBMEIICHUS Pa3IMUHBIX
METOJIOB KpUNTOrpadUuecKoro 3akpbITHs HHPOPMAIMK B OJIHOM aJTOPUTME U IIPOrPaMMHON peaiu3annm
mmdpoBaHus U pacmudppoBanns MeTonoM «llogcTaHOBKa + IIepecTaHOBKAY.
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KomM6unmnpoBanHslii kpuntorpadguueckuii anroputm «llepecranoBka + raMMupoBaHUE
B PE3YIbTATC BBINIOJIHCHUSA na60paT0pH017I pa6OTI)I CTYACHT NOJYYacT HaBbIKW UCIIOJIb30BAHUA IBYX
pacuopoCTpaHCHHbBIX METOJA0B HII/I(i)pOBaHI/IH B OTHOM aJITOPUTME U HpOFpaMMHOfI peam3anu
mugpoBanus U pacmnpppoBanus MetoaoM «llepecTraHoBKa + raMMHPOBAHHEY.

4.3. CamocrosiTenbHas paboTa 00y4aroImuxcs.

/o

Bun camocrositensHo# paboTh

PaboTa ¢ neKIMOHHBIM MaTepUaIOM

[Toxroroska k mabopaTOpHBIM paboTam

Brimonnenue KkypcoBoii paboTHlI.

[ToaroroBka K MpOMEKYTOUHOU ATTECTAIIUH.

gl B WO N

[TonroroBka K TeKylIieMy KOHTPOJIIO.




4.4. IlpumepHbIil IepeYeHb TEM KypCOBBIX padoT

1. ®opMbl TCHUXOJIOTHYECKON 3aIUThl YeJloBeKa OT HWHGOPMaIlMOHHON
neperpy3Ku.

2. CommansHo BpeaHas ungopmaius B CMU.

3. Bpennas u onacHas unpopmanus B latepHer
4. ®opMmbl 0OMaHa 1 MollIeHHUYeCTBA B IHTEpHET.

5. ®opMbl HE3aKOHHOTO HCIOIB30BaHUS MHPOpPMAIUU. 3aKOHOAATEIbHBIC
Mepbl IPOTUB HE3aKOHHOTO MCIOJIb30BaHuUsI HHPOpMAITUH.
6. Moaenb nH(pOPMALIMOHHON 3aIIUThl KAHAJIOB CBSI3U.

7. Crpareruss oOMaHa W €€ HUCHOJIb30BaHUE B cdepe HHPOPMaLUOHHOU
3AILUTHI.
8. Boripockl nH(opMaiMoHHON 0€30MacHOCTH B TIOJIMTUKE U IUTNIOMATUH.

9. Opranu3anmoHHO-PACIOPIUTEIbHBIE MEPhl HH(POPMAIIMOHHOM 3aIIUTHI.

10. TpaguuuoHHble HampaBiIeHUs HWHPOPMALMOHHON 3alUTBl U IYyTH HX
MHTETPaLN.

5. IlepeueHp wu3NaHMM, KOTOpPBIE PEKOMEHAYETCS MCIIOIb30BATh IIPHU
OCBOCHUU JUCHUIUIUHBI (MOIYJIA).
Ne

/1

bubnuorpaduueckoe onucanue Mecro nocryna

1 KonupoBanue u 3anura URL:
MHPOPMAIMH B https://library.miit.ru/bookscatalog/metod/03_19830.pdf

JIOKYMEHTO0BOPOTE: METO. yKa3. (nata obpammenus 08.09.2025) Tekcr :
K TIPaKT. ¥ 71a6. pab. Ui CTyL. HenocpeacTBeHHbIH.004.056.57 M 80
cneu. [Ipuknannas nuadopmaTtrka
(B 9KOHOMHUKE) 10 JHCII.
HNudopmannonHas 6e30nacHOCTb /
B.1. Mopo3oga, K.O.
BpyoOnesckuit; MUNUT. Kad.
DKoHOMHUYEecKast UHpopMaTHKa. -
M.: MUUT, 2010. - 56 c.

2 | HludpoBaHue C OTKPBITHIM URL.: https://library.miit.ru/bookscatalog/metod/04-
KITIOUOM: METOJ. yKa3. k 1a0. pa6. | 46051.pdf. (nata obpamenns 08.09.2025) Teker :
o et MadopMarmoHHas HenocpeacTBeHHbI.004 K 72

0€30MaCHOCTh M 3all[iTa

UHPOPMALIAK JITSI CTY/I. CIell.
ABTOMAaTHU3UPOBAHHBIE CUCTEMBI
00paboTku nHMOpPMAITUU 1

ynpasienusi, UapopmaoHHbie




cucTembl U TexHonoruu / 3.1.
KoctrokoBckas, A.M. Ynanos;
MUUT. Kad.
ABTOMaTH3UPOBAHHBIC CUCTEMBI
ynpasienus. - M.: MUUT, 2008. -

28 c.
3 | Kpunrorpaduueckas 3amura URL: https://library.miit.ru/bookscatalog/metod/03-
KOMIILIOTEPHOM HHPOPMALHYL: 42764.pdf. (nata oopamenus 08.09.2025) Tekcr :

METOJI. yKa3. K J1ab. pab. 1o IucL. HenocpencTBeHHbINH.004 I'60

TeopeTnyeckrue OCHOBBI
KOMITBIOTEPHOI 0€301MacHOCTH /IS
CTyH., 00y4. 10 HaIp.
Nudopmanmonnas 6€30macHOCTb /
1. M. 'onnmosckuit, b. B.
Kenenkos, U. E. Cadonosa;
MUUT. Kad. BeraucnurenbHbie
CHUCTEMBI U CETH. - M.:
MI'VIIC(MUUT), 2013. - 36 C.

4 | Uadopmanuonnas 6eszomacuocts | URL: https://library.miit.ru/miitpublishing/10-2256.pdf.
TIepCOHAIBHBIX KOMIBIOTEPOB! (mara oopamenus 08.09.2025) TekcrT :

y4e6. mocobue IS CTYI. CIIelL. HernocpeacTBeHHb1.681.3.066 C 50

CATIP 1 cTpOUTENBHBIX CHEL. 110
Kypcy Meroas! u cpeacraa
3alIUThl KOMIIBIOTEPHOU
uHpopmanuu. 4.2 / B.IO.
Cwmupnos, O.B. CmupHOBa;
MUUT. Kad. CAIIP
TPAHCIIOPTHBIX KOHCTPYKIIMH U
coopyxenuit. M.: MUUT, 2010. -

88 c.
5 Pa3paboTka Mep 3amuTh URL.: https://library.miit.ru/bookscatalog/metod/DC-
UH()OPMAIIMOHHBIX PECYPCOB B 435.pdf. (nata obpamenus 08.09.2025) Tekcr :

KOPIIOPATHBHOI CETH C BBIXOOM B | HEMOCPEACTBEHHbIH.004 A-47

MHTEPHET: y4eOHO-METO/.
nmocoOue 1o Kypc. pabote aJis
CMHELHaTUCTOB HAIp.
Kommnbrotepnas 6e3omacHocTsb / B.
M. Anekcee; MUUT. Kag.
VYnpasieHue 1 3ammra
uHpopmanuu. - M.: PYT(MUUT),
2017.-9c.

6. IlepedueHb COBpPEeMEHHBIX MNPOQPECCHOHANBHBIX 0a3 JNaHHBIX U
WH()OPMAITMOHHBIX CIIPABOYHBIX CHCTEM, KOTOPBIE MOTYT HCIIOJIB30BAaThCSA TPHU
OCBOCHUU JUCHUIUIMHBI (MOIYJIA).



- baza nannbix gokymenroB @CTIK: https:/fstec.ru/dokumenty-filter
- baza mannbIX cranmapToB: https://www.gost.ru/portal/gost/home/standarts

7. IlepeuyeHb JHUIEH3UOHHOTO H  CBOOOJHO  PACIPOCTPAHSIEMOTO
MpOrpaMMHOr0 OO€CTedYeHus, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTBA,
HEO0OXOMMOTO JIJIS1 OCBOCHHMSI TUCIIUTLTAHBI (MOIYJIs).

- Windows
- Microsoft Office

- UnTepuer-6payzep (Yandex u ap.)

8. Ommcanme MaTepHATBHO-TEXHUYECKOW 0a3bl, HEOOXOIUMON IS
OCYILECTBJICHUSI 00pa30BaTEIbHOrO Mpoliecca Mo TUCIUILIMHE (MOIYIIIO).

VYyeOHast ayuTopust sl IPOBEACHUS YUeOHBIX 3aHATU:

- KOMIBIOTEp  IpenojaBaTensi, paboyue  CTaHIMM  CTYICHTOB,
MyJIbTUMEINITHOE 000PYI0BaHHE, T0CKA.

AyauTopus NOAKIOUEHA K ceTn «HTepHeT».

9. ®opma MPOMEKYTOUHOM aTTECTALNU:

3auer B 3 cemecTpe.
KypcoBas pabota B 3 cemectpe.

10. OueHouHbIE MaTEpUAIIBI.

OueHOYHbIE MaTepUalIbl, TPUMEHSIEMBIE TIPU MPOBEICHUH MTPOMEKYTOUHON

aTTecTalu, pa3padaThiBalOTCSI B COOTBETCTBUM C JIOKAJbHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTODBI:

JIOLEHT, K.H. Kadeapol
«BpruncnurenbHbIE CHCTEMBI, CETH U
uH(pOpMalMOHHAsT 0€30ITaCHOCTH

CoryiacoBaHo:

3aenyrommii kadeapoi LITYTII
3asenytomuii kadeapoit BCCullb

[Ipencenarens yueOHO-METOIUYECKOM
KOMHCCHUU

M. I'ongoBckui

B.E. HyroBnu

Bb.B. XKeneukosn

H.A. AuapusiHoBa



