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1. OGuue cBeneHust 0 TUCIUIUIMHE (MOAYIE).

enbto aucuumauHbl «OCHOBBI HH(POPMALIMOHHONW 0€3011aCHOCTUY SIBIISIETCS
dopMupoBaHHE KOMIIETEHIIMH O LENAX U 3aJayaX MHPOPMAIMOHHOMN 3alllUTHI,
XapaKTEePHBIX CBOMCTBAxX 3alUIIaeMO uHpOopMaIu, OCHOBHBIX
MH(POPMALIMOHHBIX ~ yIpo3aX, CYIIECTBYIOIIUX HAMpPABICHUSAX 3allUTBl U
BO3MOXKHOCTSIX ~IIOCTPOEHHUSI MOJIENEW, CTpaTeruil, METOAOB U  IpaBUil
MH(POPMAITMOHHOM 3aIlUTHI.

OCHOBHBIMH 33/1a4aMU JAUCLUUIUIMHBI SBISIFOTCS:

* O3HaKOMJICHHE C METOJaMHU M CPEACTBAMHM TEXHUYECKOW 3allluThl
uH(pOpMaIny;

* O3HaKOMJIEHHE C TEXHOJIOTUYECKUMHU PEUICHUSIMHU s OOecredeHus
MH(})OpMAIMOHHOW 0€30ITaCHOCTH B PA3IMYHBIX cepax;

 U3ydyenne MeTONOB  OPraHMU3allMOHHO-TIPABOBOTO  0OOECIIECYEHMUS
AESTEIbBHOCTU [0  MOJIy4eHHIO,  HAKOIUIEHHI0, 00paboTke,  aHauu3y,
UCIOJb30BAaHUIO HMHpOpMAMM W  3amMre OOBEKTOB MH(pOpMaTH3aLUH,
MH(POPMAIIMOHHBIX TEXHOJIOTHH U PECYPCOB;

» IlpuoOpereHne HaBBIKOB YCTAHOBKM, HACTPOWKH, OKCIUTyaTalludl U
nojanepKaHusi B pabOTOCIOCOOHOM  COCTOSSHUM ~ KOMIIOHEHTOB — CHCTEMBI
oOecrieyeHrss HMHPOPMALMOHHON O€30MacCHOCTH C YY€TOM YCTAHOBJIEHHBIX
TpeOOBaHMIA.

2. [Inanupyemble pe3ybTaThl 00y4eHHUs 10 JUCIUIUTMHE (MOIYJIIO).

Ilepeuenb GopMUpPYEMBIX pe3yJbTAaTOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHIIMI) B pe3ysbTaTe 00y4eHHUs 10 AUCLUIUIUHE (MOAYIIO):

OIIK-1 - CrnocobeH oneHuBaTh poJib MHPOPMALUU, HWHPOPMAITMOHHBIX
TEXHOJIOTMH M MHPOPMAIMOHHON 0€30MacHOCTH B COBPEMEHHOM OOUIECTBE, UX
3HauYeHHe AJi1 o0ecreyeHus: OOBEKTUBHBIX MOTPEOHOCTEN JIMYHOCTH, OOIIECTBA U
rocyJapcTBa;

ITK-9 - crmocoOHOCTHIO OCYIIECTBIATH MOAOOP, M3ydeHHE W 0000IIeHHe
Hay4YHO-TEXHUYECKOU JIUTEPATYPhl, HOPMATUBHBIX M METOJUYCCKUX MATEPHUAJIOB,
COCTaBJISITH 0030p 1O BoTipocam obecreueHus HHPOPMAIMOHHON O€30MTaCHOCTH IO
poITI0 CBOCH MpodecCHOHATBHOU NeATeTbHOCTH.

OOGy4eHwue 1o JUCUUIUIMHE (MOIYJTI0) MPEANOJaraeT, YTo Mo €ro pe3yJibraramMm
oOyyaromuiicst Oyer:

3HATD:



- CYIIHOCTb U MOHATHE HH(POPMAIITMOHHON O€30MaCHOCTH, XapaKTEPUCTUKY €€
COCTaBJIAIONINX;

- Mecto HHGOPMAIMOHHON O€30MacHOCTH B CHUCTEME HAaIMOHAIBHOM
0€30MaCHOCTH CTPaHBI;

- BUJIbI, ICTOYHUKU U HOCUTENH 3allUIIIaeMO HHPOpMAIIIH;

- HUCTOYHUKHA Yrpo3 0e30mMacHOCTH HHPOpMAMM U MeEpbl MO HX
PEIOTBPALICHHIO;

- (akTopel, BO3ACHCTByMOMME Ha HHPOpPMAINMIO TpPU ee o0paboTke B
aBTOMATH3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CUCTEMAX;

- ’KM3HEHHBIE UKl HH()OPMAIIMK OTPAHUYCHHOTO JOCTYIIA B MPOLIECCE ee
co3JlaHusl, 00pabOTKH, IepeadH;

- COBpPEMEHHBIE CpEJCTBA M CIOcoObl oOecreyeHuss HH()OpMaMOHHOU
0e30I1aCHOCTH;

- OCHOBHBICE METOJWKH aHalM3a YIrpo3 U PHUCKOB WH(GOPMAIMOHHOMN
0€30MacHOCTH.

YMmern:

- KJIaccu(UITMPOBaTh 3alUIaeMy0 HH(POPMAITUIO 110 BUAaM TalHBI;

- KiIaccupUIMPOBATh  3alUIaeMyl0 HH(QOpMalMIO TIO0  CTENCHSIM
CEKPETHOCTH;

- KJ1accu(UIMpoBaTh OCHOBHBIE YIPO3bl 0€30MaCHOCTH MH(OPMALIHUH.

Baaners:

- npo(eccuoHaIbLHON TEPMUHOIOTHEH;

- HaBbIKaMU (POpMaANBHONM TMOCTAHOBKM M pEIICHUs 3a1adu obecreueHus
UH(GOPMAITMOHHONW  0€30MacHOCTH  KOMITBIOTEPHBIX CHCTEM U OOBEKTOB
uH(pOpMaTH3ALINY;

- METOJIaMU 3aIUTHI UHPOPMAIIUH.

3. O0beM TUCHUTUTUHBI (MOJTYJIS).

3.1. O6mias Tpy10eMKOCTb JTUCIUIUIMHBI (MOIYJIA).

OOmast TpyOEMKOCTh AUCHUIUIMHBI (MOIyJis) cocraBisieT 4 3.e. (144
aKaJIeMUYECKUX Jaca(oB).

3.2. O6bem gucruIuHBL (MOAYJsl) B (QopMe KOHTAKTHOM pabOTHI
oOyJammmxcss ¢ MeJarorTMYecCKUMH  padOTHUKaAaMU U (WIKM)  JHIAMH,
MIPUBJICKAEMBIMHU K peau3aiii 00pa30oBaTEIbHON MPOTPAMMBbI Ha MHBIX yCIIOBUSX,
IIPY MIPOBEJICHUHN YUCOHBIX 3aHITHI:

Tun y4eOHbIX 3aHATHI | Konugectso uacos




Bcero | Cemectp Ne3

KonrtakTHas paboTa mpu NpOBEICHHH YICOHBIX 3aHATHI (BCET0): 80 80
B tom uucne:

3aHATHUS JICKIHOHHOTO THIIA 32 32
3aHATUS CEMUHAPCKOTO THIIA 48 48

3.3. O06beM auCHUIUIMHBI (MOAYJis) B (OpME CaMOCTOSITENIbHOM padOThI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOH pabOThl OOydJArOUIUXCS C
NeTaroTHIECKUMH paOOTHUKAMU U (WJIH ) JIMIIAMHU, TIPUBIICKAEMbBIMH K peaTH3aIiu
oOpa3oBaTeNpbHOM MpOrpaMMbl Ha HWHBIX YCIOBUSX, TPU  MPOBEICHUH
MIPOMEKYTOUHOM aTTECTAIIMU COCTaBIIAET 64 akaJleMHUYECKUX yaca (OB).

3.4. ITpu oOy4eHnH 0 MHAUBUAYAJIBHOMY YYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM 00Y4€HHMH, O0BEM IUCUUIUIMHBI (MOAYISI) MOXKET OBITh peaan30BaH
HOJIHOCTBIO B (hOpME CaMOCTOATEIBHON pabOThl 00yUarOIIMUXCS, a TaKkKe B popme
KOHTAaKTHOM PabOThl OOYYalOIIUXCSl C MEAAroruuecKuMu paOOTHUKaMU U (WIIH)
JULAMU, PUBJIEKAEMBIMH K peaiM3alii 00pa30BaTEIbHOM MPOrpaMMbl Ha MHBIX
YCIIOBHSIX, TPU NPOBEIECHUU TPOMEKYTOUHOMN aTTECTALINH.

4. ConeprkaHue JUCIUTUIUHBI (MOIYJIA).

4.1. 3aHITHA JTEKOIUOHHOT'O THUIIA.

/ Temaruka JIEKIIUOHHBIX 3aHATHH / KpaTKO€ COACPIKAHUC
/11

1 |Benenue B HHQOpMAIIMOHHYIO 0€3011aCHOCTh

CoznepxaHue yueOGHOro MaTepuara:

- [TonsTre vHGOpPMAIMU U HHPOPMATMOHHOH 0E30MaCHOCTH.

- Uadopmanms, cooOmieHus, ”HPOPMAMOHHBIE TIPOIIECCH KaK 00BEKTH HH)OPMAIIHOHHOMH 0€301IacHOCTH.
- O630p 3amUIIAeMBIX OOBEKTOB U CUCTEM.

2 |OcHOBHBIE MOHATHS TEOPUH HHPOPMALIMOHHOM 6€30M1acCHOCTH

ConepxaHue yaeOHOTO MaTepHuaa;

- McTopus cTaHoBIeHUS TeOPUH HHPOPMAIIMOHHOM O€30M1aCHOCTH.
- [IpeamerHas obnacTs Teopun HHGOPMaAIMOHHOH O€30IIaCHOCTH.
- Cucremarn3anus IIOHATHH B 00J1aCTH 3aIUTHl HHPOPMAIHH.

3 |OcHOBHBIC TEPMHHBI M ONIPE/ICIICHAS TPABOBBIX IMMOHATHI B 00JIACTH MH(POPMAITHOHHBIX
OTHOIICHUH U 3amuThl HHGopmaruu. [loHsTrs nmpeaMeTHoN o0macTu «3amnmTa
UHpOpPMALIUN

ConepxaHue yaeOHOTO MaTepuaia;

- OCHOBHBIC IIPUHIHUIIBI TOCTPOCHUSA CUCTEM 3alIUTHI.

- KoHmenmust KOMIUIEKCHON 3alTUThl HHPOPMAITUH.

- 3agauu 3anIuTHl HHPOPMAITUH.

- CpejicTBa peannsainiy KOMIDIEKCHON 3alUThl HHPOPMALIUH.

4 |Nudopmarus kak 00BEKT 3aIIUTHI
ConepxaHue yueOHOro Marepuaa:




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

- [lorsatue 06 nHGOpPMAINU KaK OOBEKTE 3aIIUTHI.
- YpoBHu npezcrasnenns nHpopmaru. OCHOBHbBIE CBOMCTBA 3alMIaeMOil HHpOpManny.
- Buzpt u popmel npencrasneHus HHGOPMAaLIUH.

NudopmarnimoHHbie pecypchl U UX 3aIluTa
CozepxaHue yueOHOro MaTepuana:

- MadopmaniioHHBIE peCypCHI.

- CTpyKTypa U IIKaya IeHHOCTH HH(OPMAIIHH.

- Kimaccudukanus nHbOpMaIioHHBIX peCypCoB.

- [IpaBoBo#i pexxuM HH(POPMAITMOHHBIX PECYPCOB.

lNocynapcrBennast monutrka nHGopManuoHHOH Oe3omacHocTr. KoHtenms

KOMIIJIEKCHOT'O 00eCIIeUeHHUS HH(bOpMaHHOHHOﬁ 0e30IacCHOCTH

CozepxaHue yueOHOro MaTepuana:

- ndopmannonHas 6€30macHOCT U €€ MECTO B CUCTEME HallMOHaNIbHOM Oe3omacHocTu Poccuiickoit
denepanuu.

- Opransl obecniedeHnst HHPOPMAIIMOHHOH 0€30MacHOCTH U 3aIIUTH HHPOPMAIUH, X GYHKIMU U 33/1a49H,
HOPMaTHBHAsI AEATEILHOCTb.

Yrpo3bl HHPOPMAIIMOHHOW 0€301aCHOCTH
Conepxanue yaeGHOTO MaTepHrara:

- AHanu3 ysI3BUMOCTEH CUCTEMBI.

- Knaccudukanus yrpo3 uHpOpMAIIMOHHOW OE30MaCHOCTH.
- OCHOBHBIC HATIPABJICHHS M METO/IBI PEAU3AIUH YTPO3.

- HedopmanbHas Mosienb HapyIUTes.

- O11eHKa ySA3BUMOCTH CUCTEMBI.

[TocTpoeHne cucTeM 3alIUTHI OT YrPO3bl HAPYIIEHUS KOH(UACHIINAIEHOCTH
ConeprxaHre yueOHOTO MaTepHaa;

- OmpeneneHne U OCHOBHBIC CTIOCOOBI HECAHKITHOHUPOBAHHOTO TOCTYTIA.

- Metonap! 3amutel ot HCJI.

- Opranuzanuonssie MeToabl 3ammTthl oT HC/I.

- nxenepHo-TexHHYeckne MeToabl 3anuTel oT HC/I.

- [TocTpoenue crcteM 3alIUThl OT YTPO3bl YTEUKU MO0 TEXHUYECKUM KaHaIaM.

MeTobl KOHTPOJIS AOCTyNa K HH(OpMAIH

Coneprxkanue y4eOHOro Marepuana:

- Unentndukanys v ayTeHTUUKAIIHS.

- OCHOBHBIE HAITPABJICHHS U LIEJIH UCIIOJIb30BAHUSI KPUIITOIPAPUISCKUX METOIOB.

- 3ammTa OT yrpo3bl HapyIIeHHs: KOH(DUIECHINATLHOCTH HA YPOBHE COJIepXKaHust HH(popMaInu.
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HOCTpOGHI/Ie CHUCTCM 3alllUThI OT YI'PO3bl HAPYHICHUS HECJIOCTHOCTU I/IH(I)OpMaLII/II/I n

O0TKa3a O0CTyIla

ConepxaHue yaeOHOTO MaTepHuaa;

- 3amuTa 1eIoCTHOCTH HH(GOPMAIHH IPY XPAaHESHUH.

- 3ammTa 1eI0CTHOCTH HHPOPMAITUH IPH 00padoTKe. 3alInuTa EJTOCTHOCTH HHPOPMAITUH TTPH
TPaHCIOPTHPOBKE.

- 3amuTa OT yrpo3sl HAPYIICHHS [[EIIOCTHOCTH HH(GOPMAIIMK Ha YPOBHE COJCPIKAHUS.

- [TocTpoeHue cucTeM 3aIIUTHI OT YIPO3bI OTKA3a JOCTYIAa K HHPOPMAIIUH.

- 3amuTa CeMaHTUYECKOT0 aHAIN3a U aKTyaJIbHOCTH HH(pOPMAIIUH.

11

ITonmutuka u MOJCIN 0€e30IacHOCTH

ConepxaHue yaeOHOTO MaTepHraa;

- [onmnTrka 6e30MacHOCTH.

- CyOBbeKTHO-00BEKTHBIE MOJIENIN pa3rpaHNYEHIS JOCTYIIA.
- AKCHOMBI TTOJINTUKH O€30TTaCHOCTH.




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

- [NonuTHka 1 MOZENN JUCKPEHOHHOTO AOCTYTIA.

- [TaponbHBIe cHCTEMBI pa3rpaHUUEHHs JOCTYIIA.

- [TonuTHka ¥ MOJETN MaHAATHOTO AOCTYIA.

- TeopeTuko-nHpOpMaMOHHBIE MOJETIH.

- [TonuTHka ¥ MOJETN TEMaTUYECKOTO pa3rpaHUUEHUs JOCTYIA.
- PoneBast Mmozenb Oe30macHOCTH.
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0030p MEXITYHAPOIHBIX CTAHAAPTOB HHPOPMAIIMOHHON O€30MTaCHOCTH

Copneprxanue yueOHOTO MaTepHaa:

- Ponb cTarmapToB MHPOPMAMOHHON 0€30IIaCHOCTH.

- Kputepun 6e30macHOCTH KOMIIBIOTEPHBIX cucTeM MuHHCTepcTBa 000poHs! CIIA (OpanxeBast KHUTA),
TCSEC.

- EBporneiickue kpurepun 6e3onacHoctr nHpopmarroHHsx TexHonorui (ITSEC).

- ®enepanbHble KpUTEPHH 0€30MacHOCTH HHPOPMaMOHHBIX TexHosoruii CILIA.

- Enunble kxpurepun 6€30macHOCTH HHPOPMAIIMOHHBIX TEXHOJIOTHH.

- I'pynna mexayHapoaHbix ctangaptos 270000.
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WNudpopmanronnsie BOiHBI 1 HHPOPMAIIMOHHOE TPOTUBOOOPCTBO
ConeprxaHne yueOHOTO MaTepHaa;

- Onpez[eneHI/Ie 1 OCHOBHBIC BH/IBI I/IH(I)OpMa]_II/IOHHBIX BOWH.

- UadopManimoHHO-TeXHUYECKast BOWHA.

- ndopmannoHHO-TICUX0I0THYecKast BOWHA.

14

HopMmaTtuBHO npaBoBo€ peryivpoBaHHe 3alUuThl HH()OpMALIUU

CozaepxaHue yueOHOro MaTepuana:

- Opranu3aluoHHAst CTPYKTYpa CUCTEMBbI 3aIllUThl HH(POPMAIUH.

- 3aKOHO/ATEIbHBIC AKTHI B 00JIACTH 3aIIUTHI HHPOPMAIIHH.

- Poccuiickne n MeXIyHapOIHBIE CTaHIAPTHI, ONIPEACIIONINE TpeOOBaHMS K 3aIuTe HHPOpManm.
- Cucrema ceptudukanmu PO B obnactu 3ammrts! HHOOpMALUH.

- OCHOBHBIE IIpaBHJIa U JOKYMEHTHI CHCcTeMbI cepTrdukanny PO B oOnactu 3ammTsl HHGOPMALIH.

15

Cucrema ceprudukannu PO B o0nactu 3amuThl uHGopManuu. OCHOBHBIE ITpaBUIa U

JIOKYMEHTBI cucTeMsl ceptudukanuu PO B o6actu 3auiuTsl HHGOpMAUK
ConepxaHue yaeOHOTO MaTepuaa:

- OCHOBHBIE MEXaHU3MBbI 3aLUTHl HH)OPMAILHH.

- Cucrema 3auThl HHOPMAIHH.

- Mepbl 3anuthl HHOOPMAIUH, peaTr3yeMble B aBTOMATU3NPOBAHHbBIX (MHPOPMAIIMOHHBIX) CHCTEMAX.
- [IporpamMmHbIe ¥ IPOrpaMMHO-AMIAPATHBIE CPE/CTBA 3aLIUTH HHPOPMAIIHH.

- MmxeHepHast 3alMTa U TEXHUYECKast OXpaHa 00beKTOB HH(POPMATH3AIHH.

- OpraHu3anuOHHO-PACIIOPSIUTEIbHAS 3aIIUTa HHHOPMAIIUH.

- Pabota ¢ kajipaMu U BHYTPH OOBEKTOBBIN PEIKHM.

- [IpuHIUIBI IOCTPOECHUS OPTraHU3aLMOHHO-PACIOPAIUTEIILHON CUCTEMBI.

16

praBJ’ICHI/IC I/IH(I)OpMaI_[I/IOHHOI\/'I 0€301aCHOCTBIO MNpCANpUATUA

ConepxaHue yaeOHOTO MaTepHuaa;

- OOBEKTHI 3aIIUTHl HH(OPMALINK HA TPEATPHUITHN.

- Knaccudukamms Bunos, crioco00B, METOAOB U CPEACTB 3AILUTH HH(YOPMALUK Ha PEATIPUITHH.
- Hasnauenue u cTpykTypa cucTeM 3alnuThl HHPOPMAIHH.

- KomrutekcHas cucrema 3anythl HHGOPMAIMK Ha TIPEIPUSITHH.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlabopaTopHbie pabOThHI




HaumeHnoBanue 1abopaTopHbIX pabOT / KpaTKOE CoJepKaHne

Cummerpuunoe mmdposanue: AES B paznuunsix pexxumax (ECB, CBC, GCM)

B pesynbTate BHIOIHEHHS 1a00PATOPHON pabOThl CTYEHT MOMYYHUT HABBIKU pealu3aliy U(PPOBaHUS U
JnemdpoBaHus TaHHBIX ¢ ucnonb3oBanueM AES, ananuza ysseumocreit pexxuma ECB (manpumep, npu
pabote ¢ n3o0pakeHusiMK), BeIoopa pexnmoB CBC u GCM mis obecrieueHus: KOHGUACHIIMATHLHOCTH U
L[EJIOCTHOCTH.

AcummMmerpuuHasi Kpunrorpadus: reaeparus kiaodeid RSA u oomen 3ammbppoBaHHEIMI

COOOILEHUAMU

B pesynbTaTe BBIIOIHEHHMS Ta00PAaTOPHON pabOThI CTYJCHT MOJYYHUT HABBIKU ICHEPALIUH ITyOJIMYHBIX U
MPUBATHBIX KIIFOUEH, MI(QPOBAHUS COOOIIEHNUS ITyOIMIHBIM KITFOUOM ITOTydaTels, eI pOBaHHS
NPUBATHBIM KIIIOYOM, a TAKKe MOHUMAaHUS BHIYUCINTEIBEHOM CIOXKHOCTH aTaK Ha KOPOTKHE KITFOYH.

OnektponHas noanuck (RSA-PSS / ECDSA) u npoBepka Mo yIMHHOCTH JTAHHBIX

B pesynbTate BIOIHEHHS 1a00PATOPHON pabOThl CTYEHT MOIYYHUT HABBIKK CO3IaHUsI U(PPOBOH
MOJIHCH s (paiia, IKCIopTa MOANUCH B OTJACIBHBIN (haiisi, MPOBEPKH MOIIUCU C UCIIOIh30BAHUEM
MyOJMYHOTO KJII0Ya, a TaKkke OOHapyx)eHus (hakTa MOAU(UKAIMY JAHHBIX TOCIIE ITOIITHCAHNUSI.

Kpunrorpaduueckoe xsmmposanue (SHA-256, MDS5) u ero npuMeHeHHe JUIs1 KOHTPOJIS
L[EJIOCTHOCTH

B pe3ynpraTte BRINOTHEHHUS Ta00paTOPHOI pabOTHI CTYICHT MOTYYHUT HABBIKK BBIYHCICHUS XAIICH (Qaiiiios,
CpaBHEHUS X3IIeH s OOHAPYKCHUS U3MEHEHUH (B T.4. ONTOBBIX ), TOHUMAHHUS KOJUIM3UH Ha IpUMepe
MD?5 u BbIOOpa CTOWKUX aJrOPUTMOB JJIsl XpPaHEHHUS TTapoJieii.

Artaka «uenopek nocepeaune» (MITM) Ha nmpoTokosn ooMeHa kirouamu Judppu —
XeyMmaHa

B pesynbraTe BhINONHEHHS 1a00paTOPHOM pabOThI CTYAECHT MOMYYUT HABBIKHU MEpPEeXBaTa U MOJAMEHBI
MyONIMYHBIX KITF0YeH B HE3AIUIIIEHHOM KaHaJle, paciupoBKU Tpaduka 6e3 BeIoMa CTOPOH, a TaKKe
MPaKTUIECKOTO MOHUMAaHM Heo0X0auMOCTH ayTeHTHGuKannu xmoueit (PKI).

Amnanus cereBoro Tpaduka ¢ Wireshark: nepexsart napouieit mo nporoxonam HTTP, FTP,
Telnet

B pesynbrare BeIMOIHEHHS 1a00paTOPHON pabOThI CTYJCHT MOJIYYUT HABBIKU 3aXBaTa MaKeTOB B
JIOKaJIbHOH ceTH, GUIbTpaluy Tpaduka Mo mpoTOKOJIaM, BOCCTAHOBJICHUS MepeIaBacMbIX JJOTHMHOB U
napoJieit u3 plain-text mpoTOKOJIOB, a TAKKe 00HAPYKEHHS [TOJO3PUTEIBHBIX COSIMHEHUIA.

ARP-spoofing: nepexsar Tpaduka B JokaibHOU ceTu ¢ nomoibio BetterCAP / Ettercap
B pesynbTate BBIIOIHEHHS TA0OPATOPHOH pabOTHI CTYJEHT MOJIYYUT HaBBIKK oTpasieHnst ARP-Tabmu,
opranuzanun MITM mexny xepTBoil u nuto3om, nepexsara HTTP-ceccuid, a Tak:ke HaCTpOHKU
cratndyecknx ARP-3amuceil kak MeToa 3alIUTEL.

CxanupoBanue noptoB 1 OC ¢ nomomisto Nmap (TCP SYN, FIN, XMAS) u 06xo7

HpOCThIX (aiipBOIIOB

B pesysbTate BBIIOIHEHUS JTa0OPaTOPHOI pabOThI CTYICHT MOJIYYHUT HABBIKU MPOBEACHUS CKPBITOIO
CKaHUPOBAHUS, ONPEACICHUS OTKPBITHIX MOPTOB U CEPBHUCOB, uacHTUuKaIu OC 1Mo oTIeyaTKaM CTeKa
TCP/IP, a Takxe aHanu3a 3alIUIIEHHOCTH CETEBBIX MIEPUMETPOB.

O6napyxenue Brop>xkeruit (IDS): HacTpoiika Snort 1711 CHTHATYpHOTO aHaIM3a Tpaduka
B PE3YIbTATC BBINIOJTHCHUSA na60paT0pH0171 pa6OTI)I CTYACHT NOJYUUT HABbIKW HAITMCAHUS COOCTBEHHBIX
curHatyp (mpasui) Snort, mepexBara II0{03pUTEIBHBIX ITAKETOB (HanpuMep, ¢ npu3Hakamu SQL-
HWHBEKINU NI CKAaHUPOBAHUA HOpTOB), TeHepaluu OHOBCIIIGHI/Iﬁ " JIOTUPpOBAaHUA aTak.

10

3ammra ot DDoS: HacTpoiika rate limiting u cuaxpoHHbIX KyK (SYN cookies) Ha Linux
(iptables)

B pesynprare BRIIOTHEHHUS 1TaOOPAaTOPHOI pabOTHI CTYIEHT MOMYYHUT HABBIKK OTpaHUUYEHHS YHCIa
coenuHeHuit ¢ ogaoro IP, 3amuter oT SYN-flood ¢ BrimrouenneMm SYN cookies, SMyJISIu aTaku ¢
nomoibio hping3, a Takke aHaIM3a 3arpy3Kd cepBepa o]l aTaKoH.
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11

CermeHTanus CeTH U MeKCeTeBbIe SKpaHbl (pfSense): mpaBuia npomycka Tpaduka
mexay VLAN

B pesynbTaTe BINOIHEHHS 1A0OPATOPHOI padOTHI CTYJECHT MOJIY4UT HaBbIKU co3nanust VLAN, HacTpoiiku
npasu allow/deny st pasubix 30H (DMZ, LAN, Guest), opranuzaunu NAT, a Takke NpoBEpKH
U30JISLIMY CErMEHTOB C IIOMOILBIO CKAHUPOBaHUSL.

12

SQL-unbekuun (SQLIi) Bpyunyto u uepes sqlmap: u3BiedeHue TaHHbIX U3 6a3bl

B pesynbTare BBIIONHEHHUS JTA00PATOPHON pabOTHI CTYIEHT IOIYYUT HABBIKA OOHAPYKEHHS yA3BUMBIX
napametpos, ucroib3oBanus UNION u crensix uabekimii (boolean/time-based) mwis o6xoma
ABTOPH3ALMH, J1aMIIa Ta0JIHII, a TAKXKE IPHMEHEHHS TapaMETPU30BAHHBIX 3aMPOCOB IS 3aIHUTHI.

13

MexcaiiToBblii ckpunTHHT (XSS): Kpaka ceccuii u mogmeHa kontenTa (stored / reflected
/ DOM)

B pesynbTate BINOIHEHHS 1Ta0OPATOPHOM pabOTHI CTYICHT IOJIyYUT HAaBBIKU BHeApeHus JavaScript-koaa
B KOMMeHTapuu win napameTpsl URL, nepexBaTa cookie »xepTBbI C OTIPAaBKOW Ha BHEIIHUI cepBep,
CO3JaHus MOIENbHBIX (OPM BBOJIA, a Takxke HacTpoiiku Content-Security-Policy (CSP).

14

CSRF (MesxcaiiToBas Mmojielika 3ampoca): araka Ha CMEHY mapoJis 0e3 Beoma

IIOJIB30BaTCIIA

B pesynbTate BRIIOTHEHHS TA00PATOPHOH pabOTHI CTYNEHT MOIYYHUT HAaBBIKK CO3/IaHHS BPEAOHOCHON
HTML-cTpanums! ¢ aBToMatndeckoit otpaBkoit POST-3ampoca, mepexBara BAIAIHOMN CECCHH, a TAKXKE
BHenpeHus anti-CSRF TokeHoB 1 npoBepku Referer-3aronoBkoB Kak MeTO/1a 3alHTHI.

15

Hebe3onacuble necepuanuzanus B Java/Python: ynanennoe Beimonnenue koga (RCE)
B pesynbraTe BhINONHEHHS Ja00paTOPHOM pabOThI CTYACHT MOIYYUT HaBBIKH CO3/AaHUSA BPEIOHOCHOTO
CepHAIM30BaHHOTO 00BEKTA, FKCILTyaTal[MH Ta/KeT-1IIENOYKH (HanpuMep, ysoserial), moixydeHus reverse
shell, a TaKXKE€ CaHUTHU3alluu U 66J'IOFO CITMCKa KJIaCCOB NIPpH ACCCPUATIN3ALINN.

16

XXE (XML External Entity): urenne nokanpnbix ¢aitioB u SSRF gepe3 mapcep XML
B pe3ynbTaTe BBITIOIHEHHS Ta00paTOPHON pabOThI CTYAEHT MONYYUT HABBLIKKM BHEAPEHUS BHEITHEH
CYIIIHOCTH JIJIS uTeHHs /etc/passwd, opraHusammu 3amnpoca K BHyTpeHHnM cepsepaM (SSRF), mposenenus
DoS ugepes «billion laughsy, a Taxke oTkiroueHust 00paboTku external entities B mapcepe.

17

[Tepenonnenue Oydepa (stack overflow) na 32-6utHoit Linux: nmepe3anuch BO3BPATHOTO
azapeca (ret2libc)

B pe3ynbpTaTe BBIIOIHEHMS JTa00PAaTOPHOU pabOThI CTYJCHT HOJYYUT HABBIKA HAXOXKICHHS YSI3BUMOTO
BBOJIa (gets / strepy), mepesancu EIP, BezoBa ynkmmm system(""/bin/sh") ¢ otkmouenasiM ASLR, a
TaKXKe UCTOJIh30BaHUSI KOMITIIIATOPHBIX 3amuT (Stack Canary, NX).

18

[Ipusuneruposannbie 6uthl (SUID/SGID): nouck u akcmtyatanus A1 dCKalaluy rnpas
B pesynprarte BRIIOIHEHUS T1a60paTOPHOIT pabOThI CTYASHT MOJIYYHUT HABBIKM TIOMCKA OMHAPHHUKOB C
SUID-6utoM, 3KCIuTyaTaluy HeNpaBmiIbHO HacTpoeHHoro chmod uts, mpuMeHeHus atak Ha
LD_PRELOAD, a Taxxe aHaii3a 0e30macHbIX anbTepHaTHB (capabilities).

19

CO6op u ananus joros 6ezonacHocTH (syslog, auditd, Windows Event Log)

B pe3ynbTaTe BBIIOIHEHHS J1a00PAaTOPHON pabOTHI CTYCHT MOMYYHUT HABBIKA HACTPOMKHU ayauTa (haisioB
(auditd), nenTpanuzoBaHHOrO cOOpa J0TOB (rsyslog), oOOHapy)KeHHs HEeyJauHbIX TTOTBITOK BXOA
(Evilginx), mogo3putensHbix mporeccos (Windows Event ID 4624/4625), a Tak:ke aBTOMaTH3aIMH TOUCKA
AHOMAJTHH.

20

W3omsmust mporieccoB ¢ moMotibio kKoHteinepoB (Docker) u mecounuin

(Firejail/seccomp)

B pesynprarte BRIIOIHEHHUS Ta60paTOPHOIT pabOThI CTYACHT MOTYYHUT HABBIKHM 3aIycKa KOHTEHHEpa ¢
MUHUMAaJIbHBIMH NPUBIIIETHAMH (drop cap), OrpaHHYEHHS CHCTEMHBIX BBI30BOB Uepe3 seccomp-mpoduiy,
OJIOKMPOBKH MOHTHPOBAHHMS /Proc, a TakKe MPOBEPKH «I100eray u3 KOHTeHHEepa Py HeTIPaBUIIBHOM
HAaCTPOMKHU.
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[Tepe6op nmaposneit oduaiin: John the Ripper / Hashcat mpotus NTLM u /etc/shadow

B pesynbTaTe BEIONHEHUS 1a00paTOPHOIT pabOTHI CTYACHT MOJIYYUT HABBIKU AaMIla X3IIeH (Harpumep, ¢
nomortubto mimikatz nian u3 shadow), mpoBeneHus aTaku 1Mo ciIoBapro U 6pyTdopca 1Mo Macke,
UCIIOJIb30BaHNUsSI IIPABHI MYTAIlHH, @ TAKKE OL[EHKH CTOMKOCTH IapoJIeil Ha OCHOBE BPEMEHH MoA00pa.

22

Muorodakropras ayrentuduxainus (MFA): nactpoiika TOTP (Google Authenticator)
Ha SSH

B pesynprarte BRIIOTHEHHUS 1TaOOpaTOPHOI pabOTHI CTYICHT MOIYYHT HABBIKK HHTErparmu PAM c
MoxyieM google-authenticator, reHepanmu cexpeTHBIX Kirouei 1 QR-K0m0B, TpOBEpKH 0THOPA30BHIX
mapouieit, a taxke HacTpoiiku fallback-meTomoB 1 pe3epBHBIX KOJIOB.

23

besonacuocts Wi-Fi: 3axBar WPA2 handshake u moa6op mapos (Aircrack-ng)

B PE3YIbTATC BBINIOJIHCHUSA na60paTopH017I pa6OTI)I CTYACHT NOJYUUT HABbIKU IEPEBOJa CETECBOIO aJarTepa
B pCKUM MOHUTOpA, 3aXBaTa 4-way handshake KJIMCHTA, Z[eayTeHTI/I(l)I/IKaHI/II/I JICTUTUMHOTI'O I10JIb30BaTECiA
(deauth), odhnaiin-nogbopa maposs, a Takxe HacTpoiiku WPA3 u RADIUS kak Mep 3aiuTsl.

24

®dopenszuka (uppoBas KPUMUHAIHCTHKA): BOCCTAHOBJICHHUE y/IaJICHHBIX (DaiyioB U

aHaym3 oOpasa mucka (Autopsy / Sleuth Kit)

B pe3ynpraTte BRIIOTHEHHUS TaO0PaTOPHOI pabOTHI CTYIEHT MOIYYHT HABBIKA MOHTHPOBAaHUS 00pa3a InucKa
(E01/DD), mouncka ymaneHHBIX (aifiioB 1o 3arooBkam (carving), ananmsa MFT (Master File Table),
W3BJICUCHISI METaJaHHBIX U X31IeH (aiiiioB, a Takke COCTaBICHHS TaiiMiIaifHa COOBITHIA.

4.3. CamocrosiTenbHas paboTa 00y4aroInXCs.

n/o

Bun camocTosTensHO#M paboThI

Pabora ¢ 1eKIIMOHHBIM MaTepHUaIOM

[ToaroroBka k 1abopaTopHbIM paboTam

Beinonnenue kypcoBoi paboTHl.

IToaroToBKa K MPOMEXKYTOYHOM aTTECTALMH.

gl B W N -

[ToaroroBka Kk TEKymeMy KOHTPOJIIO.

4.4. ITpumepHbIN IEpeUEHb TEM KYPCOBBIX padOT
1. ®opMbl TCHUXOJIOTUYECKOW 3alUThl YelloBeka OT WH(OPMaIlMOHHON

neperpy3KH.

2. CoumanbHo Bpeanas uHpopmaius B8 CMU.
3. Bpennas u onacHas ungopmanus B latepuer
4. ®opmbl 0OMaHa ¥ MollleHHUYeCcTBa B IHTEepHET.

5. ®opmbl HE3aKOHHOTO MCHOJB30BaHMsS MH(MOpMaUU. 3aKOHOJATEIbHbIE

MCPEBI IPOTHUB HE3aKOHHOI'O MUCIIOJIb30BaHUA I/IH(l)OpMaL[I/II/I.

6. Moaens nHpOpMAIIMOHHOM 3alIUTHI KAHAJIOB CBSI3H.

7. Crtpateruss oOMaHa W €€ HCIHOJIb30BaHUE B cdepe HHPOPMAIMOHHOM

3aIIHUTHI.

8. Boripockl nn(opManoHHOM 0€30MacHOCTH B TTOJIMTUKE U TUTNIOMATHH.



9. Opranu3almoOHHO-PACIIOPATUTENbHbIE MEPBI NH()OPMALIMOHHON 3alUTHI.

10. TpagunuoHHsle HampaBiIeHUS WHPOPMAIMOHHON 3alIUTHl U IMYTH HX

MHTErPALIH.

5. Ilepedenr wu3maHuii, KOTOpHIC

OCBOCHUHU JUCHUIUIMHBI (MOIYJIA).

PCKOMCHAYCTCA HCIIOJIB30BATHL IIPpHU

Ne
/a

bubnuorpadudeckoe onucanue

MecTto nocryna

1

KonupoBanue u 3amura nHGopMaim B
JIOKYMEHTOO0OPOTE: METO/I. YKa3. K IPAKT.
u 11a0. pal. s crya. cnen. [puknannas
uHpopMaTrKa (B SKOHOMHUKE) 110 JTUCII.
HNudopmannonnas 6e3onacuocts / B..
Mopo3zoBa, K.O. Bpybnesckuit; MUNT.
Kad. OxoHomuueckas napopmaruka. - M.:
MUUT, 2010. - 56 c.

URL: 03_19830.pdf (miit.ru). (mata
obpamenus - 18.05.2026) Tekcr :
HenocpencTBeHHbIN.004.056.57 M 80

[IudpoBaHue ¢ OTKPHITHIM KITFOUOM:
METO/1. YKa3. K j1a0. pab. mo aucil.
HNudopmanronnas 6€30MacHOCTb U 3aIIUTa
UHPOPMALIAK [T CTY/I. CIeIl.
ABTOMAaTU3UPOBAHHBIE CUCTEMBbI
00paboTKM UH(POPMALIUU U YIIPABJICHUS,
WNHpopMalnoHHbIE CUCTEMBI U TEXHOJIOTUU
/ 9.1. KoctrokoBckas, A.M. Y 1ainos;
MUUT. Kad. ABTOMaTU3UpPOBaHHbBIE
cuctemsl ynpasienus. - M.: MUUT, 2008.
-28c.

URL: 04-46051.pdf (miit.ru). (zara
obpamenus 18.05.2026) Tekcer :
HenocpencTBeHHbIN.004 K 72

Kpunrorpaduueckas 3ammura
KOMITbIOTEPHOM MH(OpPMAIK: METOJ]. yKa3.
K J1a0. pa0. no nuci. Teopernueckue
OCHOBBI KOMITBIOTEPHOI 6€30MacHOCTH JIs
CTyA., 00y4. o Hanp. MHdpopmarmonnas
oe3omacHocTh / SI. M. I'onmmoBckuii, b. B.
Kenenkos, U. E. Cadonosa; MUUT. Kad.
BerauciuTensHbIe CHCTEMBI U CETH. - M.
MI'VIIC(MUUT), 2013. - 36 .

URL: 03-42764.pdf (miit.ru). (nata
obpamenus 18.052026) Tekcr :
HenocpencTseHnbiit.004 I'60

HNudopmannonHas 6€30MacHOCTb
NEPCOHAIBHBIX KOMITBIOTEPOB: Y4eO.
nocob6ue st ctyn. cnen. CAIIP u
CTPOUTENBHBIX CIIEL. 10 Kypcy MeTosl 1
CpEICTBA 3alIUThl KOMIIBIOTEPHOM
uHpopmanuu. 4.2 / B.}O. Cmupnos, O.B.

URL: https://library.miit.ru/miitpublishing/10-
2256.pdf. (nata obpamenus 18.05.2026)
Tekcr : HenocpencTBeHHbI.681.3.066 C 50




Cwmupnosa; MUUT. Kag. CAITP
TPaHCIIOPTHBIX KOHCTPYKIIUH U
coopyxenuit. M.: MUUT, 2010. - 88 c.

5 | PazpaboTka Mep 3aiuThl URL:
MH(POPMALMOHHBIX PECYPCOB B https://library.miit.ru/bookscatalog/metod/DC-
435 .pdf. (mata oopamenns 18.05.2026) Tekct

: HenocpeacTBeHHbIn.004 A-47

KOPITOPATHBHOM CETH C BBIXOJIOM B
WHTEPHET: y4eOHO-METO/I. TTOCOOHE 10
Kypc. paboTe J1sl CHEIUAaIUCTOB Harp.
Kommnbrotepras 6e3omacHocTs / B. M.
AnexceeB; MUUT. Kad. Ynpasnenue u
3amuta uHpopmarmu. - M.: PYT(MUUT),
2017.-9c.

6. IlepeuyeHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
MH()OPMAIIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIOJb30BATHCS MPH
OCBOEHUU JTUCUUIUIMHBI (MOZYJIS).

CDOpYM CIICHHNAJIMCTOB 10 I/IH(i)OpMaHI/IOHHBIM TEXHOJIOTUSAM
http://citforum.ru/
. NHTEepHET-yHUBEPCUTET MH(}OPMAIMOHHBIX TE€XHOJIOTUI

http://www.intuit.ru/
 Tematuueckuét  dopym 10  UHOOPMALMOHHBIM  TEXHOJOTHUSIM

http://habrahabr.ru/

7. IlepedyeHb  JUUEH3MOHHOIO M  CBOOOJHO  PaclpOCTPaHSIEMOTO
MPOrpaMMHOTO OOecCredeHusi, B TOM YHCJI€ OTEUYECTBEHHOTO MPOU3BOJICTBA,
HEO0OXOMMOTO JIJIS1 OCBOCHHMSI TUCIIUIUTAHBI (MOJTYJIS).

- Windows
- Microsoft Office
- UnTepner-6paysep (Yandex u ap.)

8. OmnucaHue MaTepuaJbHO-TEXHUYECKOM 0a3bl, HEOOXOAUMOM it
OCYILECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUILUIMHE (MOIYIIIO).

VYuebHas aymuTopus Uil TPOBEJACHUS YyYEOHBIX 3aHATHH (3aHSATHUN
JIEKIIMOHHOTO THUIIA, MPAKTUYECKUX 3aHATUMN ):

- KOMIIBIOTEp  MpemnojaBaTens, paboyue  CTaHIMM  CTYACHTOB,
MYJIbTUMEIMMHOE 000py0BaHUE, TOCKA.

AyauTopus NOAKIOUEHA K ceTh «HTepHeT».

9. ®opma MpoOMeKYTOUHON aTTEeCTALNH:



KypcoBas padota B 3 cemectpe.
DK3aMeH B 3 cemecTpe.

10. OueHouHbIe MaTEpHUAIIBI.

OrneHOoYHBIE MaTEepPUANTBI, TPUMEHSIEMBIE TIPU TIPOBEICHUH TTPOMEKYTOTHOM
aTTecTanuu, pa3pabaThIBalOTCS B COOTBETCTBUU C JIOKAJIBHBIM HOPMATHBHBIM
aktoM PYT (MUUT).
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