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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[lemamu  ocBoeHust  y4yeOHOM — aucuuIuinHbl  (Moaysisa)  «OCHOBBI
UH(GOPMAITMOHHON O€301TaCHOCTIY SBJISIFOTCS:

— O00y4YuTh CTYJEHTOB MPHUHIMUIAM oOecreyeHuss HHPOPMAIMOHHOM
0e30macHOCTH, MOJXO0JaM K aHalu3y HWH(GOPMAIMOHHON HMH(PPACTPYKTYphl U
pelIeHuI0 3a1ay o0ecnieueHrs nH(HOPMALMOHHON O€30MaCHOCTH KOMITbIOTEPHBIX
CUCTEM;

— CcoJelcTBOBaTh (PyHIAMEHTaNM3auuu oOpa3oBaHUs, (OPMHUPOBAHUIO
Hay4YHOI'O0 MUPOBO33PEHHUS U PA3BUTHIO CUCTEMHOT'O MBILIJICHUS.

3amaun u3y4eHus: AUCIUTUIHHBL

- HU3y4YEHHE OCHOBHBIX METOJAOB U  IPHUHIUIOB  0OOecHedyeHUs
KOH(QUACHIIUAIBbHOCTH, LEJOCTHOCTM UM  JIOCTYIHOCTH  HMH(pOpMAlUu B
KOMITBIOTEPHBIX CUCTEMAX;

- U3y4YEHHUE TUIIOBBIX yTpo3 Oe3omacHOCTH uHpopManuu npu e€ oopaboTke B
KOMITBIOTEPHBIX CUCTEMAX;

- W3yYeHHE OCHOBHBIX MPHUHIHUIIOB oOecredeHus HHPOPMAIIMOHHOM
0e30I1aCHOCTH;

- U3Y4YEHHE OCHOB ITIOCTPOECHMSI MOJIENIN YIPO3 U MOJUTUKU 0€30I1aCHOCTH;

- U3y4YEHHE  OCHOBHBIX  MOJENEH  ympaBieHUs  JOCTyIOM  H
MH(POPMAIIMOHHBIMU TOTOKAMH B KOMIIBIOTEPHBIX CHUCTEMAX C YYETOM YIpo3
0e30macHOCTH UH(POPMALIUU.

2. IlmanupyeMsble pe3ynbTaThl 00y4YeHHs 110 TUCHUTUTHHE (MOIYJIIO).

Ilepeuenp GopMUPYEMBIX pe3yJbTAaTOB OCBOSHHS  00pa3oBaTeIbHOMU
porpamMmsbl (KOMIIETEHLIUI) B pe3ybTaTe 00yUYeHHUs M0 AUCUMILTUHE (MOYIIO):

OIIK-1 - Cnoco0eH oueHuBaTh poJib MHPOPMALMH, HWHPOPMAUOHHBIX
TEXHOJIOTMH M MHPOPMAIMOHHON 0€30MacHOCTH B COBPEMEHHOM OOLIECTBE, UX
3HaYCHUE U1 oOecrieueHrs 0ObEKTUBHBIX OTPEOHOCTEH JTUIHOCTH, OOIIECTBA 1
rocy/1apcTBa;

IMIK-3 - Cnoocoben mnpuHUMaTh y4yacTHE B TEOPETUUYECKUX U
AKCIIEPUMEHTAIBHBIX UCCICOBAHMIX CUCTEM 3allUThl HHPOPMAIMH, TPOBOIUTH
HayYHO-HCCIIEIOBATENILCKUE Pa0bOTHI MO OIIEHKE 3alUIICHHOCTH WH(POpPMAIUU B
KOMIIBIOTEPHBIX CHCTEMaX.

OO0yueHnue 1Mo qUCIUIUTHHE (MOJTYJIIO ) TIPEIIOIaraeT, 4YTo 1Mo ero pe3yJbTaTaM
oOydaroruiicst Oyner:

3HATD:



- OCHOBHBIE HOPMATUBHBIE MPABOBbIE AKThl U JOKTPUHAIbHBIE JTOKYMEHTHI
(loxtpuna  wmHpopmarmoHHoi  Oe3omacHocTH — PD), ONPEICIISIIOINE
HAI[MOHAJIbHbIE UHTEPECH B HH(OPMALIMOHHOM cdepe.

- OcHOBHBIE METO/IBI U MEXaHU3MBI 3a1UThl HHpopManuu B OC (ynpaBiieHHue
JOCTYIIOM, ayauT, mudpoBanue nuckoB), B KC (MexceTeBoe 3KpaHMpPOBAHUE,
VPN, IDS/IPS) u 8 CYB]] (u30uparensHOe U MaHAATHOE YIIPABICHUE JOCTYIIOM,
mu¢ppoBaHUe TaHHBIX, POJIEBAS] MOJIENb).

- CoBpeMeHHbIE METO/IbI U CPEJICTBA OLIEHKH 3aIUIIEHHOCTH KOMIIBIOTEPHBIX
cucteM, Bkitouas cranaaptel U meroauku (PCI DSS, meroguku ®CTIK, BAS
(Breach and Attack Simulation) u mp.).

Ymersb:

- AHaIM3UPOBATh COOBITHS U SBJICHUS OOIIECTBEHHOM KU3HU C TOUKHU 3pPEHUS
UX UH(OPMALIMOHHON COCTABIISAIONIEH U BIUSHUSA HAa 0€3011aCHOCTb.

- BriOupatb W NpUMEHATH aJEKBAaTHBIE IPOTPAMMHBIE M allapaTHbIE
CPEZCTBA 3aIIMTHI 111 KOHKPETHBIX YCIOBUI 3KCIUTYyaTallud CUCTEMBI.

- IIpoBoaNTH COOp M aHAIM3 UCXOJHBIX JAHHBIX, HEOOXOAUMBIX JIJIsl pacyeTa
MoKa3aTesiel 3allUIEHHOCTH HH(POPMALIUH.

Baagers:

- HaBbikamMu KkpuTHUECKOTO0 aHanmu3a UWHGOpPMAIMU, TMOJydYaeMoud U3
paznuyHbix ucTouHUKOB (CMMU, coriceTu, Hay4yHasi TuTepaTypa), sl BBISIBICHUS
JIECTPYKTUBHBIX BO3JCUCTBUU.

- HaBbIikamMu aIMHUHUCTPUPOBAHUS CPEJCTB 3aIIUTHI MH()OPMAIIUU B COCTaBe
OC, KC wu CVYBJ (HacTtpoiika mpaB J[A0OCTyIa, co3daHue mnpaBuil MO,
pasrpaHuueHue aocryna k tabnaumam bJI).

- HaBpikamMu pabOThl CO CHEHHUAIU3UPOBAHHBIMU HWHCTPYMEHTAIbHBIMU
CpeACTBaMHM JJIsl aHAJIM3a 3allUIIEHHOCTH (CKaHEPhl ysI3BUMOCTEH, (GpeiMBOpPKHU
JUTSI TICHTECTA, aHAJIM3aTOPhl TPOTOKOJIOB).

3. O6beM TUCIUTIIUHBI (MOTYJIs).
3.1. O6mas Tpy10€MKOCTh AUCIUTIIAHBI (MOIYJIs).

OO0mast TPyIOEMKOCTh IUCHUILIUHBI (Momynsi) cocTaBisier 2 3.e. (72
aKaJeMHYEeCKuX Jyaca(oB).

3.2. O0bem gucHUIUIMHBL (MOAYJsl) B (QopMe KOHTAKTHOM paboThI
oOydaromxcss € MEJarorM4YecCKUMH  padOTHUKaAaMU U (WIKM)  JIHIAMH,
IPUBJIEKAEMBIMH K pean3anun 00pa3oBaTebHOM MporpaMmbl Ha MHBIX YCIOBHSX,
IIpU MIPOBEICHUH YUEOHBIX 3aHATUH:



KomnaecTBo gacoB

Tun y4eOHBIX 3aHATHIA
Bcero | Cemectp Ned

KonrtaktHas paboTa mpu npoBeieHIH YUeOHBIX 3aHATHH (BCETO): 48 48
B tom uucne:

3aHATHS JIEKIIMOHHOTO TUIIA 32 32
3aHATUS CEMUHAPCKOTO THIIA 16 16

3.3. O6peM auCHUIUIMHBL (MOAYJs) B (hOpMe CaMOCTOSITENBHOM pPabOTHI
oOydJarormuxcsi, a Takke B (opmMe KOHTAKTHOW pabOThl OOyYarommMXcs ¢
He1arornyecKuMu padoOTHUKAMU U (WJTN) JIMLIaMU, IPUBJIEKAEMBIMU K pealn3alnuu
o0pa3oBaTeNbHOW MPOrpaMMbl HAa HHBIX YCJIOBUSIX, NpPU MPOBEACHUU
MPOMEKYTOYHOM aTTeCTAIlK COCTaBIIsIeT 24 akaJleMUuecKux yaca (oB).

3.4. ITpu oOy4eHuH 0 MHAUBUAYAJIbHOMY YUYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM O0y4€HHH, 00bEM NUCIUIUIMHBI (MOYs1) MOXKET OBITh peain30BaH
MOJIHOCTBIO B (POPME CaMOCTOSITENbHON padOThl 00yUaroIuxcs, a Takxke B popme
KOHTAaKTHOM pabOThl 00YyYalOIIUXCsl C MEAAroruHuecCKuMu paOOTHUKaMU U (WIIH)
JUIAMH, TIPUBJIEKAEMBIMH K pealiu3alui 00pa30BaTeIbHON MPOrpaMMbl Ha MHBIX
YCIJIOBHSIX, IPH IPOBEAECHUH IPOMEXYTOYHOM aTTECTALIUN.

4. ConeprxaHue JUCHUTIUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.

TemaTuka NTEKIIMOHHBIX 3aHATUM / KPATKOE COJEPKaHNE

1 |HaumonanwsHas Ge3onacHocTh Poccuiickoit @enepannn: MOHITHE, CTPYKTYpa U MECTO

MH(pOpPMaLMOHHON 0€30M1acCHOCTH

PaccmarpuBaembie BOIPOCHL:

- [loHsiTHE, CYIIHOCTH U COZIEpKAHUE HALIMOHATILHOM 0€3011aCHOCTH.

- OCHOBHBIE 3a/1a4¥, 0OBEKTHI M CYOBEKTHI 00eCcTieueHUsT HAIIMOHATBHON 0€30MaCHOCTH.

- Buzpl 6e30macHOCTH M BUIBI 3alUIIAEMON HH(OPMAIIUH.

- Mecro u pons Poccun B rmo6aibHOM HHGOPMAIIMOHHOM TPOCTPAHCTBE.

- [TonsiTre u pob HHPOPMANMOHHOW O€30MaCHOCTH B 00ECIICYeHUH HAITMOHAIFHON 0€3011acHOCTH
rocyJapcTna.

- Haumonainenelie nntepecs! Poccnn B mH(popManmoHHoi cdepe (MHTepeck! JINYHOCTH, 00IIeCTBa 1
roCyJapcTBa).

2 |CucreMma yrpo3 uH(popmarnmoHnHoi 6e3omacHocTH Poccutickoit denepanum
PaccmarpuBaemble BOIPOCHL:

- Obmas xapakTepucTuka mpoodsieM odecreueHnss HHHOPMAITMOHHON O€30MTaCHOCTH.

- Busier yrpo3: yrpo3sl KOHCTUTYIIHOHHBIM TIPaBaM, YIpo3bsl HHPOPMAITHOHHOMY 00eCTIeUeHHIO
TOCIIOJIMTUKH, YTPO3BI PA3BUTHIO OTEUECTBEHHOW MHLyCTPUH HHPOPMAIIUHL.

- Kimaccudukanus yrpos 6e3omacHOCTH HHGOPMAIIMOHHBIX U TEJICKOMMYHHUKAIIHOHHBIX CHCTEM.
- Mogenb aecTBUi HapyIIUTEs.

- Buentnue u BHyTpeHHue ucTouHukH yrpo3 b PO.

- Kimaccuukanus HCTOYHHKOB yrpo3 U YS3BUMOCTEH.
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TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

WNndpopmanmronHoe npoTuBoOOPCTBO M HH(OPMAIIMOHHAS BOMHA: OCHOBHBIE KOHIETIIIUN

PaccmarpuBaembie BOIIPOCHL:

- Uudopmarmonnas 6€30nacHOCTh U HH)OPMAIIMOHHOE TPOTHBOOOPCTBO.
- [lonsiTre, nenu n npo6aeMsl HHGOPMALTOHHBIX BOWH.

- CyOBekTsl HHDOPMAITHOHHOTO IPOTHBOOOPCTBA.

- CocTaBHbIE 4aCTH M METO/IbI HH(OPMAIIMOHHOTO IIPOTHBOOOPCTBA.

MeTto0510THS U CTpaTerus BeeHus: UHGOPMAITMOHHON BOMHBI

PaccmaTpuBaemble BOTIPOCHI:

- MadopmannonHas BolfHa Kak IIe€JIE€HANPABICHHOE BO3ACHCTBIE HA HHPOPMAIINOHHBIE CHCTEMBI.

- Croco0sl mepenporpaMMIpOBaHUs HH(YOPMAITOHHBIX CHCTEM (TICHXOJIOTHYECKUE U TEXHUUECKUE
ACTIEKTHI).

- [Ipobnema Hayana nHGpOPMAMOHHO BOWHBI.

- O00O0IIEHHBIH aNTOPUTM (THIIOBAsI CTpATETHst) HHPOPMAIIIOHHOW BOWHEI.

- OCHOBHBIE acIeKThI U MOCIIEACTBUS HHPOPMAIIMOHHON BOIHBI.

Opranu3anroHHO-TIPABOBBIE OCHOBHI 3aIIUTHI HHPopManuu. Kiaccudukanms

ABTOMATU3WPOBAHHBIX CUCTEM
PaccmaTprBaemble BOTIPOCHI:
- Hoxymentsl ['octexkomuccun (DCTIK) npu Ipesunente Poccuiickoit @enepartum.

- Konnernmny 3amutel aBTomatn3npoBadHbIX cucteM (AC) u cpencts BerauciuTensHor TexHuku (CBT).

- Knaccudukarys aBToMaTH3UPOBAaHHBIX CUCTEM U MH(POPMAIIMOHHBIX CHCTEM I10 YPOBHIO
3aIIUIIEHHOCTH.
- TpeboBanust kK ”HGOPMALIMOHHBIM CHCTEMaM IO 00ecIieyeHnIo 0e30MacHOCTH HH(opMaLnH.

Cucrema 3anuThl HHGOPMALIUU OT HeCaHKIIHOHUpOoBaHHOTO fAoctymna (HC/I)
PaccmarprBaeMbie BOTIPOCHI:

- OcHoBuele HanpaBieHus 3amuTel oT HCJI 1 cioco6srt HC/I.

- [Ipuanune! 3amuTs! nHGOop™Maru ot HCJI.

- Ctpykrypa cuctemsl 3amuTsl nHGopMarn ot HCJI: HazHadeHUe U (PYHKIUHU SIEMEHTOB.
- [TormTrka 6€30MacCHOCTH KaK OCHOBA ITOCTPOSHHSI CUCTEMBI 3aITHTHL.

Monenu ynpasiieHus: JOCTYIIOM

PaccmarpuBaembie BOIPOCHL:

- [IpaBuna pasrpaHudeHus AOCTyIA.

- uckpermonnas (DAC) u mangatHast (MAC) Moienu ynpaBlieHUs! JOCTYTIOM.
- PoneBas mogens ynpasnenus gocrynom (RBAC).

- AtpubyTHBIe MoaemnH yrpasieHus qoctymnom (ABAC).

OcHoBBbI KpunTOrpadguueckoil 3amuThl HHGOpMaALUU
PaccmaTpuBaemble BOIIPOCHI:

- OcHOBHBIE TIOHATHUS KpunTorpaduu: mudpoBanue, AemnppoBaHe, KIIHOY.
- [Ipeamer u 3apaun kpunrorpaduu. Mcropudeckas crpaBka.

- TpeGoBaHus K KpUITOTpapHIECKUM CHCTEMAM.

- CHIMMeTpHUYHOE ¥ aCHMMETPUYHOE IHpoBaHue (6a30BbIe TOHATHS).

- [Ipumeps! mpocTeiimux mmppos.

Nnentuduxanus 1 ayTeHTUPUKAIUST

PaccmarpuBaeMbie BOIIPOCHL:

- [lonsTus uneHTHdUKAMY, ayTEHTU(PHUKALIHE U aBTOPU3ALHH.

- Knaccudukamus cucrem ayrentudukannu (o Gpakropam: 3HaHHUE, BlIaICHUE, HEOThEMJIEMbIE
XapaKTEePUCTHKH).

- MeTonp! ayTeHTHHUKAIMA: TApOJIbHAsL, OMOMETpHYecKast, anmapaTHas (TOKSHbI, CMapT-KapThl).
- CeptuduxaTsl 1 U(POBHIE MOIIMHUCH KaK CPEIICTBA MOATBEPIKACHUS OATHHHOCTH.

10

Pasr PAHUYCHUC U KOHTPOJIb JOCTYIIA
PaCCMa’IpI/IBaCMLIC BOIPOCHI:
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TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

- Pasrparndenue qoctymna mo BUILy WHGOPMAINH, IO criocobaM 00paboTKH (UTEHHE, 3aICh, NCIIOIHEHHE).

- KonTexctHoe ynpasieHue JO0CTyOM (110 BpEMEHH, 110 TEPMUHANIaM).
- Pa3nenenue npusuneruii 1 KOHTPOIb LEIOCTHOCTH.
- AyIUT 1 MOHUTOPHHT COOBITHI JOCTYyIIA.

11

CereBbie METOJbI 3allIUTHI. MexceTeBbie OKpPaHbI

PaccmarpuBaeMbIe BOIIPOCHL:

- TexHOJIOTHs MEXCETeBbIX SKpaHoB (MD) Kak 3amuTa KOPIIOPATHBHBIX CETEHl OT BHELIHUX YTPO3.
- @yakunn MD: punpTpanus Tpaduka, TPAHCISINSI apecoB, MOCPSTHIIECTBO.

- [TonmmTrka Ge30macHOCTH U ee peanm3anus Ha MO.

- Tunsl MeKCeTeBBIX KpaHOB ((PHILTPYIONIIE, IPOKCH-cepBepHl, stateful inspection).

12

3amuineHHbple KaHalbl cBs3u. Buptyansubie yactHbie cet (VPN)

PaccmarpuBaembie BOIIPOCHL:

- OCHOBHBIE TIOHATHUS U QYHKIMHU BUPTYyalnbHbIX 4acTHBIX ceteil (VPN).

- BapuaHThI TOCTpOEHNUS 3aIUIICHHBIX KaHANOB (y3el-y3el, YAaICHHBIH A0CTYI).

- [Iporoxko:xs TyrrempoBanus (PPTP, L2TP, IPsec).

- CpexctBa obecnieyenus OezonacHoctd VPN: mmdpoBanue, ayTeHTHOUKALNS, TPOBEPKA LETOCTHOCTH.

13

OO6Hnapy:xeHue u npenorspaiieane Bropskenuit (IDS/IPS)

PaccmaTprBaemble BOTIPOCHI:

- KpaTkas ucropus pa3BUTHA CPEACTB OOHAPYKEHUS aTaK.

- OCHOBHbIE IOHATHUS: COOBITHE, aTaKa, BTOP)KEHHUE, CUTHATYpa, aHOMAJIH.

- Knaccudukanus cuctem obHapysxenus: sropkenuii (IDS) u npenorspatuenus Bropxenuii (IPS).

- Metopl 0OHApYIKEHUS: CUTHATYPHBIH aHaIN3 U OBEACHUECKH aHanu3 (00Hapy)keHHe aHOMaJuii).

14

Bpe,[[OHOCHOG IIporpaMmMHOC obecneyenue u MCTOJbIL aHTHBHPYCHOﬁ 3allINThI
PaccmaTprBaemble BOTIPOCHI:

- Bupycsl kak yrpo3a nH($pOpMaMmoHHOW 6€301TacHOCTH.

- Knaccudukamnus spenonocuoro 10 (BupycChl, 4YepBH, TPOSIHBI, IPOTPAMMBI-BBIMOTATEIH).
- CpencTBa aHTHBUPYCHOM 3alIUThl: CHTHATYPHBIN M 3BPUCTHUYECKUH aHAIIH3.

- KommutekcHble cucTemsl 3amuTsl KOHEUHbIX Touek (EDR).

15

CranpapTusanus B 00J1acTi HHPOPMALIMOHHOMN 0€301acHOCTH

PaccmarpuBaembie BOIPOCHL:

- XapakTepHucTHKa CUCTEM CTaHJapTU3AIMK B 00JIACTH 3alIUTHl HHPOPMALUHU (MEX/yHApPOAHBIE,
HallMOHAJIbHbIE, OTpacieBhIe).

- UndopmannonHas 6€30MacHOCTh pacIipeaeIeHHbIX CHCTEM.

- EBpomneiickue kpurepun 6e3onacHoctr nHGopManmonHbx TexHonoruid (ITSEC) u ux 3pomronus.

- O630p coBpemeHHbIX cTangapToB (Common Criteria/ISO 15408, cemetictBo cranaapToB ISO 27xxX).

16

KommiekcHbIi moaxo/ k obecneueHno HHGOPMAIMOHHOM 0€3011acCHOCTH
PaccmarpuBaembie BOIPOCHL:

- B3auMoCBs3b IPaBOBBIX, OPIaHU3A[MOHHBIX U TEXHUYECKUX MEp 3aIllUTHL.

- [Nonutuka HHGOPMALMOHHON OE30MIaCHOCTH OpraHU3alUH KaK JOKYMEHT.

- CoBpeMeHHBIE TEHACHITUH B 00J1aCTH YTPO3 U 3aIIUTHI (KHOSPBOITHBI, aTaKH HA KPUTHIECKYTO

MH(PaCTPyKTypy).
- Ponb yenoBeueckoro ¢akropa B obecnieuenun Ub.

4.2. 3aHATHS CEMUHAPCKOTO TUIIA.

[IpakTrueckue 3aHATHS




/o

TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE

Busr uHGOpMALUU 1 OCHOBHBIE METO/IBI €€ 3alUThl. AHAIN3 WH(POPMAITMOHHOMN

uHppacTpykTypbl Poccuiickoit denepanuu.
Bupl nHpOpMaIMy 1 OCHOBHBIE METOJIBI €€ 3alUThI, aHAIN3 HHPOPMAIIMOHHON HHPPACTPYKTYPHI
rocynapcTaa.

OCHOBHBIC TIOHATHUSA U O6H.[€M€TOI[OJ'IOFI/ILIGCKI/16 IIPUHIUIIBL obecreyeHns

UH(POPMALIMOHHOHN 0€30MaCHOCTH.
OCHOBHBIE IOHATHS U 00IIEMETOIOIOTHYECKUE TIPHHINIB MH()OPMAIOHHOH 0€30ITacCHOCTH.

Knaccudukanus BUOB U aHAIU3 HCTOYHUKOB YTPo3 HHPOPMAIIMOHHOW 0€30MacCHOCTH
Poccuiickoit @enepanuu.
Bupl n ucTouHMKY yrpo3 uHpopMamonHol 6e3onacHocT Poccuiickoit denepanmu.

Wzydenue Bug0B 1 popM npuMeHeHHs] HHPOPMAILIMOHHO-TEXHOJIOTHYECKOTO OPYKHUSL.
Bunbt u popmbl npumeHeHns HHOOPMALMOHHO-TEXHOJIOTUUECKOTO OPYIKHSL.

AHanu3 BO3MOXKHBIX IOCIEACTBUM HHOOPMALIMOHHOW BOMHBI.
IocnencTeus nHGOPMAIIMOHHOH BOHHEL.

[TpuuunHbl, BUJBI U KaHabl yTeUKU HHPopMaruu. PopManbHas IOCTAaHOBKA 3a/1a4U
oOecrnieueHns 6€30aCHOCTH KOMIIBIOTEPHBIX CUCTEM.

1 ITpuuuHbL, BUIBI, KAHABI YTEUKH U HCKaKeHHs MH(GOpMaLuH, popMalibHasi IIOCTAHOBKA U PEILICHUE
3ajayn obecrieyeHns: HHPOPMAaIMOHHOW 0€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM.

I/ICCJ'IG,I[OBEIHI/IC Moneneﬁ OpraHru3annuu KI/I6epHCTI/I‘ICCKOI71 0€30IaCHOCTH.
Monenn OpraHu3anuu I(I/I6€pHeTI/ILIeCKOI\/’I 06€e30I1aCHOCTH.

Peanuzanus Moaenein TUCKPEMOHHOTO U POJIEBOTO JIOCTYIIA.
Monens H30UpaTeIbHOTO (AUCKPEIIMOHHOTO) AOCTYIa. MOAETh pOJICBOTO (THIH30BaHHOT0) AOCTYIIA.

Nzyuenue monenu Jlenasepa-Maknuna (MMS) u1st ananu3a 3alUILEHHOCTH CUCTEM.
Mopgens Jlenasepa-Maknuna (MMS).

10

Kputepru olleHKH 3aIlIUIIIEHHOCTH KOMITBIOTEPHBIX CHUCTEM. BBIOOp METO/IOB 1 CpPeaCTB
oOecnieuenus UB.

KpuTepnu OLeHKH 3alUIEHHOCTH KOMITBIOTEPHBIX CHCTEM, METOJIBI H CPECTBA 00ECIICUSHHUS NX
WHPOPMAIMOHHON 0€30I1aCHOCTH.

11

N3yuenune mporpaMMHO-anmapaTHbIX CPECTB obecrneueHust THPOPMAITMOHHON
0€30I1aCHOCTH.

[IporpamMMHO-amnmapaTHble CpeCTBa o0ecneueHns HHHOPMAaMOHHON O€30I1aCHOCTH.

12

HOCTpOGHI/Ie CHUCTCMBI pa3rpaHU4YCHUA JOCTYIIa B Oase JaHHBIX Ha OCHOBC pOJ'IGBOfI

MOJCIN.
[TocTpoeHue cucTeMbl pa3rpaHUUYCHUS IOCTyIa B 0a3e JaHHBIX HA OCHOBE POJIEBOM MOJENH.

13

OcHoBHbIE IOHATHS KpunTorpaduueckoi 3amurel. Peanuzanus npocreiiero mudpa.
OCHOBHBIE TIOHATHSI KpHUITOTpaduieckoi 3anutsl HHGopmaruy. [Ipumep npocreiimero mudpa, Ha
OCHOBEC KOTOPOT'O NOACHAIOTCA C(bOpMyJ'II/IpOBaHHBIe IIOHATHA U TC3UCHI.

14

Knaccugukarus cucrem ayreHTudukanuu. [Ipumenenue 3J1eKTpOHHOM MOINUCH IS

KOHTPOJIA HCJIOCTHOCTH.
Krnaccudukarus cuctem ayreHTH(GHUKAINN. DIEKTPOHHAS ITOANNCH U €€ TPUMEHEHHE JJIS1 KOHTPOJIS
[ICTIOCTHOCTH NPOTPaMM U TaHHBIX.

15

TexHonorust BUpTyanbHbIX YacTHBIX ceTeld (VPN). BapuanThl mocTpoeHUs 3alUIIIEHHBIX

KaHaJIOB.
BI/IpTyaHLHLIC YaCTHBIC CCTH. BapI/IaHTLI TNOCTPOCHUA BUPTYAJIbHBIX 3allIUIIEHHBIX KaHAJIOB.

16

Pabora ¢ AHTUBUPYCHBIMH KOMIIJICKCAMMU. BoccranoBnenue 3apa’KCHHBIX (I)aﬁHOB n
HpO(I)I/IJ'IaKTI/IKa OT «TPOSAHCKHUX ITPOTrpaMm».




TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE

/11
AHTHBHpYCHBIE TIPOTPaMMHBIE KOMIUIEKCHL. BoccTaHOBIeHNE 3apakeHHBIX (aiinoB. [IpodumakTrka
MMPOHUKHOBCHUA «TPOAHCKUX IIPOTPaAMM).
17 |O06o0meHHast apXUTEKTypa CTaHIapTOB oOecnedeHrs nHPOopMaIMOHHON 0€30MMacHOCTH
OpraHu3aIuu.
O0001IcHHAs apXUTEKTYpa CTAaHIAPTOB 00ECIICUCHIS MHPOPMAIIMOHHOW O€30MaCHOCTH OpPTraHU3AIHH.
18 |M3ydeHue JOKYMEHTOB I10 OLIEHKE 3aIIUIICHHOCTH aBTOMAaTH3UPOBAHHBIX CUCTEM,
JeUCTBYIOIIKX B PO.
JIOKyMEHTBI 110 OLIEHKE 3aLUIIEHHOCTH aBTOMaTU3UPOBaHHBIX cUCTEM B PO.
4.3. CamocrosiTenbHas padoTa 00y4daroImmxCs.
Ne .
Bun camocrosiTensHo# paboTh
/11
1 |U3yudeHue MOMOJHUTETHHOM JIUTEPATYPHI.
2 |[loaroroBka K MPaKTUYECKUM 3aHSATHSIM.
3 | [loaroroBka Kk MpoOMeKyTOYHOU aTTECTALIUU.
4 | IloAroToBKa K TEKyIIeMy KOHTPOJIIO.

5. HepequL HBHaHHﬁ, KOTOPBIC PCKOMCHAYCTCA HCIIOJIB30BATh IIPU

OCBOCHHUU JUCHUIUIUHBI (MOIYJIA).

;\i bubnuorpaduueckoe onucanue Mecro nocryna

1 | OcHoBbI HHPOPMAIIMOHHONM 0€30aCHOCTH https://reader.lanbook.com/book/370967
Hecrtepor C. A. Yuebnuk U3narensctBo "Jlanp",
- 3-e u3n., crep. - 324 ¢. - ISBN 978-5--507-
490777-6 , 2024

2 | Kpuntorpaduueckas 3amura HHGOpMaIuu https://reader.lanbook.com/book/493382
Kynun H. T. IIpaktuxym U3zn. MUPOA -
Poccuiickuii TEXHONOTMYECKUN YHUBEPCUTET. -
66 c. - ISBN 978-5-7339-2447-2 , 2025

3 Bammura napopmarmu I'pysaesa JI. M. Yue6uoe | https://reader.lanbook.com/book/188703

nocobue M3a. Poccuiickuii yausepcurer
TpaHcnopTa, - 144 c. - ISBN 978-5-7876-0326-2
, 2019

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U

MH()OPMAIIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPbIE€ MOTYT MCIOJIb30BaThCA MpHU

OCBOCHMH JTUCUUILTUHBI (MOAYJIs).

Odunmanehsiii caiit PYT (MUUAT) (https://www.miit.ru/).
Hayuno-texanueckas o6unbnuorexka PYT (MUUT) (http:/library.miit.ru).
Oo6pazoBatenbHas miatdopma «tOpaitt» (https://urait.ru/).



O6mue HWHPOPMALMOHHBIE, CIPABOYHBIE U

IIOMCKOBBIE  CHUCTEMBI
«Koncynprant Ilmoc», «I'apanm.

DnexTpoHHO-0MOmMoTeyHas u3natenbeTBa «Jlauby» (http://e.lanbook.com/).
DnexTpoHHO-0MOmMoTeyHas cuctema ibooks.ru (http://ibooks.ru/).

7. HepequL JUICH3UOHHOI'O 141 CBO6OI[HO PacipoCTPaHACMOro

MPOrpaMMHOT0 OOECIICYeHHUsI, B TOM YHCJIE OTEUECTBEHHOI'O IPOU3BOJICTBA,
HEO0OXOIMMOT0 JIJI OCBOCHMS TUCITUTIIIUHBI (MOTYJIs).

Microsoft Internet Explorer (unmu npyroii 6paysep).

Omnepanronnas cucteMa Microsoft Windows.
Microsoft Office.

8. Ommcanme MaTepHATBHO-TEXHUYECKOW 0a3bl, HEOOXOTUMON IS

OCYILIECTBJICHUSI 00pa30BaTEILHOIO Mpoliecca Mo TUCIUILUIMHE (MOIYJIIO).

VueOHbIe AyaIuTopun i IIPOBCACHUA y‘lC6HBIX SaHHTHﬁ, OCHAIIICHHBIC
KOMHBIOTGpHOﬁ TEXHUKOM U Ha60paMI/I ACMOHCTPAIMOHHOI'O O60py,Z[OBaHI/I5L

9. ®opmMa MPOMEKyTOUHON aTTECTAITHH:

3auer B 4 cemecTpe.
10. OuleHOUHBIE MAaTEpUAIIBI.
OlLieHOYHbIE MaTepUalibl, TPUMEHSIEMbIE TIPU MPOBEICHUHN MTPOMEKYTOUHON

aTTECTaIluM, pa3padaThIBAIOTCA B COOTBETCTBUH C JIOKAJIHHBIM HOPMATHBHBIM
aktrom PYT (MUUT).
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JIOLICHT, JIOIICHT, K.H. Kadeapbl
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WHCTUTYTA JIL.M. Manémmuna
CornacoBaHo:
3aBenyromuii kadenpoit Yu3U JILA. bapaHnosn

[Ipencenarens yueOHO-METOIUUECKOM
KOMHCCHU C.B. Bonoauna



