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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[{enssMu1 OCBOEHMS TUCLMIUIAHBI (MOYJIS) SIBJISFOTCSL:

- HU3Yy4YEHHUE CTYJCHTAaMH OCHOBHBIX METOJIOB 3alIUThl KOMIIBIOTEPHOMN
uHpopManmy;

- W3Y4YEHHUE CTYJEHTaMHU CHOCOOOB 3alllUTHl MpU padOTe B IIOOATBHBIX
(MHTEpHET) M IOKAJIBHBIX CETSIX, IPH pad0Te € AIEKTPOHHON MOYTOM.

3agayamMu JUCHUILIIMHBI (MOMYJIs) SIBIISIFOTCS

- OBJIQJICHUE 3HAHUSAMH O IPOrpaMMax-BUPyCax U aHTUBUPYCHBIX MAKETAX;

- OBJQJICHHE OCHOBHBIX METOJaX IIMU(PPOBaHUS MJAHHBIX U CO3JAHUSA
AIIEKTPOHHOM NOJIIUCH.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS MO TUCHUILIIMHE (MOIYJIIO).

[lepeuenp (GopMUpPyEMBIX pe3yJbTaTOB OCBOCHHUS 0Opa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHLIUI) B pe3yJbTaTe 00yUYeHuUs 10 AUCHMILTMHE (MOIYIIO):

OIIK-4 - CnocobeH pemath 3ajladyu MPOoPECCUOHAIBHON NIEATETLHOCTH Ha
OCHOBE HMH(OPMAIIMOHHOW U OUOIMOrpauyecKkodl KyJIbTypbl C NPUMEHEHHUEM
WH(POPMAIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOT Ui u TEXHOJIOTHIA
HCKYCCTBEHHOTO HHTEJUIEKTa, a TaKKe C YUYETOM OCHOBHBIX TpeOOBaHHIA
UHGOPMAITMOHHON O€30MTaCHOCTH.

OO0yueHnue 1Mo JUCIUIUTHHE (MOTYJII0 ) IPEIoIaraeT, 4YTo 1Mo ero pe3yibTaraM
oOyyJarommiicst Oyier:

3HaTh:

CIIOCOOBI 3aIMTHl KOMIIBIOTEPHON HH(pOpMALIMK NpU paboTe B CETH,
crioco0bl OOPHOBI C MPOrpaMMaMU-BUPYCaMU U YMETh OOPOThCS C HUMHU,
AJITOPUTMBI IIHU(PPOBAHUS U IPOBEPKH ICKTPOHHON TOIHUCH.

Ymerb:
crioco0amMu 3amuThl KOMIIBIOTEPHON HH(pOpMAaIUK MPU padOTe B CETH,
criocobamu 6OpKOBI ¢ TPOrpaMMaMU-BUPyCaMHU 1 YMETh OOPOTHCS C HUMU,

criocobamMu  MCIOJIb30BaHUSI  QJITOPUTMOB IU(POBAHUS W  MPOBEPKHU
BJIEKTPOHHOM IMMOJIHUCH.

Baangern:

croco0amu 3alUThl KOMIIBIOTEPHON HH(pOpMaLUK MPpU padOTe B CETH,
criocobamu GOpKOBI ¢ TPOrpaMMaMU-BUPyCaMHU 1 YMETh OOPOTHCS C HUMU,
aropuTMamMu Mu(GPOBAHUS U IPOBEPKHU SIEKTPOHHOM MOAMHCH.

3. O6beM AUCIUTLIUHBI (MOTYJIs).



3.1. O0uas TpyA0€MKOCTh JTUCHMUILUIMHBI (MOTYJISI).

OOmasi TPyIOEMKOCTh AMCIUIUIMHBI (MOIyJisi) coctaBimsieT 4 3.e. (144
aKaJIeMUYECKUX yaca(oB).

3.2. O6bem pguctuIUIMHBL (MOAyJsi) B (opMe KOHTAaKTHOW paboThl
oOydJarommxcss ¢ MEJarorTHYeCKUMH  paOOTHHKaMU W (WIM)  JIUIAMH,
MIPUBJICKAEMBIMHU K peau3aini 00pa3oBaTeIbHON MPOTpaMMbl Ha HHBIX YCIOBHUSX,
P MIPOBEJICHUH YUCOHBIX 3aHITHIA:

KomnuectBo yacos

Tum yaeOHBIX 3aHATHI
Bcero | Cemectp Ned

KonrtaktHas paboTa mpu npoBeIeHIH YUeOHBIX 3aHATHH (BCETO): 64 64
B ToMm uncne:

3aHATHUS JEKIIMOHHOTO THUIIA 32 32
3aHATUSA CEMUHApPCKOTO TUMA 32 32

3.3. O6peM mucHUIIMHBI (MOAYJs) B (hOopMe CamMOCTOSITENHbHOM pPabOTHI
oOyyarommxcsi, a Takke B (QopMe KOHTAKTHOH pabOThl OOydYarOUIUXCSA C
MeJaroru4ecKuMu pabOTHUKAMU U (MJIH) JTULAMU, IPUBJIEKAEMBIMU K peau3aliu
oOpa3oBaTeNbHOM MporpaMmbl Ha HWHBIX YCIOBUSIX, IPU NPOBEACHUU
IPOMEKYTOUHOM aTTecTanuu cocrapisieT 80 akajieMrUuecKkux yaca (oB).

3.4. IIpu 0Oy4eHuu 1o UHAUBHUIyAIbHOMY Y4eOHOMY IJIaHy, B TOM YHCIIE ITPU
YCKOPEHHOM O0y4eHHH, 00bEeM MUCIUIUIMHBI (MOIYs1) MOXKET ObITh peaiu30BaH
MOJIHOCTBIO B (POpME CaMOCTOSITENBbHON padOThl 00yUaroIuXCs, a TaKke B (hopme
KOHTaKTHOW pabOThl 00ydYaloIIMUXCA C MEAarortuecKuMu pabOTHUKaMu U (UJIN)
JULAMH, MPUBJIEKAEMBIMU K peaiM3aluy 00pa30BaTEIbHON MPOrpaMMbl Ha MHBIX
YCIJIOBHSIX, IPH IPOBEAEHUH IPOMEXKYTOYHOM aTTECTALINN.

4. ConeprkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.

Temaruka JIEKIIUOHHBIX 3aHATHH / KpaTKO€ COACPIKAHUC

1 |OcHoBHbIE MOHATHA B 007aCTH HH(POPMALIMOHHON OE30MMaCHOCTH

PaccmaTprBaemble BOIIPOCHIL:

- 6a3oBbIe MOHATHS (MHPOPMAaNHs, HHPOPMAMOHHAs CUCTEMA, JOCTYII K MH(OPMALIHH,
KOH(HUICHIMAILHOCTH HH(OPMAIIMH, 3a1uTa HHPOpMaLUH 1 JIp.)

- kimaccudukanys HHGOPMAaLK B 3aBUCUMOCTH OT KaTETOPUH JIOCTYIIa K HEl

- ximaccudukaysi HHGpopMaryH, o JIeKaIIeH 3amuTe.

- OCHOBHBIE TIoJIOKeHUsT DenepanbHOTo 3akoHa oT 27 urosist 2006 1. Ne 149-D3 «O6 undopmanmm,

MHPOPMAIMOHHBIX TEXHOJIOTHSAX U O 3aIIUTe WHPOPMALIIN




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

3aKoHOATEIbHBIN YPOBEHb HH(OPMAIIMOHHOH 0€301acHOCTH

PaccmarpuBaembie BOIIPOCHL:

- Joxrpuna undopmaimonHo 6e3onacuoctu Poccuiickoit denepanuun

- l'ocynapcTBenHble opransl PO, KOHTpoIHMpYyIOIIKE AesSTeNbHOCTh B 001aCTH 3alUThl HH)OpMaLUK
- Poccuiickoe 3aK0HOATENBCTBO M0 3aIIUTE HH(POPMAaIUN

- MEXIyHapOAHBIE CTAHAAPTHI U CHEUU(PHUKALIIH

Yrpo3bl HHPOPMAIIMOHHOM 0€301aCHOCTH

PaccmarpuBaeMbIe BOIIPOCHL:

- ICTOYHHUKH yTPo3 HHPOpMaIMOHHON 0€30TTaCHOCTH U MX KIIacCH(PUKAIIHSL

- YIPO3BI JOCTYIHOCTH, LIEIOCTHOCTH M KOH(QHUACHINATIEHOCTH

- CIIOCOOBI U MOCTIECTBUS BO3ACHCTBUS HCTOYHHKOB YIPO3 Ha 00BEKTH MH(POPMAIIMOHHON 0€30MacHOCTH

3ammuTa JaHHBIX U KOHPUICHIMAITBHOCTH
PaccmaTtpuBaeMble BOIIPOCHI:

- MEPBI ISl 3aILUThl YCTPOMCTB OT BTOP>KEHHUS

- nACHTHUKANNS U ayTeHTH(OUKAINSA

- MapoJIbHAs 3aIIHTa

- pe3epBHOE KONMPOBAHKE AAHHBIX BO BHEITHHIE XPAHIIIHIIA

KomrmbrorepHbie BUPYCHI U 3alllUTa OT HUX
PaccmaTtpuBaeMble BOIIPOCHI:

- XpOHOJIOTHA pa3sBUTUA KOMIIBIOTECPHBIX BUPYCOB
- KiaccuQUKaIys KOMIBIOTEPHBIX BUPYCOB

- CpPEICTBAa aHTUBUPYCHOM 3aILUTBI

OcHoBbl KpunTorpaduu

PaccmarprBaeMble BOIIPOCHI:

- OCHOBHBIC MOHATHUs Kpuntorpaduu, knaccupuranys muppos

- 9TaIbl Pa3BUTHA KpUNTOrpadun

- cummMeTpuuHble mmndps (cxema Deiicrens, DES, AES, TOCT 28147-89, BlowFish)
- acuMMeTpuuHble Udps (cxema duddu-Xennmana, cucrema RSA)

3HeKTp0HHa$I IHOAIINCH

PaccmarpuBaembie BOIPOCHL:

- HCTOPHSL U IPUHIMITEI co3nanust D11

- Buabl Ol (mpocrast, ycuneHHast, KBATU(QHUINPOBAHHAS, HEKBATU(QHUIIMPOBAHHAS )
- cepTH(UKATHI, yJOCTOBEPSONINE IIEHTPHI

Creranorpadus

PaccmarpuBaeMble BOIPOCHL:

- UICTOPUA U OCHOBHBIC ITOHATUA CTGFaHOT’pa(i)I/H/I

- Xem-(pyHKINU

- nn¢poBBIEC BOJSHBIE 3HAKH, ITU(PPOBHIC OTIIEYATKH MAIBIEB

- HICIIOJIF30BaHNE OCOOCHHOCTEH pa3IMIHBIX (POpMATOB (aifIoB

TexHuueckue cpeacTBa obecrieueHns: HHPOPMAIIMOHHOM 0e301acHOCTH
PaCCMa’IpI/IBaGMLIC BOIPOCHI:

- maccmbnxaum{ TCXHUYCCKUX KaHAJIOB YTCUKHU I/IH(l)OpMaIII/II/I

- XapaKTCpUCTUKA TEXHUICCKUX KaHAJIOB YTCUKU I/IH(I)OpMaL[I/II/I

- MEpPOIIPUATHS 11O 3alIUTE I/IH(bOpMaIII/II/I OT YTCUKHU IO TCXHUYCCKHUM KaHaJIaM

4.2. 3aHATUS CEMUHAPCKOTO TUNA.

JlaGopatopHbie pabOThI




Ne
/ HaunmenoBanue 1a60paTopHBIX paboT / KpaTKoe copepikaHue
n/n
1 |OcHoBuble nonoxenus: u Hopmbl enepanbHoro 3akoHa «O6 nHpopmanuy,
MH(POPMALIMOHHBIX TEXHOIOTUAX U O 3aLIUTE HHPOPMALIUNY.
PaccMoTpenre 0OCHOBHBIX MOJIOXKEHUH U HopM DenepanbHoro 3akoHa «O0 nHpopMaumy,
I/IH(l)OpMaI_[I/IOHHLIX TCXHOJIOTHAX U O 3alIUTC I/IH(l)OpMaIII/II/I»
2 |Yrpo3sl 6e3onacHoCTH HH(popManuu. Knaccupukanyy HCTOYHUKOB YIpo3.
PaccmoTpenne kimaccu(puKauy HCTOYHUKOB YTpo3 HHHOPMAIIMOHHOM 0€301macHOCTH
3 [YuciieHHas OIICHKA MTapaMETPOB MAPOIbHON CUCTEMBI 3aIUTHI.
M3yueHne yucineHHOHN OLEHKY TapaMeTPOB NapOJIbHOW CUCTEMBI 3aLUThHI
4  |IIporpaMMupoBaHue alropuTMoB InppoBanus — mudp Lezaps.
[IporpammupoBanue 3amuThl HHGOpPMaIMy Ha ocHoBe mudpa Llezaps
5 ([IporpammMupoBaHue anropuTMoB 1muppoBanus — mudpp Buxenepa.
[TporpammupoBaHue 3anThl HHGOpMaNUHU Ha ocHOBe IHdpa BrmkeHepa
6 |Anropurm oomeHa xirodamu 1o Juddu-Xenmany.
[IporpammupoBaHue 3amUTH HHPOpPMANUH 10 anroputMy Jnuddu-Xemmana
7 IIporpamMmMupoBaHue anropuTMoB mndpoBaHus — cxema RSA.
[TporpammupoBaHue 3alUThl HHPOPMAIIUK HA OCHOBE CXeMbl RSA
8 |KOHTpOJb LEIOCTHOCTH JaHHBIX C HOMOILBIO XeUI-(DyHKIUH.
HpOFpaMMI/IpOBaHI/Ie KOHTPOJIA HEJIOCTHOCTH JAaHHBIX C TIOMOUIBIO XeIlI-(byHKI_II/II/I
9 |Creranorpadus - BCTpauBaHHe U U3BJICUCHHE HHPOPMAIIUU U3 CTETOKOHTEIHEpA.
W3ydenune creraHorpaduaeckoro crnocoda KogupoBaHUs HHPOpMAITIH
10 |CpexncrtBa aHTUBHUPYCHOH 3aIIUTHI — PEKUMBI paOOTHI, CPABHUTEIbHAS XaPAKTEPUCTHKA.
W3ydeHue cpencTB aHTUBUPYCHOM 3aIIATHL: PEXUMEI paOOTHI, CPaBHUTEIBHAS XapaKTePUCTHKA
4.3. CamocrosiTenbHas padoTa 00ydaroImuxcs.
Ne .
Bun camocrositensHo# paboTh
/1
1 |M3ydeHue MOMOTHUTEIBHOMN JIUTEPATYPHI.
2 |IloaroroBka K MPaKTUYECKUM 3aHATHSM.
3 | BeimonHeHue KypcoBoit paboThl.
4 | IloarotoBka K MpOMEKYTOYHOW aTTECTALIUU.
5 | [loaroroBka K TeKyuieMy KOHTPOJIIO.
4.4. ITpumepHbIN IEpeUEHb TEM KYPCOBBIX pabOT
1. Uctopus xkpunrorpaduu — IpeBHUM MUP.
2. Vctopust kpunrorpadguu — cpeaHue Beka u 3moxa Bo3poxaeHus.
3. Ucropust kpuntorpadguu — 3HameHuThIe mudpsl XX Beka.
4. TlpuGopsl W NPOrpaMMBbI/yTHIUTHI ISl SKCTPEHHOTO YHUYTOXKEHUS
uH(popMaIuu.

5. VS3BUMOCTH MECCEHKEPOB, KMOEepaTaku Ha HUX, CIIOCOOBI 00eCTICUeHUS

0€30MacCHOCTH U COXPAHEHUS KOH(UICHIINATBbHOCTH.



6. O630p cucTeM OMOMETPUIECKON UICHTU(DUKAITUH.
7. NmkeHnepHbIe KOHCTPYKITUU U COOPYIKEHUS JUTsl 3aIUThl HH()OpMAITHH.

8. Texuuueckue cpencrra odecrneueHus HHGOPMAIIMOHHON 0€30MacCHOCTH —
amnrmnaparypa akTuBHOM 3amutsl oT [ID9MIH.

9. Texuuueckue cpeacTBa odecredeHus: HHHOPMAIMOHHON 0€30MacHOCTH —
amnmnapaTrypa MaCKMpOBaHUs Tele(OHHBIX EPErOBOPOB.

10. Texuuueckue cpeacTa odecneueHnss *HHOPMaAIMOHHON 0€30MaCHOCTH —
anmaparypa  3allldThl  CIY>)KEOHBIX  TMOMEIIEHUH  OT  aKyCTHYECKOro,
BUOPOAKYyCTMUECKOTO M ONTHYECKOTO  HECAHKIIMOHUPOBAHHOTO  CHATHUS
uHbopMaIuu.

11. ITporpammuas peasivzanusi aaropuTMoB mK(poBaHus - mWUdp ApEeBHEN
Cnaprsr.

12. IlporpammHas peanu3anus ajlroOpuTMOB IIU(PPOBAHUS - PEIIETKA
Kapnano.

13. IIporpaMmMHasi peanau3anus alropuTMOB MUGPOBAHUS - MUDP YETHIPEX
KBaJIpaToB.

14. Creranorpadus B HTML-¢aiinax u e€ nporpaMMHas peanu3aiusi.

15. Creranorpagus B BMP-¢aiinax u e€ nporpamMmmHas peanu3anusi.

16. Creranorpacdus B JPEG-daiinax u e€ mporpammHasi peajin3aiusi.

5. llepeueHp wu3AaHUN, KOTOPHIE PEKOMEHIYETCS WCHOJIb30BaTh IIPU
OCBOCHHH JTUCUUTUTUHBI (MOIYJIs).

11\/rgn bubnuorpaduueckoe onucanue Mecto noctyna
1 | I'ynerseBa T.A. OcHOBBI HH(DOPMALIMOHHON https://ibooks.ru/bookshelf/367759/reading.
Oe3omacHocTH: yueOHoe mocodue / T.A. - TekcT: 97IeKTPOHHBIH.
['ynprseBa. - HoBocubupck : HoBocubupckuit
rOCYIapCTBEHHbBIA TEXHUYECKUN
yHuBepcurer, 2018. - 79 c. - ISBN 978-5-
7782-3640-0
2 | Cysoposa, I'. M. NudopmaronHas https://urait.ru/bcode/544029.

0€30MacHOCTb : yueOHOe mocodue st By30B /
I'. M. CyBopoBa. — 2-e u3[l., nepepad. u

non. — Mocksa : M3parenscto FOpaiiT,
2024, — 277 c. — (Bricmiee

obpazoBanue). — ISBN 978-5-534-16450-3
3 | Jlocs, A. b. Kpunrorpapuyeckue MeToabl https://urait.ru/bcode/536132
3alUThl HH(GOPMALMU AJIS U3YUArOIIUX
KOMIThIOTEPHYIO 0€30MacHOCTh : YUCOHUK ISt




By30B / A. B. Jlock, A. 1O. Hecrepenko,
M. U. PoxkoB. — 2-¢ u3J., ucrp. —
Mocksa : U3narensctBo HOpaiit, 2024. —
473 c. — (Bwicmiee oOpazoBanue). —
ISBN 978-5-534-12474-3

6. IlepedueHb COBpPEMEHHBIX MNPOQPECCHOHANBHBIX 0a3 JMaHHBIX U
WH()OPMAITMOHHBIX CIIPABOYHBIX CHCTEM, KOTOPBIE MOTYT HCIOJIb30BAThCS TPHU
OCBOEHUU JUCHUIUIAHBI (MOAYJIA).

Odunmaneuseiii caiit PYT (MUUAT) (https://www.miit.ru/).

Hayuno-texuunueckast oudnuoreka PYT (MUUT) (http:/library.miit.ru).

Oo6pazoBatenbHas miardopma «¥Opaitt» (https://urait.ru/).

O6mue UHPOPMAIMOHHBIE, CIPABOYHBIE U  TMOUCKOBBIE  CHUCTEMBI
«Koncynpsrant [lmtocy, «["apanty.

DNEeKTPOHHO-ONOIMOTEIHAS cucrema U3/1aTeIhCTBA «JIaHBY»
(http://e.lanbook.com/).

DIeKTpoHHO-0MbanoTeuHas cucrema ibooks.ru (http://ibooks.ru/).

7. llepedyeHb  JHUIIEH3UOHHOTO M  CBOOOJHO  PaCIpPOCTPAHSIEMOTO
MPOrpaMMHOTO OOecredeHusi, B TOM YHCJI€ OTEUYECTBEHHOTO IPOU3BOJICTBA,
HEO0OXOMMOTO JIJIS1 OCBOCHUSI TUCIUTLTUHBI (MOYJIs).

Microsoft Internet Explorer (uiu npyroi 6paysep).
Oneparnrionnas cucrema Microsoft Windows.
Microsoft Office.

Microsoft Visual Studio C++.

8. OmnucaHue MaTepuaJIbHO-TEXHUYECKOM 0a3bl, HEOOXOAUMOM it
OCYILIECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUILUTHHE (MOIYJIIO).

VYyebHbIe aymuTOpUH JUIsl TPOBEACHUS YUYEOHBIX 3aHSATHN, OCHAIEHHBIC
KOMITHIOTEPHOU TEXHUKON 1 HabOpamMu JIEMOHCTPAIMOHHOTO 000PY/T0BaHMSI.
9. ®opma MPOMEKYTOUHOM ATTECTALINU:

3auer B 4 cemecTpe.
Kypcogas pabota B 4 cemectpe.

10. OueHouHbIE MaTEPHUAIIBI.



OueHouHbIE MaTepuabl, IPUMEHSEMbIE MIPU MPOBEACHUHU MPOMEKYTOUHOM

aTTeCTaIlui, pa3padaThIBAIOTCA B COOTBETCTBHUH C JIOKAJIHHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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CornacoBaHo:
3aBenyromuii kadeapoit CAII N.B. Hecrepos

[Ipencenarens yueOHO-METOIUUECKOM
KOMUCCHUH M.®. I'ycbkoBa



