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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[{enssMu1 OCBOEHMS TUCLMIUIAHBI (MOYJIS) SIBJISFOTCSL:

- HU3Yy4YEHHUE CTYJCHTAaMH OCHOBHBIX METOJIOB 3alIUThl KOMIIBIOTEPHOMN
uHpopManmy;

- W3Y4YEHHUE CTYJEHTaMHU CHOCOOOB 3alllUTHl MpU padOTe B IIOOATBHBIX
(MHTEpHET) M IOKAJIBHBIX CETSIX, IPH pad0Te € AIEKTPOHHON MOYTOM.

3agayamMu JUCHUILIIMHBI (MOMYJIs) SIBIISIFOTCS

- OBJIQJICHUE 3HAHUSAMH O IPOrpaMMax-BUPyCax U aHTUBUPYCHBIX MAKETAX;

- OBJQJICHHE OCHOBHBIX METOJaX IIMU(PPOBaHUS MJAHHBIX U CO3JAHUSA
AJIIEKTPOHHOM TOJIIHUCH.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS MO TUCHUILIIMHE (MOIYJIIO).

[lepeuenp (GopMUpPyEMBIX pe3yJbTaTOB OCBOCHHUS 0Opa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHLIUI) B pe3yJbTaTe 00yUYeHuUs 10 AUCHMILTMHE (MOIYIIO):

OIIK-3 - CrnocobeH pewmaTh CTaHAAPTHBIE 33Jaud MPo(ecCHOHATBHOM
NEeSATEIbHOCTH Ha OCHOBE MH(MOPMAIIMOHHON U OMOIMorpaduueckor KyJbTyphl C
MpUMEHEHUEM HH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTMM U C Y4YETOM
OCHOBHBIX TpeOOBaHUI UH(OPMAIITMOHHON O€30N1aCHOCTH;

OIIK-5 - CrnocobeH UWHCTAUIMPOBAaTh MNPOrPaMMHOE U allapaTHOE
oOecniedyeHue A1 MHPOPMALIMOHHBIX U aBTOMATU3UPOBAHHBIX CUCTEM.

OO0yueHnue 1Mo JUCIUIUTNHE (MOJIYIIIO ) TPEANOJIaraeT, yTo Mo ero pe3yibTaram
oOyyaroruiicst 0yier:

3HaTh:

CIIOCOOBI 3aIUTHl KOMIIBIOTEPHON MH(pOpMALIMK NpU paboTe B CETH,
crioco0bl OOPHOBI C MPOrpaMMaMU-BUPYCaMU U YMETh OOPOThCS C HUMHU,
AJITOPUTMBbI IU(PPOBAHUS U IPOBEPKH IEKTPOHHON MOJAIHUCH.

Ymerb:

crioco0amu 3aIuThl KOMIBIOTEPHOM MHPOPMAIIUU TTPH pabOTE B CETH,

criocobamMu 60pHOBI ¢ TpOrpaMMaMu-BUPyCaMu U YMETb OOPOTHCS C HUMH,

crocobaMy  WCTONB30BAHMS ~AITOPUTMOB IH(PPOBAHUS H  TPOBEPKHU
BJIEKTPOHHOM IMMOJIHUCH.

Baangern:

crioco0amMu 3amuThl KOMIIBIOTEPHOW HH(pOPMAIIUK MTPU padOTE B CETH,
criocobamu 6OpKOBI ¢ TPOrpaMMaMU-BUPyCaMHU 1 YMETh OOPOTHCS C HUMU,
IrOpUTMaMH MU(PPOBAHUS U TPOBEPKH IIEKTPOHHOM MOITUCH.



3. O6beM AUCIUTLIUHBI (MOIYJIs).
3.1. Ob6mas Tpy10eMKOCTh JUCITUTUTHHBI (MOTYIIS).

OO6mast TpyIOEeMKOCTh AUCIHUIUIMHBI (MOIyJis) coctaBisieT 4 3.e. (144
aKaJeMHYEeCKuX Jaca(oB).

3.2. OOvem mucuuIIiMHBl (MOAyJnsi) B (OpMe KOHTAaKTHOM pabOTHI
oOyJarommxcsi C  IeJarorM4ecKuMM  paboTHUKaMu HW  (WIM)  JIMIIAMH,
NIPUBJIEKAEMBIMU K pean3anuy 00pa3oBaTeIbHON MPOTrpaMMbl Ha MHBIX YCIOBHSX,
IIPU MTPOBEICHUH YICOHBIX 3aHATHH:

KomnaecTBo gacoB

Tun y4eOHBIX 3aHTHIA
Bcero | Cemectp Ne3

KonTtakTHas paboTa Impu NpoBeIeHNH YUeOHBIX 3aHATUH (BCEro): 64 64
B Tom uncne:

3aHATHSA JIEKIIHOHHOTO THIIA 32 32
3aHATHSI CEMUHAPCKOTO TUIIA 32 32

3.3. O6beM auCHUIUIMHBI (MOIyYJiA) B (OpME CaMOCTOSITENIbHONW padOThI
oOyyJarommxcsi, a Takke B (opMe KOHTAKTHOM paboOThl OOydYaromMXcs C
nearoruaeckKuMu pabOTHUKAMHU U (WJIH) JIUIIAMU, IPUBIIEKAEMBIMH K peau3aiiu
oOpa3oBaTeNpbHON TporpaMMbl HA HWHBIX YCIOBHUSX, TPU MPOBEICHUU
MIPOMEKYTOYHOM aTTecTalu cocrapiisieT 80 akaeMHUUecKUX yaca (OB).

3.4. ITpu oOy4eHuH 0 UHAUBUAYAJIbHOMY YUYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM 00Yy4YeHUH, 00BEM JAUCITUIUIMHBI (MOJIYJIsI) MOXKET OBITh peaii30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHON paboThl 00yJaronuXxcs, a Takke B (hopme
KOHTAaKTHOM PabOThl 00YYaIOIIUXCSl C MEAArorMueCKUMU paOOTHUKAMU U (WJIH)
JUIAMU, TIPUBJIEKAEMBIMH K peaM3allii 00pa30BaTEIbHOM MPOrpaMMbl Ha MHBIX
YCIIOBUSIX, TP MPOBEICHNUHU TIPOMEXKYTOUHOUN aTTECTAIIHH.

4. ConeprxaHue TUCIUTIIAHBI (MOTYJIs).

4.1. 3aHsATHSs JISKIIUOHHOTO THIIA.

/ TemaTuka JTEKIIMOHHBIX 3aHATUM / KPATKOE COJEPKaHNE
/T

1 |OcHoBHbIE MOHATHA B 00J1aCTH HH(OPMAIIMOHHON 0€30MacHOCTH
PaccmarpuBaemble BOIPOCHL:

- 0a3oBble MOHATHSA (MHPOpManK, HHOOPMAIOHHAS CUCTEMA, TOCTYI K HH(pOpMaIH,
KOH(HIEHIINATBHOCTh MH(POPMAITIH, 3aIIUTa HHOPMAUU U 1p.)

- KIaccudukanys nHGOPMAaIMHU B 3aBUCHMOCTH OT KaTETOPUH AOCTYIA K HEH

- Knaccuukanus HHQOPMAIHH, TTOAJICIKAIICH 3aIIUTe.




/o

Temaruka NTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

- ocHOBHBIE TonoxkeHus PenepansHOro 3akoHa ot 27 utoist 2006 1. Ne 149-03 «O6 nnpopmanuy,
MH()OPMALMOHHBIX TEXHOJIOTUAX U O 3alIUTe HHHOPMALIUI»

3aKoHOATENIbHBIN YPOBEHb HH(DOPMAITMOHHOW 0€30MMacHOCTH

PaccmarpuBaembie BOIIPOCHL:

- Joxrpuna undopmaimonHo 6e3onacHoctu Poccuiickoit denepanun

- T'ocynapcTBennsie opransl PO, KOHTpOIHpYIONIHE ASITETHHOCTh B 00IACTH 3aIIUTHI HHPOPMALIUT
- Poccuiickoe 3aKOHOIATEIBCTBO T10 3aIUTe HHPOPMALTHT

- MEXTyHapOIHbIC CTAHIAPTHI U CIICII(PUKAINN

Yrpo3bl uHPOPMAIIMOHHOW 0€301aCHOCTH

PaccmarpuBaembie BOIIPOCHL:

- UICTOYHUKH YyIrpo3 HH(bOpMaHHOHHOﬁ 0€e30IacHOCTH U UX KJ'IaCCI/I(i)I/IKaHI/ISI

- YIpO3bl AOCTYITHOCTH, UEJIOCTHOCTU U KOH(I)I/IL[CHHI/I&HLHOCTI/I

- CIIOCOOBI U IIOCJICACTBUA BOBHCﬁCTBHH HUCTOYHHUKOB YI'PO3 Ha 00BEKTHI PIH(i)OpMaHI/IOHHOI;II 0e30macHOCTH

3ammuTa JaHHBIX U KOHPUICHIMAIBHOCTH
PaCCManI/IBaeMBIe BOIPOCHI:

- MCPbI I 3alUThI YCTPOﬁCTB OT BTOPKCHUA

- HOCHTU(UKAIWS U Ay TCHTU(DUKAIHSL

- IIapoJibHasd 3aliuTa

- pe3epBHO€ KOHI/IpOBaHI/Ie JAHHBIX BO BHCIIHUC XpaHI/IJ'II/IH_la

KOMHBIOTCpHBIe BUPYCHI 1 3allldTa OT HUX
PaccmaTtpuBaeMble BOIIPOCHI:

- XpOHOJIOTHA pa3sBUTUA KOMIIBIOTECPHBIX BUPYCOB
- KITaccU(UKaIs KOMITBIOTEPHBIX BUPYCOB

- CpeZicTBa AHTUBUPYCHOH 3aIIUTHI

OcHOBBI KpUnTOTrpadun

PaccmarpuBaeMbIe BOIIPOCHL:

- OCHOBHBIE MTOHSTHsI KpUIITOrpadun, Kaaccupukarms muhpos

- OTaIbl PA3BUTHS KpUNTOrpadun

- cummMeTpuuHble mmdps (cxema Deiicters, DES, AES, TOCT 28147-89, BlowFish)
- acuMMeTpuuHble Udps (cxema duddu-Xennmana, cucrema RSA)

QHCKTpOHHaH IIOAIINCH

PaccmarprBaeMbie BOTIPOCHI:

- UICTOPUS U IPpUHLHUIBL co3aanus D11

- Bugsl OI1 (mpoctast, ycuieHHas, KBaTu(QUIIUPOBaHHAS, HEKBATH(PUIINPOBAHHAS)
- cepTU(UKATHI, YAOCTOBEPSIONIIE IICHTPHI

Creranorpadus

PaccmarpuBaembie BOIPOCHL:

- HCTOPUSI U OCHOBHBIE TIOHATHSI CTeraHorpapun

- Xem-(yHKIUT

- IUQpOBbIE BOASHBIC 3HAKU, IU(PPOBBIE OTIIEYATKH MAJIbIIEB

- HCTIOJIb30BaHUE OCOOEHHOCTEH pa3MyHbIX popMaToB daiinos

Texaudeckue cpencTra odecnedeHuss HHOOPMAITMOHHOW 0€301TacCHOCTH
PaccMaTprBaemble BOIIPOCHI:

- KJIaccU(UKaIH TEXHUIECKUX KaHAJIOB yT€UYKH HH(POPMAIHH

- XapaKTEePUCTUKA TEXHUUECKUX KaHAJIOB YTEUKH NHPOPMAIIUU

- MEPOIIPUATHSA 1O 3aLIUTE HHPOPMAINH OT YTEUKH 10 TEXHUIECKUM KaHaJIaM

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlabopaTopHbie pabOThHI




/ HaumeHnoBanue 1abopaTopHbIX paboT / KpaTKOE CoJepKaHne
n/m

1 |OcHoBuble nonoxenus: u Hopmbl enepanbHoro 3akoHa «O6 nHpopmanuy,
MH(POPMALIMOHHBIX TEXHOIOTUAX U O 3aLIUTE HHPOPMALIUNY.

Yrpo3sl 6e3onacHocty uHGopmanuu. Kinaccupukanum HCTOYHUKOB YTIpo3.

UYucneHHas OlieHKa 1apaMeTPOB MAPOJIbHON CUCTEMBI 3aALLUTHI.

[TporpamMupoBanue anropuTMoB mupposanus — mudpp Lezaps.

[TporpamMmmupoBanue anroputMoB mudposanus — mudp Buxenepa.

AnroputMm obMmeHa kinrodamu 1o Juddu-Xenmany.

[TporpamMupoBaHue anropuTMoB muppoBaHus — cxema RSA.

KOHTpOJIb 11€I0CTHOCTH AAHHBIX C TOMOILBIO XEHI-(DYHKITUH.

O O Nl O O | WO| N

Creranorpadus - BCTpauBaHU€ U U3BIeUeHHE HHPOPMAIIUU U3 CTETOKOHTEHHEPA.

=
o

CpencTBa aHTUBUPYCHOM 3alIUTHI — PEXKUMBI pabOTHI, CPABHUTENIbHAS XapaKTEPHCTUKA.

4.3. CamocrosiTenbHas paboTa 00yJarommxcsl.

/ Bua camocrostensHOM paboThI
n/o

M3yueHue qONOIHUTENBHON JINTEPATYPBL.

HOIIFOTOBKa K IPAKTUYCCKHUM 3aHATHUAM.

Brinmonnenue KkypcoBoid paboThI.

IToaroroBka k HpOMG)KyTO‘IHOﬁ aTTeCTalluu.

gl Bl W N

[ToaroroBka Kk TEKyIeMy KOHTPOJIIO.

4.4. ITpumepHbIN IEpeUEHb TEM KYPCOBBIX padOT
1. Uctopust kpunrorpaduu — IpeBHUN MUP.

2. Uctopust kpunrorpaduu — cpeaHue Beka u 3noxa Bo3poxaenus.
3. Ucropust kpuntorpadguu — 3HameHuThIie mudpel XX Beka.

4. IlpuGopsl W TPOrpaMMBbI/YTUIUTHI JJIs IKCTPEHHOTO YHUYTOXKCHUS
uH(popmanuu.

5. VS3BUMOCTH MECCEH/IKEPOB, KUOepaTaku Ha HUX, CIIOCOOBI 0OecTieueHust
0€30IaCHOCTH U COXpaHEHUs KOH(UICHIINATHHOCTH.

6. O0630p cucTeM OMOMETPUICCKON HICHTH(UKAITUH.

7. NHeHnepHble KOHCTPYKIIMU U COOPY>KEHUS JIJIs 3alIUThl HUH(pOpMauu.

8. Texuuueckue cpencra obecrneueHrs HHHOPMAITMOHHON 0€30MaCHOCTH —
amnmnaparypa akTuBHOU 3amutsl oT [I9MIH.

9. Texuuueckue cpencTBa obecrnedeHuss MHOOPMAITMOHHONW O€30TTaCHOCTH —
amnmaparypa MacCKUpOBaHUs TeIe(POHHBIX TIEPETOBOPOB.



10. Texunueckue cpeacTa odecneueHnss ”HPOPMALMOHHON 0€3011aCHOCTH —
anmapatypa  3allUTbl  CIOY)KEOHBIX  IMOMEIIEHMH  OT  aKyCTUYECKOTO,
BUOPOAKyCTHUECKOTO U ONTHUYECKOTO  HECAHKIIMOHUPOBAHHOTO  CHSTHS
uH(pOpMaIny.

11. IlporpammHas peanu3anusi alIrOPUTMOB UG POBAHUA - U JPEBHEN
CnapTsl.

12. Ilporpammuas peanu3alys ajJrOpUTMOB IIU(QPOBAaHUA - pEIIETKA
Kapnano.

13. TIporpammHas peanu3anusi aarOpuTMOB MHUPPOBAHUS - MUPP YETHIPEX
KBaJpaToB.

14. Creranorpadus B HTML-¢aiinax u e€ nporpaMMmHas peain3aius.

15. Creranorpadus B BMP-daiinax u e€ nporpaMmmHas peaau3aiusi.

16. Creranorpadus B JPEG-¢aiinax u e€ nporpamMmmHasi peajn3anusi.

5. Ilepedyenr wu3maHWi, KOTOpPHIE PEKOMEHIYETCS WCIOJIb30BaTh IPHU
OCBOCHMH JTUCUUTLTUHBI (MOIYJIs).

Ne
y bubnuorpaduyeckoe onucanue Mecrto nocrymna
n/n
1 | Hecrepos, C. A. OcHOBBI HHPOPMAILITMOHHON JlaHb : 3JIEKTPOHHO-OUOIHOTEIHAS

Oe3omacHocTH : yueOHuk 114 By308 / C. A. Hectepos. | cucrema. — URL:

— Cankr-Tlerep6ypr : Jlanb, 2021. — 324 ¢. — https://e.lanbook.com/book/165837
ISBN 978-5-8114-6738-9. — TeKcT : 371€KTpOHHBIIH //
Jlanb : 3neKTpoHHO-OnbIMoTeynas cucrema. — URL:
https://e.lanbook.com/book/165837 JL.M. I'py3aeBa
Knura IOpunnueckuit uacrutyr MUNTa , 2018

2 Anroputmsl mupposanus B.1O. Cmupnos, O.B. HTb (99); HTb (yu.1)
CmupnoBa; MUUT. Kag. "CAIIP TpancnopTHBIX
KOHCTPYKLUHN U coopykeHUi" OJTHOTOMHOE U3/1aHNe
MUUT , 2005

6. IlepeueHb COBpEMEHHBIX MPOQPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJIB30BATHCS MIPH
OCBOEHUU JUCHUUIUIAHBI (MOAYJIA).

Odurmaneuseiit caiit PYT (MUUT) (https://www.miit.ru/).

Hayuno-texuuueckast oudnuoreka PYT (MUUT) (http:/library.miit.ru).

O6pazoBarenbHas miatdopma «tOpaiit» (https://urait.ru/).

O6mme wWHPOPMAIMOHHBIE, CIPABOYHBIE U  TMOWCKOBBIE  CHUCTEMBI
«Koncynbrant Ilmoc», «I'apanm.



9JICKTpOHHO-6I/I6HI/IOT€‘{Ha}I CHCTEMA HN31aTCIIbCTBA «JIaHb»

(http://e.lanbook.com/).

DnexTpoHHO-0MOmMoTeyHas cuctema ibooks.ru (http://ibooks.ru/).

7. IlepeuyeHb  JHUIEH3UOHHOTO W  CBOOOJHO  PACIPOCTPAHIEMOTO
MpOrpaMMHOT0 OOECIeYeHUs, B TOM YHCJIE OTEUECTBEHHOI'O IPOU3BOJICTBA,
HEO0OXOIMMOT0 JIJII OCBOCHHMS TUCITUTIIIUHBI (MOTYJIs).

Microsoft Internet Explorer (unmu npyroii 6paysep).
Omnepanumonnas cucrema Microsoft Windows.
Microsoft Office.

Microsoft Visual Studio C++.

8. OmnucaHue MarepuaJIbHO-TEXHUYECKOW 0a3bl, HEOOXOAUMOM it
OCYILIECTBJICHUSI 00pa30BaTEILHOIO Mpoliecca Mo TUCIUILUIMHE (MOIYJIIO).

VueOHbIe AyauTopun i IIPOBCACHUA y‘-I€6HI>IX 3aHHTHﬁ, OCHAIIICHHBIC
KOMHBIOTGpHOﬁ TEXHUKOM U Ha60paMI/I ACMOHCTPAIMOHHOI'O O60py,Z[OBaHI/I5L

9. ®opma MPOMEKYTOUYHOM ATTECTALINU:

3auer B 3 cemecTpe.
KypcoBas pabota B 3 cemectpe.

10. OuleHOUHBIE MAaTEpUAIIBI.

OLeHOYHbIE MATEPHUAIIBI, IPUMEHSIEMBIE NPU NMPOBEACHUHN MTPOMEKYTOUHON

aTTeCTallui, pa3padaThIBAlOTCA B COOTBETCTBUHU C JIOKAJIbHBIM HOPMATHBHBIM
aktrom PYT (MUUT).
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