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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

[enstMu OCBOEHMSI TUCLUIUIMHBI (MOYJIS) SIBJSIOTCA:

- HU3y4Y€HUE CTYJIEHTAaMU OCHOBHBIX METOJOB 3alUThl KOMIIBIOTEPHOU
uHbopMaIuy;

- U3YYEHHUE CTYJEHTaMHu CIOCOOOB 3alllUThl MpU padOTe B INIOOATBHBIX
(MHTEpHeT) U JIOKABbHBIX CETAX, IPHU PpadoTe C AIEKTPOHHON MOYTOM.

3ajauamMu TUCIUTLIUHBI (MOTYJIs1) SIBJISTFOTCS:

- OBJIQJICHUE 3HAHUSMHU O IPOrpaMMax-BUPyCcax U aHTUBUPYCHBIX MAKETaX;

- OBJIQJICHUE OCHOBHBIX METOJaX MIM(PPOBaHUSA MJAHHBIX U CO3JAHMS
AJIEKTPOHHOM HOJIUCH.

2. [Inanupyemblie pe3ybTaThl 00y4YeHUS 10 AUCIUIUIMHE (MOIYJIIO).

[lepeuenr GopMHpyeMBIX pe3ylabTaTOB OCBOCHHSI 0Opa30BaTEIbHOM
nporpamMmbl (KOMIIETEHLIUI) B pe3ysbTaTe 00yUYeHus M0 AUCHMIUIMHE (MOIYIIO):

OIIK-3 - Cnocoben pemaTh CTaHAApTHBIE 3a4a4dl TPO(ecCHOHATBHOM
NeSATENbHOCTH Ha OCHOBE MH(MOPMAIIMOHHON U OMOImorpaduueckoi KyJabTyphl C
npUMeHEeHnEM WH(GOPMAIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUA U C YYETOM
OCHOBHBIX TpeOoBaHUM MH(GOPMAIIMOHHON O€3011aCHOCTH;

OIIK-5 - Crnoco0eH WHCTAIIUPOBATh MPOTPAMMHOE U ammapaTHOE
obecrnieueHune sl ”HPOPMAITMOHHBIX U aBTOMAaTU3UPOBAHHBIX CHCTEM.

OOGy4enHue 1o qucuuIuIMHe (MOAYJIII0) IPEANOJIaraeT, YTo Mo ero pe3yibTaTaM
oOyuatoruiicst Oyier:

3HaTh:

- CITOCOOBI 3alTUTHI KOMITBIOTEPHOW HHPOPMAITUU TTPH pabOTE B CCTH;

- cr1ocoObI 60PKOBI ¢ TPOrpaMMaMU-BUPYCAMH U YMETh OOPOTHCS C HUMU;

- aNTOPUTMBI MU(POBAHUS U TPOBEPKH DIIEKTPOHHOM MOITUCH.

YMmeTh:

- UCII0JI30BaTh CIIOCOOBI 3aIIUThl KOMIIBIOTEPHOU MH(GOpMaLUK MpU padoTe
B CETH;
- OOpOThCS € IPOrpaMMaMu-BUPYCaAMU;

- HCMOJB30BaTh QJITOPUTMbl MHU(GPOBAHUS U TMPOBEPKU DIECKTPOHHOM
MOAIHUCH.

Baanern:

- croco0amH 3aIuThl KOMITBIOTEPHON MH(pOpMaluu npu paboTe B CETH;

- criocobamu 0OpHOBI ¢ pOrpaMMaMHU-BUPYCaMH U YMETh OOPOTHCS C HUMU;
- aJropuTMaMu MHU(PPOBAHUS U MPOBEPKH IEKTPOHHON MOIIHUCH.



3. O0beM TUCHUIUIUHBI (MOJTYJIS).
3.1. O6mas TpyA0€MKOCTh JUCHUILUIUHBI (MOTYJIST).

OO6masi TpyHOEMKOCTh AUCHUIUIMHBI (MOayJsi) coctaBiser 4 3.e. (144
aKaJieMUYecKux yaca(oB).

3.2. OObeMm pgucuUIUIMHBI (MOayns) B ¢GopMe KOHTAaKTHOM pabOThI
oOydJarormuxcsi ¢  IENarorM4ecCKUMu  paboTHHUKaMu W (WIM)  JUIAMH,
MPUBJICKAEMBIMU K pean3aiui 00pa3oBaTEIbHON MPOTPAaMMBbI HA MHBIX yCIIOBUSX,
IPY MPOBEJICHUY YUE€OHBIX 3aHITHIA:

KommgectBo gyacos

Tun yueOHbIX 3aHATHH
Bcero | Cemectp Ned

KonrakTHas paboTa rmpy npoBeieHUN Y4eOHBIX 3aHSATHH (BCET0): 64 64
B toM uncie:

3aHATUA JIEKLIMOHHOTO TUIIA 32 32
3aHATHSA CEMUHAPCKOTO THUTIA 32 32

3.3. O0beM muCIUIIIUHBI (MOIyNs) B (opmMe caMOCTOSITENBHOW paboThI
oOydJarommxcs, a Takke B (opMe KOHTAKTHOH pabOThl OO0ydarommMXCcs ¢
NearornaecKuMu pabOTHUKAMHK | (WIJTH) JTUIIAMU, TIPUBJICKAEMBIMH K peaTU3aIiH
oOpa3oBaTeIbHOM TPOrpaMMbl Ha HWHBIX YCJIOBHUSAX, TIPH  IPOBEICHUU
IPOMEKYTOUHOM aTTecTanuu cocTaBisieT 80 akageMHIecKuX Jaca (OB).

3.4. Ilpu oOy4eHnu Mo MHAUBUAYATILHOMY YYEOHOMY IIJIaHy, B TOM YHCIIE TIPU
YCKOPEHHOM O0y4Ye€HHH, O0BEM TUCIUILUIMHBI (MOJYJIs1) MOXKET ObITh peaanu30BaH
MOJTHOCTBIO B (DOPME CaMOCTOSITETbHON paboThl 00yJaronuxcs, a Takke B hopme
KOHTAKTHOM paboThl 00YUYaIOMIMXCS C MEJarornuyecKuMu pabOTHUKAMU U (WJIH)
JUIIaMH, TIPUBJIEKAEMBIMU K peau3aiuu o0pa3oBaTeIbHON MPOrpaMMbl Ha UHBIX
YCJIOBUSIX, TIPU MPOBEJACHUU TPOMEKYTOUYHON aTTECTAIIUH.

4. ConeprxkaHue TUCIHUTIIAHBI (MOTYJIs).

4.1. 3aHATHA TEKIUOHHOI'O THUIIA.

/ TemaTnka NEKIIMOHHBIX 3aHATHHU / KpaTKO€ COACPIKAHUC
II/11

1 |OcHoBHbIE MOHATHS B 00JIACTH HH(POPMAIIMOHHOM 0€3011acHOCTH
PaccmatprBaeMbie BOMTPOCHL:
- 6a3oBble MOHATHS (MHpOPMAalKs, HHPOPMAIIMOHHAS CHCTEMA, TOCTYI K HH()OpMALUH,

KOH(MUIEHITHAILHOCTh HH(pOpManyH, 3auTa HHGOpMAaIHK 1 Jp.)




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- kiaccudukanys HHOOPMALUH B 3aBUCUMOCTH OT KaTETOPUH JOCTYTIA K HEH

- knmaccuukanus mHGOPMAIIH, TOAEKAIIeH 3aIInTe.

- OcHOBHBIE nonoxxeHust PenepanbHOro 3akoHa oT 27 ntonsg 2006 r. Ne 149-D3 «O6 nndpopmanny,
MH(OPMAIMOHHBIX TEXHOJIOTHAX U O 3alIuTe HHpOopManum»

3aKoHOATENbHBIN YPOBEHb HH()OPMAIIHOHHON 0€3011acCHOCTH

PaccmatprBaeMbie BOTIPOCHI:

- Noktpuna urdopmalmonHoi 6e3onacuoctu Poccuiickoii denepanvu

- l'ocynapcTBeHHble oprabl PO, KOHTPOIUPYIOIINE eI TENILHOCTD B 00JIaCTH 3aIIUThI HHPOpMAIUU
- Poccuiickoe 3aK0HOIATEIHCTBO T10 3aIUTe HHPOPMALIUT

- MEXKIyHAPOIHbIC CTAHAAPTHI U CHCHUPUKAIIUH

Yrpo3sl nHDOpPMAITMOHHOW 0€30MMacHOCTH

PaccmarpuBaeMble BOIPOCHI:

- HICTOYHUKHU YTpo3 HH(YOPMAIMOHHON 0€30II1aCHOCTH U UX KIacCU(UKAIHA

- YIPO3BI JOCTYITHOCTH, LIEIOCTHOCTH ¥ KOH(PUACHIUATBHOCTU

- CIIOCOOBI U MOCIIEICTBUSL BO3AEHCTBHA HCTOUHUKOB YIPO3 Ha 00BbEKThl HHPOPMALMOHHON O€30IIaCHOCTH

3ammTa TaHHBIX U KOHPUACHITHATHHOCTH
PaccmaTprBaeMble BOTIPOCHI:

- MEpBI JIIS 3aIIUTHI YCTPOHCTB OT BTOPIKEHUS

- IACHTU(UKAINA U Ay TCHTUUKAIIHS

- mapoJIbHAs 3aIluTa

- pe3epBHOE KOMTUPOBAHKE JAHHBIX BO BHEIIHHME XPAHHMIIHIIA

KOMHI)IOTCpHI)Ie BUPYCHI 1 3allliTa OT HUX
PaccmarpuBaeMbie BOTIPOCHI:

- XpOHOJIOTHUS Pa3BUTHUS KOMIIBIOTEPHBIX BUPYCOB
- KJIaccu(UKaIysa KOMIBIOTEPHBIX BUPYCOB

- CpeACTBa aHTUBHPYCHOMH 3aIINTHI

OcHoBBI KpunTOrpadun

PaccmatprBaeMbie BOITPOCHL:

- OCHOBHBIE MOHSTHUsI KpurTorpadun, knaccupukaiys mudpos

- 9Tambl Pa3BUTHS KPUNTOrpadun

- cummeTprunble mmdps (cxema Deiictens, DES, AES, TOCT 28147-89, BlowFish)
- acummeTpuuHbIe Udps (cxema ndppu-Xemmana, cucrema RSA)

DJIeKTPOHHAs MOJNKUCH

PaccmaTpuBaemble BOTIPOCHI:

- ICTOpHS U MPUHIHUIBI co3aanus OI1

- Buzbl OI1 (npocrast, ycuneHHast, KBaTU(QHUIIMPOBAaHHAS, HEKBATU(PHUITPOBAHHAS )
- CepTU(UKATBHI, yI0CTOBEPAIOILUE LIEHTPbI

Creranorpagus

PaccmatpuBaeMble BOIIPOCHL:

- ICTOPUS U OCHOBHBIE ITOHATHUS CTEraHOTpahuu

- xem-(QyHKIUI

- i pOBEIE BOJISHEIC 3HAKH, LIN(POBBIE OTIEYATKH ITaJIbLCB

- ICTIOJIB30BaHNE OCOOCHHOCTEH pa3THyHBIX (HOPMATOB (ailioB

TexHuueckue cpeacTBa obecneyeHns HH(i)OpMaHHOHHOﬁ 0e30macHOCTH
PaccmaTpuBaemble BOIIPOCHI:

- KJIaccuUKays TEXHUIECKUX KaHAIOB yTeYKH HH(OpMaLK

- XapaKTepUCTUKA TEXHUUECKUX KaHAJIOB YTEUKH HH(POPMAIUU

- MEPOIPHATHA 110 3aLIUTe HHPOPMALUH OT YTEUKH 10 TEXHUYECKUM KaHaIam

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.




JlabopaTopHbIie pabOTHI

Ne
/ HanmeHnoBanue mabopaTopHBIX paboT / KpaTKoe CofepKaHnue
n/m
1 |OcHoBHbIC TTONOXKEHUS U HOpMBI DenepanbHoro 3akoHa «O06 napopmanuu,
MH(POPMALIMOHHBIX TEXHOJIOTHAX U O 3alUTe HHPOPMALIUN.
PaccMoTpeHre 0OCHOBHBIX MOJIOXKEHUH 1 HopM DenepanbHoro 3akona «O0 uHpopmaryy,
MH(OPMAIMOHHBIX TEXHOJOTHAX U O 3alIuTe HH(pOopManum»
2 |Yrpossl 6e3omacHocTH HH(popMaru. Kinaccupukanuu HCTOYHUKOB YIpo3.
PaccmoTpenne kmaccuukauy HCTOYHUKOB YIpo3 HHYOPMAIIMOHHOH 0€301macHOCTH
3 [UucieHHas OICHKA MTApPaMETPOB IMAPOIHHON CHCTEMBI 3aIUTHI.
I/IBY‘ICHI/IC YHCIICHHOM OLICHKH IMapaMeTpOB HapOHLHOﬁ CHUCTEMBI 3aIIUTHI
4 |[IporpammupoBaHue anropuTMoB mudposanus — mudpp Lezaps.
[TporpammupoBanue 3amuTs HHGOpPMAIMK Ha ocHOBe mmdpa Llezaps
5 |IIporpamMmMupoBaHue anropuTMoB muppoBanus — mudp Buxenepa.
[TporpammupoBaHue 3amuThl HHGOPMAIMU Ha OCHOBE Mndpa Bikenepa
6 |Anropurm oOMeHa kirodamu 1o Juddu-Xenmany.
[IporpammupoBanue 3anuTel nHpopManuu 1o anroputMy dnddu-Xemmana
7 |[IporpammupoBaHue aqropuTMOB IUppoBaHus — cxema RSA.
[IporpammupoBaHue 3aIUTH HHGOPMAIIK Ha OCHOBE CXeMbl RSA
8 |KOHTpOJb IETOCTHOCTH JAHHBIX C MOMOIIBIO XEI-(DYHKITUH.
[IporpaMmupoBaHHE KOHTPOJIS IETOCTHOCTH JAHHBIX C TIOMOIIBIO XeIl-(hyHKIIUU
9 |Creranorpacdmus - BcTpanBaHUE U U3BJICUCHHE HHPOPMAIINU U3 CTETOKOHTEHHEepa.
Uzydenne creranorpadudeckoro crnocoda KOIUpOBaHUS HHPOPMAITUT
10 |CpenctBa aHTUBHPYCHOM 3aIIUTHI — PEKUMBI PAOOTHI, CPAaBHUTEIbHASL XapaKTEPUCTHKA.
N3yyenne cpeacTB aHTUBUPYCHON 3aIIUTHL: PEXKUMBI pabOTHI, CPABHUTENIbHAS XapaKTEPUCTHKA
4.3. CamocrosTenbHas paboTa 00yJaronmxcsl.
No .
Bun camocrositenbHO# paboTh
/T
1 |M3yuyeHue NONOIHUTEIBHON IUTEPATYPHI.
2 |lloaroroBka K J1a0OpaToOpHBIM paboTam.
3 | BrimonHeHHe KypcoBOi paboTHI.
4 | [loarotoBka K MpOMEKyTOYHOU aTTECTALINH.
5 | IloaroroBka K TEKyIIEMYy KOHTPOJIIO.
4.4. ITpumepHbIN IEpeUeHb TEM KYPCOBBIX pabOT
1. Ucropus kpuntorpaduu — IpeBHUNA MUP.
2. Ucropus xpuntorpaduu — cpeaHue Beka u smoxa Bo3poxaeHus.
3. Ucrtopust kpunrorpaguu — 3HameHuThie mudpel XX Beka.
4. TlpubGopsl W TPOrpaMMBI/YTUIUTHI JJII SKCTPEHHOTO YHHUYTOXCHUS
uHbOpMaInu.

5. VS3BUMOCTH MECCEHKEPOB, KHOepaTaku Ha HUX, CITIOCOOBI 00eCTIeueHUS

0€30MacHOCTH U COXPAaHEHUsI KOH(PHUICHIIMATIbHOCTH.




6. O630p cucTeM OMOMETPUUECKON UCHTU(DUKAITUH.
7. IHyKeHepHbIe KOHCTPYKIIMU U COOPY>KEHUS ISl 3alUThl HH()OpMAIUH.

8. Texuumueckue cpencra obecrieueHuss THHOPMAIIMOHHON 0€30MMacHOCTH —
arnrmaparypa akTuBHOU 3amuTthl oT [ID9MIH.

9. Texnudeckue cpeacTa oobecnedeHrs HHPoOpMaIMOHHON 0€30MacHOCTH —
amnmnapaTypa MaCKMpOBaHUs Teae(OHHBIX TIEPETOBOPOB.

10. Texuuyeckue cpencTra odecrneueHus nHHOPMAITMOHHON 0€30MacCHOCTH —
anmaparypa  3alluThl  CIY>KEOHBIX  TMOMENIEHHWH  OT  aKyCTUYEeCKOro,
BUOPOAKYCTHUECKOTO M ONTHYECKOTO  HECAHKIIMOHUPOBAHHOTO  CHATHUSA

uH(popMauu.

11. IIporpammuast peanusanusi aaropuTMoB MKUPpoBaHus - WUdp ApeBHEN
Cnaprsl.

12. IlporpammHas peanu3auus ajJropuTMOB MHU(GPOBaHUS - peEIETKa
Kapmano.

13. IIporpaMmmHas peanu3anus alropuTMOB MU(PpoBaHUS - MUEGP YETHIPEX
KBaJIPaTOB.
14. Creranorpadus B HTML-(aitnax u e€ mporpaMMHas peanu3aius.

15. Creranorpadus B BMP-¢aiinax u e€ nporpammHas peajid3ausi.

16. Creranorpadus B JPEG-daiinax u e€ mporpammHas peaiisarusi.

5. llepeuenb wu3NaHMI, KOTOpPbIE PEKOMEHAYETCS UCIOIb30BaTh MPHU
OCBOEHUHU JTUCIUIUIMHBI (MOJTYJIS).

Ne
i bubnuorpaduueckoe onucanue Mecto noctyna
1 | CyBopoBa, I'. M. MudopmarrionHas 6e30mMacHOCTb : https://urait.ru/bcode/544029.

yaeOHoe mocobue s By3oB / . M. CyBopoBa. — 2-€ u3.,
nepepab. u gon. — Mocksa : U3natensctBo FOpaiit,

2024. — 277 c. — (Bricuiee obpazoBanue). — ISBN 978-
5-534-16450-3. — TeKcT : 27IeKTPOHHBIH //
Ob6pazoBarenbHas iatdopma HOpaiit

2 Jlock, A. b. Kpunrorpadgudeckre MeToAbI 3aIIUTHI https://urait.ru/bcode/536132
UH(POPMALIUH [Tl U3YYAIOIIUX KOMITBIOTEPHYIO

0e30macHOCTh : yueOHuK 11 By30B / A. b. Jlocs,

A. 1O. Hectepenko, M. 1. PoxxkoB. — 2-e u3., uctp. —
Mocksa : U3narensctBo FOpaiit, 2024. — 473 ¢. —
(Bricmiee obpazoBanme). — ISBN 978-5-534-12474-3. —
Texcr : anexTpoHHbIH / O0pa3oBarenbHas aThopma
Opaiit




6. Ilepeuenp coBpeMEeHHbIX NPOPECCHOHANBHBIX 0a3 JaHHBIX |
WH(OPMAITMOHHBIX CIIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIOJB30BAaThCSA IPHU
OCBOEHUHU JTUCIUIUIUHBI (MOJTYJIST).

Odunuanehseiii caiit PYT (MUUAT) (https://www.miit.ru/).

Hayuno-texuunueckas oubdnuorexa PYT (MUUT) (http:/library.miit.ru).

Oo6pazoBatenbhas mwiatdopma «kOpaitt» (https://urait.ru/).

O6mue wHPOPMAIMOHHBIE, COPABOYHBIE ¥  TIOMCKOBBIE  CHCTEMBI
«Koncynsrant Ilmoc», «I'apanm.

DNEeKTpOHHO-0MOIMOTeUHAS cucrema U3/1aTelIbCTBA «JIanb»
(http://e.lanbook.com/).

DeKTpOHHO-0MOIMoTeuHas cuctema ibooks.ru (http://ibooks.ru/).

7. llepedyeHb  JNHIIEH3UOHHOTO ©  CBOOOJHO  PaCIpPOCTPAHSIEMOTO
IPOrpaMMHOTO OOECIeYeHHs, B TOM YHCIIE OTEUYECTBEHHOTO MPOU3BOICTBA,
HEO0OXOIMMOTrO /111 OCBOCHHSI TUCIUILIIUHBI (MOIYJIs).

Microsoft Internet Explorer (vu gpyroii 6paysep).
Omnepannonnas cucteMa Microsoft Windows.
Microsoft Office.

Microsoft Visual Studio C++.

8. Ommcanme MaTepHATbHO-TEXHUUECKOW 0a3pl, HEOOXOAMMOW st
OCYIIIECTBJIEHUSI 00pa30BaTEILHOrO Mpoliecca Mo JUCIUIUIMHE (MOIYJIIO).

Y4eOHble ayauTOpUd IS TIPOBEACHUS YUYCOHBIX 3aHSATHUN, OCHAIEHHBIC
KOMITBIOTEPHON TEXHUKON ¥ HA0OpamMu IEMOHCTPAITMOHHOTO 000PYI0BaHHUS.

9. ®opma TPOMEKYTOUYHOM aTTECTALIUU:

3auer B 4 cemecTpe.
Kypcosas pabdora B 4 cemectpe.

10. OuenouHble MaTEpHUAIIBI.

OueHOYHbIE MaTepUalIbl, IPUMEHSIEMBIE MPU MPOBEICHUHN MTPOMEKYTOUHON
aTTecTallluy, pa3padaThIBAIOTCS B COOTBETCTBUU C JOKAJIbHBIM HOPMATHUBHBIM
aktom PYT (MUNT).
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