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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

[enstMu OCBOEHMSI TUCLUIUIMHBI (MOYJIS) SIBJSIOTCA:

- HU3y4Y€HUE CTYJIEHTAaMU OCHOBHBIX METOJOB 3alUThl KOMIIBIOTEPHOU
uHbopMaIuy;

- U3YYEHHUE CTYJEHTaMHu CIOCOOOB 3alllUThl MpU padOTe B INIOOATBHBIX
(MHTEpHeT) U JIOKABbHBIX CETAX, IPHU PpadoTe C AIEKTPOHHON MOYTOM.

3ajauamMu TUCIUTLIUHBI (MOTYJIs1) SIBJISTFOTCS:

- OBJIQJICHUE 3HAHUSMHU O IPOrpaMMax-BUPyCcax U aHTUBUPYCHBIX MAKETaX;

- OBJIQJICHUE OCHOBHBIX METOJaX MIM(PPOBaHUSA MJAHHBIX U CO3JAHMS
AJIEKTPOHHOM HOJIUCH.

2. [Inanupyemblie pe3ybTaThl 00y4YeHUS 10 AUCIUIUIMHE (MOIYJIIO).

[lepeuenr GopMHpyeMBIX pe3ylabTaTOB OCBOCHHSI 0Opa30BaTEIbHOM
nporpamMmbl (KOMIIETEHLIUI) B pe3ysbTaTe 00yUYeHus M0 AUCHMIUIMHE (MOIYIIO):

OIIK-3 - Cnocoben pemaTh CTaHAApTHBIE 3a4a4dl TPO(ecCHOHATBHOM
NeSATENbHOCTH Ha OCHOBE MH(MOPMAIIMOHHON U OMOImorpaduueckoi KyJabTyphl C
npUMeHEeHnEM WH(GOPMAIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUA U C YYETOM
OCHOBHBIX TpeOoBaHUM MH(GOPMAIIMOHHON O€3011aCHOCTH;

OIIK-5 - Crnoco0eH WHCTAIIUPOBATh MPOTPAMMHOE U ammapaTHOE
obecrnieueHune sl ”HPOPMAITMOHHBIX U aBTOMAaTU3UPOBAHHBIX CHCTEM.

OOGy4enHue 1o qucuuIuIMHe (MOAYJIII0) IPEANOJIaraeT, YTo Mo ero pe3yibTaTaM
oOyuatoruiicst Oyier:

3HaTh:

CIIOCOOBI 3aIIMTHl KOMITBIOTEPHON WH(GOPMAIMH IpU paboTe B CETH,
croco0bl 0OPHOBI C MPOTPaMMaMH-BUPYCaMU U YMETh OOPOTHCS C HUMHU,
NrOpUTMbI UGPOBAHUS U MPOBEPKU SIEKTPOHHON TTOTMHCH.

Ymersn:

crnoco0aMu 3alUThl KOMIIBIOTEPHON HH(POpPMaLUU MPU pabOTe B CETH,

croco6aMu 60pBOBI ¢ TporpaMMaMu-BUpycaMu U YMETb OOPOThCS C HUMU,

Ccroco0aMM  MCMOJIb30BaHUS AITOPUTMOB IIM(GPOBAHUS M  IPOBEPKHU
AJIEKTPOHHOM MOJIUCH.

Baaners:

croco0amMu 3alrThl KOMIBIOTEPHOUN HHpOpMauu Mpu padboTe B CETH,
crnocobaMu OOpBOBI ¢ TporpaMMaMu-BUPyCaMu U YMETb OOPOTHCS C HUMU,
anropuTMamMu MuGPOBAHUS U IPOBEPKHU IJIEKTPOHHOM MOMHCH.



3. O0beM TUCTUIUTMHBI (MOJTYIIS).
3.1. O6mas TpyA0€MKOCTb JUCHUILUIUHBI (MOTYJIST).

OO6mass TpyHOEMKOCTh AUCHUIUIMHBI (MOayJsi) coctaBiser 4 3.e. (144
aKaJeMHUYECKHUX Jaca(oB).

3.2. O6bem paucuMIUIuHBL (Monaynsi) B (opMe KOHTAaKTHOW paboOThI
oOyJarmuxcst C  IeJarorM4ecKuMu  paboTHUKaMu ®W  (WIM)  JIMIIAMH,
IPUBJIEKAEMBIMH K peajiu3alnu 00pa3oBaTesIbHOM MporpaMMbl Ha UHBIX YCIOBHSIX,
IIPU MPOBEJICHUHN YUEOHBIX 3aHITHI:

KomnaecTBo yacon

Tun yueOHbIX 3aHATHH
Bcero | Cemectp Ned

KonrakTHas paboTa rmpy npoBeieHUN Y4eOHBIX 3aHSATHH (BCETo): 64 64
B toM uncie:

3aHATHSA JIEKIIUOHHOTO THIIA 32 32
3aHATHS CEMUHAPCKOTO THIIA 32 32

3.3. O0beM UCHUIUIUHBI (MOIyJNisg) B (opmMe caMOCTOSITENbHONW paboThI
oOyJarommxcs, a Takke B (opMe KOHTAKTHOH pabOThl OO0ydaromMXCsS C
MearoruaeckKuMu paboTHUKAMHU U (WIJTH) JTUIIAMU, TIPUBJICKAEMBIMH K peaTu3aIiu
oOpa3oBaTeapbHON TpPOrpaMMbl Ha HWHBIX YCIOBHUSAX, TIPU TPOBEICHHUH
IPOMEKYTOUHOM aTTecTanuu cocTaBisieT 80 akageMHIecKuX Jaca (OB).

3.4. Ilpu oOy4eHnu Mo MHAUBUAYATLHOMY Y4EOHOMY IIJIaHy, B TOM YHCIIE TIPU
YCKOPEHHOM 00Yy4YeHUH, 00BEM AUCIUIUIMHBI (MOJIYJIsI) MOXKET OBITh pealn30BaH
MOJTHOCTBIO B (DOPME CaMOCTOSITETbHON paboThl 00yJaronuxcs, a Takke B hopme
KOHTaKTHOW PabOThl 00ydYaIOIMUXCs C MEAArorundecKuMu pabOTHUKAMH U (WJTH)
JUIIaMH, TIPUBJIEKAEMBIMU K peaau3aiu o0pa3oBaTebHOM MPOrpaMMbl Ha UHBIX
YCJHOBUSIX, IPU MPOBEJACHUU TPOMEKYTOUYHON aTTECTAIIUH.

4. ConeprkaHue TUCIHUTIIAHBI (MOTYJIA).

4.1. 3aHATHA TEKIUOHHOI'O THUIIA.

/ TemaTrka JIEKITMOHHBIX 3aHATHH / KPAaTKOE COJEPIKaHHE
/1

1 |OcHoBHbIE MOHATHSA B 00J1aCTH HH(POPMALIMOHHOMN 0€301MacHOCTH
PaccMarprBaeMble BOIIPOCHI:

- 6a3oBble MOHATHS (MHpOPMalKs, THPOPMALMOHHAS CHCTEMa, OCTYII K HH)OpMALUH,
KoH(uAEeHIMANEHOCTD HH(OPMaLUH, 3a1uTa HHPOPMALMU U JIP.)

- Ktaccudukanys nHGOopMaIMy B 3aBUCUMOCTH OT KaTeTOPUH AOCTYIa K HeH

- kimaccudukanus HHGOPMAIHH, TOIICKAIICH 3aIINTE.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- ocHOBHBIE monioxkeHus PenepanpHoro 3akoHa ot 27 utoist 2006 r. Ne 149-D3 «O6 undopmarum,
MH(OPMALMOHHBIX TEXHOJIOTHAX U O 3aIuTe HHHOPMALIUI)

3aKkoHOATEeNbHBIN YPOBEHb HH(OPMAIIMOHHON 0€3011acCHOCTH

PaccmatpuBaemble BOIIPOCH:

- loxtpuna urdopmalmonHoi 6e3onacHoctu Poccuiickoit denepanmu

- l'ocynapcTBeHHbIe Opranbl PO, KOHTPOIHPYONIHE ASSITEIBHOCTD B 00JIACTH 3alTUTHI HHGOPMAIIUN
- Poccwmiickoe 3aK0HOATENBCTBO MO 3aIUTE HHPOPMAIHN

- MEXIyHapOAHbIE CTAHAAPTHI ¥ CIICI(PUKAIIAN

Yrpo3bl nHDOPMAITMOHHOW 0€30MMacHOCTH

PaccmaTpuBaemble BOTIPOCH:

- HICTOYHHKH YTpo3 HH(POPMAMOHHOHM 6€301II1acCHOCTH M UX KJIACCH(UKALINSI

- YIPO3Bl JOCTYIIHOCTH, LIEIOCTHOCTH M KOH(PUAESHIUATBHOCTU

- CII0COOBI U MOCIIENICTBUS BO3AEHCTBHA HCTOUHUKOB YIPO3 Ha 00BEKThl HH(DOPMALMOHHON 0€30I1aCHOCTH

3aH_[I/ITa JAaHHBIX 1 KOH(I)I/II[CHL[I/IaJIbHOCTI/I
PaccmaTprBaemble BOIIPOCHI:

- MEpbI IS 3aIUTHl YCTPOHCTB OT BTOPKEHUS

- HOCHTU(UKAIA U Ay TeHTU(UKAIHS

- IapoJIbHAS 3aIlUTa

- pe3epBHOE KONHPOBAHHE TAHHBIX BO BHEIIHHE XPAHUIIUINA

KOMHBIOTepHBIe BUPYCHI 1 3allluTa OT HUX
PaccmarpuBaeMble BOIPOCHL:

- XpOHOJIOTHsl pa3BUTHs KOMIIBIOTEPHBIX BUPYCOB
- KJIaccu(uKaIys KOMIbIOTEPHBIX BUPYCOB

- CPEACTBA aHTUBUPYCHOM 3aILUTBI

OcHoBbI Kpunrorpapuu

PaccmatprBaeMbie BOITPOCHL:

- OCHOBHBIC MOHATHS Kpuntorpadun, knaccupuranus mwudpos

- 9TaIbl Pa3BUTHA KPUNTOrpadun

- cummetpuunbie mmdps (cxema Deiictenst, DES, AES, TOCT 28147-89, BlowFish)
- acumMMmeTpuuHbIe IUdpsI (cxema Andpou-Xemmana, cucrema RSA)

DneKTpOHHAas MOJIUCH

PaccmaTpuBaeMble BOIIPOCHL:

- UICTOPUS ¥ IPUHIMIIBI co3nanus D11

- Bugsl Ol (pocTas, ycnneHHast, KBadunpUIupoBaHHAS, HEKBATU(UIIIPOBAHHAS)
- cepTH(UKATEI, YIOCTOBEPSIOIIHNE IIEHTPHI

Creranorpadus

PaccmatprBaeMbie BOTPOCH:

- HCTOPHS U OCHOBHBIC MOHATHUS CTEraHOTpahuu

- xem-(QyHKIUI

- (pOBBIE BOISHBIC 3HAKH, IIU(PPOBBIC OTIIEIATKH ITAIbICB

- HCIIOJIB30BaHNE OCOOCHHOCTEH pa3InyHbIX (HOpMaTOB (aiioB

Texaudeckue cpeacTpa odecrnedeHus HHOOPMAITMOHHOW 0€301MacHOCTH
PaCCManI/IBaeMI)IC BOIPOCHI:

- Knaccn(bmcaum{ TCXHUYCCKUX KaHAJIOB YTCYKHU I/IH(I)OpMaIII/II/I

- XapaKTCPHUCTUKA TCXHUYCCKUX KaHAJIOB YTCUKU HH(bOpMaHHH

- MEPOIPUATHS 110 3alIUTE HHPOPMALIMY OT YTEUKH 110 TEXHUYECKUM KaHajlaM

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlabopaTopHbie pabOThHI




Ne
/ HanmeHnoBanme 1abopaTopHBIX paboT / KpaTKoe CofepKaHne
n/m
1 |OcHoBHbIC TTONIOXKEHU U HOpMBI DenepanbHoro 3akoHa «O06 napopmanuu,
MH(GOPMALIMOHHBIX TEXHOJOTHSIX U O 3aIlUTe HHPOPMAIII.
PaccMoTpeHre 0OCHOBHBIX MOJIOXKEHUH 1 HopM DenepanbHoro 3akona «O0 uHpopmaryy,
I/IH(bopMaHI/IOHHLIX TEXHOJIOTHUAX U O 3allUTC I/IH(l)OpMaHI/II/I»
2 |Yrpo3sl 6e3omacHocTH HH(popMaru. Kinaccupukanuu HCTOYHUKOB YIpo3.
PaccMmoTpenue knaccurKalui HCTOYHUKOB YIpo3 HHOOPMAIIMOHHOH 0€30MacHOCTH
3 |UmcnenHas OlleHKA MTapaMeTPOB IMAPOJIBLHON CHCTEMBI 3aIIUTHI.
W3yueHne yucieHHO# OLEHKU TapaMeTPOB MapOJbHOU CUCTEMBI 3AIUTHI
4 |IIporpammupoBaHue anropuTMoB mudpoBanus — mudp Lesaps.
[TporpammupoBaHue 3amuTs HHGOpPMaIMU Ha ocHOBe mmdpa Llezaps
5 |[IporpammupoBanue anropuTMoB mudpoBanus — mudp Brkenepa.
[TporpammupoBaHue 3amuThl HHGOPMAIMU Ha OCHOBE HMdpa Bikenepa
6 |Anropurm oOMeHa kirodamu 1o Juddu-Xenmany.
[IporpammupoBanue 3anuTsl nHpopManuu 1o anroputmy duddu-Xemmana
7 |[IporpammupoBaHue aqropuTMOB IUppoBaHus — cxema RSA.
[TporpammupoBaHue 3aKTH HHGOPMAIMK Ha OCHOBE cXeMbl RSA
8 |KoHTpomb enTOCTHOCTH TaHHBIX C MOMOIIBIO Xelll-()yHKIUH.
HpOFpaMMI/IpOBaHI/Ie KOHTPOJIA HEJIOCTHOCTU JaHHBIX C TIOMOLIBIO XeIH'(I)yHKHI/II/I
9 |Creranorpacdus - BCTpauBaHUe U U3BJICUCHHE HHPOPMALIUU U3 CTETOKOHTEHHepa.
Uzydenne creranorpadudeckoro crnocoda KOIUpOBaHUS HHPOPMAITUT
10 |CpencTBa aHTUBHUPYCHOM 3aIIUTHI — PEXKUMBI PA0OTHI, CPAaBHUTEIIbHAS XapaKTePUCTHKA.
I/I3yquHe CpCACTB aHTHBI/IpYCHOﬁ 3alIUTBI: PEIKHUMBI pa6OTLI, CpaBHUTCJIbHAA XaPAKTCPUCTUKA
4.3. CamocrosiTenbHas paboTa 00yJarOIIHXCS.
Ne .
Bun camocrositensHOM paboTh
/T
1 |M3ydeHne MOTOTHUTEIHHOMN JIUTEPATYPHI.
2 |[ToaroroBka K MpaKTUYECKUM 3aHSATHUSM.
3 | BrimonHeHHe KypcoBOi pabOTHI.
4 | [loarotoBka K MpOMEKYTOYHOU aTTECTALINUH.
5 | [loaroroBka K TEKyIIeMy KOHTPOJIIO.
4.4. ITpumepHbIN IEpeUEHb TEM KYPCOBBIX padOT
1. Ucropus kpuntorpaduu — IpeBHUNA MUP.
2. Ucropus xpuntorpaduu — cpeaHue Beka u smoxa Bo3poxaeHust.
3. Ucrtopust kpuntorpaguu — 3HameHuThie mudpel XX Beka.
4. TlpubGopsl W TPOrPaMMBbI/YTUIUTHI I IKCTPEHHOTO YHUUYTOXCHUS
uHdopMaIuu.

5. VS3BUMOCTH MECCEHKEPOB, KHOepaTaku Ha HUX, CITIOCOOBI 00eCTIeueHUS

0€30MacHOCTH U COXPAaHEHUsI KOH(PHUIECHIIMATIBHOCTH.




6. O630p cucTeM OMOMETPUUECKON UCHTU(DUKAITUH.
7. IHyKeHepHbIe KOHCTPYKIIMU U COOPY>KEHUS ISl 3alUThl HH()OpMAIUH.

8. Texuumueckue cpencra obecrieueHuss THHOPMAIIMOHHON 0€30MMacHOCTH —
arnrmaparypa akTuBHOU 3amuTthl oT [ID9MIH.

9. Texnudeckue cpeacTa oobecnedeHrs HHPoOpMaIMOHHON 0€30MacHOCTH —
amnmnapaTypa MaCKMpOBaHUs Teae(OHHBIX TIEPETOBOPOB.

10. Texuuyeckue cpencTra odecrneueHus nHHOPMAITMOHHON 0€30MacCHOCTH —
anmaparypa  3alluThl  CIY>KEOHBIX  TMOMENIEHHWH  OT  aKyCTUYEeCKOro,
BUOPOAKYCTHUECKOTO M ONTHYECKOTO  HECAHKIIMOHUPOBAHHOTO  CHATHUSA

uH(popMauu.

11. IIporpammuast peanusanusi aaropuTMoB MKUPpoBaHus - WUdp ApeBHEN
Cnaprsl.

12. IlporpammHas peanu3auus ajJropuTMOB MHU(GPOBaHUS - peEIETKa
Kapmano.

13. IIporpaMmmHas peanu3anus alropuTMOB MU(PpoBaHUS - MUEGP YETHIPEX
KBaJIPaTOB.
14. Creranorpadus B HTML-(aitnax u e€ mporpaMMHas peanu3aius.

15. Creranorpadus B BMP-¢aiinax u e€ nporpammHas peajid3ausi.

16. Creranorpadus B JPEG-daiinax u e€ mporpammHas peaiisarusi.

5. llepeuenb wu3NaHMI, KOTOpPbIE PEKOMEHAYETCS UCIOIb30BaTh MPHU
OCBOEHUHU JTUCIUIUIMHBI (MOJTYJIS).

ISQH bubnuorpaduueckoe onucanue MecTto goctyna
1 | I'ymerseBa T.A. OcHOBBI HH(GOPMAIMOHHON https://ibooks.ru/bookshelf/367759/reading.
OesomacHocTH: yuebHoe nmocodue / T.A. - Texct: 91K TPOHHBII.
['ynprseBa. - HoBocubupck : HoBocubupckuit
rOCYIapCTBEHHBI TEXHUYECKHI
yauBepcuret, 2018. - 79 ¢. - ISBN 978-5-
7782-3640-0
2 | CyBopoBa, I'. M. HUudopmarmonnas https://urait.ru/bcode/544029.

0€30MmacHOCTb : yueOHOe mocobue st By30B /
I'. M. CyBopoBa. — 2-e u3f., nepepabd. u
nomn. — Mocksa : M3parensctBo FOpaiir,
2024, — 277 ¢. — (Bricmiee

obpa3zoBanue). — ISBN 978-5-534-16450-3
3 | Jlock, A. b. Kpuntorpadudeckne MeTOIbI https://urait.ru/bcode/536132
3alUThl HHGOPMALMU AJIS U3YYarOIUX
KOMITHIOTEPHYIO 0€30TaCHOCTD : YICOHUK TSt




By30B / A. b. Jlock, A. 1O. Hecrepenko,
M. U. PoxkoB. — 2-¢ U31., UcTp. —
Mockga : UznatensctBo FOpaiit, 2024, —
473 c. — (Briciee oO6pa3oBanue). —
ISBN 978-5-534-12474-3

6. IlepeyeHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
UH(GOPMAITMOHHBIX CIPABOYHBIX CHCTEM, KOTOPHIE MOTYT HCIIOJIb30BATHCSA TPHU
OCBOCHMH JTUCLUUILIUHBI (MOIYJIs).

Odunmaneueiit cat PYT (MUUT) (https://www.miit.ru/).

Hayuno-texuunueckas oubdnuorexa PYT (MUUT) (http:/library.miit.ru).

Oo6pazoartenbHas mwatdopma «kOpaitr» (https://urait.ru/).

OOmue uHPOpPMAIMOHHBIE, CIPABOYHBIE W  IOHCKOBBIE  CHCTEMBbI
«Koncynsrant Ilmoc», «I'apanm.

DNEeKTpOHHO-0MOINOTEUHAS cucrema U3/1aTelIbCTBA «JIanb»
(http://e.lanbook.com/).

DIeKTpOoHHO-0nbImoTeuHas cucrema ibooks.ru (http://ibooks.ru/).

7. llepeueHb  JNHIIEH3UOHHOTO W  CBOOOJHO  PACHpPOCTPAHSIEMOTO
MpPOrpaMMHOT0 OOECIEUYEeHUs, B TOM YHCJIE OTEUYECTBEHHOI'O MPOU3BOJICTBA,
HEO0OXOMMOTO JIJIsl OCBOCHUSI TUCIUTUTAHBI (MOTYJIsS).

Microsoft Internet Explorer (i npyroi 6paysep).
Omnepannonnas cucteMa Microsoft Windows.
Microsoft Office.

Microsoft Visual Studio C++.

8. OmnucaHue MaTepUaIbHO-TEXHUYECKOM 0a3bl, HEOOXOIUMOU  IJis
OCYIIIECTBJIEHUSI 00pa30BaTEILHOrO Mpoliecca Mo JUCIUIUIMHE (MOIYJIIO).

Y4eOHble ayauTOpud ISl TPOBEACHUS YUYCOHBIX 3aHSATHUN, OCHAIECHHBIC
KOMITBIOTEPHON TEXHUKON ¥ HA0OpaMH IEMOHCTPAITMOHHOTO 000PYI0BaHHUS.
9. ®opma NpOMEKYTOUYHOM aTTECTALIUM:

3ayeT B 4 cemecTpe.
Kypcosas pabdora B 4 cemectpe.

10. OuenouHble MaTEpHUAIIBI.



OueHoYHbIE MaTepUalIbl, IPUMEHSIEMbIE MPU MPOBEIACHUHN MPOMEKYTOUHON
aTTecTaluy, pa3padaThIBAIOTCA B COOTBETCTBUU C JIOKAJIbHBIM HOPMAaTHUBHBIM
aktom PYT (MUUT).



ABTOpBI:
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