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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

Jucuumnuaa "OcHOBBI HHPOPMAIMOHHON Oe30macHOCTU" TOCBsIIEHA
U3YYEHUI0O  OCHOB  HH(OpMalMoOHHOW  Oe3omacHoctd. B aucnummze
OPEeNyCMOTPEHO M3y4YEeHHE TMATH YYEOHbIX TeM, OOBEIUHEHHBIX EIUHBIM
3ambiciioM. M3nmaratorcs B3TJsabl Ha HMHQPOPMALMIO, KaK OOBEKT 3allUThl C
BBIJICTICHUEM XapaKTepHBIX CBOMCTB 3amminaemoi uHdopmarnmu. Ha ocHoBe
€AMHOTO0 TMOAXOAAa PAacCMaTPUBAIOTCS JIEBATh HMCTOPUYECKU CIIOKUBLINXCS
HarpaBieHuN WH(pOpMaAIMOHHOW 3amuThl. M3mararoTcs pa3paboTaHHBIE WM
MOAU(PUIIUPOBAHHBIE aBTOPOM KaueCTBEHHBIE MOJIEIH HH(POPMAITMOHHOM 3aIIUTHI.
3aBepiiaeTcd HM3y4Y€HHE AUCLIMIUIMHBI JBYMSI TEMaMH, MOCBSIICHHBIMU JIBYM
HamOoJiee CYIIECTBEHHBIM yrpo3aM HMHPOPMAlUOHHON  O€30MacHOCTH —
UH(OPMAITMOHHBIM TPECTYIUIEHUIM W HHGOPMAIIMOHHBIM BoWHaM. B pamkax,
yYKa3aHHBIX  TeM  MNPHUBOAUTCS  kiaccupukamus  UHPOPMAIMOHHBIX U
KOMIBIOTEPHBIX TPECTYIUICHUH, OOBICHIIOTCS WX MPUYUHBI, AA€TCS YTOJOBHO-
MpPaBOBasi XapaKTEPUCTHKAa HEKOTOPBIX MPECTYMHBIX NESIHUH, pacCMaTPUBAIOTCS
OCHOBHBIE CTpaTerud HHQPOPMAIMOHHBIX BOWH H BHUABI HH()OPMALMOHHOTO
OpYyXHS.

enbto qucuumiuHbl «OCHOBBI HH(POPMALIMOHHONW 0€30I1aCHOCTUY SIBISETCS
(opMupOBaHUE y CTYIEHTOB 3HaHUH U MPEACTABICHUI O CMBICIIE, LIEJIAX U 3a/1a4ax
UH(GOPMAITMOHHOM 3aIUTHI, XapaKTEPHBIX CBOMCTBAX 3allMIlaeMoi HHGOpMAIIIH,
OCHOBHBIX ~MH(OPMAIIMOHHBIX  YIpo3aX, CYIIECTBYIOIIMX (JEHCTBYIOIIUX)
HaIpaBJIEHUSAX 3alIUThl U BO3MOXHOCTSX MOCTPOEHUST MOJENEH, CTpaTeru,
METO/IOB U MpaBl UHGOPMAIIMOHHOM 3aIUThL. [ [proOpeTeHHbIe 3HaHNS TO3BOIAT
CTyJIGHTaM TMPaBUJILHO OPUEHTUPOBATHCS B  KATETOPHSAX  3aIMINAeMbIX
UH(OPMAITMOHHBIX I[IEHHOCTEH W TPHOOPECTH MHUHUMAIbHO HEOOXOAMMBIi
Kpyrozop B mpobOsemax uHpopmanmoHHou OezonmacHocTH. Ha ocHoBe maHHOMU
JUCLMIUTMHBI Ipenoaraercs 6osiee noJpoOHO U3ydaTh pa3InyHbIC HAPABICHUS
3aIIUTHl KOMIIBIOTEPHOI 0€30MaCHOCTH.

JucuuninHa npeaHasHadeHa JUisl TOJy4YEeHHs] 3HAHWM, HEOOXOIMMBIX IJis
pelieHus CIAeAYIOMUX MNPOPECCHOHANBHBIX 3a/ad (B COOTBETCTBUU C BUIAMU
JESTEILHOCTH):

[TpoekTHO-TeXHOMOTHYECKAs 1EATEIbHOCTh

-Pa3zpaboTka METOIOB M CPENICTB TEXHUICCKON 3aIIUThI HH(POPMAITUH;

-Pazpabotka TEXHOJIOTUYECKUX peleHui TUTSt obecrieueHus
nH(OpMaIIMOHHOM 0€30MaCHOCTH B Pa3IMUHbIX chepax.

OpraHu3aliMoHHO-yPABICHYECKAs I€ITEIbHOCTh



-OpraHu3alOHHO-TIPABOBOE OOECIECYEHHE NIEATEIbHOCTH MO IMOIYYEHHUIO,
HAKOIUICHHI0, 00paboTKe, aHalIMu3y, HCIOJIB30BAaHUIO HMH(OPMALMU U 3allUTe
00BEKTOB HHPOpMATH3AINH, HH(OOPMAIIMOHHBIX TEXHOJIOTUH U PECYPCOB;

-Pa3paboTka u KOHTPOIb 3(H(PEKTUBHOCTH OCYIIECTBICHUS CHCTEMBI MEp MO
(GOpMHUpPOBAHHIO U UCIOJIB30BAHUIO HWH(DOPMAIMOHHBIX PECYpPCOB, CHUCTEM
obecrnieueHus: MHPOPMAITMOHHON 6€301TaCHOCTH;

-Opranuzanusi paboThl MajblX TPYNN U KOJUIEKTUBOB HCIIOJHUTEIEH,
c(hOpPMHUPOBAHHBIX JIJISl PEIICHUS KOHKPETHBIX MpOo(decCuOHaIbHBIX 3a/1ay.

OKCTIepUMEHTAIbHO-TEXHIUUECKAs JEITEIbHOCTh

-C60p 1 aHaNIN3 UCXOIHBIX JAHHBIX TSI IPOSKTUPOBAHUSI CUCTEM 00pabOTKH
U aHajn3a UH(pOpPMAIMK C yYeTOM HEOOXOAMMOCTH €€ 3aIIUThl B COOTBETCTBHH C
TpeboBaHUsIMU 0€30MaCHOCTU HH(DOpMAIUY;

-YyacThe B NMPOEKTUPOBAHUHM CUCTEM, KOMIUIEKCOB CPEACTB M TEXHOJIOTHM
0o0paboOTKM ¥ 3almUThl HHPOPMAIMM, B pa3pabOTKE TEXHOJOTMYECKOW U
HKCIUTYaTallMOHHOM TOKyMEHTAlINH;

-YyacTre B MPOCKTHPOBAHUHM CUCTEM, KOMIUIEKCOB CPEACTB M TEXHOJOTHIA
00paboTkK U 3ammThl HHGOpPMALMU, B pa3pabOTKEe TEXHOJOTMYECKONH U
AKCIUTyaTallMOHHOM JTOKYMEHTALIUU.

OKCIUTyaTallMOHHAs JESTEIbHOCTD:

-yCTaHOBKa, HACTPOMKA, FKCILUTyaTalus ¥ NojAepKaHue B paboTOCIIOCOOHOM
COCTOSSHUM  KOMIIOHEHTOB  CHUCTE€MBbl  o0ecnedeHus  HHPOPMAIMOHHOM
0€30MMacCHOCTH C YYETOM YCTaHOBJIEHHBIX TPeOOBaHUII;

-aIMUHHCTPUPOBAaHUE  MOACHCTEM  MH(GOPMAIMOHHOM  0€30MacHOCTH
00BbEKTa, y4yacTHE€ B TPOBEIACHHH AaTTECTallM OOBEKTOB HH(POPMATH3AIUHU TIO
TpeOOBaHMUSIM  O€30MaCHOCTM HMHPOpMaLUU U  ayguTe HUHPOPMALKUOHHOM
0€30MacHOCTH aBTOMAaTH3UPOBAHHBIX CHCTEMIO.

2. [Inanupyembie pe3ynbTaThl 00YUSHHS IO TUCIUIIIMHE (MOYJIIO).

Ilepeuenp (GopmMuUpyeMBIX pe3yJbTaTOB OCBOCHHUS  00pa30oBaTEIbHOU
porpamMmsbl (KOMIIETEHLIUI) B pe3yIbTaTe 00yUYeHuUs M0 AUCUMIUTMHE (MOIYIIO):

OIIK-1 - CrnocobeH oreHuUBaTh poJib WHPOPMANUU, HWH(POPMAITMOHHBIX
TEXHOJIOTUN W WH(OPMAITMOHHONW O€30MaCHOCTH B COBPEMEHHOM OOIIECTBE, UX
3Ha4YeHUE g obecriedeHrss 0ObEKTUBHBIX OTPEOHOCTEM JTUYHOCTH, OOIIECTBA U
rocy/1apcTBa ;

OIIK-10 - CnocobeH B KayecTBE TEXHMYECKOTO CIENHMAIMCTAa MPUHUMATh
ydactTie B (OPMUPOBAHMM TIOJUTUKH WHOOPMAIMOHHONW 0E30MMacHOCTH,
OpraHU30BHIBATH U MOJICPKUBATH BHITIOJIHEHUE KOMILIEKCa MEP IO 00ECTICUCHUIO



HH(POPMAIIMOHHOW O€30IMMaCHOCTH, YMNPABIATh MPOLIECCOM HUX peaju3aliyd Ha
0O0BEKTE 3aIUTHI ;

OIIK-12 - CnocobGeH MPOBOAWTH MOATOTOBKY HWCXOJHBIX JaHHBIX JIJIS
MIPOCKTUPOBAHMS TTOACUCTEM, CPEACTB 00CCTICUCHHSI 3aIUTH HHPOPMAITUN U JISI
TEXHHUKO-3KOHOMHUYECKOT0 000CHOBAHHUS COOTBETCTBYIONTUX MPOSKTHBIX PEIICHUIN

OOy4eHue 1o JUCIUIUTAHE (MOAYIIIO) MIPEIOJIaraeT, YTo MO €ro pe3yJibTaTaM
oOydaroruiicss Oyaer:

3HaTh:

- CYIIIHOCTh U MOHATHE HHPOPMAITMOHHOHN O€30ITaCHOCTH, XapaKTEPUCTHKY €€
COCTAaBJISIIONINX;

- MecTto UWHGOPMAIMOHHONW O€30MaCHOCTH B CHCTEME HallMOHAJIBHOM
0€30MacHOCTH CTPaHHbI;

- BUJIbl, ICTOYHUKH U HOCUTENH 3alliaeMoi nH(opMaIny;

- HCTOYHUKUA yrpo3 0Oe30macHOCTH HHPOpMAUMU M MEphl MO UX
MIPEIOTBPAICHUIO;

- (QakTophl, BO3JCUCTBYIOIIME Ha HHPOpMAIMI0O MpU ee 00paboTke B
aBTOMATU3UPOBAHHBIX (MH(DOPMAIIMOHHBIX) CUCTEMAX;

- JKU3HEHHBIC ITUKIIBI MH(POPMAIIUM OTPAHUYEHHOTO JIOCTYTA B MpOIlecce ee
co3JlaHusl, OOpabOTKH, TIepeaadH;

- COBpPEMEHHBIE CpEIICTBA U CIOcOoObl olecrieueHuss WH()OpPMAIMOHHON
0e30I1acHOCTH;

- OCHOBHBIC METOJWKH aHaIW3a yIrpo3 HW PHCKOB HH(POPMAITMOHHOM
0€30MacHOCTH.

Ymersb:

- KiIaccu(UIMPOBATH 3alIMIIaeMyt0 WHGOPMAIMIO IO BHUAAM TallHBI H
CTETNEHSIM CEKPETHOCTH;

- KJIacCCU(UIIUPOBATH OCHOBHBIE YTPO3bl 0€30MaCHOCTH MH(POPMAIIUH.

Baangern:

- Mpo¢eCCUOHANBHONU TEPMUHOJIOTHEH;

- HaBbIKAaMU (POpMaJILHONW TMOCTAHOBKM M PEIICHUS 3aJa4yd OOeCIICUCHUS
UH(OPMAIIMOHHOW  0€30MacHOCTH  KOMITBIOTEPHBIX CHCTEM U OOBEKTOB
nH(pOpMaTH3AIINY;

- METOJIaMH 3alIUThl HHPOPMAIUH.

3. O0beM TUCHUIUTUHBI (MOJTYJIS).

3.1. O01mas Tpy10eMKOCTh JUCIUIUIMHBI (MOIYJIS).



OO6mast TPYJIOEMKOCTh AUCIUILIMHBI (Moayisi) coctaBisier 4 3.e. (144
aKaJeMHYeCKuX Jyaca(oB).

3.2. OOvem mucuuriMHbl (MOAynsi) B (OpMe KOHTAaKTHOM pabOThI
oOyJarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMu ©W  (WIM)  JIMIIAMH,
MIPUBJIEKAEMBIMU K pean3anuy 00pa3oBaTeIbHON MPOrpaMMbl Ha MHBIX YCIOBHSX,
IIPU MTPOBEICHUH YICOHBIX 3aHATHH:

KomnaecTBo gacoB

Tun y4eOHBIX 3aHTHIA
Bcero | Cemectp Ne3

KonrakTHas paboTa Ipu NpoBeIeHUN y4eOHBIX 3aHATHI (BCEro): 64 64
B Tom uucne:

3aHATHSA JIEKIIHOHHOTO THIIA 32 32
3aHATHSI CEMUHAPCKOTO TUIIA 32 32

3.3. O06beM auCHUIUIMHBI (MOIyYJiA) B (OpME CaMOCTOSITENIbHOM pabOThI
oOyyJarommxcsi, a Takke B (opMe KOHTAKTHOM paboOThl OOydYaromMXcs C
nearoruaeckKuMu paboTHUKAMHU U (WIIH) JIUIIAMU, IPUBIIEKAEMBIMU K peau3aiiu
o0pa3oBaTeNbHOM MpOTrpaMMbl HAa WHBIX YCIOBUSIX, TMPU NPOBEACHUU
MIPOMEKYTOYHOM aTTecTalu cocrapiisgeT 80 akaeMHUuecKuX yaca (OB).

3.4. ITpu oOy4eHuH 0 MHAUBUAYAJIbHOMY YYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM 00y4YeHUH, 00BEM AUCIUIUIMHBI (MOJIYJIsI) MOXKET ObITh pealii30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHON paboThl 00yJarouXcs, a TakkKe B hopme
KOHTAaKTHOW PabOThl 00YyYaIOIIUXCSl C MEAArorMueCKUMU paOOTHUKaMU U (WIIH)
JUIIAMH, TIPUBIIEKaEMbIMH K peau3alliid 00pa30BaTeIbHON MPOTrpaMMbl HA WHBIX
YCIIOBUSIX, TP MPOBEICHNUU TPOMEXKYTOUHON aTTECTAIIHH.

4. ConeprxaHue TUCIUIIIAHBI (MOTYJIs).

4.1. 3aHATHA JEKIUOHHOT'O THUIIA.

/ TemaTuka JTEKIIMOHHBIX 3aHATUM / KPATKOE COJEPKaHNE
/T

1 |BBenenue B nH(pOPMAIIMOHHYIO OE30MTACHOCTD

ConepxaHue yaeOHOTO MaTepHraa;

- [Tonsitne nHbOpMaK 1 HHOOPMAITOHHOI 0€301TacHOCTH.

- Nadopmarnms, cooOmmenust, nHPOPMALMOHHBIE POIIECCH KaK 00BEKTHI HH(POPMAIMOHHON O€30MaCHOCTH.
- O630p 3amMIIAEMBIX OOBEKTOB U CHCTEM.

2 |OCHOBHBIE TIOHATHS TEOPHH WHPOPMAIIMOHHON O€30MaCHOCTH

ConeprxaHue yueOHOTO MaTepuaa;
- Hcropust ctaHoBIIEHUS TeOpUH HHPOPMAIIMOHHOM 0€30MaCHOCTH.




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

- [IpenmeTHas 06acTh TeOpHH HHPOPMATMOHHON 0€30TTaCHOCTH.
- Cucremarun3anus OHATHH B 00J1aCTH 3aIUTHI HHPOPMAIIHH.

OcCHOBHBIE TEPMHHBI U OIIPECACIICHUSA IIPABOBBIX MOHATHH B 00J1aCTH I/IH(bOpMaI_II/IOHHBIX
OTHOIICHUH W 3amuThl HHGopManuu. [loHsaTus nmpeameTHol o6aacTu «3ammTa
nHpopMaum»

Copneprxanue yaeOHOTO MaTepHaa;

- OCHOBHBIE IPUHIUIIEI TOCTPOCHHS CHCTEM 3alUTHL

- Konnenmus KOMIIIEKCHOM 3alTUTH HHPOPMAILIUH.

- 3amaun 3ammTH HHPOPMAITUHL.

- CpexncrBa peann3aniy KOMIUIEKCHON 3aIATH HH()OpPMAITHIH.

Nudopmanus kak 00bEKT 3alTUThI

ConepxaHue yueOHOTo MaTepuaa;

- [lonsiTre 00 uHpOpMaLUK KaK OOBEKTE 3aIUTHL.

- YpoBHu npenctapicHus nHGopMmanui. OCHOBHBIC CBOWCTBA 3alUIAcMON HH(OPMAIIHH.
- Buner u popmel ipencTaBneHus HHPOPMALIUHL.

WNHupopmanronHble pecypchbl U UX 3aluTa
Conepxkanue y4eOHOTo MaTepuana:

- MadopmannonHbie pecypchl.

- CTpyKTypa M 1IKana HeHHOCTH HHPOPMAIHH.

- Knaccudukanus nHGOpMalmOHHBIX pECypCOB.

- [IpaBoBoii pexnM HHPOPMAIIMOHHBIX PECYPCOB.

['ocynapcTBeHHas nmoiuTuka nHpopMalnoHHo! 6e3omacHoctu. Konnenus

KOMIUIEKCHOTO obecriedeHust HH()OpMAIMOHHON O€301MacCHOCTH

Copeprxanne yaeOHOTO MaTepHaa;

- I/IH(bOpMaLII/IOHHaH 0€30IaCHOCTh H €€ MECTO B CHCTEME HaHHOHaHBHOI;‘I 6e3omacHoctH Poccuiickoi
denepanuu.

- Opransl obecriedeHnst HTHOOPMAIMOHHOH 0€30ITaCHOCTH | 3alUTHI HHPOPMAIHH, HX (YHKINH U 3a1a9H,
HOpMaTuBHasA JCATCIIbHOCTD.

Yrpo3bl uHPOPMAIIMOHHOM 0€30MaCHOCTH
ConepxaHue yueOHOTO MaTepHraa;

- AHanu3 ysI3BUMOCTEH CUCTEMBI.

- Knaccudukarnus yrpos nuadopmannoHnHoi 6e30macHoCTH.
- OCHOBHBIE HAITPABJICHHS U METO/IbI PEATU3AIINN YTPO3.

- HedpopmainibHast MoieNb HAPYIIUTES.

- OreHKa ysI3BUMOCTH CUCTEMBI.

HOCTpOeHI/Ie CHUCTCM 3alllUThI OT YI'PO3bl HAPYHICHUS KOH(I)I/I)ICHI_II/IaHBHOCTI/I
ConepxaHue yueOHOTO MaTepHuaa;

- Onpenenenue 1 OCHOBHBIE CTIOCOOBI HECAHKITMOHUPOBAHHOTO JIOCTYTIA.

- Metoas! 3amutel or HCJI.

- Opranmsanuonnsie MeToabl 3ammuThl oT HC/I.

- UmxeHepHO-TexHUUeckre MeToabl 3amuTthl oT HC/.

- IlocTpoeHue cucreM 3alIUThl OT YTPO3bl YTEUKU MO TEXHUYECKUM KaHaIaM.

MeTopl KOHTPOJIS TocTyna K HHpopMaIun

ConeprxaHue yueOHOTO MaTepuaa;

- Nnentndukanys u ayTeHTHQUKAIHSL.

- OCHOBHBIE HANPaBJICHUS U IENIN HCIIOIB30BAHNS KPUNTOTPahUIECKUX METOIOB.

- 3amuTa OT yrpo3sl HapyIIeHHsS KOHPHISHINATBHOCTH Ha YPOBHE COJECP KaHUS HH(OPMAITHH.




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

10

[TocTpoeHue cucteM 3alIUTHI OT YTPO3bl HAPYIICHUS IIETOCTHOCTH UH(POPMAIIMU U

OTKa3a J0CTyI1a

ConepxaHue y4eOHOro Marepuaa:

- 3amuTa 1eNOCTHOCTH HH(DOPMAIMH TIPU XPAHCHUH.

- 3amuTa 1eIoCTHOCTH HH(pOpMAIMK TIPU 00paboTKe. 3aluTa IeI0CTHOCTH HHPOPMALIUH TIPH
TPaHCHIOPTHPOBKE.

- 3ammra OT Yrpo3bl HapyUIeHHs [EI0CTHOCTH HH(QOPMALIMK HA YPOBHE COJCPIKAHMS.

- [locTpoeHue cucTeM 3alMThl OT YIPO3bl OTKA3a A0CTYMA K HHPOPMAIIHH.

- 3amMra CeMaHTHIECKOT0 aHANIN3a U aKTyalbHOCTH HH(pOpMAaILUK.

11

IMonutrka u MojJeau 6€30IMacHOCTH

ConepxaHue yueOHOTO MaTepuaa;

- [Tonutrka 6€300aCHOCTH.

- CyOBbeKkTHO-00BEKTHBIC MOJICNIN pa3rPaHHUUCHUS JOCTYIIA.
- AKCHOMBI MMOJIUTHKH 0€30I1aCHOCTH.

- [TonuTHKa ¥ MOJICTTH TUCKPEIIHOHHOTO TOCTYTIA.

- [laponbHBIE CUCTEMBI pa3rpaHUUCHHS JOCTYIIA.

- [MonuTtHka U MOJIENT MAaHAATHOTO MOCTyHa. T

- €OpPETUKO-MH(POPMAI[HOHHBIE MOJICIIH.

- [MonuTHKa U MOJIEITH TEMATHYECKOTO Pa3rPaHUICHHsI JOCTYIA.
- PoneBast Mojienb 6€30IIaCHOCTH.

12

00630p MeXITyHAPOAHBIX CTAHAAPTOB UHPOPMAILIMOHHON 6€30MaCHOCTH

CozepxaHue yueOHOro MaTepuaa:

- Ponb ctannapToB nHdpopManmoHHo# 6€301acHOCTH.

- Kpurepuu 6e30macHOCTH KOMIBIOTEPHBIX cHCTeM MUHHCTepcTBa 000poHbl CIIIA (OpankeBast KHUTra),
TCSEC.

- EBporneiickue kpurepun 6e3onacHoctd nHGopMarmoHHbIX TexHodorui (ITSEC).

- OepepanbHbIe KPUTEPUH OE30MMACHOCTH WHPOPMAMOHHBIX TexHomoruit CIIIA.

- Enunble kpurepun 6e30macHOCTH HHPOPMAIIMOHHBIX TEXHOIOTHH.

- I'pynna mexayHapoHeix crannaptoB 270000.

13

HNudopmannoHHble BOMHBI U HHPOPMALIMOHHOE TPOTUBOOOPCTBO
ConepxaHue yueOHOTO MaTepHuaa;

- OmpeneneHre U OCHOBHBIE BUIBI HH(OPMAIIMOHHBIX BOIH.

- MadopmanmoHHO-TeXHUUECKas: BOWHA.

- NH(DOopMaIMOHHO-TICHX0JIOTHYECKasT BOWHA.

14

HopmartuBHo npaBoBoe perynupoBaHue 3alluThl HHpOpMaLUu

ConepxkaHue y4eOHOro MaTepuaa:

- OpraHu3annoHHast CTPYKTYpa CHCTEMBI 3aIUTHl HH(pOpManum.

- 3aKOHO/IaTeJIbHbIE aKThl B 00JIACTH 3aIIUThl HHPOPMAIIKH.

- Poccuiickne n MeXyHapoHbIE CTaHIAPThI, ONIpeAesroNe TpeOOBaH!s K 3aliTe HHPOPMAaIHH.
- Cucrema ceprudukanmm PO B 061acT 3anuThl HHPOPMAIHH.

- OcHOBHBIE IIPaBMJIA U IOKYMEHTHI CUCTEMEBI cepThudukanmy PO B ob1acti 3amuTsl HHGOPMAIHH.

15

Cucrema ceprudukannu PO B o6nactu 3amuthl nHGopManuu. OCHOBHBIE MTpaBUIIa U

JIOKYMEHTBI cucTeMbl cepTudukanuu PO B ob6mactu 3amuThl HHGOpMauu
ConeprxaHue yueOHOTO MaTepuaa;

- OCHOBHbIE MEXaHU3MBI 3alIUTHl HHYOPMALHH.

- Cucrema 3amuThl HHOPMAIHH.

- Meps! 3amuThl HHGOPMANHH, peaTi3yeMble B aBTOMaTH3HUPOBAHHBIX (MH()OPMAIIMOHHBIX) CHCTEMAX.
- [IporpammHbIe 1 IPOTpaMMHO-aNIapaTHEIE CPEACTBA 3AIUTH HH)OPMAIHH.

- mxeHepHas 3amuTa 1 TeXHUIecKas oXpaHa 00beKTOB HH(opMaTH3aIuH.

- OpraHu3annoOHHO-PACTIOPAAUTEIbHAS 3alIUTa HHOPMALIUH.




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

- Pabora ¢ kagpamu v BHYTpH OOBEKTOBBIN PEKHM.
- [IprHUMDBI TOCTPOEHHS OPTaHU3aAOHHO-PACTIOPSAUTELHOM CHCTEMBL.
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VYrpasnenue nHOOPMAITMOHHON 0€301TaCHOCTHIO MPEAPHUATHS

CozepxaHue yueOHOro MaTepuana:

- OOBEKTHI 3aUTH HHPOPMAIIMU HA TIPEANPHITHH.

- Knaccudukarms Bunos, crioco00B, METOAOB 1 CPEACTB 3AIMUTHI HH()OPMALUK Ha MPEATIPUITHH.
- Ha3znadyenue u cTpyKTypa CHCTEM 3aIUThl HHPOPMAIIHH.

- KommrekcHas cucteMa 3anytsl HHGOPMAIMK HA TIPETIPUSITHH.

4.2. 3aHATHS CEMUHAPCKOTO TUIIA.

JlabopaTopHbie paboThI

n/o

HaumenoBanue 1abopaTtopHbBIX paboT / KpaTKoe coJiep:KaHue

OHpe,I[eJ'ICHI/IC 00BEKTOB 3alllUThl HAa TUIIOBOM 00BeEKTE I/IH(I)OpMaTI/IBaI_II/II/I. OCHOBHBIE

IMPU3HAKH MIPUCYTCTBUS HAa KOMIIBXOTCPE BPCAOHOCHLIX ITPOTrpaMm

B pesynbraTe BHINONHEHHUS J1AOOPATOPHOIT pabOTHI CTYAEHT MOJIYYUT HaBBIKH KiIaccH(uKanuu
MH(OPMALMOHHBIX aKTUBOB 110 BUaM YIPO3 M KJaccaM 3alllUIEHHOCTH, a TAK)Ke HaBBIKU OOHApYKEHUS
BPEIOHOCHOTO ITPOrPaMMHOTO KOJIa Ha NIEPCOHAILHOM KOMITBIOTEDPE.

OGHapy’KeHre CeTeBOM aKTUBHOCTH
B pesynprarte BRIMOTHEHUS Ta00paTOPHOI pabOTHI CTYICHT MOJIYYHT HABBIKA OOHAPYKCHUS CETEBOM
AKTHBHOCTH B 3aH.II/IH.[aeMOI71 CHUCTEMC.

CHpaBO‘lHO'HpaBOBLIC CHUCTCMBbI
B pe3symnbrare BRIIOIHEHHUS 1a60paTOPHOI pabOThI CTYICHT MOJIYYHUT HABBIKK paObOTHI B CIPABOYHO-
MIPaBOBOM CHCTEME C HOPMATHUBHBIMH U IIPABOBBIMH JJOKYMEHTAMH 110 HH(POPMAIIMOHHOHN O€3011aCHOCTH.

BaIHI/ITa I/IH(l)OpMaI_II/II/I AJIs1 aBTOMAaTU3UPOBAHHBIX pa60LII/IX MCCT. praBHeHI/Ie IpaBaMu

rnmoyi3oBareiieii B Windows
B pe3ynbrarte BRINOTHEHUS Ta00paTOPHOI pabOTHI CTYICHT MOTyYaeT HaBBIKK 0a30BON HACTPOHKH
koMroHeHTOB APM utg o6ecnieuenus UB.

Kpunrorpadguuecknii anroput™m «OnHoandaBUTHAs OICTAHOBKA
Kpunrorpaduueckuii anroputm «OnHoanpaBuTHAs TOJCTAHOBKA.

. Kpunrorpaduueckuii anropurm «MHoroanagaBuTHas OJJHOKOHTYpHasi OOBIKHOBEHHas!

nIoaACTaHOBKa»

B pesyinbTate BINOTHEHHS 1a00paTOPHON pabOTHI CTYIEHT MOJyYaeT HaBBIKK ITPOTPAMMHON pearn3anun
mMpoBaHust U pacnpppoBaHus MeToaoM «MHoroandaBuTHAs OTHOKOHTYPHAS! OOBIKHOBEHHAS
MOZICTAHOBKAY.

Kpuntorpaduueckuii anroputm « MHoroasndaBuTHas 0THOKOHTYpHasi MOHO(QOHUYECKAs

IoaACTaHOBKa»

B pesymnbrarte BRIIOTHEHUS T1a00paTOPHOIT pabOTHI CTYACHT MOTyYaeT HaBBIKM MMPOTPAMMHON peann3aiun
mmdpoBaHus U pacmuppoBaHUsS METOAOM «MHOroanpaBUTHAS OAHOKOHTYpHAsI MOHO(OHUIECKas
OOBIKHOBEHHAS M1OJICTAHOBKA)

Kpunrorpaduueckuii anroputm « MHoroandaBuTHass MHOTOKOHTYpHasl TOICTAHOBKa»
B pesyinbTate BINOIHEHHS 1a00PAaTOPHON paboTHI CTYIEHT IOJIyYaeT HaBBIKK IIPOTPAMMHOM peasin3annu
mupoBaHus ¥ pacinpppoBaHus MeToaoM «MHoroaadaBUTHasi MHOTOKOHTYpHast MOHO(OHHYECKAs
OOBIKHOBEHHAS IIOACTaHOBKaA».




/o

HaumeHnoBanue 1abopaTopHbIX paboT / KpaTKOE CoJepKaHne

Kpunrorpaduueckuii anroputm «lIpocras mepecraHOBKa»

B pesynbTate BINOIHEHHS 1a00PAaTOPHON pabOTHI CTYJEHT IOJIyYaeT HaBBIKK IPOTPaMMHOM peain3annu
mudpoBanus U pacinpppoBanus MeronoM «IIpocras nepecTraHOBKay.

10

Kpunrorpaduueckuii anroputm «IlepectaHoBKa, yCIOKHEHHAS 110 TaOJINIIC)»
B pesyinbrate BhINOIHEHHS 1a00PAaTOPHON pabOTHI CTYIEHT MOIyYaeT HaBBIKU IIPOrPaMMHON peann3alyun
mmdpoBaHus U pacmudppoBanns MeToaoM «llepecTaHOBKa, yCI0KHEHHAS IO TaOJIHIIe.

11

Kpunrorpaduueckuii anroputm «llepecraHoBka, ycI0KHEHHas IO MapIIpyTam»
B pesymnprare BRIIOTHEHHUS 1Ta00OPaTOPHOI pabOTHI CTYIEHT MOIyYaeT HABBIKK IPOTPaMMHON peaTn3aliiu
mmdpoBaHus U pacmudppoBanus MeTooM «llepecTaHoBKa, yCIOKHEHHAS IT0 MapIIPyTaM».

12

Kpunrorpaduaeckuii anroputm «['ammupoBaHuey
B pesynbraTe BhINONHEHHMS J1aOOPATOPHOIT pabOTHI CTYJCHT MOJy4aeT HaBbIKH MPOTPAMMHON peai3aluu
mupoBanust U pacinpppoBaHus METOAOM «I'aMMUpOBaHHE).

13

Kpunrorpaduueckuii anropuTM OCHOBaHHBIN Ha aHATTUTUYECKHUX MPE0OPa3OBaHMIX

B pe3ynbrarte BRIMOTHEHUS Ta00paTOPHOI pabOTHI CTYICHT MOTyYaeT HaBBIKU MPOTPAMMHON peann3aiui
mmdpoBaHU U pacIuPPOBAHUS METOIOM aHATUTHYECKUX MPeoOpa3oBaHU Ha OCHOBE 00pabOTKH
MpsIMOX U TPAHCIIOHUPOBAHHOM MaTpuLl.

14

Kpunrorpadudeckuii anroputM CHMBOJIBHOTO KOJIUPOBAHUS
B pesynbraTe BBINOIHEHUS 1a00paTOPHON PabOThI CTYIEHT II0My4aeT HaBBIKU IIPOIPAMMHON peanu3aliuu
mudpoBanHud U paclUpPPOBaHUA METOJOM CUMBOJIBHOIO KOAUPOBAHHUS IO KOZAOBOMY an(aBUTYy.

15

KoMOuHupoBaHHbIN KpunTorpaduueckuii anroput™ «llogcranoBka + nepecTaHOBKa»
B pesynbTate BeINOTHEHHS 1a00paTOPHON pabOTHI CTYIEHT MOMY9YaeT HaBBIKHM IIPOrPaMMHOI peann3aiun
mmdpoBaHus U pacmmpppoBaHus MeTonoM «IloacraHoBKa + nepecTaHOBKay.

16

KomM6unmnpoBanHslii kpuntorpaduueckuii anroputm «llepecranoBka + raMMupoBaHuE»
B pe3ynbrarte BRIOTHEHHUS TA00OPaTOPHOH pabOTHI CTYICHT MOMyYaeT HABBIKM IPOTPaMMHON peaTn3aliiu
mmdpoBanus U pactnpppoBanus MetTonoM «IlepecTraHoBKa + raMMHpPOBaHHEY.

4.3. CamocrosiTenpHas padoTa 00ydaroImuXCs.

o/

Bun camocrositensHo# paboTh

Pabora ¢ 1eKIIMOHHBIM MaTepHaIoOM

[ToaroroBka k 1abopaTopHbIM paboTam

Brinonnenue kypcoBoii paboThI.

IToaroToBKa K MPOMEXKYTOYHOM aTTECTALINH.

g b WO N

IIoarororka k TCKYILIEMY KOHTPOJIIO.

4.4. ITpumepHbIN IEpeUEHb TEM KYPCOBBIX pabOT
1. ®opMbl TCHUXOJIOTHYECKOW 3alUThl YeJOBEKa OT WH(OOPMAIMOHHOU

neperpy3KH.

2. ConmanbsHo BpeaHas undopmaius B CMU.

3. Bpennas u onmacuas nadopmanus B lateprer




4. ®opmbl 0OMaHa ¥ MollleHHUYeCcTBA B UHTEpHET.

5. ®opMbI HE3aKOHHOTO HCIOIB30BaHUS MHPOpPMAIMU. 3aKOHOAATEIbHBIC
MEpBI MPOTUB HE3AKOHHOT'O UCIIOIb30BaHUS MH(POPMALIH.
6. Moaenb nH(pOPMALIMOHHON 3aIUThl KAHAJIOB CBSI3U.

7. Ctpareruss oOMaHa W €€ HCIOJb30BaHHE B chepe HHGOPMALMOHHON
3aIUTHI.
8. Bompochl nH(opMaIimoHHON 6€30NaCHOCTH B MIOJTUTUKE U JUTUIOMATHH.

9. Opranu3anMoOHHO-PacCIOPSIUTEIbHbIE MEPbl HH(POPMAIIMOHHOM 3aIUTHI.

10. TpanuimoHHbIE HaIpaBieHUs WH(POPMAIIMOHHON 3alllUThl U MYTH HX
MUHTETrPaLlUN.

5. llepedenr wu3maHuii, KOTOpPbIE PEKOMEHAYETCS UCIIOIb30BaTh MIPHU
OCBOCHUU JUCHUUIUIUHBI (MOAYJIA).

rJ[\/ri bubnuorpaduueckoe onucanue Mecto goctymna

1 KomupoBanue u 3anura nHGOpMaIuu B URL.: 03_19830.pdf (miit.ru).
JIOKyMEHTOOBOPOTE: METOJI. YKa3. K IIPaKT. u 1al. pad. (mara obpatenus 03.03.2024)
st ety . cnen. [puknannas uadpopmartuka (B Texker :
SKoHOMHEKE) 10 mctt. Mudopmarmonnas 6ezomachocts / | HENOCPEACTReHHEIH.004.056.57
B.U. Mopo3zoga, K.O. Bpy6nesckuii; MUUT. Kad. M 80
OkoHoMuYeckas uHpopmaruka. - M.: MUUT, 2010. - 56
C.

2 [IudpoBaHKe ¢ OTKPBHITHIM KIIFOYOM: METOJ. yKa3. k 1ab. | URL: 04-46051.pdf (miit.ru).
pab. o aucu. Mudopmanuonnas 6e30macHOCTb 1 (mata obpamenus 03.03.2024)
3ammTa UHPOPMaIIUU JIsl CTYI. CTIell. Texer :

ABTOMATH3MPOBAHHBIE CUCTEMBI 00PAaBOTKH HeTOCPEICTBEHHLIA.004 K 72

uH(popmanuu u ynpasinenus, Mapopmanmonsnsie
cucreMsl 1 TexHonoruu / D.1. KocTiokoBckas, A.M.

VY nanos; MUUT. Kag. ABTOMaTu3upoBaHHbIE CUCTEMBI
ynpasienus. - M.: MUUT, 2008. - 28 c.

3 Kpunrorpaduueckas 3ammra KOMIbIOTEPHOR URL: 03-42764.pdf (miit.ru).
MH(POPMALIUHK: METOJ. YKa3. K J1a6. pab. 1Mo Jucll. (mara obpauienus 03.03.2024)
TeopeTnueckre 0OCHOBBI KOMITbIOTEPHOI 0€30acHOCTH Texer:

1714 cTy ., 00yd. 1o Hanp. MudopmarmonHas HenocpescTaenHbIi.004 T60

oe3omacHocTh / SI. M. I'onmmosckuii, b. B. XKenenkos, 1.
E. Cadonosa; MUUT. Kad. BeruucnurensHble CUCTEMbI
u cetu. - M.: MI'YIIC(MUUT), 2013. - 36 c.

4 | adopmarmonHas 0€30MacHOCTh MEPCOHANBHBIX URL: 10-2256.pdf (miit.ru).
KOMIBIOTEPOB: yueb. nmocobue ans cry. cnen. CAIIP u | (zata obpamtenus 03.03.2024)

CTPOUTEINbHBIX CIEIl. [0 Kypcy MeTo/Ibl U CpelcTBa Texer:




3alIUTHl KOMITBIOTEpHON HHpopmanuu. Y.2 / B.IO. HenocpeCTBeHHbIN.681.3.066

Cwmupros, O.B. Cmuprosa; MUUT. Kad. CATIP C50
TPAHCIOPTHBIX KOHCTPYKIMM U coopyxkenuin.M.: MUNT,
2010. - 88 c.

5 | Pa3paboTka Mep 3amuThl HHPOpPMAIMOHHBIX pecypcoB B | URL: DC-435.pdf (miit.ru).
KOPIOPATHBHOMN CETH C BHIXOJOM B HHTEPHET: y4eOHO- (mata obpamenmst 03.03.2024)
METO/I. IToco0Oue 1o Kypc. paboTe JyIsl CIICIUATHCTOR Texer :

nanp. KommbioTepHas 6e3onacuocts / B. M. Anekceep; | HENOCPEACTBEHHEIH.004 A-47

MUUT. Kad. Yupasnenue u 3amura napopmaru. - M.:
PYT(MUUT), 2017. -9 c.

6. IlepeuyeHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JIaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIIOJIb30BAThCS IIPH
OCBOCHHUU JUCHUIUIUHBI (MOIYJIA).

(DOPYM CIICIINAJINCTOB 10 I/IH(l)OpMaHI/IOHHBIM TCXHOJIOTUAM
http://citforum.ru/
. NHTepHEeT-yHUBEPCUTET MH(}OPMAIMOHHBIX TE€XHOJIOTUN

http://www.intuit.ru/
 Temaruueckuit popym 1o  UHGOPMAIMOHHBIM  TEXHOJOTHSIM

http://habrahabr.ru/

7. IlepedyeHp  JHIICH3MOHHOTO M  CBOOOJHO  PacCHpOCTPaHIEMOTO
MporpaMMHOr0 oOecredYeHus, B TOM 4YHUCJIE OTEUYECTBEHHOIO MPOW3BOJICTBA,
HEO0OXOIMMOTO JIJIs1 OCBOCHUS AUCITUTIIIUHBI (MOIYJIs).

-J11s1 mpoBeieHNs! IEKIIMOHHBIX 3aHITUIH HE00X0IMMa ClieuaTu3upOBaHHas
JIEKIMOHHAS ayAUTOpUs ¢ MyJIbTUMeANA annapatrypoil. Kommnbrorep 10xeH ObITh
oOecreyeH JMIEH3MOHHBIMU MPOTPAMMHBIMU TIPOYKTaMHU:

Microsoft Windows

Microsoft Office

-IIpu opranuzanuu oO0ydeHus MO AUCHMILIMHE (MOIYJIO) C MPUMEHEHUEM
AJIEKTPOHHOTO OOY4YeHUs] M JHUCTAHIMOHHBIX OO0pa30BATEIbHBIX TEXHOJIOTHM
HEOOXOUM JIOCTYIl KaXAOro CTyJeHTa K HH(QOPMAIMOHHBIM pecypcam —
oubmmoreunoMy (HoHIAY YHHBEPCHUTETA, CETEBBIM pecypcaM U MH(POPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTH «HTEpHET.

8. OmmucaHue MaTepuaJIbHO-TEXHUYECKOM ©0a3bl, HEOOXOIUMOU IS
OCYILIECTBJICHUSI 00pa30BaTEILHOIO Mpolecca Mo JUCIHUILUTHHE (MOIYJIIO).

st mpoBeneHUsT ayIWTOPHBIX 3aHATHH W CaMOCTOSITEIBHON PabOTHhI
TpeOyroTCs:



- PaGouee mMecTo mpernogaBareyss ¢ IEPCOHAIBHBIM KOMITBIOTEPOM,
noakmou€HHbIM K ceTsiM INTERNET.

- ConeuMaJM3upoBaHHAsl  JICKIIMOHHAS  ayJuTOpHsl C  MYJbTHUMEOIua
arrapaTypov ¥ HHTEPAKTUBHOU JTOCKOM.

-KoMmproTepHbIii Kjacc ¢ KoHAUIIMOHEpoM. Paboune mecta CTyACHTOB B
KOMITBIOTEPHOM Kitacce, NoAkItou€HHbIE K ceTaM INTERNET

JIns mpoBeAeHUsI TPaKTUYECKUX 3aHSATUM:

-KOMIBIOTEPHBIN KJIACC; KOHIUIIMOHEP; KOMITBIOTEPHI.

-B ciyuae mpoBeneHnn 3aHATHN ¢ IPUMEHEHHUEM SJICKTPOHHOTO O0yUYCHUS U
TUCTAHITMOHHBIX  OOpa30BATENBHBIX  TEXHOJOTHHA  HEOOXOIMMO  HaJM4IHe
KOMITBIOTEPHOM TEXHUKH, JJII OPTaHU3AIMN KOJUICKTUBHBIX W WHIUBUYaJIbHBIX
dbopMm 0OIICHUS TEeAarorudeckux pPabOTHUKOB CO CTYJCHTaMH, IOCPEICTBOM
UCTIOJIb3YEMBIX CPEIACTB KOMMYHUKALIUU.

Jonyckaercs 3aMeHa 000py10BaHUS €ro BUPTYAJIbHBIMH aHAJIOTaMH.

9. ®opma MPOMEKYTOUYHOM ATTECTALINU:

3auer B 3 cemecTpe.
Kypcogas pabota B 3 cemectpe.

10. OneHoUYHBIEC MaTEpHUAIBI.

OLeHOYHbIE MATEPUAIIBI, TPUMEHSIEMBIE TIPU MPOBEICHUMN ITPOMEKYTOUYHON

aTTeCTallui, pa3padaThIBAIOTCA B COOTBETCTBUHU C JIOKAJIHHBIM HOPMATHBHBIM
aktrom PYT (MUUT).



ABTOpBI:

JIOLICHT, K.H. KaQeapsl
«BbruncnurenbHbIE CUCTEMBI, CETH U

nHpopMarmoHHas 6€30MacHOCTh SI.M. I'onnoBckuit
CoriacoBaHo:
3aBenyromuii kadeapoit BCCullb b.B. XKenenkon

[Ipencenarens yueOHO-METOUUECKOM
KOMHCCHUU H.A. AunpusinoBa



