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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

Henbto auctmmmuabl «OCHOBBI HH(POPMAIIMOHHON 0€30MaCHOCTHY SIBISIETCS
dbopMHpoBaHKE KOMIETEHIMHA O WENsIX W 3agadax MHGOPMAIMOHHOW 3allUThl,
XapaKTEPHBIX CBOICTBaX 3aluIaeMoi uH(popmaIm, OCHOBHBIX
UH(GOPMAIIMOHHBIX ~ YIpO3aX, CYIIECTBYIOIIMX HAMNpaBJICHUSX 3allUTBl U
BO3MOXXHOCTSIX ~TMIOCTPOCHHS MOJIEJeH, CTpaTeruil, METOAOB U  IpaBUII
UH(GOPMALIMOHHOHN 3aIUTHI.

OCHOBHBIMH 33/1a4aMU JAUCUUTUIMHBI SIBISIFOTCS:

* O3HaKOMJICHHE C METOJaMU M CPEACTBAMH TEXHUYECKOW 3alllUThl
uHopManmy;

* O3HaKOMJICHHE C TEXHOJOTMYECKUMHU PpEUICHUSMH JJs oOecnedeHus
MH(POPMAIIMOHHOM 0€30I1aCHOCTHU B PA3IMYHBIX Cepax;

 l3ydeHwe METOJOB  OpPraHU3ALMOHHO-TIPABOBOrO  OOecredYeHus
NEATeIbHOCTY 10  TOJYYEHUIO, HaKOIUICHHIO, 00paboTKe,  aHaIM3y,
WCIIOJIb30BaHUIO HMHQOpMaUMU MW 3amuTe OOBEKTOB  HMH(OpMaTU3AINH,
WH(OPMAIIMOHHBIX TEXHOJIOTHI U PECYPCOB;

» IlpuoOpereHne HaBBIKOB YCTAHOBKH, HACTPOWKH, OHKCIUTyaTallud U
nojJepxaHusi B  pabOTOCIOCOOHOM  COCTOSSHUM  KOMIIOHEHTOB — CHCTEMBI
oOecnieueHuss HH(OPMALIMOHHONW O€30MaCHOCTH C YYETOM YCTAHOBJICHHBIX
TpeOOBaHMIA.

2. Ilnanupyembie pe3ynbTaTbl 00yYeHHs M0 JUCHUILIMHE (MOIYJIIO).

Ilepeuenp (GopMUpPYEMBIX Ppe3yJbTAaTOB OCBOCHHS  00pa30BaTeIbHOU
mporpamMmbl (KOMIIETEHIINI) B PE3yJIbTaTe 00yUeHHUs 10 AUCIHUILTUHE (MOIYIIIO):

OIIK-4 - CnocoOeH pemiaTh 3afa4l MpodeCCUOHAIBHONW AESTEILHOCTH Ha
OCHOBE HMH(MOPMAIIMOHHON U OuUOIMOrpapuyecKoll KyJbTypbl C MPUMEHEHHUEM
MH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOT Uil U TEXHOJIOTUI
UCKYCCTBEHHOI'O MHTEJJIEKTa, a TaKKe C YYETOM OCHOBHBIX TpeOOBaHMI
nH(OPMAITMOHHON 0€30TTaCHOCTH;

OIIK-5 - Cnoco6eH yuacTBOBaTh B pa3pab0TKe TEXHUYECKOM TOKYMEHTALIUH,
CBSI3aHHOU € MPOQEeCCUOHANTBHOM e TENbHOCTHIO, C MCIIOJIb30BAaHUEM CTaHIapTOB,
HOPM U TIPaBUIIL.

OO0yueHnue 1Mo JUCIUIUTHHE (MOTYJIIO ) TIPEIIoIaraeT, 4YTo 1Mo ero pe3yJbTaTaM
oOydaroruiicst Oyner:

3HaTh:



- CYITHOCTb U MOHSATHE NHPOPMAITMOHHOHN O€30MMaCHOCTH, XapaKTEPUCTUKY €€
COCTaBJISIONIHX;

- Mecto WHGOPMAIMOHHONW O€30MaCHOCTH B CHCTEME HAaIMOHAIBHOM
0€30MacCHOCTH CTPaHBI;

- BUJIbI, ICTOYHUKY ¥ HOCUTENH 3allUIIIaeMON HHPOPMAIIHH;

- HWCTOYHUKHA Yyrpo3 Oe30macHOCTH wWHpOpMalMu ©W MeEpbhl MO HX
IPEIOTBPAICHHIO;

- (QakTophl, BO3JEHUCTBYyIONIME Ha HWHpOpMAIMI0O MpU ee 00paboTke B
aBTOMATH3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CHCTEMAX;

- )KU3HEHHBIC ITUKJIBI HH(POPMAIIMU OIPAaHUICHHOTO JIOCTYIIa B TPOIEcce ee
co3ganusi, o00paboTKH, TIepeaaun;

- COBpPEMEHHBIE CpEJICTBA U CrocoObl olecrieueHuss WH()OpMAIMOHHON
0e30I1aCHOCTH;

- OCHOBHBIC METOJWKH aHAM3a yIrpo3 W PHUCKOB HWH(HOPMAIMOHHON
0€30MacCHOCTH.

Ymern:

- KJIaccupUIMPOBAThH 3allUIIacMyl0 WHGOpPMalMIO MO BUJAM TaWHBI U
CTENEHSAM CEKPETHOCTH;

- IlpuMensATH anmapaTHbIE W MOPOTrPAMMHBIE CPEACTBA 3AIUUTBHI CETEBBIX
YCTPOMCTB OT HECAHKLIMOHUPOBAHHOTO JIOCTYIIA;

- HacrtpauBath IapaMeTpsl 51 CETMEHTHUPOBATh DJIEMEHTBI
aIMUHUCTPUPYEMOMU CETH;

- KJ1accu(uIMpoBaTh OCHOBHbBIE YIPO3bl 0€30MaCHOCTH UH(OPMALIUH.

Baagers:

- Mpo¢eCCUOHANTBHONU TEPMUHOJIOTHEN;

-TUTAHUPOBAHUEM 3aIUTHI M OIEHKOW OC30TIaCHOCTH M 3aIUTHI TPHUIIOKCHHH
1 OC 0T HECAaHKIIMOHUPOBAHHOTO JOCTYIIA;

- HaBbIKaMU (POpMaNBHONM TMOCTAHOBKM M pEIICHUS 3a1ayu obecreueHus
uHpOpMaIMOHHOW  0€30MacCHOCTH  KOMIBIOTEPHBIX CHCTEM H  OOBEKTOB
uH(pOpMaTH3aLINY;

- METOJIaMH 3aIIUThl HHPOPMAIIHH.

3. O0beM TUCHUTUTMHBI (MOJTYJIS).

3.1. Obmas Tpy10eMKOCTh JUCITUTUTHHBI (MOJTYIIS).

OO6mast TPYJIOEMKOCTh AUCIHUILIMHBI (Momyisi) coctaBiasier 3 3.e. (108
aKaJeMMYEeCKuX Jyaca(oB).



3.2. O6bemM gucUMIUIMHBI (MOIyisi) B ¢GopMe KOHTAKTHOM pPabOThI
oOydJarommxcss ¢ TENarorTMYeCKUMH  paboTHHKaMu W (WIHM)  JUIAMH,
MIPUBJICKAEMBIMHU K peanu3aiiui 00pa3oBaTeIbHON MMPOTpaMMbl Ha HHBIX YCIOBHUSX,
P MIPOBEJICHUHN YUCOHBIX 3aHITHI:

KomnuectBo yacos

Tun y4eOHBIX 3aHTHIA
Bceero | Cemectp Nod

KonrtaktHas paboTa mpu npoBeeHIH yUeOHBIX 3aHATHH (BCETO): 64 64
B Tom uucne:

3aHATHS JIEKIIMOHHOTO TUIIA 32 32
3aHATUS CEMUHAPCKOTO THIA 32 32

3.3. O6peM aucHUIUIMHBL (MOAYJs) B (hOpMeE CaMOCTOSITENBHOM pPabOTHI
oOyyarommxcsi, a Takke B (QopMe KOHTAKTHONM pabOThl OOydYaroOmUXCsA C
neAarornyecKuMu pabOTHUKAaMU U (WUJIH) JIMIIAMH, TIPUBIIEKAEMbBIMH K peaTn3aIiu
oOpa3oBaTeNbHOM MporpaMmbl Ha HWHBIX YCIOBUSIX, TIpPU NPOBEACHUU
IPOMEXKYTOUHOM aTTeCTalluM COCTABIIAET 44 akaJeMHUECKUX Jaca (OB).

3.4. ITpu oOy4eHHH 0 MHAUBUAYAJIbHOMY YUYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM O0y4e€HUH, 00bEeM NUCIUIUIMHBI (MOJYJIs1) MOXKET ObITh peaau30BaH
MOJIHOCTBIO B (POPME CaMOCTOSTENBHOU padOThl 00yUaIOIUXCs, a TAKKe B (hopme
KOHTAaKTHOM pabOThl 00YUYaIONIUXCSl C MEJAarornyeCKuMU pabOTHUKaMU U (UJIH)
JUIAMU, TPUBJIEKAEMbIMH K peaiu3alii 00pa30BaTeIbHON MpOrpaMMbl Ha MHBIX
YCIJIOBHSIX, IPH ITPOBEAEHUH IPOMEXYTOYHOM aTTECTALINN.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.

Temaruka JEKIIUOHHBIX 3aHATHH / KpaTKO€ COACPIKAHUC

1 |BBenenue B MHPOPMAIIMOHHYIO O€30M1aCHOCTD

CoznepxaHue yueOGHOro MaTepuara:

- [lonsTre naGOpMany 1 HHGOPMAMOHHOK Oe30macHOCTH.

- Undopmanus, coobmienns, THGOPMAIIMOHHBIE ITPOIIECCH] KaK 00BbEKTH HH(POPMAIIMOHHOW Oe301acHo-
CTH.

- O630p 3amMIIAEMBIX OOBEKTOB U CHCTEM.

2 |OcHOBHBIE MOHATHS TEOPHH MH(POPMAIIMOHHOM 0€3011acHOCTH
ConepxaHue yaeOHOTO MaTepHraa;

- Ucropust cranoBieHus Teopuy nHGOpMannoHHO# 6e301acHOCTH.

- [IpeameTHas obnacTh Teopun HHGOPMALMOHHOM 6€301TaCHOCTH.

- Cucremarn3anus IOHATHH B 00J1aCTH 3aIIUTHl HHPOPMAIIHH.

3 |OcHOBHBIC TEPMHUHBI H OTIPE/ICTICHUS IPABOBBIX MMOHITHI B 00JIACTH WHPOPMAIIMOH-HBIX

OTHOILIEHUH U 3auThl HHPopMaruu. [ToHaTus npenmeTHol obnactu «3amuTa
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TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

UHPOPMALIIN

ConeprkaHue y4eOHOTo MaTepuana:

- OCHOBHEIE MPUHOUIIBI TOCTPOCHUS CUCTEM 3alllUTEI.

- KOHHeHHI/Iﬂ KOMILJICKCHOM 3alIHUThI I/IH(l)OpMaHI/II/I.

- 3agaun 3amuThl HHPOPMAIIHH.

- Cpe)ICTBa peaiusanuu KOMIIJICKCHOM 3alIUThI I/IH(i)OpMaIII/II/I.

Nudopmanus kak 00BEKT 3aIIUTHI

Copneprxanue yaeOHOTO MaTepHana;

- [Tonsitue 06 nHGOpPMAINK KaK 0OBEKTE 3aIIUTHI.

- YpoBHH nipencTaBieHus nHpopManri. OCHOBHBIE CBOWCTBA 3aIUIAeMO HH()OPMAIIHH.
- Bugbt u popmsel pencraBneHns HHGOPMAaLIUH.

NudopmarnmoHHbie pecypchl U UX 3aIuTa
ConepxkaHue yueOHOro Marepuaa:

- Mu(bopMaIioHHbIC PECYypPCHI.

- CTpyKTypa | IIKania [eHHOCTH HHPOPMAIIHH.

- Knaccudukarus nHGOPMAIMOHHBIX PECYPCOB.

- [IpaBoBoit pexuM HHPOPMAIIMOHHBIX PECYPCOB.

lNocynapcrBennas nmonutrka nHGoOpMamoHHoM 0e3onacHoctu. Konuenuus

KOMIIJIEKCHOTO 00eCIIeYeHHs HH(l)OpMaHHOHHOﬁ 0e30IacHOCTH

CozepxaHue yueOHOro MaTepuaa:

- MndopmannonHas 6€30MacHOCTb U €€ MECTO B CUCTEME HallMOHalbHOI Oe3onacHocTH Poccuiickoit ®e-
Jepanuu.

- Opransl obecnieyeHus] THPOPMAIIMOHHON 0€30MacCHOCTH U 3alUThl HH(POPMAIMHY, WX GYHKIHMU U 33/1a4H,
HOPMaTHBHAs AEATEILHOCTb.

Yrpo3bl HHPOPMAIIMOHHOM 0€301aCHOCTH
Coneprxanre yaeOHOTO MaTepHaa;

- AHanu3 ysI3BUMOCTEH CUCTEMBI.

- Knnaccudukanus yrpo3 uHpOopMaMoOHHOW 6€30MaCHOCTH.
- OCHOBHBIE HAIIPABJICHHS U METO/Ibl PEATU3AINH YTPO3.

- Hedopmanbshas Mozens HapymuTens.

- O1ieHKa ySA3BUMOCTH CUCTEMBI.

[TocTpoenue cuctem 3amMTHI OT YTPO3bl HAPYIIEHUsI KOHQUIEHIIMATBHOCTU
ConeprxaHre yueOHOT0 MaTepHaa;

- OmpenieneHrie ¥ OCHOBHBIE CTIOCOOBI HECAHKITMOHUPOBAHHOTO JTOCTYTIA.

- Metoas! 3amutel ot HCJI.

- Opranuzanuonssie Meroasl 3amuTel oT HC/.

- NmxeHepHo-TexHHYeckne MeToabl 3auuTel oT HC/I.

- [TocTpoeHue cucTeM 3alIuThl OT YTPO3bl YTEUKU MO TEXHUUECKUM KaHallaM.

MeToab! KOHTPOJIA JOCTyNa K MHQOpMaIiu

ConepxaHue yaeOHOTO MaTepHuaa;

- Unentudukanys v ayTeHTUUKAIIHS.

- OCHOBHBIC HAIIPaBJICHUS H E]TN HCIIOIB30BAHUS KPUITOTPahUISCKAX METOJIOB.

- 3ammTa OT yrpo36l HapyIIeHHS KOHPHICHIINATHHOCTH Ha YPOBHE COJICPKAHUS MHPOPMAITUH.

10

[TocTpoeHue cucTeM 3aluThl OT YIPO3bl HAPYLIEHUS 1IeIOCTHOCTH UH(POPMALIMH U OT-

Kaza JOoCTyIla

ConepxaHue yaeOHOTO MaTepHraa;

- 3amuTa 1eNoCcTHOCTH HHGOPMAIMH TIPU XPAHESHUH.

- 3amuTa 1eIoCTHOCTH HH(pOopMay Ipu 00padoTke. 3amyrTa MeI0CTHOCTH HHPOPMAIUK IIPH TPAHCIIOP-
THUPOBKE.

- 3ammra OT yrpo3bl HapylIeHHs LeJIOCTHOCTH HH(OpMAaLuK Ha yPOBHE COJEPIKaAHHMS.
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TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

- [locTpoenne cucTeM 3amMThI OT YTPO3bI OTKa3a AOCTYNA K HHPOPMAIIHH.
- 3anMra CeMaHTHYECKOTI0 aHalIn3a U aKTyaJIbHOCTH HH(pOpManuy.

11

Ilonutnka u MOaCIu 0e30IacHOCTH

Conepxkanue y4eOHOro Marepuaa:

- [onurtuka 6e3omacHoCTH.

- CyOBbeKkTHO-00BEKTHBIE MOJIENN pa3TpaHNYCHIS JOCTYTIA.
- AKCHOMBI ITOJIUTHKH 0€30MIaCHOCTH.

- [TonuTuka ¥ MOAEIH JUCKPEIMOHHOTO JOCTYIA.

- [TaposibHBIE CHCTEMBI pa3rpaHUYCHUS TOCTYIA.

- [Tonutuka ¥ MOAEIN MaHAATHOTO JOCTYIIA.

- TeopeTnko-nHpOpMaMOHHBIE MOJIETIH.

- [onuTHKa M MOJIENTN TEMAaTHYECKOTO Pa3rpaHUYEHHs JOCTYTIA.
- PoneBast Mmozenb 6e30macHOCTH.

12

00630p MEXITYHAPOAHBIX CTAHAAPTOB UHPOPMAILIMOHHON 6€30MaCHOCTH
ConepxkaHue y4eOHOTo MaTepuana:

- Ponb ctanmapToB nHpopMannoHHO# 6€301acHOCTH.

- Kpurepuu 6e30macHOCTH KOMIBIOTEPHBIX cucTeM MuHHCTEpcTBA 000poHb! CIIIA (OpamxeBas KHUTa),
TCSEC.

- EBpomeiickue kpurepun 6e3onacHoctd nHGopManuoHHbIX TexHodoruit (ITSEC).
- MepepanbHble KPUTEPUH 0€30MaCHOCTH HHGOpMaMOHHBIX TexHooruii CIIIA.

- Enunble kpurepun 6€30macHOCTH HHPOPMAIIMOHHBIX TEXHOJIOTHH.

- I'pynna mexayHapoaHbix ctangaptos 270000.

13

NudopmarnmonHbie BOWHBI U HH(OOPMAITMOHHOE TPOTHBOOOPCTBO
Conepxanue y4eOHOTo MaTepuana:

- OnpeneneHre ¥ OCHOBHBIE BUABI MH(POPMAaMOHHBIX BOHH.

- MadopmannoHHO-TeXHUUECKass BOWHA.

- ndopmannoHHO-TICUX0JI0THYECcKast BOWHA.

14

HopmartuBHO npaBoBoe perynupoBaHue 3alluThl HHpOpMaLUu

ConepxaHue yueOHOTO MaTepHraa;

- OpraHu3anyoHHas CTPYKTYpa CUCTEMBI 3alllUThl HHpOpMaIIKH.

- 3aKOHO/IaTeJIbHbIE aKThl B 00JIACTH 3aIIUThl HHPOPMAIIKH.

- Poccuiickue n MeXyHapOHbIE CTaHIAPThI, ONIPEASIISIONINe TpeOOBaHUs K 3aluTe HHPOpMAaIKH.
- Cucrema ceprudukanmy PO B obnactu 3anmthl HHGOPMALKH.

- OCHOBHBIE NIPaBUJIa U JOKYMEHTHI CUCTEMBbI cepTudukaimu PO B obnacty 3amuTsl nHGOpMALHK.

15

Cucrema ceprudukannu PO B o6nactu 3amuThl uHGopMauu. OCHOBHBIE ITpaBUIIa U

JIOKYMEHTBI CUCTeMBI cepTudukauu PO B o6macTu 3amuThl HHGOPMAIUH
ConepxaHue yueOHOTO MaTepHraa;

- OCHOBHbIE MEXaHU3MBbI 3aIUTHl HHPOPMALIH.

- Cucrema 3amuThl HHPOPMAIHH.

- Meps! 3amuThl HHGOPMANHNH, peau3yeMble B aBTOMaTH3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CHCTEMAX.
- [IporpaMmHBIe U IPOrpaMMHO-aNIIapaTHEIE CPEACTBA 3ALIUTHl HHYOPMaLUH.

- MmxeHepHas 3ammra U TeXHUUECKask OXpaHa 00bEKTOB HH(POPMaTH3AIHH.

- OpraHu3anMOHHO-PacTIOPSINTEIbHAS 3aINTa HHHOPMALIUH.

- Pabota c kazipaMu 1 BHYTpH OOBEKTOBBIN PEKHM.

- [IprHIMIBI TOCTPOEHHS OPTaHU3AIOHHO-PACTIOPSANTELHOM CHCTEMBL.

16

praBJ’ICHI/IC I/IH(I)OpMaI_[I/IOHHOI\/II 0€301aCHOCTBIO MpCaANIpUATUA

Conepxanue yaeOHOTO MaTepHuaa;

- OGBEKTHI 3aIIUTHI HH(OPMAIUN HA TIPEAIPHUSITHH.

- Kimaccudukanus BuoB, cioco00B, METOOB M CPEICTB 3aIIUTH HHPOPMALHN HA TPEATIPHSTHH.
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TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

- Ha3znavyenue u cTpyKTypa CHCTEM 3aIIUThl HHPOPMAIIHH.
- KommekcHas cucteMa 3anuthl HHGOPMAIMK Ha TIPEIPUSITHH.

4.2. 3aHATHS CEMHUHAPCKOTO THUIIA.

JIaGopatopHbie pabOThI

/o

HaumenoBanue nabopaTopHbIX padoT / KpaTKoe cofepxaHue

Cummerpuunoe mudposanue: AES B paznuunsix pexxumax (ECB, CBC, GCM)

B pesynbTaTe BBIIOTHEHHS 1a00pAaTOPHON pabOTHI CTYSHT MONYYHT HABBIKH peann3a-IuH Mu(POBaHUS U
nemudpoBaHUs JaHHBIX ¢ Uctonb3oBanneM AES, ananmsa ysa3su-mocteit pexnma ECB (manpumep, mpu
pabote ¢ m3o6pakeHusIME), BEIOOpa pexnMoB CBC 1 GCM mns obecriedeHus KOHQUACHITHAIEHOCTH H
[IEJIOCTHOCTH.

AcummeTpuyHas kpuntorpadus: reHepanus kiaodeit RSA u oo6men 3ammdpoBaHHBIMU
COOOLIEHUIMU

B pesynbraTe BHINONHEHHUS JTAOOPATOPHOI pabOTHI CTYACHT MOJIYYUT HABBIKK I'€Hepa-IuH ITyOINYHbIX 1
NPUBATHBIX KJIIOYEH, IM(POBaHUS COOOLICHHS MyOIMYHBIM KITFO-4OM IOJIy4aTels, A (pOoBaHUs
MPHUBATHBIM KIIIOYOM, a TAK)KE€ IOHUMAHUS BBIYHCIN-TENBHON CII0KHOCTH aTaK Ha KOPOTKHUE KITIOYH.

Onexrponnas noamuck (RSA-PSS / ECDSA) u npoBepka MOIIMHHOCTH JaHHBIX

B pesynbrate BBITOTHEHHS 1Ta00PATOPHOH pabOTHI CTYJEHT MOMYYHUT HABBIKK CO3AaHMsS IIH(pOBOH
noanucu At (aiina, sKCropTa MOoANKCH B OTACIBHBIN (aiiil, MPOBEPKH MOJIHUCH C HCIOIb30BaHUEM
MyOJMYHOTO KJIF0Ya, a TaKke 0OHapykeHus dakta Moau-(hUKaIWU JaHHBIX TOCIIE [TOIMCAHUS.

Kpunrorpaduueckoe xsmuposanue (SHA-256, MD5) u ero npumMeHeHue J1j1st KOH-TPOJIS
LEJIOCTHOCTH

B pesynbrate BRINIOTHEHHS TA0OPATOPHOH pabOTHI CTYJEHT MOJYYNT HABBIKM BBIUMC-TCHUS X3LIeH
(haiinoB, cpaBHEHNS X31IeH JUIT 0OHAPYKEHMS! U3MEHEHHUH (B T.4. OMTO-BBIX), IOHUMAHUS KOJUIM3UH Ha
npuMepe MDS5 u BeIOOpa CTOWKHX alrOPUTMOB TSI XPaHSHH S TTapOIIeH.

Ataka «4enoBek nocepenune» (MITM) Ha npotokon oomeHa kiatrouamu Judpu —
Xemnmana

B pesynprare BRINOTHEHUS 1a60OPaTOPHOI pabOTHI CTYIEHT MOMYYHT HABBIKK MIEPEXBa-Ta U MOJMEHBI
MyOJMYHBIX KJIIOYEH B HE3alIMIIIEHHOM KaHalle, paciidpoBky Tpaduka 6e3 BeoMa CTOPOH, a TakxKe
MPaKTHYECKOT0 TIOHUMaHUsI He00X0IMMOCTH ayTeHTHu-Kammu kioueit (PKI).

Amnanus cereBoro Tpaduka ¢ Wireshark: mepexsat maposneit mo mporokonam HTTP, FTP,
Telnet

B pesynbrare BeIMOTHEHHS Ta00paTOPHOH pabOTHI CTYACHT MOJYYUT HABBIKH 3aXBaTa MAaKETOB B
JIOKTBHOH ceTH, GUIbTpanuy Tpaduka mo npoToKoJIaM, BOCCTAHOBJICHUS MEepelaBaeMbIX JJOTHHOB U
napoJjei u3 plain-text mpoTOKOJIOB, a TaK)Ke 0OHAPY)KEHUS TIOJIO3PUTEITHHBIX COCTUHEHHIM.

ARP-spoofing: nepexpar Tpaduka B 1okanbHOU cetu ¢ momonibio BetterCAP / Ettercap

B pesyinbraTe BINOIHEHHS 1a00PAaTOPHON pabOTHI CTYIEHT MOJMYYHT HABBIKK OTpaBiie-Hust ARP-Tabmum,
opranusanuu MITM Mexny xkepTBoit u nutto3oM, nepexsara HTTP-ceccuil, a Taxoke HacTpOHKU
cratnueckux ARP-3amuceit kak MeToaa 3allUThI.
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HaumeHnoBanue 1abopaTopHbIX paboT / KpaTKOE CoJepKaHne

Ckanuposanue nmoptos u OC ¢ momombsto Nmap (TCP SYN, FIN, XMAS) u 06xox
IpOCTHIX (ailpBOIIOB

B pesynbrate BhINOIHEHHS 1Ta00OPATOPHOH pabOTHI CTYJCHT MOJYYUT HABBIKU ITPOBE-IEHUS CKPBITOTO
CKaHMPOBAHUSI, ONIPEAETICHUS OTKPBITHIX IIOPTOB M CEPBHUCOB, HaeH-TH(UKamu OC 1o oTrnevyaTkaM cTeka
TCP/IP, a Takxe aHanu3a 3al[UIIEHHOCTH CETE-BbIX IEPUMETPOB.

Ob6napy:xenue Bropxkenuii (IDS): HacTpoiika Snort 17151 CHTHaTypHOTO aHalM3a Tpadu-Ka

B pesynbTaTe BBIIOTHEHHS 1a00PAaTOPHON pabOTHI CTYICHT MOIYYHUT HAaBBIKH HAIIMCAHUS COOCTBEHHBIX
curHaTyp (TpaBmi) Snort, mepexBaTa MOJO3PUTEIHHBIX TAKETOB (HampuMmep, ¢ npu3HakamMu SQL-
MHBEKIMU UM CKAaHUPOBAHUS IOPTOB), TeHEPAIIMU OIIOBEICHUI 1 JIOTHPOBAHMUS aTak.

10

3ammura ot DDoS: HacTpoiika rate limiting u cuaxpoHHBIX KyK (SYN cookies) Ha Linux
(iptables)

3
B pe3ynbrarte BRINOTHEHHUS Ta00paTOPHOI pabOTHI CTYICHT MOJMYYHUT HABBIKK OTpaHIMYCHIS YrCIa
coenuHeHNH ¢ ogHoro 1P, 3amuTsr ot SYN-flood ¢ Brimtouerrnem SYN cookies, SMyIIAIim aTaku ¢
moMoIkio hping3, a Taxke aHaIHM3a 3arpy3KH cepBepa MO aTaKOMH.

11

CermeHTanms CETH U MeKCeTeBbIe SKpanbl (pfSense): mpaBuia mpomycka Tpaduka
mexay VLAN

B pesynbraTe BHIMONHEHUS Ta00pAaTOPHOI pabOThI CTYJCHT MOJIYYHUT HABBIKU co3fanus VLAN, HacTpoiku
npasui allow/deny st pasubix 300 (DMZ, LAN, Guest), opranu-3auuu NAT, a Takxke nIpoBepku
W30JIAIIH CETMEHTOB C TOMOIIBIO CKAHUPOBAHUS.

12

SQL-urbexknuu (SQLI1) BpyuHyto U uepe3 sqlmap: u3BjcueHUE TaHHbBIX U3 0a3bl

B pe3yibTate BbIMOIHEHHS 1a00PAaTOPHON pabOThI CTYICHT MOJYYHUT HABBIKA OOHAPYIKEHUSI YSI3BUMBIX
napameTpoB, uctonszoBanus UNION u cienbix nabekimi (boolean/time-based) mst o6xoma
ABTOPH3AIINH, JaMITa Ta0JIHII, a TAKKE IPUMEHEHHUS MapaMeTPU30BaHHbBIX 3alIPOCOB IS 3aIUTHI.

13

MesxcaiiToBbiit ckpunTUHT (XSS): Kpaka ceccuii u mogmeHa koHteHTa (stored / reflected
/ DOM)

B pesynbTaTe BBITOTHEHHS T1a00pATOPHOM pabOTHI CTYIEHT MONYyYHUT HABBIKK BHEApEHUs JavaScript-kona
B KOMMeHTapuu wi mapamerpbl URL, niepexsara cookie skepTBBI ¢ OTIPAaBKOM Ha BHENTHHIA cepBep,
CO3JIaHus OJIENIbHBIX (POpPM BBOJIA, a Takxke HacTpoiiku Content-Security-Policy (CSP).

14

CSRF (MexcaiiToBas Mmojelika 3ampoca): araka Ha CMEHY MmapoJis 0e3 BeoMa
MOJIb30BaTENs

B pe3synbrarte BRIIOIHEHUS T1a60paTOPHOIT pabOThI CTYCHT MOIYYIHUT HABBIKM CO3JAHUS BPEIOHOCHOMH
HTML-cTpanums! ¢ aBTomatnyeckoit otnpaBkoit POST-3ampoca, mepexBaTa BaluIHON CECCHH, a TAKXKe
BHenpeHus anti-CSRF TokeHoB 1 ipoBepku Referer-3aronoBkoB Kak METO/1a 3alHTHI.

15

Heb6e3omacubie necepuanuzanus B Java/Python: ynanennoe Bemonnenue koja (RCE)

B pesynbrarte BRINOIHEHUS 1a00PaTOPHOI pabOTHI CTYICHT MOTYYHUT HABBIKU CO3JJAHUS BPEIOHOCHOTO
CepUAIN30BAaHHOTO 00BEKTA, IKCIUTyaTaIllH T'a/PKET-IIeTIOUKH (HanmpuMmep, ysoserial), moryueHus reverse
shell, a Takke caHUTHU3AIMU U OETIOTO CIUCKA KIIAC-COB MPH JIeCEpHaTU3aIliu.
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XXE (XML External Entity): urenue nokanbHbix ¢aitnos u SSRF yepe3 mapcep XML

B pesyinbrate BINOTHEHHS 1a00PATOPHON pabOTHl CTYEHT MOJYYHUT HABBIKM BHEIPEHUS BHEITHEH




Ne
/ HaumeHnoBanue 1abopaTopHbIX paboT / KpaTKOE CoJepKaHne
n/m
CYITHOCTH AJISl YTeHHs /etc/passwd, opraHu3aiim 3amnpoca K BHyTpeHHAM cepBepaM (SSRF), mposenenus
DoS uepes «billion laughs», a Taxke oTkiroueHus 06-padoTku external entities B mapcepe.
4.3. CamocrosiTenbHas padoTa 00y4daroImXCs.
No .
Bun camocrosiTensHOM paboThI
/11
1 |Pabota c JIeKIIMOHHBIM MaTEpPUATIOM
2 |[logroroBka k 1abopaTopHBIM paboTam
3 | BemmonHeHHne KypcoBOil paboTHI.
4 | IloarotoBka K NpOMEKYTOYHOW aTTECTALIUU.
5 | IloxroroBka K TEKyIeMy KOHTPOJIIO.

4.4. ITpumepHbIN IEpEUEHb TEM KYPCOBBIX padOT
1. @opMBbI MCUXOJOTUYECKON 3alIUTHI YeIoBeKa OT MH(POPMAIIMOHHON TIie-

pErpys3KH.
2. ConmaneHo BpenHas napopmars B CMU.

3. Bpennas u onacHas uagopmanus B latepuet
4. ®opmbl 0OMaHa ¥ MOLIEHHUYECTBA B IHTEpHET.

5. ®opMBl HE3aKOHHOTO MCMOJIb30BaHUs HWH(popMaruu. 3aKOHOJaTeIbHbIS
MepbI IPOTHUB HE3aKOHHOTO MCIIOIb30BaHUs HH(POPMAITUH.
6. Moaens nHpOpMAITMOHHOM 3allIUTH KAHAJIOB CBSI3H.

7. Crpateruss oOMaHa W €€ HUCHOJIb30BaHUE B cdepe HHPOPMaLKUOHHOU
3aIUTHI.
8. Bormpockl nH(opManimoHHON 0€30IMaCHOCTH B TTOJIMTHKE U TUTNIOMATHH.

9. Opranu3almoHHO-PACTIOPATUTENbHBIE MEPBI NH()OPMAIIMOHHON 3aIIU-THI.

10. TpagunmonHsle HampaBiIeHUS WHPOPMAIMOHHON 3aIIUThl U IMYTH HUX
VUHTETPALUU.

5. IlepeueHp wu3HaHUN, KOTOPBIE PEKOMEHIYETCS WCIOJIb30BaTh IIPU

OCBOEHUU JUCUUILIAHBI (MOAYJIA).
Ne
/1

bubnmnorpaduueckoe onucanue Mecro nocryna
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6.

Ilepeuenb

COBpPEMEHHBIX

npo¢eCcCUOHATTBHBIX

0a3 [Ja”HHBIX U

MH()OPMAIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPbIE MOTYT HCIOJb30BATHCS MPH

OCBOCHHH JHUCIUTUINHBI (MOIYJISA).

- Hayunas snextponnas 6ubmmoreka (http://elibrary.ru)

- Marepuasi o nHGOPMAIIMOHHBIM TEXHOJIOTUAM (WWW.citforum.ru)
- Opunmansusiii caiit PYT (MUUT) http://miit.ru
- Hayuno-texunueckas 6uonuorexka PYT (MUUT): http://library.miit.ru

7.

ITepeuens

JUIICH3UOHHOI'O

A CBOOOIHO

pacrpocTpaHsaeMOoro

MporpaMMHOIO O6€CHC‘-ICHI/I$I, B TOM YHCJIC OTCYCCTBCHHOI'O IIPOM3BOACTBA,

HEO0OXOMMOTO JIJIS1 OCBOCHMSI TUCIIUTUTUHBI (MOYJIs).



- UnTepner-6paysep (Yandex u ap.)
- Microsoft Windows.
- Microsoft Office

8. Omnucanue MaTepUaqIbHO-TEXHUYECKOW 0a3bl, HEOOXOAMMOW st
OCYUIECTBJIEHUSI 00pa30BaTEIBLHOTO MpOoIecca MO AUCHUILTHHE (MOJIYIIO).

YdueOHast ayauTopust Uil TPOBEACHUS Y4YeOHBbIX 3aHATUH (3aHATHN
JCKIIMOHHOTO THUIMA, JIabOpaTOPHBIX pPabOT, KypCOBOIO MPOECKTHUPOBAHUS
(BBIMOJHEHUS KYPCOBBIX padOT):

- KOMIIBIOTEp TpernojaBaTelisi, MyJIbTUMEIUItHOE 00opynoBaHue, pabouue
CTaHIIUU CTYJIEHTOB, JI0CKa.

Aynuropus nojakitoueHa K cetu «HTepueT».

9. ®opma MPOMEKYTOUYHOM ATTECTALINU:

3auer B 4 cemecTpe.
Kypcogas pabota B 4 cemectpe.

10. OueHouHbIE MATEPHUAIIBI.

OrneHOYHbIE MaTepHUaIbl, TPUMEHSIEMbIE TIPU TIPOBEICHUN MPOMEKYTOUHON
aTTeCTallui, pa3padaThIBAIOTCA B COOTBETCTBUHU C JIOKAJIbHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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