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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

Henpro qucuumminabl «OCHOBBI HH(GOPMAIITMOHHON 0€30M1aCHOCTUY SIBIISIETCA
dbopMHpoBaHHE KOMIIETEHIIMHA O HENsAX W 3agayax WHGOPMAIMOHHOW 3allUThl,
XapaKTEePHBIX CBOMCTBAx 3allMIIAeMOM uHdopmarmu, OCHOBHBIX
MH()OPMAIMOHHBIX ~ Yrpo3aX, CYIIECTBYIOIIMX HANpaBJICHUSIX 3allUTBl U
BO3MOXHOCTSIX ~[OCTPOEHHUS MOJENEH, CTpaTeruid, METOJOB U MPaBUII
MH(OPMAIIMOHHOMN 3aIUTHI.

OCHOBHBIMU 33JJa4aMH TUCLHUTUTAHBI SIBISIOTCSA:

* (O3HakOMJIGHHE C METOJaMH U CPEACTBAMU TEXHUYECKON 3alllUTHhI
nHpopManuu;

* (O3HakOMJIEHWE C TEXHOJOTHMYECKMMH pEIICHUAMH U1 O0ECIeUYEeHUS
nH(OPMAITMOHHON 0€30MaCHOCTH B Pa3IMUHbIX cepax;

 H3ydyeHue METOJOB  OpPraHU3ALMOHHO-IIPABOBOrO  OOecredYeHus
JNEATeIbHOCTH  TI0  TOJIYYEHMIO,  HAaKOIUICHWI0, o0paboTke,  aHaIMU3y,
UCIOJIb30BAaHUIO HMH(OpMaMM U  3amuTe OOBEKTOB  HMH(OpMaTU3AINH,
MH(OPMAITMOHHBIX TEXHOJIOTUHI U PECYPCOB;

» [IpuoOpereHne HaABBHIKOB YCTAaHOBKH, HACTPOWKH, OKCIUIyaTallud U
nojJep)aHusi B pabOTOCMOCOOHOM  COCTOSSHUM  KOMIIOHEHTOB — CHCTEMBI
oOecnieueHnss WHMOPMALMOHHONW OE30MAaCHOCTH C YYETOM YCTAHOBJICHHBIX
TpeOOBaHMIA.

2. [Inanupyemsble pe3ysibTaTbl 00y4EeHHUs 110 AUCHUIUIMHE (MOAYJIIO).

[Tepeuerr GopMHUpyeMBIX Pe3ylbTaTOB OCBOCHHS  0Opa30BaTEIHHOU
nporpamMmbl (KOMIIETEHIINI) B Pe3yJIbTaTe 00yUeHUs M0 TUCIHUILTAHE (MOIYIIIO):

OIIK-4 - Cnoco0eH pemiarh 3aa4u IpodeCcCUOHATILHON JIESITEILHOCTH Ha
OCHOBE HMHGOPMAIIMOHHON U OUOIHOrpapuyecKkoil KyJabTypbl C MPUMEHEHHUEM
UH(OPMAITMOHHO-KOMMYHHUKAIIHOHHBIX TEXHOJIOTHUMA u TEXHOJIOTHIA
HUCKYCCTBEHHOTO WHTEJUIEKTa, a TakKKe C YYETOM OCHOBHBIX TpeOOBaHMIA
nH(pOpMAIIMOHHOM 0€30MaCHOCTH;

OIIK-5 - CiocobeH yuacTBOBaTh B pa3pabOTKe TEXHUYECKON IOKYMEHTaLUH,
CBSI3aHHOM ¢ Mpo(ecCHOHABHOM ASITEFHOCTHIO, C UCIIOIB30BaHNEM CTaHIAPTOB,
HOPM U TPaBUIIL.

OO0yueHnue 1Mo qUCHUIUTNHE (MOIYIIIO ) IPEAIoIaraeT, 4YTo 1Mo ero pe3yJibTaTaM
oOyuatoruiicst Oyier:

3HATH:



- CYLLIHOCTb U MOHATHE HHPOPMALIMOHHOMN 0€3011aCHOCTH, XapaKTEPUCTHUKY €€
COCTABIISIOIIIHX;

- Mecto HWHGOPMALMOHHOW O€30MaCHOCTU B CHUCTEME HallMOHAJbHOU
0€30MacHOCTU CTPaHbI;

- BUJIbI, ICTOYHUKH U HOCUTENH 3allHIlaeMoi nH(OpMaIny;

- HCTOYHWKU yrpo3 Oe3omacHOCTH HWH(OpPMAIMM W MEphl MO HX
MIPEIOTBPAICHUIO;

- (Qakrtopsl, BO3AeHCTBYyIOIIME Ha UHOpManUi0 Mpu ee 00paboTke B
aBTOMATU3UPOBAHHBIX (MH(OPMAIIMOHHBIX) CUCTEMAX;

- JKU3HCHHBIC ITUKIIBI HHPOPMAIUA OTPAHUICHHOTO JIOCTYIIAa B MPOIIECCE e
co3JaHus, 00paboTKH, Iepeaaun;

- COBpPEMEHHBIE CpEeIICTBA U CMOcoObl olecreueHuss WH(POPMaAIMOHHOM
0e30ITaCHOCTH;

- OCHOBHBIE METOJMKMA aHallu3a yrpo3 U PUCKOB HWHOOPMAITMOHHON
0€30MacHOCTH.

Ymern:

- KJjaccu(UUUPOBATh 3alIUIIAEMYI0 HH(POPMALMIO MO BUJAM TaWHBI U
CTEINEHSM CEKPETHOCTH;

- IlpuMenaTs ammapaTHble W IPOTrPpaMMHBIE CPEICTBA 3AIUMUTBI CETEBBIX
YCTPOMCTB OT HECAHKLIMOHUPOBAHHOIO TOCTYIA;

- Hacrtpausatb IapaMeTphl u CErMEHTHPOBATH DIIEMEHTBHI
aAMUHHACTPUPYEMOM CETH;

- KJIIacCU(PUIUPOBATH OCHOBHBIE YIPO3bl 0€30MaCHOCTH UH(POPMALIUH.

Baaners:

- Mpo(eCCUOHATBHON TEPMUHOJIOTHEH;

-IIJIAHUPOBAHUEM 3AIIUTHI U OLICHKOW O€30MaCHOCTH U 3aIUThI IPUIIOKEHU N
1 OC OT HECaHKIITMOHUPOBAHHOIO JI0CTYMA;

- HaBbIKaMHU (OpPMaAIBHOW IMOCTAHOBKM M PEIIEHUS 3aJauyd 00eCredeHHUs
MH(OPMAIIMOHHOW  0€30MacHOCTH  KOMITBIOTEPHBIX CHCTEM U OOBEKTOB
uH(pOpMaTH3aLUU;

- METOJIaMU 3alUThl HHPOPMALIH.

3. O0beM TUCHUIUTUHBI (MOJTYJIS).

3.1. O6mias Tpy10€MKOCTh AUCIUILIUHBI (MOIYJIs).

OO6mast TpymnOEMKOCTh AUCHUIUIHHBI (Momyns) cocTaBisier 3 3.e. (108
aKaJeMHU4ecKuX yaca(oB).



3.2. OObem nucuUIUIMHBI (MOAyJsi) B (opMe KOHTAaKTHOM paboOThI
oOyyaromuxcsi ¢  MeJarorM4eckuMu  paboTHUKaMu ¥ (WIM)  JIMIIAMH,
IPUBJIEKAEMBIMU K peajin3aluy 00pa3oBaTeIbHON IPOrpaMMbl Ha UHBIX YCIIOBUSX,
IPYU MPOBEJCHUHN YUE€OHBIX 3aHITHI:

KomnuectBo yacos

Tum yaeOHbBIX 3aHATHI
Bcero | Cemectp Ned

KonTtaktHas paboTa rmpu npoBeIeHNH yIeOHBIX 3aHATHH (BCET0): 64 64
B tom uucre:

3aHATHS JIEKIIMOHHOTO THIIA 32 32
3aHATUS CEMUHAPCKOTO THIA 32 32

3.3. O0beM auCHUIUIMHBL (MOAyJisd) B (opmMe caMOCTOSTENbHONW padOoThI
oOyyaromuxcs, a Takke B (QopMe KOHTAKTHOM pabOThl O0O0ydYaroIuxcs ¢
nearoruueckuMu paboTHUKAMU U (M) JIUI[AMU, TIPUBJIEKAEMBIMH K peau3aiiu
o0pa3oBaTeIbHOM MpOrpaMMbl HAa HUHBIX  YCIOBHUSIX, IPU IPOBEICHHUU
MPOMEKYTOUHON aTTECTALMK COCTaBiseT 44 akaJleMHUUeCcKUX vaca (OB).

3.4. ITpu oOy4yeHnH N0 MHAUBUAYAIBHOMY YYEOHOMY ILJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM O0y4Y€HHH, 00bEeM JUCIUIUIMHBI (MOIYs1) MOXKET OBITh peaan30BaH
MOJIHOCTBIO B (DOpME CaMOCTOSITENIbHON paboThl 00yYaromuxcs, a Takke B hopme
KOHTaKTHOW pabOThl 00YydYalOIMUXCs C MEAarorudeckKuMu pabOTHUKAMH U (WJIH)
JUIAMU, TIPUBIIEKAEMBIMU K pealii3aliii 00pa3oBaTEIbHONW MIPOrpaMMbl HA HHBIX
YCIIOBHSIX, TP MPOBEAECHUU IPOMEKYTOYHOM aTTECTALINH.

4. ConepxkaHue JUCHUTUIAHBI (MOIYJIA).

4.1. 3ausaTHs JIEKIIMOHHOIO THUIIA.

TemaTuKa JIEKIIMOHHBIX 3aHSATHH / KpaTKOE COJIepKaHUE

1 |BBenenue B MHPOPMAIIMOHHYIO O€30MAaCHOCTD

CopeprkaHue yaeOHOTO MaTepraa;

- [Nonsitre nHGOpMamy 1 MHGOPMALMOHHON OE301TaCHOCTH.

- ndopmanus, cooOienns, ”HPOPMaIMOHHBIE ITPOLECCH KaK 00hEKTH HH(POPMAIIOHHOW 0e301acHo-
CTH.

- O030p 3aIIHUIIAEMBIX OOBEKTOB U CHCTEM.

2 |OcHOBHBIE MOHATHS TEOPHH HHPOPMALIMOHHOMN 6€301MacHOCTH

Copeprkanue yaeOHOTO MaTepraa;

- McTopust cTaHOBJICHUS TEOPUH HH(POPMAIIMOHHOM 0€30MaCHOCTH.

- [IpenmeTHas 06macTh TeopuH HHPOPMAITMOHHON 6€30IIaCHOCTH.

- CucremMatu3amnus MOHATHN B 00JIACTH 3aIIATHI MHPOPMAITHHL.

3 OcCHOBHEBIE TCPMHHBI U OIIPCACIICHUS ITPABOBLIX IMOHATUH B 00JIaCTH I/IH(l)OpMaL[I/IOH'HbIX

OTHONICHUH U 3aiuThl HHPopMmaruu. [loHsaTHs npeameTHON o0nacTu «3ammura




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

uHpopmanum»

CopeprkaHue y9eOHOTO MaTepraa;

- OCHOBHBIC IPUHILUITEI IOCTPOCHHS CUCTEM 3aLIUTHIL.

- KoHuenuus KoMImieKCHOH 3aiuThl HTHOOPMALIUH.

- 3a1a4y 3aIUTHI HHPOPMALUH.

- CpencrBa peaan3aliy KOMIUIEKCHOH 3aluThl HHPOPMAIHH.

WNudopmanus kak 00bEKT 3aIIUTHI

Copeprkanue yaeOHOTO MaTepraa;

- [lonsTne 06 nHGOPMALINK KaK 0OBEKTE 3AIIUTHI.

- YpoBHu npejcraBnenus uapopmaipn. OCHOBHBIE CBONCTBA 3alUIAEMON HHPOPMAIIHH.
- Buzbl u Gpopmbl nipecraBieHus HHOOPMAIUH.

HudopmanroHHbIe pecypehl U UX 3alluTa
Coneprxanue y4eOHOTO MaTepuaa;

- NH(opMaIMOHHBIE PECYPCHI.

- CTpyKTypa ¥ 1IKaia HeHHOCTH HH(pOPMAIHH.

- Knaccudukarms nHGOpMALIMOHHBIX PECYPCOB.

- [IpaBoBoOii pexxuM HH(POPMAIMOHHBIX PECYPCOB.

IN'ocynapcTBenHas moyiTrka HHGOPMAIIMOHHON Oe3onacHoCTH. KoHenus

KOMIIIEKCHOT'O 00eCIIeUeHU HH(bOpMaHHOHHOfI 0e30macHOCTH

Cogneprxanue yueOHOTO MaTepuana:

- ndopmannonHnas 6€30macHOCTb M €€ MECTO B CUCTEME HallMOHaNIbHOI Oe3onacHocTH Poccuiickoit ®e-
JepalHH.

- Opransbl obecrieyeHus! THPOPMAIIMOHHON O0€30MaCHOCTH U 3alUThl HHOPMalHK, UX QYHKIMH U 331341,
HOpMaTUBHAA ACATCIbHOCTD.

YTrpo3sl nHDOpMAITMOHHOM 0€30TTaCHOCTH
Copeprkanue yaeOHOTO MaTepraa;

- AHanu3 ysI3BUMOCTEH CUCTEMBI.

- Knaccudukamnus yrpo3 nadopmannonHoi 6e301acHOCTH.
- OCHOBHBIE HAITPaBJICHHS U METO/IbI PEATU3AINHT YTPO3.

- HedopmanbHas Mosiesib HapyImmrens.

- OrneHKa ysI3BUMOCTH CUCTEMBI.

[TocTpoeHne cucTeM 3aIIUTHI OT YIPO3bl HAPYIICHHUSI KOH(PHUICHIIHATLHOCTH
Copeprkanue yaeOHOTO MaTepraa;

- OmpeneneHre ¥ OCHOBHBIC CIIOCOOBI HECAHKITMOHUPOBAHHOTO JTOCTYTIA.

- Metonp! 3amutsl ot HCJI.

- Opranuzanuonnsie Meroasl 3amuTel oT HC/.

- mxenepHo-TexHuueckue Meroasl 3amutel ot HCJI.

- [TocTpoenue cucteM 3alIuThl OT YrPO3bl YTEUKU MO TEXHUYECKUM KaHajaMm.

MeTo 161 KOHTPOJISI TOCTyTa K HHPOpMAITUN

Copeprkanue yaeOHOTO MaTepraa;

- Unentudukanus u ayreHTHUKALNS.

- OCHOBHBIE HAITPABJICHHS U LIEJIU UCTIOJIb30BAHUS KPUIITOrPahUIECKUX METOIOB.

- 3ammTa OT Yrpo3bl HapylIeH!Hs: KOH(DUICHIMAILHOCTH HA YPOBHE CO/IEpKaHus HHpOpMAaInu.

10

HOCTpOCHI/Ie CHUCTEM 3allIUThI OT YI'PO3bl HAPYHICHUS LHECJIOCTHOCTU I/IH(1)OpMaI_[I/II/I Hu OT-

Kaza JOCTyIia

Coneprxanue y4eOHOT0 MaTrepuaa;

- 3amuTa HeNIOCTHOCTH HHPOPMAIIMH ITPHU XPAHEHUH.

- 3amuTa 1eI0CTHOCTH HH(GOpMAIMK IPU 00paboTKe. 3aluTa IeJI0CTHOCTH HHGOPMAIIUHU TIPU TPAHCIIOP-
THUPOBKE.

- 3ammTa OT Yrpo3bl HapyIIeHHs [EIOCTHOCTH HH(pOpMALIMK Ha YPOBHE COJEPIKAHHUS.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- [locTpoenne cructeM 3amuThl OT YTPO3bI OTKa3a JOCTYyIa K HHPOPMALHH.
- 3ammTa CeMaHTHYECKOTO aHAJIN3a U aKTyaJIbHOCTH HH(POPMAIIHH.

11

ITonutHka 1 MOJEIH OE30IIaCHOCTH

Copeprkanue y4eOHOTO MaTepraa;

- [Tonutrka 60€30MacHOCTH.

- CyOBeKTHO-00BEKTHBIE MOJIENTH Pa3rpaHUUYCHUs JOCTYIIA.
- AKCHOMBI TIOJIATUKU 0€30ITaCHOCTH.

- [omuTHKa 1 MOZETN TUCKPEIIMOHHOTO JOCTYTIA.

- [TaponbHBIE CHICTEMBI pa3rpaHUYEHUS JOCTYTIA.

- [omuTHKa 1 MOJIET MaHAATHOTO AOCTYIIA.

- Teopetnko-uH(MpOPMAITHOHHEIE MOJICITH.

- [omuTHKa 1 MOZETTN TEMAaTHYECKOTO pa3rpaHNISHHS JOCTYTIA.
- PoneBas Mmozenp 6€30macHOCTH.

12

O0630p MEXITyHAPOIHBIX CTAaHAAPTOB MH(DOPMAIIMOHHON OE30MACHOCTH

Cogneprxanue yueOHOTO MaTepuaa:

- Ponb ctanapToB nHGpOpMALIMOHHOI 6€30MaCHOCTH.

- Kputepuu 6e30macHOCTH KOMIIBIOTEPHBIX crcTeM MUHUCTEepcTBa 000poHE! CIIA (OpamxeBas KHUTA),
TCSEC.

- EBporeiickne kpurepun 6e3onacHocTr nHMpopMarmoHHbIX TexHororuit (ITSEC).

- ®enepanbHbIe KpuTepuy 0e30macHoCTH HHPopMannoHHbIX TexHonorui CIIIA.

- Enunble kpurepun 6e30macHOCTH HH(GOPMAIIMOHHBIX TEXHOJIOTHHA.

- I'pynna mexayHapoausix ctangaptos 270000.

13

WudopmanroHHbie BOHHBI 1 HHPOPMAIIMOHHOE TPOTUBOOOPCTBO
Copeprxkanue yueOHOro MaTepHana:

- OnpeneneHre 1 OCHOBHbBIE BUIbI HH(POPMAIIMOHHBIX BOMH.

- UadopmanmoHHO-TeXHUYECKast BOWHA.

- UadopmanmmoHHO-TICHX0JIOTHYECKast BOWHA.

14

HopmaTuBHO nipaBOBOE peryaupoBaHUe 3alTUThHl HHPOPMAITHH

CopeprkaHue y9eOHOTO MaTepraa;

- Opranu3anyoHHast CTPYKTypa CUCTEMBI 3alllUTHl HH(pOpMaLny.

- 3aKOHO/IaTEJbHBIC aKTHI B 00JIaCTH 3aIMTH HHPOPMAIIHH.

- Poccuiickue u MeXIyHAPOAHBIC CTAHAAPTHI, ONPEACIAIONINE TPCOOBAHMUS K 3aIUTe HH(OPMAIIHH.
- Cucrema ceprudukannu PO B obnactu 3ammtsl HHOOPMALUH.

- OcHOBHBIE TIpaBHJIa U JOKYMEHTBI cucTeMbl cepTrdukaimu PO B o0nactu 3amutel uHGopmManum.

15

Cucrema ceptudukanuu PO B o6mactu 3aumtsl nHGopMauu. OCHOBHBIE ITpaBUIIa U

JIOKYMEHTBI CHCTeMBI cepTudukauu PO B obmacty 3amuThl HHGOPMAITUH
CopeprkaHue y9eOHOTO MaTepraa;

- OCHOBHBIE MEXaHU3MBI 3alIUTHl HHOOPMAIIH.

- Cucrema 3auThl HHOPMAIHH.

- Mepb! 3auuThl HHGOPMaIHHY, pealn3yeMble B aBTOMaTU3UPOBAaHHBIX (MH()OPMAIIMOHHBIX) CUCTEMAX.
- [IporpamMmMHBIe ¥ IPOrPaMMHO-aNIapaTHbIE CPEACTBA 3alIUTHI HH)OPMALIUH.

- UmxeHepHas 3alUTa ¥ TEXHUYECKas OXpaHa 00beKTOB HH(OPMaTH3ALUH.

- OpraHn3anoOHHO-PacOPAANTENbHAS 3alIUTa HHPOPMALIIH.

- Pabora ¢ kagpamu 1 BHYTpH OOBEKTOBBIN PEKHM.

- [IprHIMIBI TOCTPOCHUS OPraHU3alMOHHO-PACTIOPS IUTEIBHON CUCTEMBI.

16

VYnpasnenue HHGOPMAIIMOHHON 06€301aCHOCTBIO MPEIIPUATHS

Conepxanue yd4eOHOTO MaTepuaa;

- OOBEKTHI 3aIUTH MHOPMAIMU Ha MPEIIPHUSITHH.

- Knnaccudukarus BumoB, cnocoboB, METOIOB U CPEJCTB 3aILUTHI MHPOPMALIUK Ha ITPEATIPHUSTHH.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- Hasnadenue u cTpyKTypa CHCTEM 3aIlInuThl HHPOPMAIHH.
- KomrurekcHas cucrema 3anythl HHGOPMAIMK HA TIPEIIPUSITHH.

4.2. 3aHATHS CEMUHAPCKOTO TUIIA.

JlaGopatopHbie paOOThI

n/n

HaumenoBanue nabopatopHbIx paboT / KpaTKoe coJep:KaHue

Cummerpuunoe mudposanue: AES B paznuunsix pexxumax (ECB, CBC, GCM)

B pesynbrate BhINoIHEHHS 1a00paTOPHOM pabOThl CTYJEHT MOIYYHUT HABBIKU peain3a-1iuu mMu(poBaHus 1
nmemmpoBaHUS JaHHBIX ¢ cnonb3oBanueM AES, ananmsa ys3Bu-mocreii pexkuma ECB (manpumep, npu
pabote ¢ m3o0paxkenusmMn), Beioopa pexumoB CBC u GCM st o6ecriedeHnst KOH(PHUICHINAIEHOCTH H
LIETIOCTHOCTH.

AcummeTpudHas kpuntorpadus: reaepanus kiaoueid RSA u oOMeH 3ammdpoBaHHBIMU
COOOLICHUAMHU

B pesynbrate BhINOIHEHHS 1TAOOPATOPHOI PabOTHI CTYICHT MOJTYYUT HABBIKK FeHEpa-IUH MyOIUYHbIX 1
MPUBATHBIX KJIFOUEH, ITU(PPOBaHHS COOOLIEHNUS My OINYHBIM KITIO-4OM TOJydaTes, e poBaHus
MPUBATHBIM KITFOYOM, a TAK)KE MOHUMAaHUsI BEIYUCIIU-TEIBHON CJI0)KHOCTH aTak Ha KOPOTKUE KITFOYH.

OnextponHas noanuck (RSA-PSS / ECDSA) u npoBepka NOJJIMHHOCTH JaHHBIX

B pesynbrate BhITIOIHEHHS TA0OPATOPHOI PabOTHI CTYJCHT MOIYYHUT HABBIKK CO3/1aHMS IIM(POBOI
norMcH 1 (aiisia, KCIIopTa MOAITUCH B OTJCIBHBIN (haiii1, TPOBEPKHU ITOAIHICH C UCTIOIH30BAHHEM
MyOJIMYHOTO KITI04a, a TaKXKe OOHapyKeHUs pakTa MOIU-(DUKAIMU JAHHBIX TIOCJIE TTOJIITHCAHNUSI.

Kpunrorpaduueckoe xsmmposanue (SHA-256, MDS5) u ero npumMeHeHue 17151 KOH-TPOJIS
LEJIOCTHOCTU

B pesynbrate BeIOTHEHHS 1JAOOPATOPHOI PabOTHI CTYACHT MOTYYNT HABBIKM BEIUUC-JICHHS XOIICH
(aiinoB, cpaBHEHUS X3IIeH U OOHAPYKEHHUS U3MEHEHUH (B T.4. OUTO-BBIX), TOHIMAaHUS KOJUTM3WH Ha
npumepe MDS5 u BeIOOpa CTOHKHMX alnropuTMOB JUIs XpaHEHUS MapoJIeH.

Artaka «uenoBek nocepeaure» (MITM) Ha npoTtokoa oOMeHa kirodamu Juddu —
XemimaHa

B pesynbrate BbINOJIHEHHS 1a0OPaTOPHOI pabOTHI CTYJICHT MOJYYUT HABBIKU MEPEXBa-Ta U MOJAMEHBI
MyOIMYHBIX KJIFOUEH B HE3AIMIIICHHOM KaHaie, pacindpoBky Tpaduka 6e3 Be1oMa CTOPOH, a TAKKE
MPaKTHYECKOTO MOHMMaHHs HeoOXxoaumocTu ayreHTudu-kanun knoden (PKI).

Amnanu3 cereBoro Tpaduka ¢ Wireshark: mepexsar mapouteit mo mporokosiam HTTP, FTP,
Telnet

B pesysbTarte BBIIOJIHEHUS J1a00paTOPHOI pabOThI CTYICHT MOJYYHUT HABBIKM 3aXBaTa MIAKETOB B
JIOKAJIbHOM ceTH, puiibTpanuy Tpaduka mo npoToKoIaM, BOCCTAHOBIICHHS ITEPEIaBACMbIX JIOTHHOB U
napoJeii u3 plain-text mpoTOKOJIOB, a TaKXKe 0OHAPY)KEHHS TT0I03PUTEIBHBIX COEANHEHU.

ARP-spoofing: nepexsar Tpaduka B IoKabHOU cetn ¢ momonibio BetterCAP / Ettercap

B pesynbprarte BRIIOTHEHHUS Ta00paTOPHOI pabOTHI CTYIEHT MOMYYHUT HAaBBIKK OoTpaBiie-Hust ARP-tabmut,
opranuzauuu MITM mexy »kepTBoi U 1UIH030M, nnepexsara HTTP-ceccuit, a Takke HacCTpOHKH
cratnuecknx ARP-3amuceii kak MeToa 3aIlUTEI.
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Cxkanupoanue noptoB 1 OC ¢ momompio Nmap (TCP SYN, FIN, XMAS) u 06xon
MPOCTHIX (halipPBOJIOB

B pesynbrate BhIIOTHEHHS 1a0OPATOPHOI pabOTHI CTYJEHT MOIYYHUT HABBIKU MTPOBE-IEHUS CKPBITOTO
CKaHMPOBAHUS, OTIPEIETICHUS OTKPBITHIX TIOPTOB M CEPBHUCOB, MIeH-TH(uKanmu OC 1o oTreyaTkaM cTeka
TCP/IP, a Takxke aHaIM3a 3aIUIIEHHOCTH CETE-BbIX IEPUMETPOB.

Oo6mnapyxenue Bropxxkennit (IDS): HacTpoiika Snort 1711 CHTHATYpHOTO aHaM3a Tpadu-Ka

B pesynbraTe BIOTHEHHA 1JAOOPATOPHOI PabOTHI CTYIEHT MOIYYNUT HABBIKM HAMCAHUS COOCTBEHHBIX
curHatyp (mpaswi) Snort, mepexBaTa HOA03PUTEIBHBIX MTaKeTOB (Hanmpumep, ¢ npu3HakamMu SQL-
WHBEKIMN WM CKaHWPOBAHUS MTOPTOB), TCHEPAIMH OMOBEIICHNH 1 JIOTHPOBAHHMS aTak.

10

3ammuta ot DDoS: HacTpolika rate limiting u cuaxpoHHbIX KyK (SYN cookies) Ha Linux
(iptables)

3
B pesynbrate BhINOJIHEHHS 1a0OPATOPHOI pabOTHI CTYJCHT MMOJYYHUT HABBIKM OTPaHUUESHHUS YUCIIa
coemuaeHui ¢ ogHoro IP, 3amuter ot SYN-flood ¢ Brmouernem SYN cookies, IMyIIAIIN aTaku ¢
moMoInbio hping3, a Takke aHaM3a 3arpy3Ku cepBepa MoJ| aTaKoi.

11

CerMeHTanus CETH U MEKCeTeBbIe FKpaHbl (pfSense): mpaBuia npomycka Tpaduka
Mexay VLAN

B pe3ysbrarte BBITOIHEHUS Ta0OPATOPHOI pabOThI CTYJICHT MOJIYYHUT HaBbIKK co3fanus VLAN, HaACTpOWKH
npasui allow/deny s pasubix 300 (DMZ, LAN, Guest), opranu-3anuu NAT, a Takke npoBepKH
H30JIALIUN CETMEHTOB C TIOMOIIBIO CKAHUPOBAHHUS.

12

SQL-uabekmmu (SQLI1) BpyuHyI0 U yepe3 sqlmap: u3BjieueHne JaHHBIX U3 0a3bl

B pesynbrate BhITOIHEHHS 1a00PaTOPHOI pabOTHI CTYJIEHT MOIYYHUT HABBIKH OOHAPYKECHUS YSI3BUMBIX
napameTpoB, ucnoib3oBannst UNION u cnenbix nabekimii (boolean/time-based) st oo6xona
aBTOPU3AIMY, JaMia TabiuIy, a TaKKe MPUMEHEHUS TapaMeTPU30BaHHbIX 3aIIPOCOB JUIS 3AIUTHI.

13

MesxcaiiToBelii ckpunTHHT (XSS): Kpaxka ceccuil u moamena koureHTa (stored / reflected
/ DOM)

B pesynbrate BbINOIHEHHS 1a00OPaTOPHOI pabOTHI CTYJICHT MOJYYUT HABBIKK BHeApeHus JavaScript-kona
B KoMMeHTapuu win napameTpsl URL, mepexsara cookie skepTBEI ¢ OTIpaBKOif Ha BHEITHHIA cepBep,
CO3/IaHMs TIOJIEITBHBIX (POPM BBOJIA, a Takke Hactpoiiku Content-Security-Policy (CSP).

14

CSRF (MexcaiiToBas mojjiesika 3ampoca): aTaka Ha CMEeHY MmapoJis 6e3 BejomMa
MOJIb30BaTENs

B pesynbrate BbINOIHEHHS 1a0OPATOPHOI pabOThl CTYJEHT MOJIYYHUT HABBIKU CO3/IaHHsI BPEJIOHOCHOU
HTML-cTpanutsr ¢ aBTomarndeckoit otnpaBkoit POST-3ampoca, nepexsaTa BAIMIHONW CECCHUH, a TAKKe
BHenpenus anti-CSRF TokeHOB u mpoBepku Referer-3aronoBkoB kak MeTo1a 3aIIHUTHI.

15

He6Ge3omacueie necepuanuzanus B Java/Python: ynanennoe Bemonnenne kona (RCE)

B PE3YyIbTATE BLINTOJIHCHU S na6opaT0pH0171 pa6OTI)I CTYACHT NMOJYUYUT HAaBbIKU CO3aHUA BPEAJOHOCHOI'O
CCPUAJIM30BAHHOTO O6’LeKTa, OKCIUTyaTalluu raJKCT-ICIIOYKN (HaanMep, ysoserial), NOJIYyUCHHUS reverse
shell, a TaK)K€ CaHUTH3alluu U 0eJI0ro CIMcKa Kiiac-coB Ipu Acecepuaain3aluu.

16

XXE (XML External Entity): urenue nokanbpHbIx ¢aitnoB u SSRF yepes mapcep XML

B pesynbprarte BeIOTHEHHUS 1a00paTOPHOI pabOTHI CTYIEHT MOJMYYHT HABBIKK BHEIPEHUS BHEIITHEH
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/T
CYITHOCTH JUTS 9TeHUs /etc/passwd, opranu3anuy 3amnpoca K BHyTpeHHIM cepBepaM (SSRF), mpoBenenus
DoS ugepes «billion laughs», a Takxe oTkmodeHns 00-pabotku external entities B mapcepe.
4.3. CamocrosTenbHas paboTa 00yJarOIIMXCs.
No .
Bun camoctosTenbHOM paboThI
/1
1 |Pabora c JIeKIIMOHHBIM MaTEPUATIOM
2 |llogroroBka K J1abOpaToOpHBIM paboTam
3 | BrimonHeHne KypcoBOi paboTHI.
4 | [loarotoBka K NpOMEXYTOYHOU aTTECTALIUH.
5 | [loaroroBka K TEKyIIeMy KOHTPOJIIO.

4.4. ITpuMmepHbIN IEpEUEHb TEM KYPCOBBIX pabOT
1. ®opMBbI MCUXOJIOTUUECKOM 3alIUTHI YeloBeKa OT MH(POPMAIIMOHHON Tie-

pErpy3KH.
2. ConmanwsHo BpeaHas nadopmarus B CMU.

3. Bpennas u omacuas uagopmanus B MTaTeprer
4. ®opmbl 0OMaHa U MollleHHUYecTBa B IHTEepHeET.

5. ®opmBl HE3aKOHHOTO HWCIIOIB30BaHUS WHGOpMAIMK. 3aKOHOIATEIHHBIC
MepBI TPOTUB HE3AaKOHHOTO MCITOJIB30BaHUS WH(DOpMAITUH.
6. Moaens nHpOpMaIIMOHHOM 3alUTHI KAHAJIOB CBSI3H.

7. Crtparerus oOMaHa W €€ HCHOJb30BaHHEe B cdepe HHPOPMAIMOHHOM
3aIUTHI.
8. Borrpochl nHGOpMaMOHHON 0€301aCHOCTH B MOJIUTHKE U JUTUIOMATHH.

9. OpFaHI/ISaHI/IOHHO-paCHOPHlII/ITeJ'IBHBIC MCPBI I/IH(i)OpMaIII/IOHHOﬁ 3alllN-ThI.

10. TpagunuonHble HampaBiICHUS WHPOPMAIMOHHON 3alIUTHl U MYTH HUX
VHTETPALIUU.

5. llepeueHp wu3AaHWN, KOTOPBIE PEKOMEHIYETCS HCIIOJIb30BaTh IIPH

OCBOEHUHU JTUCLUIUIMHBI (MOTYJIS).
Ne
/Tt

bubnuorpaduueckoe onucanue Mecro nocryna




KopaupoBanue u 3ammura nHGOpMaIu B JOKYMEHTOO00PO-Te:

METOJI. yKa3. K MPaKT. u J1ad. pad. g ctyx. cuer. [pu-
KiaaHas nHpopMaTuka (B 9KOHOMHUKE) 1o auci. Muadopma-
nuoHHas 6e3zonacHocts / B.M. Mopo3zosa, K.3. Bpyoies-
ckuii; MUNT. Kad. DxoHomuueckas napopmaTuka. - M.:
MUUT, 2010. - 56 c.

URL: 03_19830.pdf
(miit.ru). (mata
obpamenus 03.03.2024)
TekcT : HemocpeaACTBEH-
Hb1iH.004.056.57 M 80

HIudpoBaHue ¢ OTKPHITHIM KIIOUOM: METOJ. yKa3. K J1a0. pad.

no aucu. MuadopmarnmonHas 6€30macHOCTh U 3aIUTa
nH(pOpMAaLIUU AJIS CTYI. criell. ABTOMAaTHU3UPOBAHHBIC CH-
cTemMbl 00paboTKU MHpOopMaLuu U ynpasieHus, Mudopma-
LUOHHEIE cucTeMbl U TexHosoruu / .M. KocTrokoBckas,

A M. Ynanos; MUUT. Kad. ABTOMaTH3MpOBaHHBIE CUCTE-
MBI yripaBienus. - M.: MUUT, 2008. - 28 c.

URL: 04-46051.pdf
(miit.ru). (mata
obpamenus 03.03.2024)
Texcr :

HenocpencTBeHHbIH.004
K72

Kpunrorpaguyeckas 3amuTa KOMIIBIOTEPHOH HHPOPMAIHH:
METOJI. yKa3. k 1ab. pad. mo aucu. TeopeTrnueckue OCHOBBI
KOMITBIOTEPHOU O€30MMacCHOCTH ISl CTY/., 00ydY. TI0 Hatp.
Nudopmannonnas 6e3onacHocts / . M. I'ongosekuit, b. B.
XKenenxos, U. E. Cadponona; MUUT. Kad. Beruncnutens-
HbIE CHCTeMBI U ceT. - M.: MI'VIIC(MUUT), 2013. - 36 c.

URL: 03-42764.pdf
(miit.ru). (mata
obpamenus 03.05.2026)
Texcr :

HenocpencTBeHHbINH.004
reo

Wudopmarmonnas 6€30MacHOCTh MEPCOHANBHBIX
KOMIIBIOTEPOB: yueO. nocobdue s cry. cneu. CAIIP u
CTPOUTENIBHBIX CIIEL. 110 Kypcy MeTo/Ibl U Cpe/ICTBA 3aIlUThI
kommbroTepHOi nHopMmarun. Y.2 / B.}O. CmupHoB, O.B.
CmupnoBa; MUUT. Kag. CAIIP TpancniopTHBIX
KOHCTPYKIHHU U coopyxernnit. M.: MUUT, 2010. - 88 c.

URL: 10-2256.pdf
(miit.ru). (marta
obpamenus 03.05.2026)
TekcT : HemocpeICTBEH-
HBIH.681.3.066 C 50

Pa3paboTtka Mep 3amuThl HHPOPMAIIMOHHBIX PECYPCOB B

KOpHOpaTHBHOﬁ CCTHU C BBIXOJOM B UHTCPHCT: qu6HO'MeTOI[.

mocobue 1o Kypc. pabote AJis CIEIUAINCTOB HATIP.
Kommnbrotepnas 6e3onacHocts / B. M. Anekcee; MUUNT.
Kad. Ynpasnenue u 3amura nuadpopmaryn. - M.:
PYT(MUUT), 2017. - 9 c.

URL: DC-435.pdf
(miit.ru). (ma-Ta
obpamenus 03.05.2026)
Tekcr :
HernocpeacTBenHsbIi.004
A-47

6. IlepeueHb COBpEMEHHBIX MPOQPECCHOHANBHBIX 0a3 JaHHBIX U
MH(POPMAIIMOHHBIX CIIPABOYHBIX CHCTEM, KOTOpPBIE MOTYT HCIOJIb30BaThCS IPHU
OCBOCHUM TUCHUILTUHBI (MOJYJIS).

- Hayunas snexrponnast 6ubnuoteka (http://elibrary.ru)

- Marepuansl o HHPOPMALIMOHHBIM TeXHONOrusaM (www.citforum.ru)

- Opunmansusiii cait PYT (MUUT) http:/miit.ru

- Hayuno-texunueckas o6uonmoreka PYT (MUUT): http://library.miit.ru

7. Tlepeuenn CBOOOTHO

IIporpaMMHOI'O O6€CHC‘-IGHI/IH, B TOM YHCJIC OTCYCCTBCHHOI'O IIPOM3BOACTBA,

JUIEH3UOHHOTO | pacnpoCcTpaHsIeMOro

HEO0OXOMMOTO JIJIs1 OCBOCHUSI TUCIUTLTAHBI (MOTYJIS).



- UnTepuet-6paysep (Yandex u ap.)
- Microsoft Windows.
- Microsoft Office

8. OmnucaHue MaTepUaIbHO-TEXHUYECKOW 0a3bl, HEOOXOAMMOW st
OCYIIECTBJICHUSI 00pa30BaTEIHLHOTO Mpoliecca MO IUCHUILTHHE (MOJIYIIIO).

YyeOHas aymuTopus JUIsI TPOBEIACHUS YUYCOHBIX 3aHATHH (3aHATHI
JCKIIMOHHOTO THWITA, JIA0OPAaTOPHBIX pPabOT, KypCOBOTO IMPOCKTUPOBAHUS
(BBITIOJIHEHUST KYPCOBBIX padoT):

- KOMIIBIOTEp TPEeroaaBarelisi, MyJIbTUMEIUIHOEe 00OpyIoBaHUE, padoune
CTaHIMH CTYJIEHTOB, JI0CKA.

AyauTopus moaKiIro4YeHa K ceTu « MHTepHeT.

9. ®opma NPOMEKYTOUYHOM aTTECTALIUM:

3auer B 4 cemecTpe.
Kypcogas pabota B 4 cemectpe.

10. OuieHOUHBIE MAaTEpUAIBI.

OueHOYHbIE MaTepUaAlIbl, TPUMEHSIEMBIE MPU MPOBEICHUHN MPOMEKYTOUHOU
aTTeCTaly, pa3padaThIBAIOTCS B COOTBETCTBHH C JIOKAIBHBIM HOPMATHBHBIM
aktom PYT (MUNT).
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