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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

Henpro qucuumminabl «OCHOBBI HH(GOPMAIITMOHHON 0€30M1aCHOCTUY SIBIISIETCA
dbopMHpoBaHHE KOMIIETEHIIMHA O HENsAX W 3agayax WHGOPMAIMOHHOW 3allUThl,
XapaKTEePHBIX CBOMCTBAx 3allMIIAeMOM uHdopmarmu, OCHOBHBIX
MH()OPMAIMOHHBIX ~ Yrpo3aX, CYIIECTBYIOIIMX HANpaBJICHUSIX 3allUTBl U
BO3MOXHOCTSIX ~[OCTPOEHHUS MOJENEH, CTpaTeruid, METOJOB U MPaBUII
MH(OPMAIIMOHHOMN 3aIUTHI.

OCHOBHBIMU 33JJa4aMH TUCLHUTUTAHBI SIBISIOTCSA:

* (O3HakOMJIGHHE C METOJaMH U CPEACTBAMU TEXHUYECKON 3alllUTHhI
nHpopManuu;

* (O3HakOMJIEHWE C TEXHOJOTHMYECKMMH pEIICHUAMH U1 O0ECIeUYEeHUS
nH(OPMAITMOHHON 0€30MaCHOCTH B Pa3IMUHbIX cepax;

 H3ydyeHue METOJOB  OpPraHU3ALMOHHO-IIPABOBOrO  OOecredYeHus
JNEATeIbHOCTH  TI0  TOJIYYEHMIO,  HAaKOIUICHWI0, o0paboTke,  aHaIMU3y,
UCIOJIb30BAaHUIO HMH(OpMaMM U  3amuTe OOBEKTOB  HMH(OpMaTU3AINH,
MH(OPMAITMOHHBIX TEXHOJIOTUHI U PECYPCOB;

» [IpuoOpereHne HaABBHIKOB YCTAaHOBKH, HACTPOWKH, OKCIUIyaTallud U
nojJep)aHusi B pabOTOCMOCOOHOM  COCTOSSHUM  KOMIIOHEHTOB — CHCTEMBI
oOecnieueHnss WHMOPMALMOHHONW OE30MAaCHOCTH C YYETOM YCTAHOBJICHHBIX
TpeOOBaHMIA.

2. [Inanupyemsble pe3ysibTaTbl 00y4EeHHUs 110 AUCHUIUIMHE (MOAYJIIO).

[Tepeuerr GopMHUpyeMBIX Pe3ylbTaTOB OCBOCHHS  0Opa30BaTEIHHOU
nporpamMmbl (KOMIIETEHIINI) B Pe3yJIbTaTe 00yUeHUs M0 TUCIHUILTAHE (MOIYIIIO):

OIIK-1 - CrnocobeH oleHUBaTh poJib UHPOpMALUMU, HWHOOPMAIMOHHBIX
TEXHOJIOTUI U WH(OPMAITMOHHOW 0€30MacHOCTH B COBPEMEHHOM OOIIECTBE, UX
3Ha4YeHHUE NI oOecrieueHus: OObEKTUBHBIX MOTPEOHOCTEN JIMIHOCTH, OOIIECTBA U
roCyJapcTBa;

IIK-9 - cmocoOHOCTBIO OCYHICCTBIATH MOAOOpP, M3ydeHHWEe W 000OIIeHHE
HAyYHO-TEXHUYECKOU JTUTEPATYPhl, HOPMATUBHBIX M METOAMYCCKUX MATEpPHAJIOB,
COCTaBJIATH 0030p 110 BOIIpocaM o0OecrieyeHus HHPOPMalMOHHON 0€30MaCHOCTH IO
npoduiito cBoei npodeccuoHaNbHON AeATEIbHOCTH.

OO0yueHnue 1Mo qUCHUIUTNHE (MOIYIIIO ) IPEAIoIaraeT, 4YTo 1Mo ero pe3yJibTaTaM
oOyuatoruiicst Oyier:

3HATH:



- CYLLIHOCTb U MOHATHE HHPOPMALIMOHHOMN 0€3011aCHOCTH, XapaKTEPUCTHUKY €€
COCTABIISIOIIIHX;

- Mecto HWHGOPMALMOHHOW O€30MaCHOCTU B CHUCTEME HallMOHAJbHOU
0€30MacHOCTU CTPaHbI;

- BUJIbI, ICTOYHUKH U HOCUTENH 3allHIlaeMoi nH(OpMaIny;

- HCTOYHWKU yrpo3 Oe3omacHOCTH HWH(OpPMAIMM W MEphl MO HX
MIPEIOTBPAICHUIO;

- (Qakrtopsl, BO3AeHCTBYyIOIIME Ha UHOpManUi0 Mpu ee 00paboTke B
aBTOMATU3UPOBAHHBIX (MH(OPMAIIMOHHBIX) CUCTEMAX;

- JKU3HCHHBIC ITUKIIBI HHPOPMAIUA OTPAHUICHHOTO JIOCTYIIAa B MPOIIECCE e
co3JaHus, 00paboTKH, Iepeaaun;

- COBpPEMEHHBIE CpEeIICTBA U CMOcoObl olecreueHuss WH(POPMaAIMOHHOM
0e30IaCHOCTH;

- OCHOBHBIE METOJMKMA aHallu3a yrpo3 U PUCKOB HWHOOPMAITMOHHON
0€30MacHOCTH.

Ymersb:

- KJTacCH(UITMPOBATH 3alIHMINAaeMy0 HHPOPMAIIHIO 110 BUJIaM TalHBI,

- KjJacCU(UIMPOBATh  3AIIMIIAEMYI0 HH(POPMAIMIO IO  CTEMCHSIM
CEKPETHOCTH;

- KJTaccuPUIUPOBATh OCHOBHBIE YTPO3bl 0€30MaCHOCTH HH(POPMAIIUH.

Baaners:

- IpO(ECCUOHAIIBHON TEPMUHOJIOTUEH;

- HaBbIKaMu (OpMaNbHOW MOCTAHOBKM M PEIICHUs 3a7adyu obOecredeHus
UHOPMAIIMOHHOW  0€30MaCHOCTH  KOMITBIOTEPHBIX CHCTEM U OOBEKTOB
uH(popMaTH3aUK;

- METOZaMU 3alUThl UHPOPMAIIUH.

3. O0beM TUCTUIUTUHBI (MOJTYJIS).

3.1. Ob6mas Tpy10eMKOCTh JUCITUTUTHHBI (MOTYIIS).

OO6masi TPyIOEMKOCTh AUCHUIUIMHBL (MoOayJisi) coctaBiser 4 3.e. (144
akaJeMHUYeCKUX yaca(oB).

3.2. O0bem pgucuUIUIMHBL (MOAYJsl) B (opMe KOHTAKTHOM paboThI
oOyJarmuxcst C  IeJarorM4eckuMu  paboTHUKaMU ®W  (WIM)  JIUIIAMH,
IPUBJIEKAEMBIMH K peaiu3aluu o0pa3oBaTesIbHOM MporpaMmbl Ha UHBIX YCIOBHSIX,
IIPU MPOBEJCHUHN YUE€OHBIX 3aHITHI:

Tum yaeOHbIX 3aHATHH | KommgectBo gacoB




Bcero | Cemectp Ne3

KonrakTHas pabora rmpu npoBeieHHH Y4eOHbIX 3aHSATHH (BCEro): 80 80
B tom uucae:

3aHATHSA JIEKIIMOHHOI'O THIIA 32 32
3aHATUSA CEMUHAPCKOro TUIA 48 48

3.3. O0beM auCHUIUIMHBL (MOAyJisd) B (opmMe caMOCTOSTENbHONW padOThI
oOyyaromuxcs, a Takke B (QopMe KOHTAKTHOM pabOThl O0O0ydYaroIuxcs ¢
nearoruueckuMu paboTHUKAMHK U (M) JTUI[AMU, TIPUBJICKAEMBIMH K peau3aiiu
oOpa3oBaTeIbHOM TpOrpaMMbl Ha HWHBIX YCIOBHUSIX, TIPU TPOBEICHUU
MPOMEKYTOUHOM aTTECTALMK COCTaBseT 64 akaJeMHUecKUX Jaca (OB).

3.4. ITpu oOy4yeHnH N0 MHAUBUAYAIBHOMY YYEOHOMY IUJIaHy, B TOM YHCIIE IIPU
YCKOPEHHOM O0y4Y€HHUH, 00BEM TUCIUIUIMHBI (MOJYJIs1) MOXKET ObITh peaan30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITeNIbHOM paboThl oOyJarouuxcs, a Takxke B hopme
KOHTaKTHOW paOoThl 00yyarolmuxcs ¢ NeAarorndyecKuMu pabOTHUKAMU U (WUJIN)
JUILIAMH, TIPUBJIEKAaEMbIMH K peaju3aluu 00pa30BaTeIbHON MPOrpaMMbl HA UHBIX
YCIIOBHSIX, IPU MPOBEAECHUYU IPOMEKYTOYHOM aTTECTALINH.

4. ConepxkaHue JUCHUTUIAHBI (MOIYJIA).

4.1. 3ausaTus JIEKIIMOHHOTO TUIIA.

TemaTuka JIEKIIMOHHBIX 3aHATUN / KpaTKO€ COACPIKAaHUC

1 |BBexnenue B uHGOPMAIIMOHHYIO O€30MTACHOCTD

Copeprkanue yaeOHOTO MaTepraa;

- [lonstne nHGOpMaIK 1 HHOOPMAITOHHOH 0€301TacCHOCTH.

- ndopmanus, cooOimenns, ”HPOPMAIIMOHHBIE ITPOIIECCH KAK 00BEKTH HH(OPMAIIIOHHON 0€3011acHOCTH.
- O030p 3aIUIIaEMBIX OOBEKTOB U CHCTEM.

2 |OcHOBHBIE OHATHS TEOPUH MHPOPMAIIMOHHOMN 0€301MacHOCTH

Copeprxanue yueOHOTO MaTepuaa:

- Mctopust cTaHOBJIEHUs TEOPUH MHPOPMAIIMOHHOMN 6€30MacCHOCTH.
- [Ipeametnas o6macTh Teopur HHGOPMAITMOHHON OE€30MMaCHOCTH.
- Cuctemaru3anysi MOHATUH B 00JIaCTH 3alTUTHl HHPOPMAITUH.

3 |OcHOBHBIE TEPMUHBI U OIIPEICICHNUS IPABOBBIX MOHATHH B 001aCTH HHPOPMAIIMOHHBIX
OTHOILEHUH U 3a1uThl HHGOopMaruu. [ToHaTus npeamerHol obsacT «3amura
uH(bOpMaLIIN

Coneprxanue yu4eOGHOT0 MaTepuaa:

- OCHOBHI)IC HpI/IHLII/IH])l HOCTpoeHl/Iﬂ CHUCTEM 3allUThI.

- Konrenuust KOMIUIEKCHOM 3alUThl HHGOPMAIIUH.

- 3agauu 3anIuThel HTHPOPMAITUH.

- CpencrBa peann3aiy KOMIUICKCHON 3aIIUThl HH()OPMAIHH.

4  |Nudopmarus kak 00bEKT 3aIUThI
CopeprkaHue yaeOHOTO MaTepraa;




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- [lonsTne 06 nHPOPMAINK KaK 0OHEKTE 3AIIUTHL.
- YpoBHU npencraBneHns nHPopmanuu. OCHOBHBIE CBOKWCTBA 3alIUIaeMOi HH(OpMAITHH.
- Bunel 1 popmel ipecTaBneHHs HHPOPMALHH.

HudopmanroHHbIe pecypchl U UX 3alluTa
Conepxanue y4eOHOTO MaTepuaa;

- NH(opMaIMOHHbBIE PECYPCHI.

- CTpyKTypa ¥ 1IKana HeHHOCTH HH(pOPMAIHH.

- Knmaccudukarus napOopMaMmoHHBIX PeCypCOB.

- [IpaBoBoif pexxuM HH(POPMAMOHHBIX PECYPCOB.

['ocynapcTBeHHas mosiTUka HHGOPMAITMOHHON Oe3onacHocTu. KoHnenuys

KOMIIJIEKCHOT'O 00eCIIeYeHU HH(i)OpMaHHOHHOfI 0e30macHOCTH

Coneprxanue y4eOHOTO MaTepuana;

- ndopmannonHas 6€301macHOCT M €€ MECTO B CHCTEME HallMOHAIILHOM Oe3omacHocTH Poccuniickoit
denepanun.

- Opransl obecrieyeHus] THPOPMAIIMOHHON 0€30MaCHOCTH U 3alUThl HHOPMAaIH, UX QYHKIMH U 33124 ,
HOpMaTUBHAA ACATCIbHOCTD.

YTrpo3sl nHDOPMAITMOHHONW 0€30TTaCHOCTH
Conepxanue y4eOHOTO MaTeprana;

- AHanu3 ysI3BUMOCTEH CUCTEMBI.

- Knaccudukanms yrpo3 nadpopmannoHHo#H 6€301acHOCTH.
- OCHOBHBIE HAITPaBJICHHUS U METO/IbI PEATN3AINHU YTPO3.

- HedopmanbHas Mosienib HapyImmrens.

- O1eHKa ySA3BUMOCTH CUCTEMBI.

[TocTpoeHne cucTeM 3aIIUTHI OT YIPO3bl HAPYIIECHHSI KOH(PHUIECHIINATEHOCTH
Copeprkanue yaeOHOTO MaTepraa;

- OmpeneneHre ¥ OCHOBHBIC CIIOCOOBI HECAHKITMOHUPOBAHHOTO JTOCTYTIA.

- Metonp! 3anutel ot HCJI.

- Opranuzanuonnsie Meroasl 3amuTel oT HC/.

- NmxenepHo-Texuuueckue meroasl 3amutsl ot HC/I.

- [TocTpoenue cucteM 3alIuThl OT YTPO3bl YTEUKU MO TEXHUYECKUM KaHajaMm.

MeTobl KOHTPOJISE IOCTyNa K HH()OpMaIHH

Cogneprkanue yueOHOTO MaTepuana:

- Unentudukanus u ayreHTHUKALINS.

- OCHOBHBIE HalPaBJICHHS H 1IEJIN UCTIOIb30BAHUS KPUNTOTPadHISCKIX METOIOB.

- 3amuTa OT yrpo3bsl HapyIIeHUs. KOHQHICHINAIBHOCTH HA yPOBHE COJEPKaHUS HH(OPMAIUH.

10

HOCTpOCHI/Ie CUCTCM 3alIUThI OT YI'PO3bl HAPYHICHHUA HECJIOCTHOCTH I/IH(1)OpMaI_[I/II/I u

OTKa3a 10CTyma

Conepxanue y4eOHOTO MaTrepuaa;

- 3amuTa HeNIOCTHOCTH HHPOPMAIIMH ITPHU XPAHEHUH.

- 3amuTa 1eI0CTHOCTH HH(OpMAIMK IPX 00paboTKe. 3aluTa eJT0CTHOCTH HHGOPMAIIMK TIPH
TPaHCIIOPTHPOBKE.

- 3ammTa OT Yrpo3bl HapyIICHHS [ETOCTHOCTH HH(OPMAILIUK HA YPOBHE COJCPIKAHMS.

- [locTpoeHue cucTeM 3anUThl OT YTPO3bl OTKA3a JOCTYIA K HHPOPMAIIHH.

- 3ammTa CeMaHTUYECKOr0 aHANIN3a U aKTYalIbHOCTH WH(POPMAIIHH.

11

Ilonntuka n MOaCIn 0€30I1aCHOCTH

Copeprxkanue yueOHOTO MaTepuaa;

- [Tonutrka 0e30MacHOCTH.

- CyObeKTHO-00BEKTHBIE MOJISNIU Pa3rpaHUUYCHUs JOCTYIIA.
- AKCHOMBI TIOJINTHKU 0€30I1aCHOCTH.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- [TomuTHKA U MOJENHN IUCKPEIIMOHHOTO OCTYTIA.

- [TaposbHBIE CHCTEMBI pasrpaHHUYCHUS JOCTYIIA.

- [TommMTHKA ¥ MOJIETH MaHAAaTHOTO JOCTYIIA.

- TeopeTrnko-uH(GOPMAIUOHHBIE MOJIEIH.

- [onuTHKA U MOJIEITH TEMAaTHYECKOTO Pa3rPaHUYEHHs JOCTYIA.
- PonteBast Mozieiib 6€30I1aCHOCTH.

12

O0630p MEXITyHAPOIHBIX CTAaHAAPTOB MH(DOPMAIIMOHHON OE30MACHOCTH

Copeprxkanue yaeOHOTO MaTepraa;

- Ponb cTarmapToB mHGOpPMAIHOHHONW OE30MaCHOCTH.

- Kpurepuu 6e30macHOCTH KOMIBIOTEPHBIX cHcTeM MuHHCTepcTBa 000poHs! CIIIA (OpamkeBast KHUTA),
TCSEC.

- EBporeiickne kpurepuu 6e3onacHocTr HHMpopMarmoHHbIX TexHororuil (ITSEC).

- ®enepanbHble KpuTepuy Oe30macHOCTH HHPopMannoHHbIX TexHonoruid CIIA.

- Enunele kputepun 6e30macHOCTH HH(GOPMAIIMOHHBIX TEXHOJIOTHHA.

- I'pynna mexayHapoausix ctangaptos 270000.

13

WudopmanroHHble BOIMHBI 1 HHPOPMALIMOHHOE TPOTHBOOOPCTBO
Copeprkanue yaeOHOTO MaTepraa;

- OmnpeneneHre ¥ OCHOBHBIC BUIBI HH(POPMAIIMOHHBIX BOWH.

- UadopmanmoHHO-TeXHUYECKast BOWHA.

- UadopManimoHHO-TICHX0JIOTHYeCKast BOWHA.

14

HopmatuBHO 1paBoBo€ peryIupoBaHKe 3aIlUThl HHPOPMALIUU

Cogneprxanue yueOHOTO MaTepuaa:

- OpraHu3anyoHHas CTPYKTYpa CHCTEMbI 3alIUThl HH(pOpMaLnH.

- 3aKoHO/IaTEJIbHBIC aKThI B 00JIACTH 3aIIUTHl HHPOPMAIIHH.

- Poccuiickue u MeXIyHApOAHBIC CTAHAAPTHI, ONPEACIAIONINE TPCOOBAHUS K 3aIUTe HH(OPMAIIHH.
- Cucrema ceprudukanmu PO B 061acT 3amuTsl HHOOPMAIHH.

- OCHOBHBIE TIPaBWJIA U TOKYMEHTHI CHCTeMEI cepTrudukarmm PO B obmacti 3amuTs HHGOpMAIIH.

15

Cucrema ceptudukanuu PO B o6mactu 3aumutsl nHGopMaiuu. OCHOBHBIE MTpaBUIIa U

JIOKYMEHTBI CHCTeMBI cepTudukaiuu PO B obmacty 3amuThl HHGOPMAITIH
Cogeprxanue yueOHOTO MaTepuaa:

- OCHOBHBIE MEXaHU3MBI 3alIUTHl HHOOPMALIH.

- Cucrema 3auThl HHOPMAIIHH.

- Mepbl 3auuthl HHGOPMAIHHY, pealn3yeMble B aBTOMATU3UPOBAaHHBIX (MH(POPMAIIMOHHBIX) CUCTEMAX.
- [IporpammHbIe 1 TpOrpaMMHO-aNINapaTHbIEe CPEACTBA 3aIUTH HH)OPMAITHH.

- UmxeHepHas 3aluTa U TEXHUYECKas OXpaHa 00beKTOB HHYOPMATH3AINH.

- Oprann3anroOHHO-PACTIOPSAUTEIbHAS 3aIIUTa HH()OPMAIIHH.

- Pabora ¢ xasipaMu ¥ BHYTpH OOBEKTOBBIN PEKHM.

- [IpyHIMTIBI TOCTPOEHUS OPTaHU3AMOHHO-PACTIOPSIUTEIILHON CHCTEMBI.

16

Ympasnenrue nHGOPMAITMOHHON 0€30MaCHOCTHIO MPEATIPUSTHS

Copeprxanue yaeOHOTO MaTepuana:

- OOBEKTHI 3aUThI HHGOPMALIUK HA IPEANPHUSITHH.

- Kinaccudukarus BuoB, cnoco60B, METOIOB U CPEJCTB 3aIUTHI MHPOPMALIMHU Ha MTPEATIPHUSTHH.
- Ha3navenue u cTpyKTypa CUCTEM 3aIlUThl HHPOPMAIIHH.

- KomrutekcHas cucreMa 3anuthl HHOOPMAMK HA TIPEIIPUSITHH.

4.2. 3a"sATUS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie paOOThI




n/n

HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

Cummetpuunoe mmdpoBanue: AES B paznuunsix pexxumax (ECB, CBC, GCM)

B pesynbraTe BeITOTHEHHS TAOOPAaTOPHOI pabOTHI CTYJEHT MOMYYHUT HABBIKM PEATM3ALNH IHU(PPOBAHUS U
nemrdpoBaHus TaHHBEIX ¢ ucnonb3oBanneM AES, ananusa ys3sumocteit pexxuma ECB (mampumep, npu
pabote ¢ m3o0paxkeHusMu), BeIoopa pexxumoB CBC u GCM st obecriedeHnss KOH(PUICHIMAIEHOCTH H
LEIOCTHOCTH.

AcummerpuuHas kpuntorpadus: reaepanus kiodeir RSA n ooOmen 3ammdpoBaHHEIMU
COOOLICHUAMHU
B pesynbprarte BRIIOTHEHUS 1a00paTOPHOI pabOTHI CTYIEHT MOMYYHT HABBIKK T€HEPAINH Ty OIHMIHBIX U

MPUBATHBIX KIFOYEH, IHU(PPOBAHHU COOOMICHNS YOIINIHBIM KITIOYOM ITOJTydaTelsl, AU POBaHH
TPUBATHBIM KIIFOYOM, & TaKXKe IIOHUMAaHHMS BEIYHCITUTEILHON CII0KHOCTH aTaK Ha KOPOTKHE KITFOYH.

Onexrponnas noanuck (RSA-PSS / ECDSA) u npoBepka MOAIMHHOCTH JaHHBIX

B pesynbrate BhIOIHEHHS TA0OPATOPHOI PabOTHI CTYJEHT MOJYYHUT HABBIKK CO3MaHMs U(POBOI
HOAIMHUCH IJIsA Q)al}'ma, OKCIIOpTa NOoANMCHU B OTﬂeHBHLIfI (1)317[.]'[, MPOBCPKU IMOAINMUCH C UCTTIOJIB30BAHUEM
MyOJIMYHOrO KIIF0Ya, a TAK)KE OOHAPYKEHU (hakTa MOTUGPHUKAIIMY JAHHBIX [TOCIIC ITOIITUCAHNU.

Kpunrorpaduueckoe xsmmponanue (SHA-256, MDS5) u ero npumMeHnenue st KOHTPOJIs
OEJIOCTHOCTH

B pesynbrare BRIIOTHEHHUS T1a00paTOPHOI pabOTHI CTYICHT MOIYYHT HABBIKK BRIYMCICHUS X3IIeH (ailios,
CpaBHEHUS X3UIeH U1 0OHapyKeHHsI I3MEHEHHUH (B T.4. OMTOBBIX), TOHUMaHMS KOJUIM3UH HA TIPIMeEpe
MD?5 u BBIOOpa CTOHKUX aJTOPUTMOB JUTS XPAHEHUS ITapoJIeH.

Artaka «4enoek nocepenune» (MITM) na npotokos oomena kimouamu Juphu —

XemimaHa

B pesynbrate BbINoJIHEHHS 1a00OPaTOPHOI PabOTHI CTYJCHT MOJYYUT HABBIKHU ITEPEXBaTa U MOJMEHBI
NMyOJIMYHBIX KITIOYEH B HE3alUIEHHOM KaHalle, pacinppoBku Tpaduka 0e3 BeoMa CTOPOH, a TaKkKe
MPAaKTHYIECKOTO IIOHMMaHU HeoOXoauMocTh ayTeHTuukam kiroueit (PKI).

Amnanus cereBoro Tpaduxa ¢ Wireshark: nepexsar naposeii no nporoxkonam HTTP, FTP,
Telnet

B pesynbrate BhITOIHEHHS 1a00PAaTOPHOI pabOTHI CTYICHT MOYYHUT HABBIKM 3aXBaTa IMaKETOB B
JIOKaJIBHOW CeTH, QUIBTpAIK TpaduKa 110 MPOTOKOIaM, BOCCTAHOBIICHUS ME€PEAaBaeMbIX JIOTHHOB
napoJeii u3 plain-text mpoTOKOJIOB, a TaKXKe 0OHAPYKEHHSI TTI0I03PUTEIBHBIX COSJNHEHUH.

ARP-spoofing: nepexsar Tpaduka B JIoKaJbHOM ceTr ¢ momortibio BetterCAP / Ettercap
B pesynbrate BbINOJIHEHHS 1JaOOPATOPHOI PabOTHI CTYICHT MOJIYYUT HaBbIKK oTpaBieHus: ARP-tabmu,
opranuzauuu MITM mexy xepTBoi U 1UIH030M, nnepexBara HTTP-ceccuit, a Takke HacTpOHKH
cratndecknx ARP-3ammceii kak MeTOa 3aIlUTEI.

Ckanupoanue noptoB 1 OC ¢ momompo Nmap (TCP SYN, FIN, XMAS) u 06xox
MPOCTHIX (paiipBOIOB

B PE3YIbTATE BBINTOJTHCHU Ha60paT0pH017[ pa6OTLI CTYACHT NMOJYUYUT HAaBbIKU NIPOBCACHUA CKPBITOI'O
CKaHMPOBAHUS, ONIPEICIICHUS OTKPBITHIX TIOPTOB M CEPBUCOB, MueHTUHKaKu OC 1o oTneyarkaMm creka
TCP/IP, a Taxke aHaIM3a 3aMUIIECHHOCTH CETEBBIX IICPUMETPOB.

Oo6napyxenue Bropskeruii (IDS): HacTpoiika Snort 111 CHTHATYpHOTO aHalk3a Tpaduka
B pesyinbTaTe BBITOMHEHHS JTa00paTOPHOU padOThI CTYJCHT HOIYYHT HABBIKKA HAIMCAHHS COOCTBEHHBIX
curHaTyp (paBmiI) Snort, IepexBaTa IMOI03PUTENFHBIX IMAKETOB (HarpuMep, ¢ npu3Hakamu SQL-
UHBEKINH WM CKaHHUPOBAHUS IIOPTOB), TEHEPALINH OIIOBEIICHHIT U JIOTHPOBAHYS aTakK.

10

3ammra ot DDoS: HacTpoiika rate limiting u cuHxpoHHbIX KyK (SYN cookies) Ha Linux
(iptables)

B pesynbrate BbINOJIHEHHS 1a0OPATOPHOI pabOThl CTYJEHT MOJMYYHUT HAaBBIKM OTPaHUUESHHUS YUCIIa
coenuHenuit ¢ ognoro IP, 3aumre! ot SYN-flood ¢ Brmtodenuem SYN cookies, SMyJIsiiuK aTaku ¢
noMotipto hping3, a Taxke aHanm3a 3arpy3ku cepBepa Mo aTakoi.




n/n

HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

11

CerMeHTanus CETH U MEKCeTeBbIe FKpaHbl (pfSense): mpaBuia npomnycka Tpaduka
mexnay VLAN

B pesynbrate BhINoIHEHHS 1JaOOPATOPHOI PadOTHI CTYIEHT MOTYYUT HaBbIKK co3nanusi VLAN, HacTpoiiku
npasui allow/deny s pasusix 300 (DMZ, LAN, Guest), opranuzanuu NAT, a Takxe nIpoBepku
U30JIALUN CETMEHTOB C TIOMOIIbIO CKAHUPOBAHMUS.

12

SQL-unbekuuu (SQL1) BpyuHyto u uepe3 sqlmap: u3BiedeHrne N1aHHbIX U3 0a3bl

B pesynbrate BbINOIHEHHS Ta00PATOPHOI pabOThl CTYJCHT MOJYYHUT HABBIKA OOHAPYIKEHUS YSI3BUMBIX
napameTpoB, ucrnons3oBaHust UNION u cnenbix uabeknuii (boolean/time-based) mst o6xoma
aBTOpHU3AIMH, JaMIiia TabJuIl, a TaKKe PUMEHEHUsI TapaMeTPU30BaHHbIX 3aIPOCOB IS 3AIUTHI.

13

MeskcaitroBsiii ckpuntiar (XSS): kpaka ceccuit u mogmena konrenTa (stored / reflected
/ DOM)

B pesynbTaTe BBIOIHEHHS Ja00pAaTOPHON pabOThI CTYIEHT MONYyYHT HaBLIKK BHEApeHUs JavaScript-koaa
B KOMMeHTapuu win napamerpbl URL, mepexsata cookie kepTBEI ¢ OTIPaBKO Ha BHEIIHUI cepBep,
CO3JaHus MOAENbHBIX (hOPM BBO/IA, a Takke HacTpoiiku Content-Security-Policy (CSP).

14

CSRF (MexcaiiToBas mojjaesika 3ampoca): aTaka Ha CMEHy mapoJis 6e3 BegomMa
IIOJIB30BaTECIIA

B pesynbraTe BITOTHEHHS TAOOPAaTOPHOH pabOTHI CTYJEHT MOIYYHUT HABBIKK CO3/IaHHS BPEAOHOCHON
HTML-cTpanwuis! ¢ aBTomMaTndeckoii ornpaskoi POST-3ampoca, mepexsaTa BaJIMIHON CECCHH, a TAKXKe
BHenpenus anti-CSRF TokeHoB 1 mpoBepku Referer-3arooBkoB Kak METOAA 3AIUTHIL.

15

Hebe3omacHble necepuanu3zaius B Java/Python: ynanennoe Beimonnenue koaa (RCE)
B pesynbrate BbIoIHEHHS 1a00paTOPHON pabOThl CTYICHT MOJYYHUT HABBIKU CO3/1aHHS BPEIOHOCHOTO
CepUaIM30BaHHOTO 00BEKTA, IKCILTyaTalluK T'a/PKET-1IETIOYKH (Hanpumep, ysoserial), momydenus reverse
shell, a Takke caHUTH3ALKHU U OEJIOTO CIKMCKA KJIACCOB MPH JIeCepHATU3AIHH.

16

XXE (XML External Entity): urenue nokansHbIX ¢aitnoB u SSRF uepes mapcep XML
B pesynbrate BIIOTHEHHS 1a00PaTOPHOI pabOTHI CTYJEHT MTOJYYHUT HABBIKM BHEAPCHUS BHEITHEH
CYIIHOCTH ISl UTeHus /etc/passwd, opraHusanuy 3anpoca kK BHyTpeHHUM cepBepaM (SSRF), nposenenus
DoS uepes «billion laughs», a Taxke oTkitoueHns 00padoTku external entities B mapcepe.

17

[Tepenmonaenue 0ydepa (stack overflow) va 32-6utHo# Linux: nmepe3anuchk BO3BPATHOTO
anpeca (ret2libc)

B pesynbrate BbINoIHEHHS 1a0OPATOPHOI PabOTHI CTYJCHT MOJYYUT HABBIKK HAXOXKICHHS YSI3BUMOIO
BBOAa (gets / strepy), mepe3anucu EIP, Bei3oBa dynkuuu system("/bin/sh") ¢ otkirouennsim ASLR, a
TaK)Ke MCMOIB30BAHMS KOMITMIATOPHBIX 3amuT (Stack Canary, NX).

18

[TpusunerupoBanusie 6uTh (SUID/SGID): mouck u skcmyatanus A1 dCKalaluy mpas
B pesynbTaTe BBITOTHEHHS J1a00paTOPHON padOThl CTYJCHT MOJYYHUT HABBIKU MMOUCKA OMHAPHUKOB C
SUID-6utoMm, 3KkcIuryaTanny HepaBHIbHO HACTPOEHHOTO chmod u+s, mpuMeHeHHs aTak Ha

LD PRELOAD, a taxxe aHanu3a 0e30IacHbIX anbTepHaTUB (capabilities).

19

C6op u ananu3 oros 6e3omacHoctH (syslog, auditd, Windows Event Log)

B pesynbrate BbINoIHEHHS 1a00OpAaTOPHOI pabOThl CTYJCHT MMOJYYUT HABBIKM HACTPOIKH ayauTa (aiinos
(auditd), nentpanuzoBaHHoro coopa joros (rsyslog), oOHapykeHHs HeyIauHbIX HOMIBITOK BXOa
(Evilginx), mogo3putensHbix nporeccos (Windows Event ID 4624/4625), a Tak:ke aBTOMaTH3aI[UH [TOUCKA
aHOMaJIHH.

20

W3omsimust mpoiieccoB ¢ moMoIibio koHTeiHepoB (Docker) u mecounuir

(Firejail/seccomp)

B pesynbrate BbINOJIHEHHS 1a0OPATOPHOI pabOThl CTYJEHT MOJIYYHUT HABBIKHU 3aIlyCcKa KOHTEeHHepa ¢
MUHHAMAJIbHBIMU NpUBMIIErusimMu (drop cap), orpaHH4YeHHs] CHCTEMHBIX BBI30BOB Yepe3 seccomp-npoduim,
OJIOKUPOBKH MOHTHPOBAHUS /Proc, a TAK)KE MPOBEPKHU «II00ETa» W3 KOHTEHHepa IPH HEIPABUIbHOM
HaCTPOMKH.




n/n

HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

21

[Tepe6op nmaponeit oduraita: John the Ripper / Hashcat mpotus NTLM u /etc/shadow

B pesyubTaTe BBITOMHEHHS JTa00paTOPHOU padOThl CTYJSHT HOJIYYHUT HABBIKU JaMIla Xauied (HanpuMmep, ¢
oMok mimikatz wmu u3 shadow), mpoBeneHns aTaku Mo CiIoBapio U OpyTdopca mo Macke,
UCHOJIb30BAHMS IPABIII MyTaLllH, a TAK)KE OLEHKH CTOMKOCTH Iapojieil Ha OCHOBE BPEMEHH IOA00pa.

22

Mmuorogakropnas ayrentudukanus (MFA): nacrpoiika TOTP (Google Authenticator)
Ha SSH

B pesynbprarte BRIOIHEHUS Ta00paTOPHOIT pabOTHI CTYJSHT NOIYYHUT HaBBIKK HHTETrpannd PAM c
MoxyneMm google-authenticator, reneparu ceKpeTHBIX Kitouel 1 QR-KomoB, MpoOBEpKH 0HOPA30BBIX
mapoJielt, a Taxoke HacTpoiiku fallback-meTonoB u pe3epBHBIX KOIOB.

23

bezonacuocts Wi-Fi: 3axBar WPA2 handshake u mog6op mapois (Aircrack-ng)

B pesynbTaTe BBIIOTHEHHS 1a00paTOPHON pabOThI CTYICHT MONYYHUT HABBIKK MEPEBO/IAa CETEBOTO alanTepa
B PSKHM MOHHTOPA, 3axBaTa 4-way handshake kiueHTa, 1eayTeHTH(HKAIIAH JTETHTUMHOTO MOJTb30BaTENS
(deauth), odnarin-ogbopa mapois, a Takxe HacTpoiikd WPA3 u RADIUS kak Mep 3aIIuThL

24

dopensuka (UdppoBas KPUMUHAIUCTUKA): BOCCTAHOBJICHHUE yIaJICHHBIX (DAIIIOB 1

aHanu3 obpasa nucka (Autopsy / Sleuth Kit)
B pesynbTate BbIOIHEHHS Ta00OPATOPHOI pabOThl CTYICHT MOJYYHUT HAaBBIKK MOHTUPOBaHHS 00pa3a JuckKa
(E01/DD), nouncka ymaneHHBIX (aiioB mo 3aroioBkam (carving), ananmsa MFT (Master File Table),

W3BIICUCHUS METaIaHHBIX U X3IIeH (aiiIoB, a TAaKKe COCTABIICHUS TaliMIIaifHa COOBITHIA.

4.3. CamocrosTenbHas paboTa 00yJaronmxcs.

n/m

Bua camocrositenbHOM paboTh

Pabora ¢ IeKIIMOHHBIM MaTepUAIOM

[ToaroroBka k 1a6OpaTOpHBIM paboTaM

BrinonHenune KkypcoBoid paOoTBhI.

[ToaroroBka k IPOMEKYTOUYHOHN aTTECTALUH.

gl B W N

HO)IFOTOBKa K TCKYILIEMY KOHTPOJIIO.

4.4. [IpuMmepHbIN NepeyeHb TEM KypPCOBBIX padoT
1. ®opMbl TICHUXOJOTUYECKOW 3alUThl YEJIOBEKAa OT WH()OPMAIIMOHHOM

neperpy3KH.

2. CommanwsHo BpeaHas undopmarus B CMU.
3. Bpennas u onacHast uHpopmanus B Mlatepuer
4. ®opmbl 0OMaHa U MOLIEeHHUYeCcTBa B IHTEpHET.

5. ®opMbl HE3aKOHHOT'O HCIOJIb30BaHUS MH(POPMAIMHU. 3aKOHOJIATEIbHbIC

MCPBI HPOTHUB HC3aKOHHOT'O NUCIIOJIb30BAHUA I/IH(l)OpMaI_[I/II/I.

6. Monenb nH)OpMaIMOHHOM 3aITUTHI KAHAJIOB CBSI3H.

7. Crtpaterus oOMaHa W €€ HCHOJb30BaHHEe B cdepe HHPOPMAIMOHHON

3aIUTHL.

8. Borrpochl nHGOpMaMOHHON 0€30TTaCHOCTH B TMOJUTHKE U JUTUIOMATHH.



9. Oprann3anmoOHHO-PACTOPATUTENbHBIE MEPBI HH(OPMALIMOHHON 3aIUTHI.

10. TpaguimonHsle HampaBieHUs HUHPOPMALMOHHON 3alIUTHl U MYTH HUX

HHTCIpalluu.

5. Ilepedenbp wu3AaHU, KOTOpHIE

OCBOEHUHU JTUCIHUIUTHHBI (MOTYJIS).

PEKOMEHAYETCSl HUCIOIb30BaTh IPHU

No
/o

bubnuorpaduyeckoe onucanue

Mecto nocryna

1

KonupoBanue u 3amura nHGOpMaIim B
JOKYMEHTOOOOPOTE: METO/I. YKa3. K MPaKT.
u 1ab. pad. st cryn. cuen. [Ipukinannas
nH(popmaTrka (B S)KOHOMHUKE) 1O JUCII.
Nudopmanmonnas 6e3onacHocts / B.U.
Mopo3sosa, K.3. Bpybnesckuii; MUUNT.
Ka¢. Dxonomuueckas nudopmatuka. - M.:
MUUT, 2010. - 56 c.

URL: 03 19830.pdf (miit.ru). (mata
oOpamenus - 18.05.2026) Tekcr :
HenocpencTBeHHbIH.004.056.57 M 80

IudpoBaHue ¢ OTKPHITHIM KITFOUOM:
METO/. YKa3. K j1a0. pab. mo aucii.
WNudopmanmonHas 6€30MacHOCTb U 3aIIuTa
UHpOPMALIUK JUISL CTY . CIell.
ABTOMaTU3UPOBAHHbBIE CUCTEMBbI
00paboTKK MHPOPMALIUU U yTIPABIICHUS,
WNHdopMalinoHHbIE CUCTEMBI U TEXHOJIOTUU
/ 9.1. KoctrokoBckas, A.M. Y 1aios;
MUUT. Kad. ABTOMaTu3npoBaHHbIE
cucreMsl ynpasienud. - M.: MUNT, 2008.
-28c.

URL: 04-46051.pdf (miit.ru). (mara
oOpamenus 18.05.2026) Tekcer :
HenocpencTBeHHbIH.004 K 72

Kpuntorpaduueckas 3amura
KOMIIBIOTEPHON HHGOPMAIIUU: METOJI. YKa3.
K J1a0. pab. o nuci. TeopeTnueckue
OCHOBBI KOMITBIOTEPHOU 0€30MacHOCTH st
CTYI., 00y4. 1o Hamp. MHpopmarmonHas
oe3omacuocts / . M. T'onnosckuii, b. B.
XKenenkos, U. E. Cadponosa; MUUT. Kad.
BeruucnurenbHble CUCTEMBI U CETH. - M.
MI'VIIC(MUUT), 2013. - 36 c.

URL: 03-42764.pdf (miit.ru). (mara
oOpamenus 18.052026) Tekcer :
HernocpeacTBenHbii.004 I'60

HNudopmanronHas 6€30macHOCTb
MEPCOHANBHBIX KOMITLIOTEPOB: y4eO.
nocobue st cryn. cuer. CAIIP u
CTPOUTENBHBIX CIIEIL. TI0 Kypcy MeTobl 1
CpEACTBA 3alUTHl KOMIIBIOTEPHOM
undopmanuu. Y.2 / B.}O. Cmupaos, O.B.

URL.: https://library.miit.ru/miitpublishing/10-
2256.pdf. (mara obpamenms 18.05.2026)
TexcT : HemocpencTBeHHBIN.681.3.066 C 50




CmupnoBa; MUUT. Kag. CAITP
TPAHCHIOPTHBIX KOHCTPYKIUH H
coopyxenuit. M.: MUUT, 2010. - 88 c.

5 | Pa3zpaboTka Mep 3amuThl URL:
MH(POPMAIMOHHBIX PECYPCOB B https://library.miit.ru/bookscatalog/metod/DC-
435.pdf. (mata obpamenus 18.05.2026) Tekcr

: HeTocpencTBeHnbi. 004 A-47

KOPIOPAaTHBHOM CETH C BBIXOJIOM B
UHTEPHET: yueOHO-MEeTO/1. mocodue 1mo
Kypc. paboTe [Isl CTIenuaiiucTOB HATp.
Kommnbrotrepnas 6e3omacHocTs / B. M.
Anekcees; MUUT. Kag. Ynpasnenue u
3amuTa uHGopmanuu. - M.: PYT(MUUT),
2017.-9c.

6. IlepeueHb COBpEMEHHBIX MPOQPECCHOHANBHBIX 0a3 JaHHBIX U
WH(OPMAITMOHHBIX CIIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJB30BAThCS TIPHU
OCBOEHUHU TUCIUIUTUHBI (MOJTYJIS).

CDOPYM CIICIIUAJTINCTOB 110 I/IH(i)OpMaI_II/IOHHBIM TCXHOJIOT'UAM
http://citforum.ru/
. NuTepHer-yHuBEpCUTET UH(OPMAITMOHHBIX TEXHOJIOTU

http://www.intuit.ru/
 Temarnueckmii opym 10  WHGOPMAIMOHHBIM  TEXHOJIOTHSM

http://habrahabr.ru/

7. IlepeueHb  JUIEH3UOHHOTO U  CBOOOJHO  PACHPOCTPAHIEMOTO
MpPOrpaMMHOTO OOECIICUYeHHsSI, B TOM YHCJIE OTEUECTBEHHOI'O IPOU3BOJICTRA,
HEO0OXOIMMOT0 JIJIsI OCBOCHMSI TUCITUTIIIUHBI (MOTYJIs).

- Windows
- Microsoft Office
- UnTepHet-6payzep (Yandex u ap.)

8. OmmcaHue MaTepUaJbHO-TEXHUYECKOM O0a3bl, HEOOXOIUMOM IS
OCYIIIECTBJICHUS 00Pa30BaTEILHOrO Mpoliecca Mo TUCIHUILTHHE (MOIYJIIO).

YyeOHass ayauTopus Uil TPOBEIACHUS Yy4YEOHBIX 3aHATHH (3aHATHH
JICKIIMOHHOTO THUIIA, MPAKTHYCCKUX 3aHATHH ):

- KOMIIBIOTEp  IpemojaBareiis, pabdouWe  CTaHIMM  CTYJCHTOB,
MYJIBTUMEIUMHOE 000pYI0BaHHE, TOCKA.

AyauTopus oaKiro4YeHa K ceTu « MHTepHeT.

9. ®opma MPOMEKYTOUHON aTTECTAITIH:



KypcoBas pabota B 3 cemectpe.
DK3aM€EH B 3 ceMecTpe.

10. OueHouHble MaTEpUAIIBI.

OueHouHble MaTepuabl, IPUMEHSEMbIE MTPU MPOBENCHUH MPOMEKYTOYHOM
aTTeCcTall, pa3padaThIBAIOTCA B COOTBETCTBHM C JIOKAJIbHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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JIOIIEHT, K.H. Kadeapsl
«BpraucnuTenpbHble CHCTEMBI U
KBAaHTOBBIC KOMMYHUKAITHI)

CoryacoBaHo:
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b.B. XKXeneukos

H.A. AnnpusHoBa



