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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

Henpro qucuumminabl «OCHOBBI HH(GOPMAIITMOHHON 0€30M1aCHOCTUY SIBIISIETCA
dbopMHpoBaHHE KOMIIETEHIIMHA O HENsAX W 3agayax WHGOPMAIMOHHOW 3allUThl,
XapaKTEePHBIX CBOMCTBAx 3allMIIAeMOM uHdopmarmu, OCHOBHBIX
MH()OPMAIMOHHBIX ~ Yrpo3aX, CYIIECTBYIOIIMX HANpaBJICHUSIX 3allUTBl U
BO3MOXHOCTSIX ~[OCTPOEHHUS MOJENEH, CTpaTeruid, METOJOB U MPaBUII
MH(OPMAIIMOHHOMN 3aIUTHI.

OCHOBHBIMU 33JJa4aMH TUCLHUTUTAHBI SIBISIOTCSA:

* (O3HakOMJIGHHE C METOJaMH U CPEACTBAMU TEXHUYECKON 3alllUTHhI
nHpopManuu;

* (O3HakOMJIEHWE C TEXHOJOTHMYECKMMH pEIICHUAMH U1 O0ECIeUYEeHUS
nH(OPMAITMOHHON 0€30MaCHOCTH B Pa3IMUHbIX cepax;

 H3ydyeHue METOJOB  OpPraHU3ALMOHHO-IIPABOBOrO  OOecredYeHus
JNEATeIbHOCTH  TI0  TOJIYYEHMIO,  HAaKOIUICHWI0, o0paboTke,  aHaIMU3y,
UCIOJIb30BAaHUIO HMH(OpMaMM U  3amuTe OOBEKTOB  HMH(OpMaTU3AINH,
MH(OPMAITMOHHBIX TEXHOJIOTUHI U PECYPCOB;

» [IpuoOpereHne HaABBHIKOB YCTAaHOBKH, HACTPOWKH, OKCIUIyaTallud U
nojJep)aHusi B pabOTOCMOCOOHOM  COCTOSSHUM  KOMIIOHEHTOB — CHCTEMBI
oOecnieueHnss WHMOPMALMOHHONW OE30MAaCHOCTH C YYETOM YCTAHOBJICHHBIX
TpeOOBaHMIA.

2. [Inanupyemsble pe3ysibTaTbl 00y4EeHHUs 110 AUCHUIUIMHE (MOAYJIIO).

[Tepeuerr GopMHUpyeMBIX Pe3ylbTaTOB OCBOCHHS  0Opa30BaTEIHHOU
nporpamMmbl (KOMIIETEHIINI) B Pe3yJIbTaTe 00yUeHUs M0 TUCIHUILTAHE (MOIYIIIO):

OIIK-1 - CrnocobeH oleHUBaTh poJib UHPOpMALUMU, HWHOOPMAIMOHHBIX
TEXHOJIOTUI U WH(OPMAITMOHHOW 0€30MacHOCTH B COBPEMEHHOM OOIIECTBE, UX
3Ha4YeHHUE NI oOecrieueHus: OObEKTUBHBIX MOTPEOHOCTEN JIMIHOCTH, OOIIECTBA U
rocyaapcTBa.

OOGy4eHwue 1o JUCUUILIMHE (MOAYJII0) MPEANoaraeT, YTo Mo €ro pe3yJibraramMm
oOyuarormmuiicst Oyier:

3HaTh:

- CYIIIHOCTb Y IMOHATHE NHPOPMAITMOHHOM O€30ITaCHOCTH, XapaKTEPUCTUKY €€
COCTaBJISIONIHX;

- MecTto WHGOPMAIMOHHONW OE€30MacHOCTH B CHUCTEME HaIMOHAIBHOM
0€30MacHOCTH CTPaHbL;

- BU/IbI, ICTOYHUKH U HOCUTEIIH 3alUIIIaeMOi HHPOPMAIIUH;



- HUCTOYHUKM Yrpo3 0e30macHOCTH HWHGOpPMAaUM W MEphl MO0 UX
PEIOTBPALICHHIO;

- (Qaktopsl, BO3JeHCTBYIOIIME Ha HHOpManuio Mpu ee 00paboTke B
aBTOMAaTHU3UPOBAHHBIX (MH(OPMAIMOHHBIX) CUCTEMAX;

- KU3HEHHBIC ITUKJIBI HHPOPMAIIUU OTPaHUICHHOTO JIOCTYIIa B TIpoIecce ee
co3nanusi, o0pabOTKH, epeaayu;

- COBpPEMEHHBIE CpEJICTBA U CIOCOOBI oOecreyeHus: WHOOPMAIMOHHOM
0Ee30ITaCHOCTH;

- OCHOBHBIE METOJWKH aHalKW3a yIrpo3 U PHUCKOB WHGOPMAIMOHHON
0€30MacHOCTH.

Ymern:

- KJIacCU(PUIMPOBATH 3alIMUINAEMYI0 HHPOPMAIIKIO 110 BUJIaM TalHBI,

- Kjaccu(UIUPOBATH  3alIMIIAeMyl0 HHPOPMAIMIO 1O  CTENEHIM
CEKpPETHOCTH,;

- K1accu(UIMpoBaTh OCHOBHBIE YTPO3bl 0E€30MACHOCTH UH(OPMALIUH.

Baaners:

- IpOoeCCUOHAIBHON TEPMHUHOJIOTHUEH;

- HaBBIKaMU (OPMabHOW IMOCTAHOBKHM WM PCEUICHUS 3aJadyd 0O0CCIICUCHHUS
nHpOpMaMOHHOW  0€30MacHOCTH  KOMIIBIOTEPHBIX CHCTEeM H  OOBEKTOB
nH(pOpMaTH3AIINN;

- METOZaMU 3alTUThl HHPOPMAITUH.

3. O0beM TUCHUIUIUHBI (MOJTYJIS).

3.1. O6mas Tpy10€MKOCTh AUCITUTIIUHBI (MOTYJIs).

O6masi TpyHOEMKOCTh JUCHUIUIMHBI (MOayJisi) coctaBisser 4 3.e. (144
aKaJieMUYeCcKux Jaca(oB).

3.2. O6bem mucuumuiiHbl (Monmynsi) B (opmMe KOHTAaKTHOW pabOThI
oOydJaromuxcsi C  IENarorMYecCKUMHu  paboTHHKaMu W (WIM)  JUIAMH,
MPUBJICKAEMBIMU K peaTn3anuy 00pa30BaTeIbHON MTPOTrpaMMbl Ha HHBIX yCIIOBUSX,
IIPY MPOBEJICHUHN YUEeOHBIX 3aHITHIA:

KonnuecTBo yacoB

Tum yaeOHbIX 3aHATHH
Bcero | Cemectp Ned

KonrakTHas paboTa Impy npoBeieHHH Y4eOHBIX 3aHSATHH (BCEro): 80 80

B tom unce:

3aHATHA JIEKIIMOHHOTO THIIA 32 32

3aHATHS CEeMUHAPCKOTO THUTIA 48 48




3.3. O0pem aucummIuHbl (MOAYNs) B (OpME CaMOCTOATEIBHONW pabOThI
oOyyaromuxcs, a Takke B (QopMe KOHTAKTHOM paboThl OO0ydYaroUuXcsi ¢
neJaroruueckuMu pabOTHUKAMU U (M) JTULAMU, IPUBJIEKAEMBIMU K peaTU3aliu
0o0pa3oBaTeNpbHOM MpOrpaMMbl HA HMHBIX YCIOBHUSX, IMpU MPOBEACHUU
IPOMEXYTOUHOM aTTecTalli COCTaBIIAET 64 akaJeMUUecKUX Jaca (OB).

3.4. [Tpu oOy4eHNH 110 MHANBUAYATEHOMY Y4€OHOMY IUIaHy, B TOM YHCJIC IPU
YCKOPEHHOM O0YY€HHUH, 00BEM TUCIUILUIMHBI (MOJIYJIs1) MOXKET ObITh peaanu3oBaH
MOJIHOCTBIO B (DOpME CaMOCTOSITENIbHON padoThl 00yYarouxcs, a Takke B (hopme
KOHTaKTHOM pabOThl 00y4aloIUXCsl ¢ NMeAarortuecKuMu pabOTHUKAMHU U (WJIN)
JUIAMU, TIPUBJIEKAEMBIMH K peasiu3alliu 00pa3oBaTEIbHOM MPOrpaMMbl HA HHBIX
YCJIOBUSIX, TIPH MPOBEJCHUU IPOMEKYTOUYHOM aTTeCTalIUU.

4. ConepxaHue JUCHUTUIAHBI (MOIYJIA).

4.1. 3aHATHA TEKIUOHHOTO THUIIA.

/ TeMaTuka JIEKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAaHUC
II/11

1 |BBexnenue B uH(GOPMAIIMOHHYIO O€30MTACHOCTD

Cogneprkanue yueOHOTO MaTepuaa:

- [lonsTne nHGOpMaIK 1 HHOOPMAIIIOHHOH 0€301TacHOCTH.

- Uadopmanms, cooOmeHus1, ”HPOPMAIMOHHBIE TPOIIECCH KaK 00BEKTH HH(OPMAITMOHHOM 0€301TacHOCTH.
- O030p 3amHUIIaeMBIX OOBEKTOB U CHCTEM.

2 |OcHOBHBIE MOHATHS TECOPUH MHPOPMAITMOHHON OE30MTaCHOCTH
Cogneprxanue yueOHOTO MaTepuaa:

- Uctopust cTaHOBNEHUs TEOPUH HH(DOPMAIIMOHHON 0€30MAaCHOCTH.

- IlpenmeTHas obnactb Teopun HHGOPMALMOHHOMN GE30IIACHOCTH.

- Cucremarun3zanus IOHITHI B 00J1aCTH 3aIIUThl HH(POPMAIHH.

3 |OcHOBHBIC TEPMHHBI M OIIPEICIICHHS TPABOBBIX IMOHATHI B 00J1aCTH HHPOPMAITHOHHBIX
OTHONICHUH U 3aiuThl HHPopMmaruu. [lonsaTus npeameTHol obnactu «3amura
nHopManum»

CopeprkaHue y9eOHOTO MaTepraa;

- OCHOBHEIE MPUHIOUIIBI HOCTPOCHUS CUCTEM 3aIlUTHI.

- Konrenuust KOMIUIEKCHOM 3alUThl HHGOPMAIIKH.

- 3ajaun 3aUTHl HHPOPMALIUH.

- CpencrBa peann3aii KOMIUICKCHON 3aIIuThl HH()OPMAIHH.

4 |Muadopmarms kak 00BEKT 3alTUTHI

CopeprkaHue yaeOHOTO MaTepraa;

- [lonsTne 06 nHPOPMAINK KaK 0OBEKTE 3AIIUTHL.

- YpoBHu npejcrasinenus uapopmaipu. OCHOBHBIE CBONCTBA 3alUIIAEMON HH(POPMAIIHH.
- Busbl 1 popmbl nipecraBieHus HHOOPMAIUH.

5 |MHdopMannoHHbIE pecypchl U HX 3allIUTa
Cozepxatne yueGHOro MaTepuana:

- NndopmannoHHbie pecypesbl.




n/n

TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

- CTpyKTypa U IIKaJia IIEHHOCTH HH(OPMAIIHH.
- Knmaccudukarus nHDOpMaIIMOHHBIX PECypPCOB.
- [IpaBoBoii peKHM HHPOPMALTHOHHBIX PECYPCOB.

Focy,[[apCTBeHHaﬂ IIOJINTHUKA HH(bOpMElLIPIOHHOfI 0C30I1aCHOCTH. KOHI_ICHI_II/IH

KOMIUIEKCHOTO obecriedeHusi HH()pOpPMAIMOHHOW O€30TTacCHOCTH

Cogeprkanue yueOHOTO MaTepuaa:

- Uadopmanmonnas 6€30macHOCTb U €€ MECTO B CHCTEMe HallMOHANbHOU Oe3omacHocTr Poccuiickoit
denepanuu.

- Opransl obecrieueHnst HH)OPMAIIOHHOM 0€30IIaCHOCTH U 3alUTHl HHPOPMALNH, UX QYHKIINA U 3a1a9H,
HOPMAaTHUBHAs ACSATEIEHOCTb.

Yrpo3bl nHDOPMAITMOHHOW 0€30MMacHOCTH
CopeprkaHue y4eOHOTO MaTepraa;

- AHanmu3 ysI3BUMOCTEH CUCTEMBI.

- Knaccudukanus yrpo3 nHbpOpMaIIMOHHON 0€30MaCHOCTH.
- OCHOBHBIC HAMPABJICHUS U METOBI PEaTU3aI[iH yTPO3.

- HedopmanbHast Mozieib HapyIIUTEIIS.

- OneHKa ys3BUMOCTH CHCTEMEI.

HOCTpOCHI/Ie CHUCTEM 3alIUTEI OT YI'PO3bl HAPYHICHUSA KOH(bI/I,[[eHHI/IaJ'IBHOCTI/I
Conepxanue yd4eOHOTO MaTeprana;

- OnpeneneHre 1 OCHOBHBIE CIIOCOOBI HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

- Metonpb! 3anutel ot HCJI.

- OpranusanuonHsie MeTos! 3amuTs oT HCI.

- NnxenepHo-TexHn4eckne MeTo bl 3auuTel oT HC/I.

- [locTpoenue cucteM 3amUTHl OT YTPO3BI YTEUKH MO TEXHHYECKUM KaHaIaM.

MeTop1 KOHTPOJISE TocTyna K HHpOopMaun

Copeprkanue yaeOHOTO MaTepraa;

- Unentndukanus n ayreHTHOUKAINS.

- OCHOBHBIE HAITPABJICHHS U LIEJIN UCTIOJIB30BAHUS KPUNITOTpahuIecKux METOIOB.

- 3ammTa OT Yrpo3bl HapyIIeHHs KOH(HISHINAIFHOCTH Ha YPOBHE CO/IepKaHuUsI HHpOpManny.

10

HOCTpOCHI/IC CHUCTEM 3allIUThI OT YI'PO3bl HAPYHICHUS LHCIIOCTHOCTU I/IH(I)OpMaI_[I/II/I u

OTKas3a 10CTyma

Cogeprkanue yueOHOTO MaTepuaa:

- 3amuTa 1eroCcTHOCTH HHGOPMAITHH IPY XPAaHCHUH.

- 3amuTa neroCcTHOCTH HH(OpMAIH Ipr 00paboTKe. 3anuTa eT0CTHOCTH HH(OPMAIHN TIPH
TPaHCHOPTHPOBKE.

- 3ammTa OT Yrpo3bl HapyIIeHHs [IEJIOCTHOCTH HH(OpManny Ha ypOBHE COJICP)KaHMS.

- [locTpoenne cructeM 3anuThl OT YTPO3bl OTKa3a J0CTyIa K HHPOPMAILHH.

- 3amuMTa CeMaHTHYeCKOr0 aHalIN3a U aKTyaJlbHOCTH HH(POPMAIIHH.

11

[Tonutrka U MoaeIn OE30IACHOCTH

Copeprkanue yaeOHOTO MaTepraa;

- [lonmuTrka 6€30MacHOCTH.

- CyObeKTHO-00BEKTHBIE MOJIENTN pa3rpaHHUCHHS JOCTYIIA.
- AKCHOMBI MTOJIUTUKH OE€30I1aCHOCTH.

- [onuTHKa U MOJIEITU JUCKPELIUOHHOTO AOCTYTIA.

- [TaposibHBIE CUCTEMBI pa3rPaHUUYCHUS TOCTYIIA.

- [onuTHKa U MOJIEITH MAHATHOTO TOCTYTIA.

- Teopetrko-uHGOPMAIIMOHHBIC MOJICIIH.

- [TomuTHKa U MOJICSTH TEMATHYECKOTO pa3rpaHHUCHUS JOCTYIIA.
- PonteBast Mozienb 6€30MacHOCTH.




n/n

TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

12

00630p MEXIyHAPOIHBIX CTAHIAPTOB HHPOPMAIIMOHHOMN 6€30TaCHOCTH

CopeprkaHue y9eOHOTO MaTepraa;

- Ponb ctanmapToB nH(pOpMannoHHOH 6€30MacHOCTH.

- Kpurepuu 6e3omacHOCTH KOMIBIOTEPHBIX cHCTeM MuHHCTepcTBa 000poHb! CIIIA (OpanxeBast KHUTA),
TCSEC.

- EBporneiickue kpurepuu 6e3onacHoct nHbpopManmoHubix texHosxoruit (ITSEC).

- OenepanbHble KpUTEPUH 0€30MaCHOCTH HHGOPMaMOHHBIX TexHonoruii CIIIA.

- Enunble kputepun 6e30macHOCTH HH(GOPMAIIMOHHBIX TEXHOJIOTHH.

- I'pynma mexayHapoaasix ctaagaptos 270000.

13

NudopmanmonHbsie BOWHBI 1 HHOOPMAITMOHHOE MPOTHBOOOPCTBO
Conepxanue y4eOHOTO MaTeprana;

- OnpeneneHre ¥ OCHOBHBIE BUABI MH(GOPMANNOHHBIX BOMH.

- UudopmannoHHO-TeXHUYeCKas BOilHA.

- MudopManuoHHO-TICUX0JIOTMYeCcKas BOiHA.

14

HopMmartuBHO mpaBoBO€ peryiMpoBaHue 3alUThl I/IH(l)OpMaI_II/II/I

Copeprkanue yueOHOTO MaTepraa;

- OpraHu3anuoHHas CTPYKTYpa CHCTEMbI 3allIUThI HH(pOpMALIUH.

- 3aKoHOIATENBHBIE aKTHI B 007aCTH 3aIIUTH HH(OpMAITIH.

- Poccwuiickue n MexIyHApOIHbIE CTAaHIAPTHI, ONPECISFore TPeOOBaHUS K 3alUTe HHPOPMAIIHH.
- Cucrema ceprudukanmu PO B 001acT 3amuTel HHOOPMAIIHH.

- OCHOBHEIC TIPaBWJIa U TOKYMEHTHI CHCTeMEI cepTrudukarmm PO B obmactu 3amuTsl HHQOpMAIIH.

15

Cuctema ceptudukanuu PO B o61actu 3amuThl HHGopManuu. OCHOBHBIE MTPaBUIIA U

JIOKYMEHTHI cucTeMbl cepTudukanuu PO B o6macty 3amuTel HHGOpMaIH
Cogneprkanue yueOHOTO MaTepuana:

- OCHOBHBIE MEXaHM3MBI 3aIIUTHI HHPOPMAITHH.

- Cucrema 3aniuTel HHPOPMAIINH.

- Mepb1 3amuThl HHGOPMAIIHH, peau3yeMble B aBTOMaTH3UPOBAHHBIX (MH(POPMAIIMOHHBIX) CHCTEMAaX.
- [IporpamMmMHBIe ¥ IPOrPaMMHO-aNNapaTHBIC CPEACTBA 3aLIUTHI HH)OPMALIUH.

- UmxeHepHas 3amura ¥ TEXHUYECKas OXpaHa 00beKTOB HH()OPMaTH3ALUH.

- Opranu3alluOHHO-pacIOPAANTENbHAS 3alIUTa HHPOPMALUH.

- Pabora ¢ xajipaMu ¥ BHYTpH OOBEKTOBBIN PEKHM.

- IIpuHIMIBI HOCTPOCHHS OPraHU3alMOHHO-PACTIOPSAUTEIIBHOMN CHCTEMBI.

16

Yrpasienrne nHPOPMAITMOHHON 0€30MTaCHOCTHIO MPEATPUSTHUS

Copeprkanue yaeOHOTO MaTepraa;

- OOBEKTHI 3aIIUTHl HH(POPMALINN HA TIPEATPUSITHH.

- Knaccudukanus BunoB, ciocob0B, METOZOB U CPECTB 3aLIUTH HHYOPMALIMU Ha IPEAIPHUATHH.
- Hasnadenue u cTpykTypa cCUCTEM 3alIUTHl HHPOPMAIIHH.

- KomrutekcHas cucrema 3anutsl HHGOPMAIMK HA TIPEIPUSITHH.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI

n/n

HaumeHnoBaHue 1abopaTopHbIX paboT / KpaTKoe cofiepKaHue

CummMmerpuunoe mugposanue: AES B paznuunsix pexumax (ECB, CBC, GCM)

B pesynbTaTe BBIIOMHEHHS 1a00paTOPHON pabOThI CTYIEHT HOIYYHUT HABBIKK pealn3anuy IMuQpoBaHus 1
nemmpoBaHUS JaHHEIX ¢ cnonb3oBaHueM AES, ananmsa ysssumocreit pexkuma ECB (manpumep, mpu




n/n

HanmenoBanue 1abopaTopHBIX paboT / KpaTKoe CoaepKaHue

pabote ¢ m3o0paxkeHusMH), BIOOpa pexxumoB CBC u GCM st o6ecriedeHnst KOH(PHUICHINAIEHOCTH H
LEJIOCTHOCTH.

AcummerpuuHas kpuntorpadus: reaepaius kitodeir RSA u ooOMeH 3amudpoBaHHIMU
COOOLLIEHUSAMU

B pe3ysbTarte BBIIOIHEHUS J1a0OpAaTOPHOI pabOThI CTYICHT MOJYYHT HABBIKY TeHEPAIHH TyOIHIHBIX U
MPUBATHBIX KITFOYEH, IHU(PPOBAHHUS COOOMEHNS YOINIHBIM KITIOYOM ITOTydaTelsl, JeIHu(pPOBaHH
NPUBATHBIM KIIFOYOM, 8 TaKXKe IIOHUMAHHMS BEIYHUCIUTEILHON CII0KHOCTH aTaK Ha KOPOTKHE KITFOYH.

OnekrponHas noanuch (RSA-PSS / ECDSA) u npoBepka moyIMHHOCTH JaHHBIX

B pesynbrate BhIOIHEHHS TAOOPATOPHOI PabOTHI CTYJEHT MOYYHUT HABBIKK CO3aHMs IU(POBOI
noAnucH s aiisa, KCIopTa MOAITUCH B OTJEIBHBIN (haiiil, TPOBEPKH ITOAIICH C UCTIONH30BAHHEM
MyOJIMYHOTO KITI04a, a TAaKXKe OOHapyKeHUs paKkTa MOTUPHUKAINN JaHHBIX [10CJIE HOATUCAHHSL.

Kpunrorpaduueckoe xsmmposanue (SHA-256, MDS) u ero npumMeHeHue st KOHTPOIIS
LIEJIOCTHOCTU

B pesynbrare BRIIOIHEHHUS Ta00paTOPHOI pabOTHI CTYIEHT MOIYYHT HABBIKK BEIYMCICHUS XOIIeH (ailiios,
CpaBHEHUS X3UIel UId 0OHapyKeHHsI H3MEHEHHUH (B T.4. OMTOBBIX ), IOHUMaHMS KOJUIM3HN HA IIPHIMEpe
MD?5 u BBIOOpa CTOHKUX aITOPUTMOB JUTS XPAaHEHUS ITapoJIeH.

Artaka «4enosek nocepenune» (MITM) na npotokos oOmena kimouamu Juphu —
XenmaHa

B pesynbrate BbINoOJIHEHHS 1a0OPATOPHOI pabOTHI CTYJCHT MOJYYUT HABBIKHU ITEPEXBaTa U MOJMEHBI
My OMMYHBIX KIFOUEH B HE3aIUIIIEHHOM KaHale, pacinpoBKy Tpaduka 60e3 Be1oMa CTOPOH, a TAKKE
MPAaKTHIECKOTO IIOHINMaHUI HeoOXoanuMocTh ayTeHTuukarm kiuroueit (PKI).

Amnanus ceteBoro Tpaduka ¢ Wireshark: mepexsat maposnei mo nmporokonsam HTTP, FTP,
Telnet

B pesynbTaTe BhIMOTHEHHS 1a00OpaTOPHON pabOThI CTYICHT MOJMYYHUT HABBIKM 3aXBaTa TAKETOB B
JIOKaJIbHOM ceTH, pusbTpanuu Tpaduka 1mo npoToKoIaM, BOCCTAHOBIICHHS ITEPEIaBACMbIX JIOTHHOB U
napoJjeii u3 plain-text mpoTOKOJIOB, a TakXKe 0OHAPYKEHHS TI0I03PUTEIBHBIX COSJNHEHUI.

ARP-spoofing: nepexsar Tpaduka B JiokaabHOU ceTH ¢ nomouisio BetterCAP / Ettercap

B pesynbrate BhINIOIHEHHS TAOOPATOPHOI PabOTHI CTYICHT MOTYYNUT HAaBBIKK oTpaBieHust ARP-tabmm,
opranmzanun MITM mexny »epTBoi u nuto3oM, nepexsata HTTP-ceccuil, a Taxke HacTpoHKku
cratndyecknx ARP-3amuceii kak MeToa 3alUTEI.

Ckanuposanue noptoB 1 OC ¢ nomomrsio Nmap (TCP SYN, FIN, XMAS) u 06xox
IIPOCTHIX (paiipBOIIOB

B pesynbTaTe BBIIOIHEHMS Ja00paTOPHON PadOThI CTYJEHT HOJIYYHUT HABBIKU ITPOBEAEHUS CKPHITOTO
CKaHUPOBAHUS, OIPEEITICHHs OTKPBITHIX OPTOB U cepBHCOB, naeHTUuKanuu OC 1o oTneyaTkaM cTeka
TCP/IP, a Taxke aHaJM3a 3alIUIIEHHOCTH CETEBBIX TIEPUMETPOB.

Oo6napy:xenue Bropxenuii (IDS): HacTpoiika Snort 1151 curHatypHoro aHanu3sa Tpapuka

B pesysbprarte BBIOIHEHUS J1a00PATOPHOI pabOThI CTYICHT MOJIYYUT HABBIKK HAITMCAHUS COOCTBEHHBIX
curHatyp (npaBui) Snort, iepexBaTa MoI03PUTEIILHBIX MAKETOB (HampumMep, ¢ npusHakamu SQL-
WHBEKINN WU CKAaHHPOBAHHS [TOPTOB), TeHEPALINHU OMOBEIICHUH U JIOTUPOBAHUS aTaK.

10

3ammra ot DDoS: HacTpoiika rate limiting u cuaxponHBIX KyK (SYN cookies) Ha Linux
(iptables)




n/n
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B pesynbprarte BRIIOTHEHHUS Ta00paTOPHOI pabOTHI CTYIEHT MOMYYUT HABBIKA OTPaHUYCHUS Yiciia
coemuaeHui ¢ ogHoro IP, 3ammter ot SYN-flood ¢ BrmrouerneM SYN cookies, IMyIIAINT aTaky ¢
moMoIIkko hping3, a Takke aHaTM3a 3arpy3Ku cepBepa Mo aTaKO.

11

CerMeHTanus ceTH U MeXKceTeBble SKpanbl (pfSense): mpaBuia npomycka Tpapuka
mexay VLAN

B pesynbprate BeIOIHEHUS Ta00paTOPHOIT pabOTHI CTYISHT NOIYYIHUT HaBBIKK co3anns VLAN, HacTpOWKH
npasui allow/deny ms pasaeix 302 (DMZ, LAN, Guest), opraamsannu NAT, a Taxoke IpoBepKu
M30JISIIAU CETMEHTOB C TIOMOIIBIO CKAHWPOBAHUSI.

12

SQL-unbeknuu (SQLI1) BpyuHyIo U yepe3 sqlmap: n3BiedueHne JaHHbIX U3 0a3bl

B pe3ynbTaTe BBINOTHEHHS Ta00paTOPHON PabOThl CTYJCHT MOJNYYUT HABBIKA OOHAPYKCHUS YA3BUMBIX
napameTpoB, ucnoip3oBanust UNION u cnenbix nabekimii (boolean/time-based) anst oo6xona
aBTOpuU3alru, 1aMiia Ta6J'[I/II_I, a TaKXKC MPUMCHCHU MMapaMETPU30BAHHBIX 3alIPpOCOB IJIA 3alllUThI.

13

MesxcaiitoBelil ckpunTHHT (XSS): kpaka ceccuil u noaMeHa koHTeHra (stored / reflected
/| DOM)

B pesynbrate BhIONHEHNS Tab0PaTOPHO# pabOThI CTYICHT IIOIYYHUT HABBIKK BHEApeHus JavaScript-koma
B KoMMeHTapuu win napamerpsl URL, mepexBara cookie sepTBBI ¢ OTIPAaBKOI Ha BHELIHH cepBep,
CO3/IaHMs MOJIENTbHBIX (HOPM BBOJIA, a Takke HacTpoiiku Content-Security-Policy (CSP).

14

CSRF (MesxcaiiToBast Mo ieka 3arpoca): araka Ha CMeHy mapoJisi 6e3 Bejoma
MIOJIb30BATEIS

B pesynprarte BRIOTHEHUS Ta00paTOPHOIT pabOTHI CTYJCHT NOIYYHUT HABBIKM CO3JAHUS BPEIOHOCHOM
HTML-cTpanums! ¢ aBToMaTryeckoit otnpaBkoit POST-3ampoca, mepexBaTa BaTUIHON CECCHUH, a TAKKE
BHeApeHus anti-CSRF TokeHoB u mpoBepku Referer-3aromoBkoB kak METOa 3alUTHL.

15

Hebe3omacHrle necepuanu3zaius B Java/Python: ynanennoe Beimonnenue koaa (RCE)

B pesysbrarte BBIOIHEHUS Ta00PATOPHOI pabOTHI CTYICHT MOJIYYHUT HABBIKK CO3JJAaHHS BPEIOHOCHOTO
CepUaIM30BaHHOTO 00BEKTA, IKCILTyaTalluK T'a/PKET-1ETIOYKH (Hanpumep, ysoserial), momydenus reverse
shell, a Takke caHUTH3AKHU U OEJIOT0 CIKMCKA KJIACCOB MPH JIeCepHaTU3AIHH.

16

XXE (XML External Entity): urenue nokansHbIX ¢aitnoB u SSRF uepes mapcep XML

B pe3ynbTate BbIMOIHEHHS JTaOOPATOPHOI pabOThI CTYICHT MOJYYUT HABBIKM BHEAPCHUS BHEIIHEH
CYIIIHOCTH JIJIsl YTeHust /etc/passwd, opranusaiuu 3anpoca K BHyTpeHHumM cepsepam (SSRF), nposenenust
DoS uyepes «billion laughs», a Takxke oTkIIOYeHUS 00pabOTKH external entities B mapcepe.

17

[Tepenmonaenue 0ydepa (stack overflow) va 32-6utHo# Linux: nmepe3anuchk BO3BPATHOTO
anpeca (ret2libc)

B pesynbrate BIIOTHEHHS 1JAOOPATOPHOI PabOTHI CTYACHT MOTYYNT HABBIKM HAXOXKACHHS YSI3BUMOTO
BBOAa (gets / strepy), mepesamucu EIP, Bei3oBa ¢pyHkunu system("/bin/sh") ¢ orkimrouenasiMm ASLR, a
TaKXXKe MCIOIb30BaHMs KOMIMIATOPHBIX 3amuT (Stack Canary, NX).

18

ITpuBuneruposanusie 6uthl (SUID/SGID): mouck u skcrutyatanus s SCKalaluy npas

B pesynbrate BbINOJIHEHHS 1a00PATOPHOI pabOThl CTYJEHT MMOJYYHUT HABBIKW MOMCKA OMHAPHUKOB C
SUID-6uToM, SKCITyaTallui HeMpaBWIbHO HACTpoeHHOro chmod u-+s, mpuMeHeHus atak Ha
LD _PRELOAD, a takxe aHanu3a Oe3onacHbiX anpTepHaTuB (capabilities).




n/n
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19

CO6op u ananu3 moroB 6e3onacHocTH (syslog, auditd, Windows Event Log)

B pesyunpTaTe BBITOTHEHHS J1a00paTOpHOU padOThl CTYJCHT HOJYYHT HABBIKA HACTPOUKH ayAnuTa (ailioB
(auditd), nenTpanuzoBaHHOro cOopa J10r0B (rsyslog), oOHapykeHHs HeyIauHbIX HOIBITOK BX0a
(Evilginx), nogo3putensHbix mpoueccoB (Windows Event ID 4624/4625), a Takke aBTOMaTH3aIMH TIOMCKa
aHOMAaJIHH.

20

W3omsiiust mporieccoB ¢ moMoInbio KoHTeiHepoB (Docker) u mecounwir
(Firejail/seccomp)

B pesynbraTe BRITOTHEHHS TAOOPATOPHOI pabOTHI CTYJEHT MOIYYHUT HABBIKHM 3aITycKa KOHTeHHepa ¢
MHUHAMAaJILHBIMHU NTpUBHIIErusiMH (drop cap), orpaHHYeHHs] CHCTEMHBIX BBI30BOB Yepe3 seccomp-npoduim,
OJIOKMPOBKH MOHTHPOBAHHMS /Proc, a TaKKe MPOBEPKH «I100eray U3 KOHTEHHepa NPy HelPaBUIbHON
HACTPOUKH.

21

[Tepe6op mapousteit odaiin: John the Ripper / Hashcat mpotus NTLM wu /etc/shadow

B pesynbTaTe BBIIOMHEHHS Ta00paTOPHON padOThI CTYJEHT HOJyYHUT HABBIKU JaMIia Xa1iei (HanpuMmep, ¢
oMotk mimikatz wmu u3 shadow), mpoBenenns ataku 1o cioBapio U OpyTdopca mo Macke,
UCIIOJBb30BaHMS MTPABIJI MyTALlMH, & TAKKEe OLEHKH CTOMKOCTH ITapoJield Ha OCHOBE BpEeMEHH 1o10o0pa.

22

Mpmuorodakropnas ayrentudukanus (MFA): nactpoiika TOTP (Google Authenticator)
Ha SSH

B pesynbTaTe BhIMOTHEHHS 1a00paTOpHON pabOThI CTYICHT MONYYHUT HABBIKK HHTErparud PAM c
MoxysieM google-authenticator, reHepariiu ceKpeTHBIX Kitouel 1 QR-K0I0B, MPOBEPKH OHOPA30BHIX
napoJei, a Takxe Hactpoiiku fallback-mMeTon0B 1 pe3epBHBIX KOOB.

23

besonacuocte Wi-Fi: 3axsatr WPA2 handshake u mon6op nmaposst (Aircrack-ng)

B pe3ynbrate BbIMOIHEHHS JTAOOPATOPHOI PabOThI CTYICHT MOJYYUT HABBIKK MIEPEBO/IA CETEBOTO a/anTepa
B PEXKUM MOHHUTOpA, 3axBata 4-way handshake kiueHTa, qeayTeHTU(PUKAIUK JIETUTUMHOTO MTOJIH30BATEISI
(deauth), onaiin-mogbopa mapois, a Takxe HacTpoiiku WPA3 u RADIUS kak Mep 3aIiuThI.

24

dopensuka (1udpoBas KPUMHUHATMCTUKA): BOCCTAHOBIICHHE yIATICHHBIX (DaiijIoB U
aHanm3 obpasa aucka (Autopsy / Sleuth Kit)

B pesynbprarte BRITIOTHEHHUS Ta00paTOPHOI pabOTHI CTYICHT MOTYYHT HABBIKA MOHTHPOBAHHUS 00pa3a InucKa
(E01/DD), mowncka ynaneHHbBIX (aitnos mo 3arojoBkam (carving), ananmmza MFT (Master File Table),
W3BIICUCHUS METAIaHHBIX U X3IIeH (aiiIoB, a TAK)KE COCTABIICHUS TaliMIIaifHa COOBITHIA.

4.3. CamocrosTenbHas paboTa 00yJaronmxcsl.

n/n

Bun camocrosiTenbHO#M paboTh

Pabota ¢ IeKIMOHHBIM MaTEepUaIOM

[ToaroToBka k 1abopaTopHbIM paboTam

Brimonnenue KypcoBoii paboTHI.

[ToaroroBka k IPOMEKYTOYHOM aTTECTALUH.

gl B W N

[ToaroroBka K TeKyuieMy KOHTpPOJIIO.

4.4. ITpumepHbIN IEpeYEHb TEM KYPCOBBIX PadOT




1. ®opMbl TICUXOJOTUYECKON 3alIUThI YEIOBEKa OT WH(POPMAITMOHHOM
IEpErpy3KH.
2. CouunanbHo BpenHas nadopmanus B CMU.

3. Bpennas u omacuas uagopmanus B laTepuer
4. ®opmbl 0OMaHa U MOLIEHHUYeCcTBa B IHTEpHeT.

5. ®opMBl HE3aKOHHOTO HCIOJIb30BaHUs WHGOpMAIMU. 3aKOHOIaTeIbHBIC
MephI TPOTUB HE3AaKOHHOTO MCITOJIb30BaHUs WH(OpMAIUH.
6. Monens nH)OpMaIIMOHHOM 3alIUTHI KAHAJIOB CBSI3H.

7. Crparerus obmaHa M €€ HCIIOJb30BaHUE B cdepe HHPOPMAIMOHHON
3aIUTHI.
8. Borpockl uH(opMannoHHON 0€30IMaCHOCTH B TTOJIMTHKE U TUTNIOMATHH.

9. OpranuzanmoHHO-pacnopsAIuTENbHbIE MEPhl HHPOPMALIMOHHOM 3aIUTHI.

10. TpaguimoHHble HampaBieHUs WHPOPMALMOHHON 3alIUTHl U MYTH HUX
WHTETPAIIH.

5. llepeueHp wu3AaHWN, KOTOPBIE PEKOMEHIYETCS MCIIOJIb30BaTh IIPU
OCBOCHHH JTUCIUTUTUHBI (MOYJIs).

3‘1 bubnuorpaduueckoe onucanue Mecto nocryna
1 Komuposanue u 3anura nHbOpMaIuu B URL: 03_19830.pdf (miit.ru). (zata
JIOKyMEHTO000pOTe: METOJI. YKa3. K mpakt. | OOpamenns - 18.03.2026) Tekcr :
v 11a6. pab. st cryy. crew. [IpukiaHas HemnocpeacTBeHubnin.004.056.57 M 80
nH(popmaTrKka (B S)KOHOMHUKE) 1O JTUCII.
Nudopmanmonnas 6e3onacHocts / B.U.
Mopo3sona, K.3. Bpyonesckuii; MUUT.
Ka¢. Dxonomuueckas nadpopmaTuka. - M.:
MUUT, 2010. - 56 c.
2 | llInudpoBanue ¢ OTKPHITHIM KITFOYOM: URL: 04-46051.pdf (miit.ru). (nata

METOJ1. YKa3. K 11a0. pad. 1o JHCII. obpamenus 18.03.2026) Texer :
WudopmanmonHas 6€30MacHOCTb U 3alluTa HenocpeacTBeH bl 004 K 72
UHPOPMALIUH JUTSI CTY/I. CIIEll.
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WHpopManinoHHbIE CUCTEMbI U TEXHOJIOTHU
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MUUT. Kad. ABToOMaTH3UpOBaHHBIE
cuctemsl ynpasienus. - M.: MUUT, 2008.
-28c.




3 | Kpuntorpaduueckas 3ammura URL: 03-42764.pdf (miit.ru). (nara
KOMIIBIOTEpPHOM HH(pOpMaNUU: MeTo 1. yka3. | oopamenns 18.03.2026) Teker :

K 71a0. pab. mo auci. Teopernueckue HenocpencTeenHbii.004 160
OCHOBBI KOMITBIOTEPHOM 0€301MacHOCTH ISt
CTy.., 00y4. 1o Hamnp. MHpopManmonHas
oe3omacHocTh / 1. M. I'onpoBckuii, b. B.
XKenenkos, U. E. Cadponoa; MUUT. Kag.
BrraucnurenbHble CUCTEMBI U CETH. - M.
MI'VIIC(MUUT), 2013. - 36 .

4 | UndopmanronHas 6e301acHOCTh URL: https://library.miit.ru/miitpublishing/10-
IIEPCOHAIBHBIX KOMITLIOTEPOB: yueo. 2256.pdf. (nata obpamenus 18.03.2026)
nocobue s cryx. crer. CAIIP u Tekcr : HenocpencTBennsIin.681.3.066 C 50

CTPOUTENBHBIX CIIEIl. TI0 Kypcy MeTonbl 1
CpPE/CTBA 3alIUThl KOMIIBIOTEPHON
uHpopmanuu. 4.2 / B.FO. Cmuphos, O.B.
CmupnoBa; MUUT. Kag. CAITP
TPAHCHOPTHBIX KOHCTPYKLMUH U
coopyxenuit. M.: MUUT, 2010. - 88 c.

5 | Pa3zpaboTka Mep 3amuThl URL:
MH(OPMAIMOHHEBIX PECYPCOB B https://library.miit.ru/bookscatalog/metod/DC-
KOPIIOPATHBHOM CETH C BBIXOIOM B 435.pdf. (nata obpamenus 18.03.2026) Texcr

MHTEPHET: yueOHO-METO 1. TOCOOHeE MO : HENOCPECTREeHHEI. 004 A-47

Kypc. paboTe Iisl CIIeNUaINCTOB Hatp.
Komnberotepnast 6e3omacHocts / B. M.
Anexcees; MUUT. Kad. Ynpasnenue u
3amuta napopmanuu. - M.: PYT(MUNT),
2017.-9c.

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHATBHBIX 0a3 MaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJB30BAaThCS MPHU
OCBOEHUHU JTUCIUIUTUHBI (MOJTYJIS).

CDOPYM CIICIUaJINCTOB 110 I/IH(i)OpMaL[I/IOHHBIM TCXHOJIOTUAM
http://citforum.ru/
. NuTepHer-yHuBEpCUTET UH(OPMAITMOHHBIX TEXHOJIOTU

http://www.intuit.ru/
 Temarnueckmit popym 10  WHPOPMAIMOHHBIM  TEXHOJOTHSIM

http://habrahabr.ru/

7. llepeyeHb  JNHMIEH3UOHHOTO U  CBOOOJHO  PacHpOCTPaHSIEMOro
IPOrpaMMHOr0 00€cleYeHHs, B TOM YMCIE OTEYECTBEHHOIO IPOU3BOJICTBA,
HEO0OXOIMMOT0 /I OCBOCHHUSI TUCIUTIIIMHBI (MOIYJIs).

- Windows



- Microsoft Office
- Uurepuer-6pay3zep (Yandex u nip.)

8. OnucaHue MaTepuagIbHO-TEXHUYECKOW 0asbl, HEOOXOAMMOW st
OCYIIIECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo JUCIUIUTMHE (MOIYJIIO).

VYyebHast ayauTopusi il NOPOBEACHUS YYEOHBIX 3aHATUN (3aHATUH
JICKIITMOHHOTO THUTIA, TPAKTUUYECKUX 3aHATUHN):

- KOMIIBIOTEp  IpemnojaBareiisi, pabouue  CTaHIMU  CTYJCHTOB,
MYJIbTUMEIUIHOE 000pYyI0BaHUE, T0CKA.

AyauTopus noakiIro4YeHa Kk cetu « MHTepHeT.

9. ®opMa MPOMEKyTOUHOM aTTECTAINU:

KypcoBas pabota B 4 cemectpe.
DK3ameH B 4 ceMecTpe.

10. OnieHoYHbBIC MaTEpHUAIbI.

OreHOYHBIE MaTepHUabl, TPUMEHSIEMBIE TIPU TTPOBEICHUH MPOMEKYTOTHOM
aTTeCTAaIlK, pa3padaThIBAIOTCS B COOTBETCTBHHM C JIOKAJIBHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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