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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

Hensmu  ocBoeHus  yuyeOHOM  aucuuiuidHbl  (Moaynsi)  «OCHOBBI
MH(OPMAITMOHHON O€301TaCHOCTIY SBJISIFOTCSI:

— O00y4YuTh CTYJCHTOB TMpHUHIUIAM oOecnedeHuss HH(POPMaAIMOHHOM
0e30MacHOCTH, MOAXOJaM K aHaln3y HH(GOPMAMOHHOW HHPPACTPYKTYpbl H
peleHuo 3a1a4d obecreueHuss HPOPMAITMOHHON 0OE€30MaCHOCTH KOMITBIOTEPHBIX
CHCTEM;

— coxeiicTBoBaTh (yHAAMEHTAIM3aUuu 00pa3oBaHusi, (OPMHUPOBAHUIO
HAyYHOT'O MUPOBO33PEHUS U PA3BUTHUIO CUCTEMHOTO MBILIICHHUS.

3a1auy U3y4eHUs! TUCHUIUIMHBL:

- U3y4YeHHE OCHOBHBIX METOJOB U  MPHUHIMUIOB  0OECHEUYEHHUs
KOHQUACHIIMATBbHOCTH, ILEJIOCTHOCTM W JIOCTYIHOCTH  HUHpOpManuud B
KOMIIBIOTEPHBIX CUCTEMAX;

- U3y4YEeHHUE TUTIOBBIX yIrpo3 6e30macHoCTH HHpopMauu npu e€ oopadoTke B
KOMIIBIOTEPHBIX CUCTEMAX;

- W3y4YCHHE OCHOBHBIX NPHUHIMIOB oOecreueHus HHHOPMAIMOHHON
0Ce301aCHOCTH;

- U3y4YEHHE OCHOB MTOCTPOCHUS MOJIETH YIPO3 U MOJUTHKU 0€30MaCHOCTH;

- U3yYeHHWE  OCHOBHBIX  MOJEJed  ympaBieHHs  JOCTYIOM U
UHPOPMAIMOHHBIMU TOTOKAMH B KOMIBIOTEPHBIX CHUCTEMaX C yYe€TOM YTpo3
0e30macHOCTH MH(OpMaLUK.

2. [Inanupyemsble pe3ysbTaThl 00yUeHUs 10 AUCIUIUIMHE (MOIYJIIO).

[Tepeuerr GopMHUpyeMBIX PE3ylabTaTOB OCBOCHHS  0Opa30BaTEIHHOU
nporpaMmMbl (KOMIETEHIMI) B pe3yJibTaTe 00y4eHUsI 110 AUCHUILIMHE (MOYJIIO):

OIIK-1 - CmocoOeH oreHuBaTh poiib HH(POpMAIUK, WHOOPMAITMOHHBIX
TEXHOJIOTUI U WH(OPMAIMOHHONW 0€30MaCHOCTH B COBPEMEHHOM OOIIECTBE, UX
3Ha4YeHHe AJis1 oOecreueHus 0ObEKTHUBHBIX MOTPEOHOCTEN JTMUYHOCTH, O0IIECTBA U
roCy/1apcTBa,

IIK-3 - CoocobeH mnpuHMMAaThb ydacTHE B TEOPETHUYECKUX U
HKCIIEPUMEHTAIBHBIX MCCIEIOBAHUSAX CHUCTEM 3alUThl MHPOPMALIUU, MPOBOJAUTH
HAy4YHO-UCCIIeI0BATEIbCKUE PAabOThI MO OIEHKE 3alUIIEHHOCTH MH(OpMAIUU B
KOMIIBIOTEPHBIX CHCTEMAX.

OOyueHue 1o JUCUUIUIMHE (MOJIYJII0) IPEAIOoIaraeT, 4yTo 1o ero pe3yJbraraM
oOyuatoruiicst Oyier:

3HATH:



- OCHOBHbICE HOPMATHUBHBIE MPABOBBIC aKThl U JOKTPUHAIbHBIE JOKYMEHTHI
(Hdoxktpuna  uH(pOpMAIIMOHHOM 0e30macHOCTH P®D), ONPEAEISAIONINE
HallMOHAJIbHBIE UHTEPEChl B UH(POpMAITMOHHOM cdepe.

- OCHOBHBIE METO/IbI U MEXaHU3MBbI 3a1uThl HHPopManuu B OC (ynpaBieHue
JOCTYIIOM, ayauT, mudpoanue nuckoB), B KC (MexceTeBoe SKpaHUpPOBAHUE,
VPN, IDS/IPS) u 8 CYB]I (u36uparensHoe 1 MaHAaTHOE YIIPaBICHUE JOCTYIIOM,
mrdpoBaHUE TaHHBIX, POJIEBAsI MOJIEIH ).

- CoBpeMeHHbBIE METO/IbI U CPEJICTBA OIIEHKH 3aIIUIIIEHHOCTH KOMIIBIOTEPHBIX
cucteM, Bkitouas ctangaptel 1 metoauku (PCI DSS, meroguku ®CTOK, BAS
(Breach and Attack Simulation) u ap.).

YMmers:

- AHanmM3UpPOBaTh COOBITHS U SIBJICHUS OOIIECTBEHHON KU3HH C TOUKH 3PCHUS
X HHOOPMAIIMOHHON COCTAaBIISIONISH U BIMSIHUS Ha 0€30IMacHOCTb.

- BpiOupaTth W NOpHMEHATH aJCKBaTHBIC IIPOTPAaMMHBIC M allllapaTHHBIC
CPE/ICTBA 3AIIUTHI JJIsl KOHKPETHBIX YCIOBUHM AKCILTyaTallul CUCTEMBI.

- [IpoBoiuTh COOP M aHANIM3 UCXOIHBIX JAHHBIX, HEOOXOAUMBIX JIJIsl pacyeTa
rokKaszaTtese 3aluIeHHOCTH HH)OPMAIIUH.

Baaners:

- HaBpikamMu KpuTHYECKOTO aHamM3a WHGOPMAIMK, T[OJIy4aeMol U3
paznuuHbix ucTouHuKoB (CMMU, colicet, HayuHasi nuTepaTtypa), sl BbISIBICHUS
JIECTPYKTUBHBIX BO3JICCTBUM.

- HaBblkaMu aIMUHUCTPUPOBAHUS CPEACTB 3aIIUThl HH(OOPMAILIMKU B COCTABE
OC, KC wu CVYBJ (Hactpoiika mpaB JAOCTyla, co3daHue mnpaBuin MO,
pasrpaHuueHue noctyna k tadauiam bJI).

- HaBblkamMu paboThl CO CHENUATU3UPOBAHHBIMU HHCTPYMEHTAIBHBIMU
CpeIICTBAMHM JUIsSl aHAIM3a 3alIUIIEHHOCTH (CKaHEphl YSI3BUMOCTEH, (PpeliMBOpPKH
JUISl IEHTECTA, aHAIU3aTOPbI POTOKOJIOB).

3. O0beM IUCHUIUIUHBI (MOJTYJIS).
3.1. O6mas Tpy10€MKOCTh AUCIUILIUHBI (MOIYJIs).

OO6masi TpPyJIOEMKOCTh JUCHUIUIMHBI (MOJyJisi) cocTtaBiser 2 3.e. (72
akaJeMHUYECKHUX Jaca(oB).

3.2. O6bem gucUMIUIMHBI (MOnyisi) B ¢GopMe KOHTAKTHOM pPabOThI
oOydJaromuxcsi C  IENarorMYecCKUMHu  paboTHHKaMu W (WIM)  JUIAMH,
MPUBJICKAEMBIMU K pean3aluu 00pa3oBaTeIbHON MPOTPaMMBbI HA MHBIX yCIIOBHUSX,
IIPY MPOBEJICHUHN YUE€OHBIX 3aHITHIA:



KomnuectBo yacos

Turn y4eOHBIX 3aHATHI
Bcero | Cemectp Ned

KonTtaktHas paboTa mpu npoBeIeHNH yIeOHBIX 3aHATHH (BCETO0): 48 48
B ToMm uncie:

3aHATHSA JIEKIIMOHHOI'O THIIA 32 32
3aHsATHSI CEMUHAPCKOTO THITA 16 16

3.3. O0beM auCUHUIUIMHBL (MOIyJsg) B (opmMe caMOCTOSTENbHONW padOoThI
oOyyaromuxcs, a Takke B (QopMe KOHTAKTHOM pabOTHl OO0ydYaroIIuXCs ¢
NeAarorndyecKuMM pabOTHUKAaMU U (WJIM) JIULIAMU, TPUBJIEKAEMbBIMH K peaiu3aliu
o0pa3oBaTeNbHOM MpOrpaMMbl HAa HUHBIX YCIOBHUSX, TMPU IPOBEICHHUU
IIPOMEKYTOUHOM aTTECTALIMK COCTaBIsAET 24 akaJleMHUYECKUX yaca (OB).

3.4. [Ipu oOy4eHUU 110 UHAUBUIYATBHOMY YU€OHOMY ILJIaHY, B TOM YHUCJIE TIPU
YCKOPEHHOM O0y4Ye€HHH, 00BEM TUCIUIUIMHBI (MOJIYJIs1) MOXKET ObITh peaan3oBaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHON paboThl 00yJaronuxcs, a Takxke B hopme
KOHTaKTHOM paboOThl O0ydaroIUXCsl ¢ MeAarorudecKuMu pabOTHUKAMH U (WJIH)
JUIAMU, TIPUBJIEKAEMBIMH K Peasiu3aIliu 00pa30oBaTEIbHON MPOTrpaMMBbl HA HHBIX
YCJOBUSIX, IPU IPOBEJACHUU TPOMEKYTOUYHON aTTECTALIUH.

4. ConepkaHue JUCHUTUIAHBI (MOIYJIA).

4.1. 3a"HaTH TEKIIMOHHOTO THUIIA.

TemaTuKa JIEKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

1 |HammonanwsHas 6e3omacHocTs Poccuiickoii @enepanuu: TOHITHE, CTPYKTYpa U MECTO

nH(pOpMaMOHHOM 06€30MacHOCTH

PaccmatprBaeMble BOITPOCHL:

- [lonsATHE, CYIIHOCTD U COJCPKAHKE HAIIMOHATIBHON 0E30MaCHOCTH.

- OCHOBHBIC 3371a4u, 00BEKTHI M CYyOBEKTHI 00CCIICUCHUS HAITMOHAILHOU 0€30IaCHOCTH.

- Buzpl 6e30macHOCTH 1 BH/IBI 3alIUIAEMO# HHPOPMALIHH.

- Mecto u posb Poccuu B rito0anbHOM HHGOPMAIIMOHHOM ITPOCTPAHCTBE.

- [ToHsTHE W pOSTL MHPOPMAITMOHHOHN 0€30MaCHOCTH B 00€CTIEeYeHNN HAITMOHATILHOW 0€30TTacCHOCTH
rocynapcTaa.

- Harmmonaneasie naTEpeck Poccnu B nH(BOpManmoHHO# cdhepe (MHTEpech IMIHOCTH, O0IIECTBa U
TOCyIapCTBa).

2 |Cuctema yrpo3 nHpopmarmonHoi 6e3onacHoct Poccuiickoit @enepanuu
PaccmatpuBaeMbie BOIIPOCHL:

- O01mas xapakTepucTHKa MPobiieM odecrieueHus nHGOPMAIIMOHHOM 0€30MaCHOCTH.

- Buapl yrpo3: yrpo3sl KOHCTUTYLIMOHHBIM IIpaBaM, yrpo3bl HHPOPMAIIMOHHOMY 00ECIIEYEHUIO
TOCHOJMTUKH, YTPO3BI Pa3BUTHIO OTEUYECTBEHHONW MHTyCTPUU MH(POPMAITUHL.

- Knmaccudukanus yrpo3 6e3omacHOCTH HHPOPMAIIMOHHBIX M TEIEKOMMYHHKAIIHOHHBIX CHCTEM.
- Mogenp aeiicTBUI HapyLIUTES.

- BHemHue u BHyTpeHHUE UCTOYHUKH yTrpo3 b PO.

- Kimaccudukarus nCTOYHIKOB yTpo3 U YSI3BUMOCTEH.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

NudopmanmonHoe mpoTUBOOOPCTBO ¥ MHGOPMAIIMOHHASI BOWHA: OCHOBHBIE KOHIICTIIIUH

PaccmatpuBaeMble BOIIPOCHL:

- Uadopmanmonnast 6e30macHOCTb U HHQOPMAIIMOHHOE TIPOTHBOOOPCTBO.
- [lonsiTre, nenu u npo6aeMs! HHGOPMAITIOHHBIX BOWH.

- CyOBeKThI HHPOPMALIMOHHOTO MTPOTHBOOOPCTRA.

- CocraBHbIE 4aCTH M METOJIbI HH()OPMAIIHOHHOTO IPOTHBOOOPCTBA.

Mertoposorust ¥ cTpaTerus BeAeHUs! HH(PpOPMAITMOHHON BOWHBI

PaccmaTpuBaemble BOIIPOCHI:

- MndopmannonHas BoliHa Kak IIeJI€HANpPaBICHHOE BO3ACHCTBIE HA HH(OPMAIIMOHHBIE CUCTEMBI.

- Crioco0bI epenporpaMMHUpPOBaHIS HHPOPMAIMOHHBIX CHCTEM (IICHXOJIOTHYECKHE M TEXHUIECKHUE
ACTICKTHI).

- [Ipo6ema Havaa MHPOPMATMOHHOW BOWHEL.

- O000IIEHHBIH aNTOPUTM (THITOBAsI CTPATETHsI) HH(OPMAIIIOHHOW BOWHEI.

- OCHOBHBI€ acleKThI U ITOCIIEeCTBUS HH(POPMAIIMOHHON BOMHEL.

OpraHu3anmoHHO-TIPABOBBIE OCHOBBI 3aIIUTHI HHPOopManuu. Knaccuduxanums
aBTOMAaTU3UPOBAHHBIX CUCTEM

PaccmatpuBaeMble BOIIpOCH:
- Hokymentsl ['octexxomuccun (PCTIK) mpu [pesnnente Poccuiickoit dexepannn.

- Konnenmmu 3amutel aBromMatn3npoBaHHbEIX cucteM (AC) u cpenctB BeraucnutenbHoi Texankn (CBT).

- Knaccudukarms aBToMaTH3MPOBaHHBIX CHCTEM M HH(POPMAIIMOHHBIX CHCTEM II0 YPOBHIO
3alIUIIEHHOCTH.
- TpeboBanust K ”HOOPMALIMOHHBIM CHCTEMaM IO o0ecreueHnto 0e30macHOCTH NH(pOpMaIUH.

CucteMa 3aIuThl HHPOPMAIIUK OT HecaHKIMOHUpoBaHHOTO nocTyma (HC/I)
PaccmaTpuBaeMbIe BOIIPOCHL:

- OcHoBHbIe HarpaBieHus 3amuTs oT HCJI 1 crmoco6sr HC/I.

- puanune! 3amuTs! nEGopMarn ot HC/.

- Ctpyktypa cuctemsl 3amuTsl nHGopMarim ot HCJl: HazHadeHHe W GYHKIUU SJICMEHTOB.
- [Tonmuthka 6€30MaCHOCTH KaK OCHOBA MOCTPOCHHS CHCTEMBI 3aIL[HTHI.

Moaenu ynpaBieHUs J0CTYIIOM

PaccmarpuBaeMble BOIPOCHL:

- [IpaBuna pasrpaHudeHus A10CTyma.

- Huckpernmonnas (DAC) u mangataast (MAC) Mozenu ynpaBlieHUs JOCTYTIOM.
- Ponesas monens ynpasnenus goctymnom (RBAC).

- ATpubyTHBIE MoemH yrpasieHus qoctyrnom (ABAC).

OcHoBbI KpunTOrpaduyeckoi 3amuTel HHGOPMALIUN
PaccmatpuBaeMble BOITPOCHL:

- OCHOBHBIC MOHATHS KpUIITOrpaduu: MUpoBaHue, NN (PPOBAHUE, KITFOU.
- [Ipenmert u 3apauu kpunrorpaduu. Mcropudeckas crpaska.

- TpeOoBanust K KpUNITOTPaQUIECKIUM CHCTEMAM.

- CUMMeTpUYHOE M acCUMMeTpuyiHOe mudpoBanue (6a30BbIe MOHITHS).

- [Ipumeps! mpocTeinux mudpos.

Wnenrudukanus u ayTeHTHQUKAIUSL

PaccmaTprBaeMble BOTIPOCHI:

- [ousitus uaeHTHGUKAMY, ayTEHTU(DUKALUE U ABTOPHU3ALHH.

- Knaccudukauus cucrem ayrentudukanuu (o Gakropam: 3HaHUE, BIIAICHHE, HEOThEMIIEMbIC
XapaKTePUCTUKH).

- Meronp! ayreHTH(HUKALUK: TapOJIbHAsI, ONOMETpHYECKasi, anlapaTHas (TOKeHbI, CMapT-KapThl).
- Ceptudukars! u 1u(POBHIC MOIMUCH KaK CPEICTBA OATBEPIKICHHS MTOTUHHOCTH.

10

Pasrpannuenue u KOHTPOJb JOCTYyIIA
PaccmarprBaeMbie BOIIPOCHI:




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- Pasrpanudenue qocrtyma mo BuILy WHGOpPMAILNH, IO crtocobaM 00paboTKH (ITEHHUE, 3aITUCh, UCTIOTHEHHE).
- KoHTekcTHOe ynpaBiieHHe OCTYIIOM (110 BpEMEHH, IO TepMUHAIAM).

- Pa3nenenue npuBUiIeruii 1 KOHTPOJIb LETOCTHOCTH.

- AYyIMT ¥ MOHUTOPHHT COOBITHH NOCTYIA.

11

CereBble MCTOAbI 3allIUTHI. MesxceTeBbIe 9KpaHbI

PaccmaTprBaemble BOIIPOCH:

- TexHomorust MexceTeBBIX 3KpaHoB (MD) Kak 3amuTa KOPIIOPATUBHBIX CETel OT BHELIHUX YIPO3.
- ®yakunu MD: punpTpanus Tpaduka, TPAHCIALNS aIpecoB, MOCPEIHUIECTRO.

- [omuTrka Ge30macHOCTH U ee peanm3anus Ha MO.

- Tunsl MexceTeBhIX 3KpaHOB ((PHIBTPYIOIIIE, IPOKCH-CcepBepHI, stateful inspection).

12

3ammineHHble KaHalbl CBs3U. Buptyansubie yactHbie ceTH (VPN)

PaccMarpuBaeMble BOIIPOCHL:

- OCHOBHBIE OHSATHUS U QYHKIIMU BUPTYaJbHBIX YacTHBIX ceTel (VPN).

- BapuaHThI OCTpOGHNS 3ALUIIEHHBIX KaHATIOB (y3e-y3el, yIaleHHbIH JOCTYI).

- [Ipotokons TynnenupoBanus (PPTP, L2TP, IPsec).

- Cpencrsa obecnieuenust 6e3onacHoctr VPN: mndpoBanue, ayTeHTUQHKAIHS, TIPOBEPKa IIEITOCTHOCTH.

13

Obnapysxenue u npeaoTepaienue Bropxkenuit (IDS/IPS)

PaccmatprBaeMble BOIIPOCHL:

- KpaTkas ucropus pa3BUTHS CPEACTB OOHAPYIKEHHUS aTaK.

- OCHOBHBIC ITOHATHS: COOBITHE, aTaKa, BTOP)KCHUE, CHTHATYPa, AaHOMAITHSL.

- Knaccudukanms cucrem obHapyskenust Bropxxenuid (IDS) u npenorspamienus Bropxenuii (IPS).

- MeTonb! 00HApyKEHUsI: CUTHATYPHBIN aHANU3 U IIOBEACHUECKU aHamu3 (0OHapyKeHUe aHOMAIIHI).

14

BpenonocHoe nmporpamMmmMHoe o0ecrieueHrue U METO/Ibl aHTUBUPYCHOM 3aIlUThI
PaccmaTprBaemble BOIIPOCHI:

- Bupychr kak yrposa nHGpOpMaIMoHHONH 0€30TIaCHOCTH.

- Knmaccudwukanus spegonocHoro 10 (Bupycsl, uepBH, TPOSHBI, IPOTPaMMBI-BBIMOTATEIIH).

- CpencTBa aHTHBUPYCHOMN 3alIUThI: CHTHATYPHBINH M 9BPHUCTHUECKHUI aHAIU3.

- KomrutekcHble crctembl 3ammnThl KoHEYHBIX Touek (EDR).

15

Crannaptuzanus B 06JacTi HHPOPMALMOHHOW 6€3011aCHOCTH

PaccmatpuBaemble BOIIPOCH:

- XapakTepuCTHKa CUCTEM CTaHIapTH3aLNK B 00JIaCTH 3aIUThl HHPOpMaLUH (MEXTyHApOIHbIC,
HallMOHAJILHBIE, OTPACIIEBHIC).

- NndopmannonHas 6€30macHOCTh pacipeeeHHbIX CUCTEM.

- EBponeiickue xpurepun 6e3onacaoctr napopmarmonHsix Texnonoruit (ITSEC) n ux sBomromnus.

- O630p coBpemenHbIx ctangapToB (Common Criteria/ISO 15408, cemetictBo ctangapToB ISO 27xxX).

16

KomrmekcHbIi moaxo k obecrneueHno nHPOPMAITMOHHONW 0€301TaCHOCTH
PaccmarpuBaeMbie BOTIPOCHI:

- B3auMoCBs13b IPaBOBBIX, OPTaHU3AIMOHHBIX ¥ TEXHUYECKUX MEP 3aIlUTHI.

- [NonmuTrka HHPOPMAIIMOHHOW OE30MACHOCTH OPraHU3AIMH KaK JOKYMCHT.

- CoBpeMeHHBIE TEHACHIINH B 001aCTH YTPo3 U 3aIUTHI (KHOEPBOIHEI, aTaKi Ha KPUTUIECKYIO

HH(PACTPYKTYPY).
- Poutb uenoBeueckoro akropa B obecreuenun Ub.

4.2. 3aHsATHUS] CEMUHAPCKOTO THUIIA.

[IpaxkTrueckue 3ausaTUs




n/n

TemaTHka MPaKTHYECKUX 3aHATHI/KPaTKOE COIEepPIKaHNe

Bunpl uadopmarmu 1 OCHOBHBIE METOJIBI €€ 3alTUThl. AHAIN3 HHPOPMAIIMOHHON

uHppacTpykTyphl Poccuiickoit denepanun.
Bunbl nHpopManny 1 OCHOBHBIE METO/IBI €€ 3aIUThI, aHATN3 HH(OPMAIIMOHHOW HH(PACTPYKTYPHI
rocyJ1apcTBa.

OCHOBHBIC IOHATHUS B O6IJ.[€M€TOI[0JIOI‘I/I‘ICCKI/IG MIPUHIUIIBI oOecreueHus

MH(POPMALIMOHHON O€30MacCHOCTH.
OCHOBHBIE IOHATHS U O0OIIEMETOAO0IOTHIECKHE TPHUHIIUITEI HHPOPMAIMOHHONW O€30MaCHOCTH.

Knaccudukanus BU0B U aHAIM3 KICTOYHUKOB YTpo3 HHPOPMAIMOHHOMN 0€3011acHOCTH

Poccuiickoit deneparumn.
Buns!  uctounuku yrpo3 nHGopManmonHoi 6e3onacHocti Poccuiickoit denepanun.

H3y‘-IeHI/IC BHU0OB U (l)OpM MMPUMCHCHUA I/IH(bOpMaI_[I/IOHHO-TCXHOJIOFI/I‘-IGCKOFO OpYyxKUs.
Buapl u popmbl npuMeHeHUst ”HPOPMAMOHHO-TEXHOJIOTUYECKOTO OPYIKHSL.

AHanu3 BO3MOXHBIX MTOCIEACTBUI HH()OPMAIIIOHHON BOWHBI.
[MocnencTBus nHDOPMAITMOHHOM BOIHEI.

[TpuuunHbl, BUBI U KaHabl yTeuku nHpopManuu. dopmanbHas IOCTaHOBKA 3aJja41

obecrneyeHus 6€30I1aCHOCTH KOMIIBIOTCPHBIX CUCTCM.
1 HpI/I‘II/IHBI, BUBI, KaHAJIbl YTCYKHU U UCKAKCHUSA I/IH(i)OpMaLII/II/I, (i)OpMaJ'ILHaﬂ MOCTAaHOBKA U PCUICHUC
3aga4u oOecrieueHus PIH(l)OpMaIIPIOHHOfI 0e30MacHOCTH KOMIILIOTEPHBIX CUCTEM.

HccnenoBanue Mozeneil opranu3alii KUOepHeTHUECKO 0€3011acHOCTH.
Mopaenu opranu3aly KUOepHETHUECKOI 6€30I1aCHOCTH.

Peanuzanus Moaenel JUCKpEIMOHHOTO U POJIEBOTO JIOCTYIIA.
Mopens n30upaTeTbHOTO (AUCKPEIIMOHHOT0) AoCTyIa. MOAETh poJIeBOro (THIIH30BaHHOTO) TOCTYTIA.

Nzyuenne moaemu Jlenasepa-Maknuna (MMS) niis aHanu3a 3alIMIIEHHOCTH CUCTEM.
Mognens JlenaBepa-Maxnuaa (MMS).

10

KpI/ITCpI/II/I OICHKHU 3alMUIICHHOCTHU KOMIIBIOTCPHBIX CUCTCM. BBI60p MCTOHOB U CPCACTB

obecneuenus Ub.
KpI/ITepI/II/I OLICHKHU 3aIMUIITCHHOCTH KOMIIBIOTECPHBIX CUCTEM, METOABI U CPEACTBA o0ecrieueHns ux
WHPOPMAIIMOHHON OE30TTaCHOCTH.

11

N3yuenune mporpaMMHO-anmapaTHBIX CPECTB obecTieueHus] HHGOPMAIIMOHHON

0€30IaCHOCTH.
HpOFpaMMHO'aHHapaTHI)IC CpeHCTBa O6€CHC‘IGHI/I$I HH(I)OpMaHHOHHOﬁ 6630HaCHOCTI/I.

12

HOCTpOCHI/IC CHUCTCMBI pa3rpaHlUdCHU JOCTYIIA B Oaze JaHHBIX Ha OCHOBC pOHCBOﬁ

MOACIN.
ITocTpoeHue cucTeMBbl pa3rpaHUuEHHs 10CTyIa B 6a3e JaHHBIX HA OCHOBE POJICBOI MOJEIH.

13

OcHoBHbIE MOHATHUS KpUNTOrpaduueckoil 3amuTel. Peanuzanus npocreiiero mudpa.
OCHOBHBIE IOHATHS KpUITOTpadruecko 3amuTs HHGpopMarmn. [Ipumep npocreiimero mmdpa, Ha
OCHOBE KOTOPOT'O IOSICHSIOTCS C(h)OPMYIHPOBAHHBIE TOHSTHS U TE3HCHL.

14

Knaccudukanus cucrem ayreHTudukanuu. [IpumeHeHne 3J1eKTpOHHOM MOIMUCH 11

KOHTPOJIA HCJIOCTHOCTH.
Knaccudukanms cucrem ayreHTH(OUKAIMU. DNEKTPOHHAS MOJIKCH U €€ IPUMEHEHHUE ISl KOHTPOJIS
LEJOCTHOCTH IIPOIPaMM U JIaHHBIX.

15

TexHonorust BUpTyalnbHbIX 4acTHbIX ceTeil (VPN). BapuaHThl mocTpoeHHs! 3aIIUIIEHHBIX

KaHaJIOB.
BupryanbHble yacTHbIE ceTH. BapnaHThI HOCTPOCHHMS BUPTYaIbHBIX 3aLINIIEHHBIX KAHAJIOB.

16

PaboTta ¢ aHTHBHpPYCHBIMU KOMIUIEKCaMu. BoccTaHoBneHue 3apakeHHBIX (aiiioB u
NpOPUIAKTUKA OT «TPOSHCKUX HMPOTPAMM)».




TemaTHka MPaKTHYECKUX 3aHATHI/KPaTKOE COIEepPIKaHNe
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AHTHBHUpYCHBIE IPOTPaMMHBIE KOMITIEKCHI. BoccTaHOBIIEHIE 3apaskeHHBIX (aitnoB. [IpodumakTika
IIPOHUKHOBEHUSA «TPOAHCKUX IIPOTrPaMM».
17 |O60061meHHas apXUTEKTypa CTaHIapTOB oOecreueHnss nH(HOPMAIIMOHHON OE30MaCHOCTH
OpraHu3alLuu.
00001IeHHAs apXUTEKTypa CTAaHAAPTOB oOeceueHus nHGOPMAIIMOHHOM 0€30IIaCHOCTH OPTaHU3aIUH.
18 |M3ydeHue JOKYMEHTOB I10 OLIEHKE 3aIUIIICHHOCTH aBTOMaTHU3UPOBAHHBIX CUCTEM,
JIeUCTBYIOINX B PO.
JlOKyMEHTBHI 110 OLIEHKE 3allULIIEHHOCTH aBTOMAaTU3HPOBAHHbBIX cucTeM B PO.
4.3. CamocrosTenbpHas paboTa 00yJarOIIMXCs.
No .
Bun camoctosTensHOM paboThI
1/T1
1 |M3ydeHue MOMOTHUTEIBHOM JIUTEPATYPHI.
2 |l[loxroroBka K MPaKTUYECKUM 3aHATHSIM.
3 | [loarotoBka K MpOMEKYTOYHOU aTTECTAIIUH.
4 | IloaroToBka K TEKyIIEMY KOHTPOJIO.

5. llepeueHp wu3AaHWN, KOTOPBIE PEKOMEHIYETCS MCIIOJIb30BaTh IIPU

OCBOEHUHU JTUCIUIUINHBI (MOJTYJIS).

11\/[(1_)1 bubnnorpaduueckoe onucanue Mecro nocryna

1 OcHoBbl HHGOPMAIIMOHHOM 0€30MacHOCTH https://reader.lanbook.com/book/370967
Hecrepor C. A. YueOnuk MznarenscTBo "Jlans",
- 3-e m31., crep. - 324 ¢. - ISBN 978-5--507-
490777-6 , 2024

2 | Kpunrorpaduueckas 3amura nHGOpMaIuu https://reader.lanbook.com/book/493382
Kynun H. T. Ilpaktukym U3zn. MUPOA -
Poccuiickuii TEXHOIOTUYECKUI YHUBEPCUTET. -
66 c. - ISBN 978-5-7339-2447-2 , 2025

3 Bamura nadopmammu I'pysaesa JI. M. Yuebnoe | https://reader.lanbook.com/book/188703

nocobue M3a. Poccuiickuii ynusepcurer
TpaHcnopra, - 144 c. - ISBN 978-5-7876-0326-2
, 2019

6. IlepeuyeHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U

I/IH(l)OpMaHI/IOHHBIX CIIpAaBOYHBIX CHCTCM, KOTOPBIC MOI'YT HCIIOJIB30BATHCA IIPU

OCBOEHUHU JTUCHUIUIMHBI (MOTYJIS).

Odunuaneheiii caiit PYT (MUUAT) (https://www.miit.ru/).
Hayuno-texanueckas 6ubnuorexa PYT (MUUT) (http:/library.miit.ru).
Oo6pazoBatenbhas mwatdopma «kOpaitr» (https://urait.ru/).



O6mme wuHPOPMAIMOHHBIE, CIPABOYHBIE U

IIOUCKOBBIE  CHCTEMBI
«Koncynsrant I[lmoc», «I'apanm.

DNeKTpOHHO-0MOInoTeuHas uznarenbcTBa «Jlanby (http://e.lanbook.com/).
DnekTpoHHO-0nbnroTeyHas cuctema ibooks.ru (http://ibooks.ru/).

7. llepeuyeHb  JNHIICH3UOHHOTO ©  CBOOOJHO  PacCIpPOCTPAHSIEMOTO

IPOrpaMMHOTO OOECIeYeHHs, B TOM YHCIIE OTEUYECTBEHHOTO MPOU3BOICTBA,
HEO0OXOIMMOTrO /111 OCBOCHHUSI TUCIUIIIIUHBI (MOIYJIs).

Microsoft Internet Explorer (uiu npyroi 6paysep).

Omnepanuonnas cucrema Microsoft Windows.
Microsoft Office.

8. Ommcanme MaTepHATbHO-TEXHUYECKOW 0as3pl, HEOOXOAMMOW ISt

OCYIIIECTBJIEHUSI 00pa30BaTEIBLHOrO Mpoliecca Mo JUCIUIUIMHE (MOIYJIIO).

VYyeOHble ayuTOpUM JUIsl MPOBEACHUS YUYCOHBIX 3aHSATUN, OCHAIIEHHBIC
KOMITBIOTEPHON TEXHUKON ¥ HAOOpaMu IEMOHCTPAITMOHHOTO 000PYy10BaHMUS.

9. ®opmMa MPOMEKYTOUHON aTTECTAITNH:

3auer B 4 cemecTpe.
10. OnieHouHbBIE MaTEpHUaIbI.
OrneHOYHBIE MaTepUalibl, TPUMEHSIEMBIE TIPH MPOBEJICHUH MTPOMEKYTOUHON

aTTeCcTally, pa3padaThIBAIOTCS B COOTBETCTBUM C JIOKAJIbHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTOpBI:

JIOLIEHT, JIOLIEHT, K.H. Kadeapsbl
«IIpaBoBoe obecrieueHue
rOCyJJapCTBEHHOTO YIPABJICHUSA U
SKOHOMHKM» FOpuanueckoro

WHCTHUTYTA JIM. Manémmuna
CornacoBaHo:

3aBenytromuii kadenpoit UYullb JLLA. bapanos
3aBenytomuii kadenpoit Yu3ln JLLA. bapanos

[Ipencenarens yueOHO-METOIUUECKOM
KOMHCCUH H.A. AunpusHona



