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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

enbto aucuumauHbl «OCHOBBI HH(POPMALIMOHHONW 0€3011aCHOCTUY SIBIISIETCS
dopMupoBaHHE KOMIIETEHIIMH O LENAX U 3aJayaX MHPOPMAIMOHHOMN 3alllUTHI,
XapaKTEPHBIX CBOMCTBax 3aIMIIAEMOM uHpopMaIu, OCHOBHBIX
MH(POPMALIMOHHBIX ~ yIpo3aX, CYIIECTBYIOLIUX HANpPaBICHUSX 3allUTBl |
BO3MOXKHOCTSIX ~IIOCTPOEHHUSI MOJIENEW, CTpaTeruil, METOAOB U  IpaBUil
MH(POPMAITMOHHOM 3aIlUTHI.

OCHOBHBIMH 33/1a4aMU JAUCLUUIUIMHBI SBISIFOTCS:

* O3HaKOMJICHHE C METOJAMHU M CpPEACTBAMM TEXHUYECKOW 3alllUThl
uH(popmanuu;

* (O3HaKOMJIEHHE C TEXHOJIOTMYECKUMHU PEIICHUSIMHU i1 O0ecredeHus
MH(})OpMAIMOHHOW 0€30ITaCHOCTH B PA3IMYHBIX cepax;

 U3ydyenne MeTONOB  OPraHMU3allMOHHO-TIPABOBOTO  0OOECIIECUEHMUS
JESATENIbBHOCTH [0  TOJY4YEHHMIO, HAKOIUIEHHIO, 00paboTke,  aHaIU3Y,
UCIIOJb30BAaHUIO HMH(pOpMAMM U  3alUTe OOBEKTOB  HMH(POpMATH3ALUH,
MH(POPMAIIMOHHBIX TEXHOJIOTHH U PECYPCOB;

* IlpuoOpereHrne HaABBIKOB YCTaHOBKH, HACTPOWKH, OKCIUIyaTalud U
nojJiepkaHusi B  pabOTOCIIOCOOHOM  COCTOSIHUM ~ KOMIIOHEHTOB — CHCTEMBI
oOecrieyeHnss HMHPOPMALMOHHON OE30MaCHOCTH C YYETOM YCTAHOBJIEHHBIX
TpeOOBaHMIA.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS IO TUCIUTUINHE (MOIYJIIO).

Ilepeuenb GopMUpPYEMBIX pe3yJbTAaTOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHIIMI) B pe3ysbTaTe 00y4eHHUs 10 AUCLUIUIUHE (MOAYIIO):

OIIK-7 - CnocoOeH TOHMMAaTh MPUHIUIBI PabOThl COBPEMEHHBIX
MH)OPMAITMOHHBIX TEXHOJIOTMM ¥ WCIONb30BaTh WX I PCEIICHUS 3a7ad
npodeCCUOHATILHON JIeATEIbHOCTH;

INK-10 - CrnocoOHOCTh OCYIIECTBIATH MOAOOP, U3y4YCHHE U 000OIICHUE
HAyYHO-TEXHUUYECKOU JTUTEPATyPhl, HOPMAaTUBHBIX M METOAUYCCKUX MATEPHUAJIOB,
COCTaBJISITH 0030p 10 BoTipocam obecreueHus HHPOPMAITMOHHON O€30MaCHOCTH IO
poITI0 CBOCH MpodecCHOHATBHOU MeATeTbHOCTH.

OO0yueHnue 1Mo qUCIUIUTHHE (MOJTYIIIO) TPEIoIaraeT, 4To 1Mo ero pe3yabTaTaM
oOyyaromuiicst Oyer:

3HaTh:
- CYIIIHOCTh Y MOHATHE HUH(POPMAITMOHHOM 0€301MaCHOCTH, XapaKTEPHUCTUKY €€
COCTAaBJISAIONINX



- Mecto WHGOPMAIMOHHONW O€30MaCHOCTH B CHCTEME HAaIMOHAIBHOM
0€30MMacCHOCTH CTPAHBI;

- BUJIbI, ICTOYHUKY U HOCUTENH 3alIUIIIaeMON HHPOPMAIIHIH;

- HWCTOYHUKHA Yrpo3 Oe30omacHOCTH wWHpOpMaMK ©W MeEpbhl MO HX
MIPEIOTBPAIICHUIO;

- (axTopel, BoO3AcHCTByMOMME Ha HHPOpMAINMIO TpU ee o0paboTke B
aBTOMATH3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CHCTEMAX;

- JKU3HCHHBIC ITUKIIBI HH(POPMAIIMA OTPAHUYECHHOTO JIOCTYIIA B MPOIIECCE e
co3JlaHusl, 00pabOTKH, TIepeadH;

- COBpPEMEHHBIE CpEJICTBA U CIOcoObl olecrieueHuss WH()OpMAIMOHHON
0e30I1aCHOCTH;

- OCHOBHBIC METOJWKH aHaIW3a yIpo3 H PHUCKOB HH(POPMAITMOHHOM
0€30IacCHOCTH.

Ymern:

- KJ1accu(UIMpoBaTh 3alUIIaeMyt0 HHPOPMAIUIO 10 BUAaM TalHBI;

- KiIaccupUIMPOBATh  3alUIaeMyl0 HH(QOpMalMIO TIO  CTENCHSIM
CEKPETHOCTH;

- KJ1accu(UIMpoBaTh OCHOBHBIC YTIPO3bl 0€30IMaCHOCTH MH(OPMAIIHH.

Baaners:

- Mpo¢eCCUOHANTBHONU TEPMUHOJIOTHEN;

- HaBbIKAaMU (POpMAJILHOW MOCTAHOBKM WM PEIICHUS 3a7adyu oOecredeHus
MHDOPMAIMOHHOW  0€30MaCHOCTH  KOMIBIOTEPHBIX CHUCTEM M  OOBEKTOB
uH(pOpMaTH3ALINY;

- METOJIaMH 3alUThl HTHPOPMAIIH.

3. O6beM AUCITUTIIUHBI (MOTYJIS).

3.1. O6mias Tpy10€MKOCTh AUCIUTIINHBI (MOTYJIs).

OOmast TPyIOEMKOCTh AMCIUIUIMHBI (MOIyJisA) coctaBisier 4 3.e. (144
aKaJIeMUYECKUX yaca(oB).

3.2. O0bem gucHUIUIMHBL (MOAYJsl) B (QopMe KOHTAKTHOM pabOThI
oOydarommxcss € M[EJarorM4YecCKUMH  padOTHUKaAMU W (WIKM)  JHIAMHU,
IPUBJIEKAEMBIMU K peain3aluy 00pa3oBaTesIbHOM MporpaMMbl Ha UHBIX YCIOBHSIX,
IIPU MIPOBEJICHUH YUEOHBIX 3aHATUH:

KomnaecTBo gacon

Tun y4eOHbIX 3aHATHI
Bcero | Cemectp Ne3

KonrakTHas paboTa Ipu npoBeleHUN YUeOHBIX 3aHATHI (BCEro): 80 80

B toMm uncie:




3aHATUA JEKLHOHHOTO TUIIA 32 32

3aHATHS CEMUHAPCKOTO TUTIA 48 48

3.3. O6peM auCHUIUIMHBI (MOAYJs) B (hOopMe CamMOCTOSITENBbHOM pPabOTHI
oOydJarormuxcsi, a Takke B (opMe KOHTAKTHOW pabOThl OOyYarOIIMXCS C
neAarornyecKuMu pabOTHUKAMU U (WJIH) JIMIIAMU, TIPUBIIEKAEMbBIMH K peaTn3aliu
o0pa3oBaTeNbHOW MPOrpaMMbl HAa HHBIX YCJIOBUSIX, NpPU MPOBEACHUU
MPOMEKYTOUHOM aTTeCTAIlH COCTaBJIsIeT 64 akajeMuueckux yaca (oB).

3.4. ITpu oOy4eHnH 0 UHAUBUAYATLHOMY Y4EOHOMY IIJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM OOy4€HHH, 00bEeM NUCIUILUIMHBI (MOIYs1) MOXKET OBITh peain30BaH
MOJIHOCTBIO B (POPME CaMOCTOSITENbHOM padOThl 00yYaroIuXcs, a TakKe B popme
KOHTAKTHOM pabOThl 00y4YarONIUXCSl C MEJarornyecCKuMu pabOTHUKaMU U (WJIN)
JUIAMH, PUBJIEKAEMBIMH K peaiM3aliy 00pa30BaTEIbHON MPOrpaMMbl Ha MHBIX
YCIIOBUSAX, IPH IPOBEACHUH IIPOMEXYTOYHOM aTTECTALIUN.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a"HATHSA TEKIIMOHHOTO THUIIA.

/ TemaTuka NTEKIIMOHHBIX 3aHATUM / KPATKOE COEPKaHNE
/1

1 |BBenenue B nH(pOpMAIMOHHYIO 0€30aCHOCTh

ConepxaHue yaeOHOTO MaTepHuaa;

- [lonsitre nHGOpMaly 1 HHGOPMALIMOHHOM Oe3011acHOCTH.

- Undopmanus, cooOmmeHust, ”HGOPMALMOHHBIE IPOIIECCH KaK 00BEKTH MHOOPMAIIMOHHOMH 0€301MacHOCTH.
- O630p 3amUIIAeMBIX OOBEKTOB U CHCTEM.

2  |OCHOBHBIE TIOHATHS TEOPHH WHPOPMAIIMOHHON O€30MaCHOCTH
ConepxkaHue yueOHOro MaTepuaa:

- Mcropust cTaHOBIICHUS TEOPUU MH(DOPMALIMOHHOH 0€30I1aCHOCTH.

- [IpenmeTHast o61acTb TeopuU HH(GOPMALMOHHOM 0€301aCHOCTH.

- Cucremarnzamus MOHATHH B 00JIACTH 3aIIUTH HH()OPMAITHH.

3 OCHOBHBIE TCPMHHBI U OIMPCACIICHUA ITPABOBBIX IOHSTHH B 00J1aCTH HH(bOpMaHHOHHLIX
OTHOIIEHUH U 3amuThl HHPopMaruu. [ToHaTus npenMeTHol obnacTu «3amuTa
UHpOpPMALIUN

ConepxaHue yueOHOro Marepuana:

- OCHOBHBIE IPUHIIATIEI TIOCTPOCHHUSI CHCTEM 3aIIUTHL.

- KoHnermust KoMIIeKCHOM 3aIUTh HHOPMALIUHL.

- 3a1a4M 3aIUTHI HHPOPMALIHH.

- CpencTBa peanu3aniy KOMIUIEKCHOM 3alUTEl HH()OPMAIIH.

4  |Muadopmanms kak 0OBEKT 3alIUTHI

ConepxaHue yaeOHOTO MaTepHraa;

- [TonsTre 06 nHGOpPMAITUN Kak 00BEKTE 3aIUTHI.

- YpoBHU nipeactaBieHust nHGpopMmarui. OCHOBHBIC CBOMCTBA 3aIUIIaeMON HHPOPMAITUH.

- Buzpt u popmel npencrasneHus HHGOPMALUH.




Temaruka NTEKIIMOHHBIX 3aHATHH / KPaTKOE COJEpIKAaHUE

WndpopmanroHHbie pecypehl U X 3aIIuTa
CozepxaHue yueOHOro MaTepuana:

- UndopmannonHbie pecypcsl.

- CTpyKTypa M IIKana HeHHOCTH HHPOPMAIHH.

- Knaccudukarus nHGOpMalMOHHBIX pECYpPCOB.

- [IpaBoBoii pexxuM HHPOPMAIIMOHHBIX PECYPCOB.

lNocynapcrBennast monutrka nHGoOpManuoHHOM Oe3omacHocTr. KoHtenms

KOMIUIEKCHOTO obecriedeHust HH(HOpMaIMOHHON O€301MacHOCTH

Copneprxanue yueOHOTO MaTepHaa;

- MadopmanmonHas 6€30MacHOCT M €€ MECTO B CHCTEMe HAIlMOHAIFHON Oe3omacHocTH Poccuiickoit
denepanuu.

- Opransbl obecnieyeHus: THPOPMAIIMOHHOH 6€30MacCHOCTH U 3aLUTHl HH(POPMAIMHY, X GYHKIMU U 33/1a4H,
HOpMaTuBHaA ACATCIIbHOCTD.

Yrpo3sl nHPOpMAITMOHHOKW 0€30MMacHOCTH
ConeprxaHne yueOHOTO MaTepHaa;

- AHanu3 ysI3BUMOCTEN CUCTEMBI.

- Kimaccudukanus yrpo3 nHpOpMaIIMOHHOW O€30MIaCHOCTH.
- OCHOBHBIC HAIIPaBJICHUS H METOIBI pEalTU3aIiH yTPOo3.

- HedopmanpsHast Moienb HapyIuTes.

- O1eHKa yS3BUMOCTH CUCTEMBI.

HOCTpOCHI/Ie CHUCTCM 3alllUThI OT YI'PO3bl HAPYHICHUSA KOH(bI/I,Z[CHLII/IaJ'ILHOCTI/I
ConepxaHue yueOHOro MaTepHuaa;

- Ompepnenenue 1 OCHOBHBIE CTIOCOOBI HECAHKITMOHUPOBAHHOTO JIOCTYTIA.

- Metonap! 3amutel or HCJI.

- Opranuzanuonssle Meroasl 3amuTel oT HC/.

- NnxenepHo-TexHnueckue Metoanl 3amurel oT HC/.

- [locTpoeHne cucteM 3aUTHI OT YIPO3BI YTEUKH MO TEXHUYECKAM KaHaIaM.

MeTobl KOHTPOJIS AOCTyNa K HH(OpMAIHH

ConepxaHue yaeOHOTO MaTepHuaa;

- Unentudukanus u ayreHTHUKALNS.

- OCHOBHI)Ie HalpaBJICHUA U LEJIN UCIIOJIb30BaAHUA KpI/IHTOFpa(bI/I‘IeCKI/IX METOOAO0B.

- 3amuTa 0T yrpo3sl HAPYIICHHUS KOHPHICHIIMATHHOCTH Ha YPOBHE COACPIKaHUSI HH(POPMAIIHH.
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[TocTpoeHune cucTeM 3amuThl OT YIpO3bl HAPYLICHUS [IETOCTHOCTH UH(OpMaLUK 1

OTKa3a 10CTyIa

ConepxkaHue yueOHOro Marepuaa:

- 3ammTa HeJIOCTHOCTH HHPOPMAIIMHU NTPHU XPAHEHUH.

- 3ammTa 1eI0CTHOCTH HHPOPMAITUH IPH 00padoTKe. 3alInuTa EJTOCTHOCTH HHPOPMAITUH TTPH
TPaHCIIOPTHPOBKE.

- 3ammTa OT yrpo3bl HapyIIeHHs [EIOCTHOCTH HH(DOPMALIUK HA YPOBHE COJICPIKAHMSI.

- [TocTpoenue cucTeM 3aImUTH OT YIPO3BI OTKA3a JOCTYIA K HHPOPMAILUH.

- 3amMTa CeMaHTHYECKOr0 aHaAlIM3a U aKTyalbHOCTH HH(pOpMaIny.

11

[TonuTuka u Moaenu 6€30MacHOCTH

ConepxaHue yueOHOro Marepuaa:

- [Touthka 6€30MacHOCTH.

- CyOBeKTHO-00BEKTHBIC MOJICN Pa3TPaHUYCHHUS AOCTYIIA.
- AKCHOMBI IIOJIUTHKH 0€30I1aCHOCTH.

- [ToyuTuKa ¥ MOAEIH IUCKPELUOHHOTO JOCTYIIA.

- [TaposibHBIC CHCTEMBI pa3rpaHUYCHUS TOCTYIIA.

- [TouTika ¥ MOAEIN MaHAATHOTO JOCTYIIA.




/o

Temaruka NTEKIIMOHHBIX 3aHATHH / KPaTKOE COJEpIKAaHUE

- TeopeTnko-nHGpOPMaNNOHHBIE MOJEIIH.
- [TonuTHka ¥ MOJETN TEMaTUYECKOTO pa3rpaHUUEHHs JOCTYIA.
- Ponesas monens 6e30macHOCTH.

12

0O0630p MEXITYHAPOIHBIX CTAHIAPTOB HHGOPMAITMOHHONW O€301TaCHOCTH

CozepxaHue yueOHOro MaTepuana:

- Ponb cTarmapToB MHPOPMAIHOHHONW 0€30IIaCHOCTH.

- Kputepun 6e30macHOCTH KOMIIBIOTEPHBIX cucTeM MuHHCTepcTBa 000poHs! CIIA (OpamxeBast KHUTA),
TCSEC.

- EBpomneiickue kpurepun 6e3onacHocty nHGopMarmoHHbIX TexHonoruit (ITSEC).

- @enepanbHBIE KPUTEPUH 0€30MMACHOCTH HHPOPMAaIHOHHBIX TexHomoruii CIIIA.

- Enunble kpurepun 6€30macHOCTH HHPOPMAIIMOHHBIX TEXHOJIOTHH.

- I'pynna mexayHapoaHbix ctangaptos 270000.

13

NudopmarnmonHbie BOWHBI U HHOOPMAITMOHHOE MPOTHBOOOPCTBO
CozepxaHue yueOHOro MaTepuaa:

- OmpeenieHAe U OCHOBHBIE BHIBI HH)OPMAIMOHHBIX BOMH.

- U opMannoHHO-TeXHIYECKas BOIHA.

- MH(pOpMannOHHO-TICHXOJIOTHYeCcKask BOIHA.

14

HopmatuBHO npaBoBoe peryaupoBaHue 3alIUTHl HH(OpMAIH

CozaepxaHue yueOHOro MaTepuana:

- Opranu3anyoHHas CTPYKTYpa CHCTEMBI 3allUThl HHQOpMaLny.

- 3aKoHO/IaTeJIbHBIC aKThI B 00JIACTH 3aIIUTHl HHPOPMAIIKH.

- Poccuiickne n MexyHapoJHbIE CTaHAPTHI, ONIPEACIIONINe TPeOOBaHUS K 3alKUTe HHPOpMAIIKK.
- Cucrema ceptudukaumu PO B obnactu 3aumrsl HHGOpMALIUH.

- OCHOBHBIE NIpaBUJIa U JOKYMEHTHI CUCTEMBI cepThdukanuu PO B o6nacTr 3amuThl HHOOPMALIUH.

15

Cucrema ceprudukannu PO B o6nactu 3amuThl nHGopMauu. OCHOBHBIE ITpaBUIa U

JIOKYMEHTHI cucTeMbl cepTudukanuu PO B obmacTu 3amnThl HHGOpManuu
ConeprxaHne yueOHOTO MaTepHaa;

- OCHOBHBIE MEXaHU3MBbI 3aLIUTHl HH)OPMAILIH.

- Cucrema 3auThl HHOPMAIHH.

- Mepbl 3anuthl HHGOPMAIUH, peai3yeMble B aBTOMaTH3NPOBAHHbBIX (MH()OPMAIIMOHHBIX) CUCTEMAX.
- [IporpammHBIe 1 IPOrpaMMHO-aMNIapaTHbe CPECTBA 3aLUThHI HHPOPMAIHH.

- MHxeHepHas 3aiuTa U TeXHUYECKas OXpaHa 00beKTOB HH(POPMATH3AIHH.

- OpFaHI/ISaI_II/IOHHO-paCHOpH,I[I/ITCHLHaﬂ 3aliuTa I/IH(bOpMaLII/II/I.

- Pabora ¢ kagpamu 1 BHYTpH 00BEKTOBBIN PEKHM.

- HpI/IHHI/IHLI TNOCTPOCHUA OpFaHI/BaHI/IOHHO'paCHOPHHHTGHLHOﬁ CHCTEMBI.

16

VYnpasnenre nHGOpMaITMOHHON 0€30MMaCHOCTHIO MPETPUATHS

ConepxaHue yaeOHOTO MaTepHraa;

- OOBEKTHI 3aIIUTHl HH(OPMALINY HA TPEATPHUITHN.

- Kimaccudukanus BuoB, cioco00B, METOOB M CPEICTB 3alIUTH HHPOPMALMU HA TIPEATIPHSTHH.
- Ha3nadeHue u cTpyKTypa CUCTEM 3allUThl HHPOPMAIHH.

- KoMrutekcHas cucteMa 3anuthl HHGOPMAIUK Ha TIPEINPUSITHH.

4.2. 3aHATHS] CEMUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI




HaumeHnoBanue 1ab0opaTopHBIX paboT / KpaTKOe CoAepKaHHE

Cummerpuunoe mmdposanue: AES B paznuunsix pexxumax (ECB, CBC, GCM)

B pe3ynbTarte BRINOIHEHUS TA0OPAaTOPHOI pabOTHI CTYICHT MOJYYHUT HABBIKY PEATA3ALUHU IIUPPOBAHUS U
nemupoBaHus JaHHBIX ¢ UcTonb3oBaHeM AES, ananusa ys3Bumocrteil pexxuma ECB (Hanpumep, npu
pabote ¢ u3o0pakeHusiMK), BeI0opa pexnmoB CBC u GCM mis obecriedeHust KOHGUACHIIMAIEHOCTH 1
L[EJIOCTHOCTH.

AcummMmerpuuHasi Kpunrorpadus: reaeparus kaodeid RSA u oomen 3ammbppoBaHHEIMEI
COOOILIEHUAMU

B pesynbTate BeITOTHEHHS 1a00paTOPHOI pabOTHI CTYJEHT MOMYYHUT HABBIKY TCHEPAIHN ITyOIHIHBIX U
NPUBATHBIX KJIIOYeH, IU(POBaHUS COOOLIEHHS MYOIMYHBIM KIIOYOM TOJTydaTels, Jeuu(poBaHus
MPUBATHBIM KJIIOYOM, a TaK)Ke IOHUMAHUS BRIYUCIUTENBHON CI0)KHOCTH aTak Ha KOPOTKHUE KITFOUH.

OnektponHas noanuck (RSA-PSS / ECDSA) u npoBepka MOJJIMHHOCTH JaHHBIX

B pesynbTaTe BBITOTHEHHS TA00PATOPHOH pabOTHI CTYJEHT MOMYYHUT HAaBBIKK CO3AHMS II(POBOH
noAnucH Aist (aiina, 3KCIopTa IMOIIKICH B OTAEIBHBIN (haiisl, MPOBEpKH MOINCH C HCTIOJIb30BAHUEM
MyOJIMYHOTO KII0Ya, a Takke 0OHapy)eHus (hakTa MOAU(UKAINK JAaHHBIX MOCIIE ITOITHCaHNS.

Kpunrorpaduueckoe xsmmposanue (SHA-256, MDS5) u ero npuMeHeHHe 1151 KOHTPOJIS
LIEJIOCTHOCTH

B pesysnpraTe BHINONHEHHUS 1TaOOPATOPHOIT pabOTHI CTYACHT MOJTYYUT HABBIKK BBIYUCIICHHS XdIIeH (aiios,
CpaBHEHHS X3IIel A 00HApYKEeHUs U3MEHEHNUH (B T.4. OUTOBBIX ), TOHUMAHUS KOJUIN3UH Ha pUMepe
MD5 u BeIOOpa CTOHKHX aNTOPUTMOB IS XPaHEHUS MapoeH.

Artaka «uenosek nocepenune» (MITM) na nporokos oOMeHa kimtodamu Juddu —
XemiMaHa

B pesynbTate BRIIOTHEHHS 1a00PAaTOPHOH pabOTHI CTYJEHT MOJYYHUT HABBIKU IIEPEeXBaTa U MOIMEHBI
MyOJMYHBIX KIIIOYEH B HE3aLIMIIEHHOM KaHalle, paciiupoBky Tpadurka Oe3 BeqomMa CTOPOH, a TaKiKe
MPaKTHYECKOro TOHUMaHUsl He00X0IMMOCTH ayTeHTuduKanun kiodeid (PKI).

Amnanus cereBoro Tpaduka ¢ Wireshark: nepexsat napouieit mo nporoxonam HTTP, FTP,
Telnet

B pesynbTate BBITOTHEHHS 1a00paTOPHON pabOThI CTYICHT IOJIyYUT HAaBBIKM 3aXBaTa MAKETOB B
JIOKJILHOH ceTH, puibTpanuu Tpaduka 1o NpoTOKOJIaM, BOCCTAHOBJICHHS IIepeJaBaeMbIX JIOTHHOB U
napoJeit u3 plain-text mpoTOKoJIOB, a TakXKe OOHAPY>KSHHUS T10I03PUTENNBEHBIX COSTMHEHHH.

ARP-spoofing: nepexsar Tpaduka B JokajibHOU ceTu ¢ nomortbio BetterCAP / Ettercap

B pesynprarte BRIIOTHEHHUS T1a00paTOPHOIT pabOThI CTYSHT MOJIYYHUT HABBIKK OTpaBieHns ARP-Tabmi,
opranuzanuu MITM mexnay xeptBoit u nutto3om, nepexsara HTTP-ceccuit, a Taxxke HacTpOUKH
cratnueckux ARP-3amuceit kak MeToa 3alUThI.

CxanupoBanue optoB 1 OC ¢ momomipto Nmap (TCP SYN, FIN, XMAS) u 06xop
POCTHIX (alipBOJIOB

B pesynprarte BRIIOITHEHUS Ta60paTOPHOIT pabOTHI CTYACHT MOJTYYHUT HABBIKM IPOBEJCHUS CKPBITOTO
CKaHHUPOBAHUSI, OMIPEACICHUs OTKPHITHIX MMOPTOB U cepBHCOB, uaeHTH(uKan OC no oTneyarkam creka
TCP/IP, a Taxxe aHanu3a 3alIUIIEHHOCTHA CETEBBIX TIEPUMETPOB.

Ob6Hnapy:xenue Bropxkenuii (IDS): HacTpoiika Snort a1 cUrHaTYpHOTO aHaimu3a Tpapuka

B PE3YIbTATC BBINIOJTHCHUSA na6opaTopH017I pa60Tm CTYACHT NOJYUYUT HABbIKU HAITMCAHUS COOCTBEHHBIX
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curHatyp (mpaBmi) Snort, mepexBaTa MO03PUTEIBHBIX TAKETOB (HampuMep, ¢ mpu3Hakamu SQL-
MHBEKIMU UM CKAaHUPOBAHUSI IOPTOB), TeHEPALIMU OIIOBEICHUI 1 JIOTHPOBAHMUS aTak.

10

3ammra ot DDoS: HacTpoiika rate limiting u cuaxpoHHBIX KYK (SYN cookies) Ha Linux

(iptables)

B pe3ynbTaTe BhIMOIHEHHS J1a00paTOPHOH pabOThl CTYCHT MOJYYUT HABHIKK OTPAHHUYCHUS YUCIIA
coenuHaeHNH ¢ ogHoro 1P, 3amuTsr ot SYN-flood ¢ Brimtouernem SYN cookies, SMyIAINE aTaku ¢
moMoIIsio hping3, a Taxoke aHaIM3a 3arpy3KU cepBepa IO aTaKOH.

11

CermeHTanus CeTH U MeKCeTeBbIe dKpaHbl (pfSense): mpaBuia npomycka Tpaduka
mexay VLAN

B pesynbraTe BhIMONHEHUs 1a00paTOPHOM pabOThI CTYJEHT NOTYYUT HAaBBIKU co3gaHus VLAN, HacTpolku
npasuia allow/deny st pasubix 30H (DMZ, LAN, Guest), opranuzauuu NAT, a Takke NpoBepKH
M30JIAIIUH CETMEHTOB C MIOMOIIBIO CKAHUPOBAHHUS.

12

SQL-unbekuun (SQLIi) Bpyunyto u uepes sqlmap: u3BiieueHne TaHHBIX U3 0a3bl

B pe3ynbTaTe BBITIOTHEHHS Ta00PATOPHOU pabOThI CTYJEHT MONYIUT HABBIKA OOHAPYKEHHUS YA3BHMBIX
napameTpoB, ucnonb3oBanust UNION u crensix nunbekiumii (boolean/time-based) anst o6xona
ABTOPH3AIINH, JaMIIa Ta0JIHII, a TAK:KE MPUMEHEHHS TapaMETPU30BAHHBIX 3a[IPOCOB IS 3aIIUTHI.

13

MesxcaiiToBslii ckpunTHHT (XSS): Kpaka ceccuii u moaMeHa koHTenra (stored / reflected
/ DOM)

B pe3synbTaTe BBITOIHEHHS Ta00PATOPHOM pabOTHI CTYICHT MOJYYUT HABBIKKM BHEApeHHs JavaScript-koma
B KOMMeHTapuu wii mapamerpbl URL, mepexsara cookie skepTBbI ¢ OTIPaBKOI Ha BHELTHHUI cepBep,
CO3JIaHus OIENIbHBIX (OPM BBOIA, a Takxke HacTpoiiku Content-Security-Policy (CSP).

14

CSRF (MexcaiiToBas Mmojelika 3ampoca): araka Ha CMEHy mapoJis 0e3 BeJoma
MOJIb30BaTENs

B pe3ynprare BRINOIHEHUS 1a60PaTOPHOI paboThI CTYICHT MOJYYHT HABBIKK CO3JaHHUS BPEIOHOCHOI
HTML-cTpanuns! ¢ aBTomatnyeckoit otnpaskoit POST-3ampoca, nepexBaTta BaIMIHON CECCHH, a TAKXKe
BHenpeHus anti-CSRF TokeHoB 1 npoBepku Referer-3aronoBkoB kak MeTo/1a 3alHUThI.

15

HebGe3omacurie aecepuanuzaius B Java/Python: ynanennoe Beimonnenne kona (RCE)

B pe3ynbrate BRINOIHEHUS 1a00paTOPHOI pabOTHI CTYICHT MOTYYHT HABBIKU CO3JJAHUS BPEIOHOCHOTO
CEPUANM30BAHHOTO 00BEKTA, IKCILTyaTaI[H I'aJKEeT-IICTIOYKH (HarpuMep, ysoserial), moydeHns reverse
shell, a Takxe caHUTHU3AIMK 1 OETIOTO CIMCKA KIIACCOB MPH JIeCepUaTU3alliy.

16

XXE (XML External Entity): urenue nokanbHbIxX ¢aitnoB u SSRF yepe3 mapcep XML

B pesynprarte BeIIOIHEHUS Ta60paTOPHOIT pabOTHI CTYIEHT MOTYYHUT HABBIKK BHEIPEHHUS BHEITHEH
CYIIHOCTH JJIsl YTeHUs /etc/passwd, oprannzanmn 3amnpoca K BHyTpeHHHM cepBepaM (SSRF), nposenenus
DoS uepes «billion laughs», a Taxke oTkimoueHus oOpaboTku external entities B mapcepe.

17

[Tepenonuenne Oydepa (stack overflow) na 32-6uTHoi Linux: mepe3anucs BO3BpaTHOTO
anpeca (ret2libc)

B pesynbTate BbITOIHEHHS 1a00paTOPHON pabOThl CTYCHT MOJYYHUT HABBIKA HAXOXKACHHS YSI3BUMOTO
BBOJa (gets / strcpy), nepe3anucu EIP, Be3oBa ¢yakimu system("/bin/sh") ¢ orkmouenasim ASLR, a
Tak)Ke UCTIONB30BaHUSA KOMIIIIATOPHBIX 3anuT (Stack Canary, NX).

18

[TpuBuneruposannasie 6uThl (SUID/SGID): mouck u aKkcIiTyaTanust s SCKajlaluy paB
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B pe3synbTaTe BBIIOTHEHHS 1a00PAaTOPHON pabOTHI CTYISHT MONYyYHT HABBIKH IIOUCKAa OMHAPHHUKOB C
SUID-6utoM, sKcIuTyaTaluy HeNpaBuIbHO HacTpoeHHOro chmod u+s, npuMeHeHus atak Ha
LD_PRELOAD, a Taxxe aHanm3a 0¢30MacHbIX albTepHATHB (capabilities).

19

Co6op u ananu3 noro 6e3omacHoctH (syslog, auditd, Windows Event Log)

B pesynpraTte BRIIOIHEHUS Ta00paTOPHOIT pabOTHI CTYICHT MOJTYYHUT HAaBBIKH HACTPOHKHU ayAnuTa (aifjioB
(auditd), nenTpanm3oBanHOTO cOOpa 0roB (rsyslog), 00HapyKeHHs HEYJadHBIX MTOMBITOK BXO/1a
(Evilginx), mogo3purensabix nporeccos (Windows Event ID 4624/4625), a Takxe aBTOMaTH3aIMN TIOUCKA
aHOMAaJHH.

20

M3onsmus mporeccoB ¢ moMotbio korTeliHepoB (Docker) u necovynwi
(Firejail/seccomp)

B pesynbraTe BhINONHEHHS 1a00paTOPHOM pabOThI CTYACHT MOIYYUT HAaBBIKH 3allycKa KOHTeHHepa ¢
MHHUMaJIBHBIMU NTpuBUIIerusiMu (drop cap), orpaHMYeHHs CHCTEMHBIX BBI30BOB 4epe3 seccomp-npoduimy,
OJIOKMPOBKH MOHTHPOBAHUS /Proc, a TaKkKe MPOBEPKH «I100eTa» U3 KOHTEHHEepa NMPpH HEIIPaBIIIbHOH
HACTPOMKHU.

21

[lepebop maposneit odnaitn: John the Ripper / Hashcat mporus NTLM wu /etc/shadow

B pesynbraTe BhINONHEHHS 1a00paTOPHOIT pabOThI CTYCHT NOTYYMT HABBIKU JaMIla X3IIeH (Harmpumep, ¢
noMoInk mimikatz winu u3 shadow), mpoBeeHUs aTaku MO CIIOBapro U OpyTdopca mo macke,
UCIIOJIb30BaHMsI TIPABHJI MYTAlIUH, @ TAK)KE OLIEHKH CTOMKOCTH IapoJieil Ha OCHOBE BPEMEHH 1o00pa.

22

Mmuorodakropnas ayrentudukanus (MFA): nactpoiika TOTP (Google Authenticator)
Ha SSH

B pe3ynbTaTe BBIIOIHEHHMS 1a00PAaTOPHOU pabOThI CTYJSHT NOJYYHUT HABBIKK HHTerpaind PAM c
MoxyJieM google-authenticator, reHepaunu cekpeTHbIX Kimoueil 1 QR-KoI0B, POBEPKU 0THOPA30BBIX
napoeii, a Takke HacTpoiku fallback-mMmeTomoB 1 pe3epBHBIX KOJIOB.

23

besomacuocts Wi-Fi: 3axBar WPA2 handshake u mog6op mapoist (Aircrack-ng)

B pe3ynbTate BbINOJIHEHHS J1a00OPATOPHOM pabOThI CTYJICHT MOJYYUT HABBIKHU MEPEBO/Ia CETEBOTO ajianTepa
B PSXKHMM MOHHTOPA, 3axBara 4-way handshake kiienTa, geayTeHTH)UKAINH JIETHTHMHOTO MOJIB30BATEIS
(deauth), odmaita-togbopa maposs, a Takxe HacTtpoikd WPA3 u RADIUS kak mMep 3aimuTsl.

24

®dopensuka (udpoBas KPUMHUHAITUCTUKA): BOCCTAHOBIICHUE YAAJIICHHBIX (ailioB U
aHanmu3 obpasa aucka (Autopsy / Sleuth Kit)

B pesynprarte BRIIOTHEHHUS T1a00paTOPHOI pabOTHI CTYCHT MOIYYUT HABBIKA MOHTHPOBAaHUS 00pa3a IucKa
(E01/DD), moucka ynaieHHbIX (aiioB mo 3aroyioBkam (carving), ananmsa MFT (Master File Table),
W3BJICUCHHS METaJaHHbBIX U X31IeH (HailioB, a TAK)KE COCTABICHHUS TalMIIaifHa COOBITHIH.

4.3. CamocrosiTenbHas paboTa 00yJarommxcsl.

/o

Bun camocrositensHoi# paboTh

Pabora ¢ JICKIIUOHHBIM MAaTCPpUAJIOM

[MoxroroBka k 1ab0opaTOpHBIM paboTam

BrimonaeHne KypcoBoi paboThI.

B W N

IToaroroBka kK IpOMEKYTOYHOM aTTECTALIMH.




5 | IloaroroBka K TE€KyIieMy KOHTPOJIIO.

4.4. ITpuMmepHbIN TIEpeueHb TEM KYPCOBBIX pabOT

1. ®opMBl TICUXOJOTUYECKON 3alIUTHI YEJIOBEKa OT HMH(POPMAITMOHHOU
IIEPErpy3KH.

2. ConmanbHo BpenHas nHpopmarus 8 CMU.

3. Bpennas u onacHas uapopMmanus B lHTepHeT
4. ®opmbl 0OMaHa U MOLIEHHWYECTBA B IHTEpHET.

5. ®opmbl HE3aKOHHOT'O MCIOJIL30BaHUS MHGOpMAIMU. 3aKOHOATEIbHBIC
MEpBI MPOTUB HE3AKOHHOTO UCIOJIb30BaHUS HH(MOPMAITIH.
6. Moaenb nHPOPMAIIMOHHOM 3alIUTHI KAHAJIOB CBSI3H.

7. Crpateruss oOMaHa W €€ HUCIHOJIb30BaHUE B cdepe HHPOPMaLUOHHOU
3AIIUTHI.
8. Bonpocsl nHpopManmoHHON 0€30M1aCHOCTH B OJUTUKE U TUIIJIOMATHH.

9. Opranu3alnOHHO-PacCIOPAIUTEIbHbIE MEPHI HHPOPMAIIMOHHOMN 3aIIUTHI.

10. TpagunuonHsle HampaBiIeHUS HUHPOPMAIMOHHON 3alIUThl U MYTH HX
UHTETpaluu.

5. llepeueHp wu3HaHUN, KOTOPHIE PEKOMEHIYETCS WCIOJIB30BaTh IIPH

OCBOCHUHU JUCIUIUIMHBI (MOIYJIA).
No
/o

bubnuorpapuueckoe onucanue Mecro nocryna

1 KoaunpoBanue u 3amura URL:
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0€30I1aCHOCTH U 3aIluTa

UHPOPMALIUK TSI CTY/I. CIeIl.

ABTOMaTI/I3I/IpOBaHHI:Ie CHUCTEMBI




00paboTku HHPOPMALIUU U
ynpasneHus, MapopmanmonHbie
cUCTeMBbI ¥ TexHosioruu / 3.1.
KoctrokoBckas, A.M. Y aanos;
MUUT. Kad.
ABTOMaTH3UPOBAHHBIC CUCTEMBI
ynpasienus. - M.: MUUT, 2008. -
28 C.

Kpunrorpaduueckas 3ammura
KOMIIBIOTEPHON MHPOPMAITUH:
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TeopeTnueckre OCHOBBI
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CTY[., 00y4. 1o Harp.
Nudopmanmonnas 6€30macHOCTb /
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Kenenkos, U. E. Cadonosa;
MUUT. Kad. BerancnurenbHble
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uHpopmanuu. 4.2 / B.IO.
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MUUT. Kad. CAIIP
TPAHCHOPTHBIX KOHCTPYKLUH U
coopyxxenuit.M.: MUUT, 2010. -
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Pa3paboTka Mep 3amuTh
WH()OPMAIMOHHBIX PECYPCOB B
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UHTEpHET: y4eOHO-MEeTO/I.
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CMELHUaTUCTOB HaIp.
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M. Anekcee; MUUT. Kag.
VYnpasienue u 3anura
uHpopmarnuu. - M.: PYT(MUUAT),
2017.-9c.

URL.: https://library.miit.ru/bookscatalog/metod/DC-
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6. IlepedueHb COBpPEeMEHHBIX MNPOQPECCHOHANBHBIX 0a3 JaHHBIX U
WH(POPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIOJB30BaThCS IPH
OCBOCHUHU JUCHUIUIMHBI (MOIYJIA).

- @opyM  CHEMUAIHCTOB 1O  HWHPOPMAIMOHHBIM  TEXHOJOTHSIM
http://citforum.ru/

- HHTEepHET-YHUBEPCUTET UH(OPMAITMOHHBIX TEXHOJIOTHIA
http://www.intuit.ru/

- Temarnueckwmii  popym 1o  WHGOPMAIIMOHHBIM  TEXHOJOTHIM

http://habrahabr.ru/

7. llepedyeHb  JHUIIEH3UOHHOTO U  CBOOOJHO  PaCHpPOCTPAHSIEMOIO
MporpaMMHOro oOecredyeHus, B TOM 4YHUCIE OTEYECTBEHHOIO MPOU3BOCTBA,
HEO0OXOIMMOTO /111 OCBOCHUS JUCIUTLIMHBI (MOTYJIs).

- Windows
- Microsoft Office

- UnTepner-6paysep (Yandex u ap.)

8. OmnucaHue MarepuaJIbHO-TEXHUYECKOW 0a3bl, HEOOXOAUMOMW it
OCYILECTBJICHUSI 00pa30BaTEIBLHOTO Mpoliecca Mo TUCHUILUTUHE (MOIYJIIO).

VYuebnas ayauTopus JUIsl TPOBEJACHUS Y4YEOHBIX 3aHATHN (3aHATUI
JIEKIIMOHHOTO THUTIA, TPAKTUYECKUX 3aHATUN):

- KOMIIBIOTEp  MpemogaBaTens, paboyue  CTaHIMM  CTYACHTOB,
MyJIbTUMEINITHOE 000PYI0BaHKE, T0CKA.

Aynautopus moakrodeHa K cetu «MHTepHeT.

9. ®opma MPOMEKYTOUHOM aTTECTALNU:

KypcoBas pabdota B 3 cemectpe.
DK3aMeH B 3 cemecTpe.

10. OuieHOUHBIE MAaTEpUAIIBI.

OueHouHble MaTepualbl, TPUMEHSEMbIE TIPU MPOBEICHUN MPOMEKYTOUHOU
aTTeCTalluy, pa3padaThIBAlOTCA B COOTBETCTBUU C JIOKAJIbHBIM HOPMATHBHBIM
aktomM PYT (MUUT).
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