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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

enbto aucuumauHbl «OCHOBBI HH(POPMALIMOHHONW 0€3011aCHOCTUY SIBIISIETCS
dopMupoBaHHE KOMIIETEHIIMH O LENAX U 3aJayaX MHPOPMAIMOHHOMN 3alllUTHI,
XapaKTEePHBIX CBOMCTBAx 3alUIIaeMO uHpopMaIu, OCHOBHBIX
MH(POPMALIMOHHBIX ~ yIpo3aX, CYIIECTBYIOLIUX HANpPaBICHUSX 3allUTBl |
BO3MOXHOCTSIX ~TIOCTPOCHHUSI MOJEJEH, CTpaTerwii, METOIOB U  IpaBHI
MH(QOPMALIMOHHO 3aIUTHI.

OCHOBHBIMH 33/1a4aMU JAUCLUUIUIMHBI SBISIFOTCS:

* O3HaKOMJICHHE C METOJAMHU M CpPEACTBAMM TEXHUYECKOW 3alllUThl
uH(pOpMaIny;

* O3HaKOMJIEHHE C TEXHOJOTUYECKUMHU PEUICHUSIMH s OOecredeHus
MH(GOPMAIIMOHHON 0€3011aCHOCTH B Pa3IMYHBIX Cepax;

 U3ydyenne MeTONOB  OPraHMU3allMOHHO-TIPABOBOTO  0OOECIIECYEHMUS
JESATENIbBHOCTH [0  TOJY4YEHHMIO, HAKOIUIEHHIO, 00paboTke,  aHaIU3Y,
UCIIOJb30BAaHUIO HMH(pOpMAMM U  3alUTe OOBEKTOB  HMH(POpMATH3ALUH,
MH(POPMAIIMOHHBIX TEXHOJIOTHH U PECYPCOB;

» IlpuoOpereHne HaBBIKOB YCTAHOBKM, HACTPOWKH, OKCIUTyaTalludl U
nojanepKaHusi B pabOTOCIOCOOHOM  COCTOSSHUM ~ KOMIIOHEHTOB — CHCTEMBI
oOecrieyeHnss HMHQPOPMALMOHHON O€30IaCHOCTH C YYETOM YCTAHOBJIEHHBIX
TpeOOBaHMIA.

2. [Inanupyembie pe3ynbTaThl 00YYEHUS IO TUCHUILIINHE (MOIYIIIO).

Ilepeuenb GopMUpPYEMBIX pe3yJbTAaTOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHIIMI) B pe3ysbTaTe 00y4eHHUs 10 AUCLUIUIUHE (MOAYIIO):

OIIK-7 - CnocobeH TOHMMATh MPUHIUIBI PabOThl COBPEMEHHBIX
UH(OPMAITMOHHBIX TEXHOJIOTWM ¥ WCIOJNb30BaTh WX Ui pEUIeHUs 3ajad
npo¢eCCUOHATIBHON JIEATEIbHOCTH;

IIK-10 - CrnocoOHOCTh OCYIIECTBISITH MOAOOpP, M3ydeHHWE W 000OIIeHHe
HAyYHO-TEXHUYECKOU JTUTEPATYPhl, HOPMATUBHBIX M METOAUYCCKUX MATEPHUAJIOB,
COCTaBJISITH 0030p 10 BoTipocam obecreueHuss HHPOPMAIMOHHON O0€30MaCHOCTH TI0
npoduIito cBoe MpopecCuOHAIBHON AESTEIHHOCTH.

OO0yueHnue 1Mo qUCIUIUTHHE (MOJTYIIIO) TPEIoIaraeT, 4To 1Mo ero pe3yabTaTaM
oOyyaromuiicst Oyer:

3HaTh:
- CYLIIHOCTb Y MOHATHE UHPOPMALIMOHHON O€3011aCHOCTH, XapaKTEPUCTHUKY €€
COCTABJISIFOLINX;



- Mecto WHGOPMAIMOHHONW O€30MaCHOCTH B CHCTEME HAaIMOHAIBHOM
0€301acCHOCTH CTPaHbI,

- BUJIBI, ICTOYHUKH M HOCUTEIH 3allUIaeMol HH(OpPMaIUH;

- HCTOYHUKHA yrpo3 O€30macHOCTH MH(POPMAlMM H MEpPhl 10 UX
MIPEIOTBPAIICHUIO;

- (axTopel, BoO3AcHCTByMOMME Ha HHPOpMAINMIO TpU ee o0paboTke B
aBTOMATU3UPOBAHHBIX (MH()OPMAITMOHHBIX) CHCTEMAX;

- JKU3HCHHBIC ITUKIIBI HH(POPMAIIMA OTPAHUYECHHOTO JIOCTYIIA B MPOIIECCE e
co3JlaHusl, 00pabOTKH, TIepeadH;

- COBpPEMCHHBIC CpEJCTBAa M CIOCOOBI oOecrieueHus HH()OPMAIMOHHON
0€30IacCHOCTH;

- OCHOBHBIC METOJWKH aHaIW3a yIpo3 H PHUCKOB HH(POPMAITMOHHOM
0e30I1acCHOCTH.

Ymern:

- KJ1accu(UIMpoBaTh 3alUIIaeMyt0 HHPOPMAIUIO 10 BUAaM TalHBI;

- KiIaccupUIMPOBaTh  3alUIaeMyl0 HH(QOpMalMIO TIO0  CTENCHSIM
CEKPETHOCTH;

- KJ1accu(UIMpoBaTh OCHOBHBIC YTIPO3bl 0€30IMaCHOCTH MH(OPMAIIHH.

Baaners:

- Mpo(eCCUOHANTBHON TEPMUHOJIOTHEN;

- HaBbIKAaMU (POpMaNILHOW MOCTAHOBKM M PEIICHUS 3adadyu oOecredeHus
MH()OPMAIMOHHOW  0€30MaCHOCTH  KOMIBIOTEPHBIX CHUCTEM M OOBEKTOB
uH(pOpMaTH3ALINY;

- METOJIaMH 3alUThl HTHPOPMAIIH.

3. O6beM AUCITUTIIUHBI (MOTYJIS).

3.1. O6mias Tpy10€MKOCTh AUCIUTIIUHBI (MOTYJIs).

OO0mast TPyIOEMKOCTh AMCIHUIUIMHBI (MOIyJsA) coctaBisieT 4 3.e. (144
aKaJeMHYeCKuX Jaca(oB).

3.2. O0wvem mucuurauHbl (MOAynsi) B (OpMe KOHTAaKTHOM pabOTHI
oOydarommxcss € M[EJarorM4YecCKUMH  padOTHUKaAMU W (WIKM)  JHIAMHU,
IPUBJIEKAEMBIMU K peain3aluy 00pa3oBaTesIbHOM MporpaMMbl Ha UHBIX YCIOBHSIX,
IIPU MIPOBEJICHUH YUEOHBIX 3aHATUH:

KonuuectBo yacos

Tun y4eOHbIX 3aHATHI
Bcero | Cemectp Ne3

KonrakTHas paboTa Ipu npoBeleHHN YUeOHBIX 3aHATHI (BCEro): 80 80

B toMm uncie:




3aHATUA JEKLHOHHOTO TUIIA 32 32

3aHATHSA CEMUHAPCKOTO THITA 48 48

3.3. O6peM auCHUIUIMHBI (MOAYJs) B (hOopMe CamMOCTOSITENBbHOM pPabOTHI
oOydJarormuxcsi, a Takke B (opMe KOHTAKTHOW pabOThl OOyYarOIIMXCS C
neAarornyecKuMu pabOTHUKAMU U (WJIH) JIMIIAMU, TIPUBIIEKAEMbBIMH K peaTn3aliu
o0pa3oBaTeNbHOW MPOrpaMMbl HAa HHBIX YCJIOBUSIX, NpPU MPOBEACHUU
MPOMEKYTOUHOM aTTeCTAIlH COCTaBJIsIeT 64 akajeMuueckux yaca (oB).

3.4. ITpu oOy4eHnH 0 UHAUBUAYATLHOMY Y4EOHOMY IIJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM 00y4YeHUH, 00BEM JUCITUIUTHHBI (MOIYIISI) MOXKET OBITh Pealn30BaH
MOJIHOCTHIO B (POpPME CaMOCTOSITENFHOM pabOThl 00yUaIOUINXCs, a TakkKe B hopMme
KOHTaKTHOM pabOThl 00y4YarONIUXCsl C MEJarorHyeCKuMU pabOTHUKaMU U (WJIN)
JIMIIaMH, TIPUBJICKAEMBIMH K peanu3aliud o0pa3oBaTeIbHON MpOorpaMMbl Ha UHBIX
YCIIOBUSIX, IPU MPOBEICHUU TPOMEKYTOUYHON aTTECTALIUH.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a"HATHSA TEKIIMOHHOTO THUIIA.

/ Temaruka JTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE
n/m

1 |BBenenue B HHGOpPMAIIMOHHYIO 0€30M1aCHOCTh

ConepxaHue yaeOHOTO MaTepHuaa;

- [lonsitre nHGOpMaly 1 HHGOPMALIMOHHOM Oe3011acHOCTH.

- Undopmanus, cooOmmeHust, ”HGOPMALMOHHBIE IPOIIECCH KaK 00BEKTH MHOOPMAIIMOHHOMH 0€301MacHOCTH.
- O630p 3amUIIAeMBIX OOBEKTOB U CHCTEM.

2  |OCHOBHBIE TIOHATHS TEOPHH WHPOPMAIIMOHHON O€30MaCHOCTH
ConeprxaHre yueOHOTO MaTepHaa;

- UcTtopus cTaHOBIIEHUS TeOpUH HHPOPMAIIMOHHOM O€30MTaCHOCTH.

- [IpenmeTHas 06macTh TeOpHH HHPOPMAMOHHOW O€30ITACHOCTH.

- Cucremarun3anus OHATHH B 00J1aCTH 3aIIUThI HHPOPMAIIKH.

3 |OcHOBHBIE TEPMHUHBI U ONPE/IEICHUS IPABOBBIX MOHATUH B 00J1aCTH HHPOPMALIMOHHBIX
OTHOIIEHUH U 3amuThl HHGopMaruu. [ToHaTus npenmeTHol obnactu «3amuTa
UHpOpMALIUN»

ConeprxaHre yueOHOT0 MaTepHaa;

- OCHOBHEIE MPUHIUIIBI TOCTPOCHUS CUCTEM 3aIUTEHI.

- KOHIICHIII/IH KOMILICKCHOM 3alIMUThI I/IH(l)OpMaHI/II/I.

- 3ajaun 3amUTHl HHPOPMALUH.

- CpeﬂCTBa peaiusanun KOMILICKCHOU 3alIUTHI I/IHq)OpMaIII/II/I.

4 |Mudopmanus Kak 00bEKT 3aLTUThI

ConepxaHue yaeOHOTO MaTepHraa;

- [lonsiTe 06 nHGOpPMAINKN Kak 00BEKTE 3aIUTHI.
- YpoBHHU nipeacTaBieHust nHGpopMmarui. OCHOBHBIE CBOMCTBA 3aIUIIaeMON HHPOPMAITUH.

- Buzbt n popmel npencrasneHns HHGOPMALUH.




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

WndpopmanroHHbie pecypehl U X 3aIIuTa
CozepxaHue yueOHOro MaTepuana:

- UndopmannonHbie pecypcsl.

- CTpyKTypa M IIKana HeHHOCTH HHPOPMAIHH.

- Knaccudukarus nHGOpMalMOHHBIX pECYpPCOB.

- [IpaBoBoii pexxuM HHPOPMAIIMOHHBIX PECYPCOB.

lNocynapcrBennast monutrka nHGoOpManuoHHOM Oe3omacHocTr. KoHtenms

KOMIUIEKCHOTO obecriedeHust HH(HOpMaIMOHHON O€301MacHOCTH

Copneprxanue yueOHOTO MaTepHaa;

- MadopmanmonHas 6€30MacHOCT M €€ MECTO B CHCTEMe HAIlMOHAIFHON Oe3omacHocTH Poccuiickoit
®denepanuu.

- Opranbl obecrieueHus: HHOOPMAITMOHHON 0€30MaCHOCTH | 3alUThl HHPOPMALUH, X QYHKIIUU U 33]a4H,
HOPMaTHBHAsI A€STEIbHOCTb.

Yrpo3sl nHOOPMAITMOHHOM 0€30MMacHOCTH
ConeprxaHne yueOHOTO MaTepHaa;

- AHanu3 ysI3BUMOCTEN CUCTEMBI.

- Kimaccudukanus yrpo3 nHpOpMaIIMOHHOW O€30MIaCHOCTH.
- OCHOBHBIC HAIIPaBJICHUS H METOIBI pEalTU3aIiH yTPOo3.

- HedopmanpsHast Moienb HapyIuTes.

- O1eHKa yS3BUMOCTH CUCTEMBI.

HOCTpOCHI/Ie CHUCTCM 3alllUThI OT YI'PO3bl HAPYHICHUSA KOH(bI/I,Z[CHLII/IaJ'ILHOCTI/I
ConepxaHue yueOHOro MaTepHuaa;

- Ompezenenue 1 OCHOBHBIE CTIOCOOBI HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

- Metonagp! 3ammuter ot HCJI.

- Opranusanuonssie Meroasl 3amuTel oT HCJI.

- NxeHepHo-TexHUueckue Metoabl 3amuTel oT HCJI.

- [TocTpoeHne cucteM 3amUTHL OT YTPO3BI YTEUKH MO TEXHUYECKAM KaHaIaM.

MeTobl KOHTPOJIS AOCTyNa K HH(OpMAIHH

ConepxaHue yaeOHOTO MaTepHuaa;

- Unentudukanus u ayreHTHUKALNS.

- OCHOBHI)Ie HalpaBJICHUA U LEJIN UCIIOJIb30BaAHUA KpI/IHTOFpa(bI/I‘IeCKI/IX METOOAO0B.

- 3amuTa 0T yrpo3sl HAPYIICHHUS KOHPHICHIIMATHHOCTH Ha YPOBHE COACPIKaHUSI HH(POPMAIIHH.
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[TocTpoenue cuctem 3aMThHI OT YIrPO3bl HAPYLIEHUS HEIOCTHOCTH UHPOPMAIUH U

OTKa3a O0CTyIa

Coneprxkanue y4eOHOro Marepuana:

- 3ammra HeJIOCTHOCTH HHPOPMAIIUHU MTPU XPAHCHHUH.

- 3amuTa 1eI0CTHOCTH HH(pOpMAIMK TIPU 00paboTKe. 3aiuTa HeJ0CTHOCTH HHPOPMAIIUH TIPH
TPAHCIOPTUPOBKE.

- 3amuTa 0T yrpo3sl HAPYIICHHS [[EJIOCTHOCTH HH(GOPMAIIMK Ha YPOBHE COJCPIKAHUS.

- [TocTpoeH#e CUCTEM 3aIUThI OT YIPO3bI OTKA3a AOCTYIAa K HHPOPMAIIUH.

- 3amuTa CEMaHTHYECKOTO aHAIM3a U aKTyaJIbHOCTH HH(pOPMAIIUH.

11

ITonuTuka 1 MoIEIH 0€30IaCHOCTH

ConepxaHue yueOHOro Marepuaa:

- [Tonutrka 6€30MacHOCTH.

- CyObeKTHO-00BEKTHBIC MOJIENIN pa3rpaHHYCHUS JOCTYIIA.
- AKCHOMBI TIOJINTHKU 0€30TIaCHOCTH.

- [TosuTHKa ¥ MOJEIH TUCKPEIIHOHHOIO TOCTYIIA.

- [TapoJibHBIE CHCTEMBI Pa3rpaHUYEHUS JOCTYIA.

- [TosuTHKA ¥ MOJEITH MaHAATHOTO AOCTYIIA.




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

- Teopernko-nH(GOPMANNOHHBIE MOJETIH.
- [TonuTHka ¥ MOJETN TEMaTUYECKOTO pa3rpaHUUEHHs JOCTYIA.
- Ponesas monens 6e30macHOCTH.

12

0O0630p MEXITYHAPOIHBIX CTAHIAPTOB HHGOPMAITMOHHONW O€301TaCHOCTH

CozepxaHue yueOHOro MaTepuana:

- Ponb cTarmapToB MHPOPMAIHOHHONW 0€30IIaCHOCTH.

- Kputepun 6e30macHOCTH KOMIIBIOTEPHBIX cucTeM MuHHCTepcTBa 000poHs! CIIA (OpamxeBast KHUTA),
TCSEC.

- EBpomneiickue kpurepun 6e3onacHocty nHGopMarmoHHbIX TexHonoruit (ITSEC).

- @enepanbHBIE KPUTEPUH 0€30MMACHOCTH HHPOPMAaIHOHHBIX TexHomoruii CIIIA.

- Enunble kpurepun 6e30macHOCTH HHPOPMAIIMOHHBIX TEXHOJIOTHH.

- I'pynna mexayHapoaasix ctangaptos 270000.

13

NudopmarnmonHbie BOWMHBI U HHOOPMAITMOHHOE MPOTHBOOOPCTBO
CozepxaHue yueOHOro MaTepuana:

- OmpeenieHAe U OCHOBHBIE BHIBI HH)OPMAIMOHHBIX BOMH.

- U opMannoHHO-TeXHIYECKas BOIHA.

- MH(pOpMannOHHO-TICHXOJIOTHYeCcKask BOIHA.

14

HopmatuBHO npaBoBoe peryaupoBaHue 3alIUTHl HH(OpMAIH

CozaepxaHue yueOHOro MaTepuana:

- Opranu3anyoHHas CTPYKTYpa CHCTEMBI 3allUThl HHQOpMaLny.

- 3aKoHO/IaTeJIbHBIC aKThI B 00JIACTH 3aIIUTHl HHPOPMAIIKH.

- Poccuiickne n MexyHapoJHbIE CTaHAPTHI, ONIPEACIIONINe TPeOOBaHUS K 3alKUTe HHPOpMAIIKK.
- Cucrema ceptudukanuu PO B obnactu 3aumrsl HHQOpMALIUH.

- OCHOBHBIE NIpaBUJIa U JOKYMEHTHI CUCTEMBI cepTidukanun PO B o6nacTr 3amuThl HHOOPMALIUH.

15

Cucrema ceprudukarnyu PO B obnactu 3amuTtel uHGopManuu. OCHOBHBIE TPaBUiIa U

JOKYMEHTHI cucTeMbl ceptudukanuu PO B obnactu 3auiuTel nHGOpMAIN
CoznepxaHue yaeOGHOrO MaTepHana:

- OCHOBHBIE MEXaHU3MBbI 3aLIUTHl HH)OPMALIH.

- Cucrema 3auThl HHOPMAIHH.

- Mepbl 3anuthl HHGOPMAIUH, peai3yeMble B aBTOMaTH3NPOBAHHbBIX (MH()OPMAIIMOHHBIX) CUCTEMAX.
- [IporpammHBIe 1 IPOrpaMMHO-aMNIapaTHbe CPECTBA 3aLUThHI HHPOPMAIHH.

- mxeHepHas 3almMTa U TEXHUYECKast OXpaHa 00beKTOB MH(POPMaTH3ALHH.

- Oprann3aMoOHHO-PACTIOPANTEIbHAS 3aLIUTa HHPOPMALIUH.

- Paborta ¢ kaxpamu B BHyTpU OOBEKTOBBIH PEKHIM.

- [IprHIMIBI TOCTPOCHHS OPraHU3aLMOHHO-PACTIOPSIUTEIILHON CHCTEMBIL.
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VYnpasnenue nHGOpMaIMOHHOM 0€30MaCHOCTHIO MPETPUSATHS

ConepxaHue yaeOHOTO MaTepHuaa;

- OOBEKTHI 3aIUThl HHPOPMAIIMK HA TPEIPHITHH.

- Knaccudukarus BunoB, criocob0B, METOIOB U CPEJCTB 3aIUTHI HHOOPMALIUK HA MPEATIPUITHH.
- Ha3navenue u cTpyKTypa cUCTEM 3aluThl HHPOPMAIHH.

- KomrutekcHas cucteMa 3anuthl HHGOPMAIUK Ha TIPEINPUSITHH.

4.2. 3aHATHS] CEMUHAPCKOTO THUIIA.

JlaGopatopHbie paOOThI




HaumeHnoBanue 1abopaTopHbIX pabOT / KpaTKOE CoJepKaHne

Cummerpuunoe mmdposanue: AES B paznuunsix pexxumax (ECB, CBC, GCM)

B pe3ynbTarte BRINOIHEHUS TA0OPAaTOPHOI pabOTHI CTYICHT MOJYYHUT HABBIKY PEATA3ALUHU IIUPPOBAHUS U
nemupoBaHus JaHHBIX ¢ UcTonb3oBaHeM AES, ananusa ys3Bumocrteil pexxuma ECB (Hanpumep, npu
pabote ¢ u3o0pakeHusiMK), BeIoopa pexnmoB CBC u GCM mis obecriedueHus KOHGUACHIIMAIEHOCTH U
L[EJIOCTHOCTH.

AcummMmerpuuHasi Kpunrorpadus: reaeparus kaodeid RSA u oomen 3ammbppoBaHHEIMEI
COOOILIEHUAMU

B pesynbTate BeITOTHEHHS 1a00paTOPHOI pabOTHI CTYJEHT MOMYYHUT HABBIKY TCHEPAIHN ITyOIHIHBIX U
NPUBATHBIX KJII0YeH, IM(POBaHUS COOOIEHNS MyOIMYHBIM KIIOYOM TI0JTydaTelis, Neuu(poBaHus
MPUBATHBIM KIIFOUOM, a TAK)KE TOHUMAaHHS BBIYUCIUTENBHON CJI0XKHOCTH aTak Ha KOPOTKHE KITIOYH.

OnektponHas noanuck (RSA-PSS / ECDSA) u npoBepka Mo yIMHHOCTH JTAHHBIX

B pesynbTaTe BBITOTHEHHS TA0OPATOPHOH pabOTHI CTYJEHT MOMYYHUT HAaBBIKK CO3aHUS I(POBOH
noAnucH Aist (aiina, 3KCIopTa IMOIIKICH B OTAEIBHBIN (haiisl, MPOBEpKH MOINCH C HCTIOJIb30BAHUEM
MyOJIMYHOTO KII0Ya, a Takke 0OHapy)eHus (hakTa MOAU(UKAINK JAaHHBIX MOCIIE ITOITHCaHNS.

Kpunrorpaduueckoe xsmmposanue (SHA-256, MDS5) u ero npuMeHeHHe 1151 KOHTPOJIS
LIEJIOCTHOCTH

B pesysnpraTe BHINONHEHHUS 1TaOOPATOPHOIT pabOTHI CTYACHT MOJTYYUT HABBIKK BBIYUCIICHHS XdIIeH (aiios,
CpaBHEHUsI XdIIei U1l 0OOHapyKESHUSI U3MEHEHHH (B T.4. OUTOBBIX), TOHUMAaHUsI KOJUIN3UIl Ha IpUMepe
MD?5 u BbIOOpa CTOWKMX aJrOPUTMOB JJIsl XpPaHEHHUS TTapoJIeit.

ATaka «aenoBek nmocepenune» (MITM) na nmporokon oomena kirouamu Juddu —
XemiMaHna

B pesynbTate BBITOTHEHHS 1a00pAaTOPHOH pabOTHI CTYJEHT MOMYYHUT HABBIKU IIEPEXBaTa U MOIMEHBI
MyOJIMYHBIX KITFOUEH B HE3AIIUIIIEHHOM KaHaJie, paciuppoBKy Tpaduka 6e3 Be1oMa CTOPOH, a TAKKe
MPaKTHYECKOro TOHUMaHUsl He00X0IMMOCTH ayTeHTuduKanun kiodeid (PKI).

Amnanus cereBoro Tpaduka ¢ Wireshark: nepexsat napouieit mo nporoxonam HTTP, FTP,
Telnet

B pesynbTate BBITOTHEHHS 1a00paTOPHON pabOThI CTYICHT IOJIyYUT HAaBBIKM 3aXBaTa MAKETOB B
JIOKJILHOH ceTH, puibTpanmu Tpaduka 1o NpOTOKOJIaM, BOCCTAHOBJICHHS IIepeJaBaeMbIX JIOTHHOB U
napoJeit u3 plain-text MpoTOKOJIOB, a TakXKe OOHAPYKSHHUS TT0I03PUTEINBHBIX COSTMHEHHUH.

ARP-spoofing: nepexsar Tpaduka B JokajibHOU ceTu ¢ nomouibio BetterCAP / Ettercap

B pesynbTarte BRIIOIHEHUS 1a60paTOPHOIT pabOThI CTYCHT MOJIYYHUT HaBBIKK OTpaBieHus ARP-Tabmui,
opranuzanuu MITM mexny xeptBoit u nutto3oMm, nepexsara HTTP-ceccuil, a Taxxe HacTpoUKu
cratnuecknx ARP-3ammceil kak MeTO1a 3aIUTHL.

CxanupoBanue optoB 1 OC ¢ momomipto Nmap (TCP SYN, FIN, XMAS) u 06xop
POCTHIX (alipBOJIOB

B pesysbTarte BBIIOIHEHUS J1aOOPaTOPHO pabOThI CTYCHT MOIYYHUT HABBIKU MPOBEACHUS CKPBITOIO
CKaHUPOBAHUS, ONPEACICHHS OTKPBITHIX MOPTOB U CEPBHCOB, uacHTUUKaIKi OC 10 OTIeYaTKaM CTeKa
TCP/IP, a Takxe aHanu3a 3alIUIIEHHOCTH CETEBBIX MIEPUMETPOB.

Ob6Hapy:xenue Bropxkenuii (IDS): HacTpoiika Snort a1 cUrHaTYpHOTO aHalu3a Tpapuka

B PE3YIbTATC BBINIOJIHCHUSA na60paTopH017I pa6OTBI CTYACHT NOJYYUT HABbIKW HAIITMCAHUS COOCTBEHHBIX
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curHaTyp (mpaBmi) Snort, mepexBaTa MOJO3PUTEIHHBIX TAKETOB (Hampumep, ¢ mpu3HakamMu SQL-
MHBEKIMU UM CKAaHUPOBAHUSI IOPTOB), TeHEPALIMU OIIOBEICHUI 1 JIOTHPOBAHMUS aTak.

10

3ammra ot DDoS: HacTpoiika rate limiting u cuaxpoHHBIX KYK (SYN cookies) Ha Linux

(iptables)

B pe3ynbTaTe BhIMOIHEHHS J1a00paTOPHOH pabOThl CTYCHT MOJYYUT HABHIKK OTPAHHUYCHUS YUCIIA
coenuHaeHNH ¢ ogHoro 1P, 3amuTsr ot SYN-flood ¢ Brimtouernem SYN cookies, SMyIISIin aTaku ¢
moMoIIsio hping3, a Taxoke aHaIM3a 3arpy3KU cepBepa IO aTaKOH.

11

CermeHTanus CeTH U MeKCeTeBbIe dKpaHbl (pfSense): mpaBuia npomycka Tpaduka
mexay VLAN

B pesynbTaTe BINOIHEHHS J1A0OPATOPHOI padOTHI CTYJECHT MOJTYYUT HaBbIKU co3nanust VLAN, HacTpoiiku
npasuia allow/deny st pasubix 30H (DMZ, LAN, Guest), opranuzaunu NAT, a Takke NpoBEpKH
U30JISLIMY CEIMEHTOB C IIOMOILBIO CKAHUPOBaHUSL.

12

SQL-unbekuun (SQLIi) Bpyunyto u uepes sqlmap: u3BiieueHne TaHHBIX U3 0a3bl

B pe3ynbTaTe BBITIOTHEHHS Ta00PATOPHOU pabOThI CTYJEHT MONYIUT HABBIKA OOHAPYKEHHUS YA3BHMBIX
napameTpoB, ucnonb3oBanust UNION u crensix unbekiumii (boolean/time-based) anst o6xona
ABTOPH3AIINH, JaMIIa Ta0JIHII, a TAK:KE MPUMEHEHHS TapaMETPU30BAHHBIX 3a[IPOCOB IS 3aIIUTHI.

13

MesxcaiiToBslii ckpunTHHT (XSS): Kpaka ceccuii u moaMeHa koHTenra (stored / reflected
/ DOM)

B pe3synsTaTe BBITIOTHEHHS Ta00pATOPHOM pabOTHI CTYICHT MOJYYHUT HABBIKKM BHeApeHus JavaScript-koma
B KOMMeHTapuu wid mapametpbl URL, mepexsara cookie kepTBbI ¢ OTIPAaBKOI HA BHELTHHUI cepBep,
CO3JaHus O/IENbHBIX (OPM BBOJA, a Takxke HacTpoiiku Content-Security-Policy (CSP).

14

CSRF (MexcaiiToBas mojelika 3ampoca): araka Ha CMEHY 1apoJis 0e3 Beoma
MIOJIb30BATEIS

B pe3ynprare BRINOIHEHUS 1a60PaTOPHOI paboThI CTYICHT MOJYYHT HABBIKK CO3JaHHUS BPEIOHOCHOI
HTML-cTpanuns! ¢ aBTomatnyeckoit otnpaskoit POST-3ampoca, nepexBaTta BaIMIHON CECCHH, a TAKXKe
BHenpeHus anti-CSRF TokeHoB 1 npoBepku Referer-3aronoBkoB kak MeTo/1a 3alHUThI.

15

HebGe3omacurie aecepuanuzaius B Java/Python: ynanennoe Beimonnenne kona (RCE)

B pesynbTate BITOIHEHHS Ta00PAaTOPHON pabOThI CTY/ICHT MOJYYHUT HABBIKK CO3/IaHHS BPEIOHOCHOTO
CepHAIM30BAHHOTO 00BEKTA, IKCILTYATAI[MH Ta/DKET-IIENOYKH (HanpuMep, ysoserial), moydeHus reverse
shell, a Takke caHUTH3AIUH 1 OEJIOT0 CIIHUCKA KIIACCOB MPH JCCEPUATA3AIINH.

16

XXE (XML External Entity): utenue nokanbHbIxX ¢aitnoB u SSRF yepes napcep XML

B pesynprare BRIIOIHEHUS 1a60paTOPHOI pabOTHI CTYAEHT MOTYyYUT HABBIKM BHEPEHUS BHEIIIHEH
CYIIHOCTH JJIst 9YTeHHs /etc/passwd, oprannzammu 3amnpoca K BHyTpeHHIM cepepaM (SSRF), nposenenus
DoS uepes «billion laughs», a Taxke oTkimoueHus oOpaboTku external entities B mapcepe.

17

[Tepenonuenue Oydepa (stack overflow) na 32-6uTHoi Linux: mepe3anuck BO3BpaTHOTO
anpeca (ret2libc)

B pe3ynprarte BRIIOTHEHHUS Ta00paTOPHOIT pabOTHI CTYSHT MOTYYHUT HABBIKM HAXO0XIEHHS YSI3BUMOTO
BBOjIa (gets / strepy), nepesamnucu EIP, Be3oBa ¢ynkmmm system("/bin/sh") ¢ otximrogennsim ASLR, a
TaKXKe NCTI0Ih30BaHMUS KOMITIIIATOPHBIX 3amuT (Stack Canary, NX).

18

[TpusmnerupoBanusie 6uthl (SUID/SGID): mouck u skcrmyaTaus A ScKajlalluy Ipas
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B pe3synbTaTe BBIIOTHEHHS 1a00PAaTOPHON pabOTHI CTYISHT MONYyYHT HABBIKH IIOUCKAa OMHAPHHUKOB C
SUID-6utoM, sKcIuTyaTaluy HeNpaBuIbHO HacTpoeHHOro chmod u+s, npuMeHeHus atak Ha
LD_PRELOAD, a Taxxe aHanm3a 0¢30MacHbIX albTepHATHB (capabilities).

19

Co6op u ananu3 noro 6e3omacHoctH (syslog, auditd, Windows Event Log)

B pesynpraTte BRIIOIHEHUS Ta00paTOPHOIT pabOTHI CTYCHT MOJTYYHUT HABBIKH HACTPOHKHN ayanuTa (aiiiioB
(auditd), nenTpanm3oBanHOTO cOOpa 0roB (rsyslog), 00HapyKeHHs HEYJadHBIX MTOMBITOK BXO/1a
(Evilginx), mogo3purensabix nporeccos (Windows Event ID 4624/4625), a Takxe aBTOMaTH3aIMN TIOUCKA
aHOMAaJHH.

20

W3onsmus mporeccoB ¢ moMotbio korTelHepoB (Docker) u necounwir
(Firejail/seccomp)

B pesynbTate BBINIOIHEHHS 1a00OPAaTOPHON pabOTHl CTYEHT MOJIYYHUT HAaBBIKH 3aITyCKa KOHTEHHepa ¢
MHHUMaJIBHBIMU MTpUBMIIerusMHy (drop cap), orpaHHYeHHs CHCTEMHBIX BBI30BOB 4epe3 seccomp-npoduimy,
OJIOKMPOBKH MOHTHPOBAHUS /Proc, a TaKkKe MPOBEPKH «I100eTa» U3 KOHTEHHEepa NMPpH HEIIPaBIIIbHOH
HACTPOMKHU.

21

[lepebop maposneit odnaitn: John the Ripper / Hashcat mporus NTLM wu /etc/shadow

B pesynbraTe BhINONHEHHS 1a00paTOPHOIT pabOThI CTYJEHT NOJTYYMT HABBIKU JaMIIa X3IIeH (Harmpumep, ¢
noMoInk mimikatz winu u3 shadow), mpoBeeHUs aTaku MO CIIOBapro U OpyTdopca mo macke,
UCIIOJIb30BaHMsI TIPABHJI MYTAlIUH, @ TAK)KE OLIEHKH CTOMKOCTH IapoJieil Ha OCHOBE BPEMEHH 1o00pa.

22

Mmuorodakropnas ayrentudukanus (MFA): nactpoiika TOTP (Google Authenticator)
Ha SSH

B pe3synbTaTe BBIIOIHEHHMS T1a00PAaTOPHOU pabOTHI CTYJCHT NOJIYYHT HABBIKK HHTErpannid PAM c
MoxyieM google-authenticator, reHepanuy ceKpeTHBIX Kimoueil 1 QR-KoI0B, IPOBEPKU 0THOPA30BBIX
napoeii, a Taxke HacTpoiku fallback-mMeTomoB 1 pe3epBHBIX KOIOB.

23

besomacuocts Wi-Fi: 3axBar WPA2 handshake u mog6op mapoist (Aircrack-ng)

B pe3ynbTate BbINOJIHEHHS J1a00OPATOPHOM pabOThI CTYJICHT MOJYYUT HABBIKHU MEPEBO/Ia CETEBOTO ajianTepa
B PSXKHMM MOHHTOPA, 3axBara 4-way handshake kiienTa, neayTeHTU)UKAINH JISTHTUMHOTO MOJIB30BATEIIS
(deauth), odmaita-rogbopa maposs, a Takxke HacTtpoikd WPA3 u RADIUS kak mMep 3aimuTsl.

24

®dopensuka (udpoBas KPUMHUHAITUCTUKA): BOCCTAHOBIICHUE YAAJIICHHBIX (ailioB U
aHanmu3 obopasa aucka (Autopsy / Sleuth Kit)

B pesynprarte BRIIOTHEHUS T1a60paTOPHOIT pabOThI CTYCHT MOJIYYUT HABBIKM MOHTHPOBAaHUS 00pa3a IHcKa
(E01/DD), noucka yaaaeHHbIX (aiioB 1o 3aroioBkam (carving), ananumsa MFT (Master File Table),
M3BJICUYEHHS META/IaHHBIX M XJ1leH (aiiIoB, a TaK)Ke COCTaBJICHHs TaliMIlaitHa COOBITHIA.

4.3. CamocrosiTenpHas padoTa 00y4JaroImmuxcs.

/o

Bun camocrositensHoi# paboTh

Pabora ¢ JICKIIUOHHBIM MAaTCPpUAJIOM

[Toxnroroska k 1abopaTOpHBIM paboTam

Brimonnenune kypcoBoit paboThI.

B W N

IIoarororka k HpOMC)KYTOLIHOI\/'I aTTeCTaluu.




5 | IloaroroBka K TE€KyIIeMy KOHTPOJIIO.

4.4. ITpuMmepHbIN TIEpeueHb TEM KYPCOBBIX pabOT

1. ®opMBl TICUXOJOTUYECKON 3alIUTHI YEJIOBEKa OT HMH(POPMAITMOHHOU
IIEPErpy3KH.

2. ConmanbHo BpenHas nHpopmarus 8 CMU.

3. Bpennas u onacHas uapopMmanus B lHTepHeT
4. ®opmbl 0OMaHa ¥ MOLIEHHUYECTBA B IHTEpHET.

5. ®opmbl HE3aKOHHOT'O MCIOJIL30BaHUS MHGOpMAIMU. 3aKOHOATEIbHBIC
MEpbI MPOTUB HE3AKOHHOTO UCIOJIb30BaHUS HH(OpMAITIH.
6. Moaenb nH()OpMAITMOHHON 3aIIUTHI KAHAJIOB CBSI3H.

7. Crpateruss oOMaHa W €€ HUCIHOJIb30BaHUE B cdepe HHPOPMaLUOHHOU
3AIIUTHI.
8. Bonpocsl nHpopManmoHHON 0€30M1aCHOCTH B OJUTUKE U TUIIJIOMATHH.

9. Opranu3alnOHHO-PacCIOPAIUTEIbHbIE MEPHI HHPOPMAIIMOHHOMN 3aIIUTHI.

10. TpagunuonHsle HampaBiIeHUS HUHPOPMAIMOHHON 3alIUThl U MYTH HX
UHTETPALIUH.

5. HepequB HBIIaHHﬁ, KOTOPBIC PCKOMCHIAYCTCA HCIIOJIB30BATh IIPHU
OCBOCHHH JTUCUUTIITUHBI (MOTYJIS).
No
n/n

bubnuorpapuueckoe onucanue Mecto nocrtymna

1 KoaupoBanue u 3anura URL:
vH(bOpMAIMU B https://library.miit.ru/bookscatalog/metod/03_19830.pdf

JOKyMEHTO060POTE: METO/. YKa3. (miit.ru). (mata obpamenus 22.09.2026) Tekcr :

K IIPAKT. 1 J1a6. pab. /uis CTYL. HenocpenctBennbiit.004.056.57 M 80

cnen. [Ipuknannas nuapopmatuka
(B 2KOHOMHKE) TIO JTUCII.
WNupopmannonHas 6e30nacHoCTSb /
B.1. Mopo3sosa, K.O.
Bpy6nesckuit; MUUT. Kag.
OKoHOMUYecKas HHPOpMATHKA. -
M.: MUUT, 2010. - 56 c.

2 [udposanue ¢ OTKPHITHIM URL: https://library.miit.ru/bookscatalog/metod/04-
KJIFOYOM: METOJI. yKa3. K 1ab. pa6. | 46051.pdf (miit.ru). (nata obpameHus 22.09.2026)
o mucir. MHbopMannoHHas Texcr : HenocpencTsenHb1il.004 K 72
0€30MacHOCTb U 3aluTa
UHPOPMALIUK IS CTY/I. CIell.
ABTOMaTU3UPOBAHHBIE CUCTEMBI




00paboTku HHPOPMALIUU U
yrnpasneHus, MapopmanroHHbie
cUCTeMBbI ¥ TexHosioruu / 3.1.
KoctrokoBckas, A.M. Y nanos;
MUUT. Kad.
ABTOMaTH3UPOBAHHBIC CUCTEMBI
ynpasienus. - M.: MUUAT, 2008. -
28 C.

Kpunrorpaduueckas 3amura
KOMIIBIOTEPHON MHPOPMAITUH:
METO/I. YKa3. K J1a0. pab. mo auci.
TeopeTnyeckre OCHOBBI
KOMIIBIOTEPHON 0€30MacCHOCTH IS
CTy.., 00yd. IO Harp.
Nudopmanmonnas 6€30macHOCTb /
1. M. T'onposckuit, b. B.
Kenenkos, U. E. Cadonosa;
MUUT. Kad. BerancnurenbHble
CHUCTEMBI U CETH. - M.:
MI'VIIC(MUUT), 2013. - 36 C.

URL: https://library.miit.ru/bookscatalog/metod/03-
42764 .pdf (miit.ru). (mata oopamenus 22.09.2026)
Tekcr : HenocpeacTennbIit.004 I'60

NudopmarnmonHas 6€301macHOCTh
MEPCOHAIBHBIX KOMITBIOTEPOB:
yue0. mocobue Assi CTy/. CIIEL.
CAIIP u cTpoUTENbHBIX CIIEI]. IO
Kypcy Meroasl u cpencrsa
3aIIUTHI KOMIIBIOTEPHOU
uHpopmanuu. 4.2 / B.IO.
Cwmupnos, O.B. CmupHOBa;
MUUT. Kad. CAIIP
TPAHCTIOPTHBIX KOHCTPYKIIUN U
coopyxxenuit.M.: MUUT, 2010. -
88 c.

URL.: https://library.miit.ru/miitpublishing/10-2256.pdf
(miit.ru). (nata oopamenus 22.09.2026) Tekcer :
HernocpencTBeHHbIi.681.3.066 C 50

Pa3paboTtka mep 3amuThl
WH(OPMAIIMOHHBIX PECYPCOB B
KOPITOPATHBHOM CETH C BBIXOJIOM B
UHTEpHET: y4eOHO-MEeTO/I.
nocoOue 1o Kypc. pabote Jyis
CIELHUaTNCTOB HaIp.
Kommnbrotepnas 6e3omacHocTs / B.
M. Anekcee; MUUT. Kag.
VYnpasienue u 3anura
uHpopmanuu. - M.: PYT(MUUT),
2017.-9c.

URL.: https://library.miit.ru/bookscatalog/metod/DC-
435.pdf (miit.ru). (mara obpamenus 22.09.2026) Tekcr
: HemocpencTeeHHbIn.004 A-47




6. IlepedueHb COBpPEeMEHHBIX MNPOQPECCHOHANBHBIX 0a3 JaHHBIX U
WH(POPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBhIE MOTYT HCIOJB30BaThCS IPH
OCBOCHUHU JUCHUIUIMHBI (MOIYJIA).

- @opyM  CHEMUAIHCTOB 1O  HWHPOPMAIMOHHBIM  TEXHOJOTHSIM
http://citforum.ru/

- HHTepHET-YHUBEPCUTET UH(OPMAITMOHHBIX TEXHOJIOTHIA
http://www.intuit.ru/

- Temarnueckwmii  popym 1o  WHGOPMAIIMOHHBIM  TEXHOJOTHIM

http://habrahabr.ru/

7. IlepedyeHb  JHUIIEH3MOHHOTO M  CBOOOJHO  PacHpOCTPaHIEMOTO
MpOrpaMMHOr0 OOeCredYeHus, B TOM YHUCIE OTEYECTBEHHOrO MPOU3BOJCTBA,
HEO0OXOIMMOTO /111 OCBOCHUS JUCIUTLIMHBI (MOTYJIs).

- Windows
- Microsoft Office

- UnTepner-6payzep (Yandex u ap.)

8. OmnucaHue MarepuaJIbHO-TEXHUYECKOW 0a3bl, HEOOXOAUMOM it
OCYILECTBJICHUSI 00pa30BaTEILHOTO Mpoliecca Mo TUCIUIUIMHE (MOIYIIIO).

YueOHas ayauTopuss Uil TPOBEACHUS YYCOHBIX 3aHATUM (3aHATHM
JIEKITMOHHOTO THUIIA, MPAKTUICCKUX 3aHATHUH ):

- KOMIIBIOTEp  MpemogaBaTens, paboyue  CTaHIMM  CTYACHTOB,
MyJIbTUMEINITHOE 000PYI0BaHKE, T0CKA.

Aynautopus moakrodeHa K cetu «MHTepHeT.

9. ®opma MPOMEKYTOUHOM aTTECTALNU:

KypcoBas pabota B 3 cemectpe.
DK3aMeH B 3 cemecTpe.

10. OuieHOUHBIE MATEPUAIIBI.

OneHouHble MaTepualbl, IPUMEHSEMbIE TTPU NMPOBEIECHUN MPOMEKYTOUHOU
aTTeCTalluy, pa3padaThIBalOTCA B COOTBETCTBUHU C JIOKAJIbHBIM HOPMATHUBHBIM
aktomM PYT (MUUT).
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CoryiacoBaHo:

3asenytommii kadeapoit BCuKK

[Ipencenarens yueOHO-METOAUYECKOM
KOMUCCHUU

SI.M. T'ongoBckui

Bb.B. XKeneukosB

H.A. AunpusiHoBa



