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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

enbto aucuumauHbl «OCHOBBI HH(POPMALIMOHHONW 0€3011aCHOCTUY SIBIISIETCS
dopMupoBaHHE KOMIIETEHIIMH O LENAX U 3aJayaX MHPOPMAIMOHHOMN 3alllUTHI,
XapaKTEePHBIX CBOMCTBAx 3alUIIaeMO uHpopMaIu, OCHOBHBIX
MH(POPMALIMOHHBIX ~ yIpo3aX, CYIIECTBYIOLIUX HANpPaBICHUSX 3allUTBl |
BO3MOXHOCTSIX ~TIOCTPOCHHUSI MOJEJEH, CTpaTerwii, METOIOB U  IpaBHI
MH(QOPMALIMOHHO 3aIUTHI.

OCHOBHBIMH 33/1a4aMU JAUCLUUIUIMHBI SBISIFOTCS:

* O3HaKOMJICHHE C METOJAMHU M CpPEACTBAMM TEXHUYECKOW 3alllUThl
uH(pOpMaIny;

* O3HaKOMJIEHHE C TEXHOJOTUYECKUMHU PEUICHUSIMH s OOecredeHus
MH(GOPMAIIMOHHON 0€3011aCHOCTH B Pa3IMYHBIX Cepax;

 U3ydyenne MeTONOB  OPraHMU3allMOHHO-TIPABOBOTO  0OOECIIECYEHMUS
JESATENIbBHOCTH [0  TOJY4YEHHMIO, HAKOIUIEHHIO, 00paboTke,  aHaIU3Y,
UCIIOJb30BAaHUIO HMH(pOpMAMM U  3alUTe OOBEKTOB  HMH(POpMATH3ALUH,
MH(POPMAIIMOHHBIX TEXHOJIOTHH U PECYPCOB;

» IlpuoOpereHne HaBBIKOB YCTAHOBKM, HACTPOWKH, OKCIUTyaTalludl U
nojanepKaHusi B pabOTOCIOCOOHOM  COCTOSSHUM ~ KOMIIOHEHTOB — CHCTEMBI
oOecrieyeHnss HMHQPOPMALMOHHON O€30IaCHOCTH C YYETOM YCTAHOBJIEHHBIX
TpeOOBaHMIA.

2. [Inanupyembie pe3ynbTaThl 00YYEHUS IO TUCHUILIINHE (MOIYIIIO).

Ilepeuenb GopMUpPYEMBIX pe3yJbTAaTOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHIIMI) B pe3ysbTaTe 00y4eHHUs 10 AUCLUIUIUHE (MOAYIIO):

OIIK-4 - Cnocoben pemarh 3a/1adyu MPOoPECCUOHAIBHON NIEATeTLHOCTH Ha
OocHOBEe WH(MOPMAIIMOHHONW U OubIMorpaduyecKoil KyJabTypbl C MPUMEHEHHUEM
nH()OPMAITMOHHO-KOMMYHHUKAITMOHHBIX TEXHOJIOTHIA u TEXHOJIOTUH
HUCKYCCTBEHHOTO WHTEJUICKTa, a TakKXe C YYETOM OCHOBHBIX TpeOOBaHMIA
MH(pOpMAITMOHHON 6€30MaCHOCTH;

OIIK-5 - Cioco6eH yuacTBOBaTh B pa3pad0TKe TEXHUYECKOM TOKYMEHTAIIUH,
CBSI3aHHOM ¢ MPOGECCUOHAIBHOMN JIEITEIbHOCTBIO, C UCIIOJIb30BAHUEM CTaHIapPTOB,
HOPM H TIPaBUJL.

OOGy4eHwue 1o JUCUUIUIMHE (MOIYJTI0) MPEANOJaraeT, YTo Mo €ro pe3yJibraramMm
oOyyaromuiicst Oyer:

3HATD:



- CYIIHOCTb U MOHATHE HH(POPMAIITMOHHON O€30MaCHOCTH, XapaKTEPUCTUKY €€
COCTaBIISIOIIHX;

- Mecto WHGOPMAIMOHHON OE30MaCHOCTH B CHUCTEME HAIMOHAIBHON
0€30MMacCHOCTH CTPAHBI;

- BUJIbI, ICTOYHUKU U HOCUTENH 3allUIIIaeMO HHPOpMAIIIH;

- HUCTOYHUKHA Yrpo3 0e30macHOCTH uH(OpManMu U Mephl MO0 HUX
PEIOTBPALICHHIO;

- (akTopel, BO3ACHCTByMOMME Ha HHPOpPMAINMIO TpPU ee o0paboTke B
aBTOMATHU3UPOBAHHBIX (MH(DOPMAIIMOHHBIX) CUCTEMAX;

- )KU3HEHHBIC ITUKIIBI HHPOPMAIIMK OTPaHUICHHOTO JOCTYIIa B TpOIEcce ee
co3JlaHusl, 00pabOTKH, TIepeaun;

- COBpPEMEHHBIEC CpEACTBA MU CHOCOOBI oOecmedeHus WHGHOPMaIMOHHON
0e30I1aCHOCTH;

- OCHOBHBICE METOJWKH aHalM3a YIrpo3 U PHUCKOB WH(GOPMAIMOHHOMN
0€30MacHOCTH.

Ymersb:

- KjJaccu(UIMPOBATH 3allMIIaeMyl0 HHGOPMAIMIO IO BHUAAM TallHBI U
CTENEHSIM CEKPETHOCTH;

- IlpuMeHnsaTp ammapaTHbBIE W MPOTPAMMHBIE CPEICTBA 3alTUThI CETEBBIX
YCTPOMCTB OT HECAHKIITHOHUPOBAHHOTO JIOCTYTIA;

- HactpauBatb napaMeTpsl u CEeTMEHTUPOBATH AIIEMEHTBI
aIMUHHACTPUPYEMOM CETH;

- KJIacCCU(UIIUPOBATH OCHOBHBIE YIPO3bl 0€30MACHOCTH MH(POPMAIIUH.

Baaners:

- mpoeccuoHaIbLHON TEPMUHOIOTHEH;

-TJIAHUPOBAHUEM 3aIIUTHI U OIEHKOW O€30MaCHOCTH U 3aIUThI MPUIIOKESHHM
1 OC 0T HECAaHKIIMOHUPOBAHHOTO JOCTYTA;

- HaBbIKAaMU (POpPMaNILHONW TMOCTAHOBKM M PEIICHUS 3aJaud OOECTICUCHUS
MH(DOpPMAIMOHHOW  0€30MaCHOCTH  KOMIBIOTEPHBIX CHUCTEM M OOBEKTOB
uH(hOpMaTH3ALINY;

- METOJIaMU 3aIUTHI UHPOPMAIIUH.

3. O0beM AUCIUTUTMHBI (MOJTYJIS).

3.1. O6mas Tpy10€MKOCTh AUCIUTIINHBI (MOTYJIs).

OO0mast TPyIOEMKOCTh AUCIHUIUIMHBI (MOayJisi) coctaBmser 3 3.e. (108
aKaJeMUYeCKUX yaca(oB).



3.2. OOveM mucuuriMHbl (MOAynsi) B (OpMe KOHTAaKTHOM paboOThI
oOyJarommxcsi C  TeJarorM4ecKuMM  paboTHUKaMu ©W  (WJIM)  JIMIIAMH,
IIPUBJIEKAEMBIMU K peain3aiuy 00pa30BaTeIbHON MPOTpaMMbl Ha UHBIX YCIIOBHSIX,
IIPU MTPOBEICHUH YICOHBIX 3aHATHM:

KomnuectBo yacos

Tun y4eOHBIX 3aHSTHIA
Bcero | Cemectp Nod

KonrtaktHas paboTa mpu npoBeieHIH yIeOHBIX 3aHATHH (BCETO): 64 64
B toMm uucae:

3aHATHS JIEKIIMOHHOTO TUIIA 32 32
3aHATUS CEMUHAPCKOTO THIIA 32 32

3.3. O06beM auCHUIUIMHBI (MOAYJisi) B (OpME CaMOCTOSITENIbHOM padOThI
oOyyarommuxcsi, a Takke B (opMe KOHTAKTHOH pabOThl OOydJArOUIUXCS C
nearoruaeckuMu paboTHUKAMHU U (WIIH) JIUIIAMU, IPUBJIEKAEMBIMU K peau3aiiu
oOpa3oBaTeNpHOM MpOTrpaMMbl Ha HWHBIX YCIOBHUSX, TPH MPOBEICHHUH
MIPOMEKYTOUHOM aTTeCTAllMU COCTaBIIsAeT 44 akaieMHUUECKUX yaca (OB).

3.4. ITpu oOy4eHnH 0 UHAUBUAYATLHOMY Y4EOHOMY IIJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM 00Y4YeHUH, 00BEM JAUCITUIUIMHBI (MOIYJISI) MOXKET ObITh peasii30BaH
MOJIHOCTBIO B (DOpME CaMOCTOSITEIbHON paboThl 00yJaronuxcs, a Takke B hopme
KOHTAaKTHOM pabOThl OO0YYalOIIUXCSl C MEAArorHuecKuMu paOOTHUKaMHU U (WIIH)
JUI[aMH, TIPUBIICKACMBIMH K pea3aIliid 00pa30BaTEILHON MPOrpaMMbl Ha MHBIX
YCIIOBHSIX, TIPH MPOBECHUN TTPOMEKYTOUHOM aTTECTAIIHH.

4. ConeprxaHue TUCIUTIIAHBI (MOTYJIs).

4.1. 3aHITHA JTEKIUOHHOTO THUIIA.

/ Temaruka JIEKIIUOHHBIX 3aHATHH / KpaTKO€ COACPIKAHUC
/11

1 |Benenue B HHPOpPMAIIMOHHYIO 0€3011aCHOCTh

CoznepxaHue yueOGHOro MaTepuara:

- [TonsTre vHGOpPMAIMU U HHPOPMATMOHHOH 0E30MaCHOCTH.

- Uadopmanms, coobrieHus, ”HPOPMAIMOHHBIE TIPOIECCH KaK 00hEKTH HH()OPMAIIHOHHOH 0e301acHo-
CTH.

- O630p 3amUIIAeMBIX OOBEKTOB U CHCTEM.

2 |OcHOBHBIE MOHATHS TEOPHH MHPOPMALIMOHHOM 6€30M1aCHOCTH
ConepxaHue yaeOHOTO MaTepHraa;

- Ucropust cTaHoBiIeHUs Teopuy HHGOPMaNOHHON 6€30MacHOCTH.

- [IpeamerHas obnacTh Teopun HHGOPMALMOHHOM 6E301TaCHOCTH.

- Cucremarn3anus IOHATHH B 00J1aCTH 3aIUTHI HHPOPMAIHH.

3 |OcHOBHBIC TEPMHHBI H OTIPE/ICTICHUS IPABOBBIX MOHIATHN B 00J1aCTH HHPOPMAITMOH-HBIX

OTHOIIEHUH U 3auThl HHPopMaruu. [ToHaTus npeameTHol obnacTu «3amura




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

UHpOpPMALIAN

ConeprkaHue yueOHOro MaTepuana:

- OCHOBHEIE MPUHIUIIBI TOCTPOCHUA CUCTEM 3alllUTHI.

- KOHHCHHI/IH KOMILJICKCHOM 3alIMThI I/IH(I)OpMaIII/II/I.

- 3agaun 3amUTHl HHpOPMALIUY.

- CpeZ[CTBa peainusanu KOMIIJICKCHOM 3alIUThI I/IHq)OpMaIII/II/I.

Nudopmanus kak 00BEKT 3aIIUTHI

Copneprxanue yueOHOTO MaTepHaa;

- [loratue 06 nHpOpPMAINU KaK 0OBEKTE 3aIIUTHI.

- YpoBHH npencTasineHns nHpopManrui. OCHOBHBIE CBOWCTBA 3aIUIAeMO HH)OPMAITHH.
- Buzpt u popmel npencrasneHus HHGOPMAaLUH.

NudopmarimonHbie pecypchl U UX 3aIiuTa
ConepxkaHue yueOHOro Marepuaa:

- ndopmannonHbie pecypesl.

- CTpyKTypa ¥ IIKana NeHHOCTH HHPOPMAIHH.

- Knaccudukamnms nHGOpMaIMOHHBIX pECypPCOB.

- [IpaBoBoif pexxnM HHPOPMAIIMOHHBIX PECYPCOB.

lNocynapcrBennas nmonutrka nHGOpMamoHHoM Oe3onacHoctu. Konuenuus

KOMIIJIEKCHOTO 00eCIIeYeHHs HH(l)OpMaHHOHHOﬁ 0e30macHOCTH

CozepxaHue yueOHOro MaTepuaa:

- UndopmannonHas 6€30macHOCTb M €€ MECTO B CUCTEME HallMOHaIbHOM Oe3omacHocTh Poccuiickoit de-
Jepanuu.

- Opransbl obecnieyeHus: THPOPMAIIMOHHON 0€30MacCHOCTH U 3aLUThl HH(POPMaIMY, UX QYHKIUH U 3324,
HOPMaTHBHAs AEATEILHOCTb.

Yrpo3bl HHGOPMAIIMOHHOW 0€301aCHOCTH
CopneprxaHue yueOHOTO MaTepHaa;

- AHanu3 ysI3BUMOCTEHN CUCTEMBI.

- Knaccuduxanus yrpo3 napopManmoHHol 6€30MacHOCTH.
- OCHOBHBIC HAIIPABJICHUS ¥ METOBI PEATU3AIHH YTPO3.

- HedopmainbHast Moie/1b HAP yIITUTEIIS.

- O1eHKa ysS3BUMOCTH CUCTEMBI.

[TocTpoenue cuctem 3amMTHI OT YIrpO3bl HAPYLIEHUSI KOHPUICHIIMATBHOCTU
ConeprxaHre yueOHOTO MaTepHaa;

- OmnpeneneHre U OCHOBHBIC CTIOCOOBI HECAHKITMOHUPOBAHHOTO JTOCTYTIA.

- Metonap! 3amutel ot HCJI.

- Opranuzanuonssie Meroasl 3amuTel oT HC/.

- nxeHnepHo-TexHHYeckne MeToabl 3auuTel oT HC/I.

- [TocTpoenue crcteM 3alIUThl OT YTPO3bl YTEUKU MO0 TEXHUYECKUM KaHaJIaM.

MeTobl KOHTpPOJIS AOCTyNa K HH(OpMAIHH

ConepxaHue yaeOHOTO MaTepHuaa;

- Unentndukanys u ayTeHTUUKAIIHS.

- OCHOBHBIC HAIPABJICHUS H [E]TU HCIIOIB30BAHUS KPUIITOTPahUISCKAX METOIOB.

- 3amuTa OT yrpo3sl HApYyIMICHH KOHPHICHIIMATHHOCTH Ha YPOBHE COACPIKaHUSI HH(POPMAIIHH.

10

[TocTpoeHue cucTeM 3aluThl OT YIPO3bl HAPYLIEHUS 1IEIOCTHOCTH UH(POPMALUH U OT-

Kaza JOCTyIla

ConepxaHue yaeOHOTO MaTepHraa;

- 3amuTa 1eIoCTHOCTH HH(GOPMAIMH TIPU XPAHEHUH.

- 3amuTa 1eI0CTHOCTH HH(pOpMaHK Ipu 00padoTke. 3ammra NeI0CTHOCTH HHPOPMAIIUH TIPH TPAHCTIOP-
THUPOBKE.

- 3ammTa OT Yrpo3bl HapyIIeHHs LeJIOCTHOCTH HH(OpMaLuK Ha YPOBHE COJIEPKaHMS.




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

- [locTpoeHne cucTeM 3amUTHI OT YTPO3bI OTKa3a JOCTYyNa K HHPOPMAIHH.
- 3amyTa CeMaHTHYECKOTI0 aHallu3a U aKTyaJbHOCTH HH(OpManuy.

11

ITonutuka u MOaCIu 0e30macHOCTH

Conepxkanue yueOHOro Marepuaa:

- [lonuTuka 6e3omacHoOCTH.

- CyObeKTHO-00BEKTHBIE MOJISNIN pa3TpaHNUEHIS JOCTYTIA.
- AKCHOMBI IIOJIUTHKH 0€30IIaCHOCTH.

- [TouTHKa ¥ MOAEIH JUCKPEIMOHHOTO JOCTYIA.

- [TaposibHBIC CUCTEMBI pa3rpaHUYCHHUS TOCTYIIA.

- [ToyuTuka ¥ MOZAEIN MaHAATHOTO JOCTYIA.

- TeopeTuko-nHpOpMaMOHHBIE MOJEIIH.

- [lonuTHka 1 MOJIENTM TEMaTHYECKOTO Pa3rpaHUYEHHsI JOCTYTIA.
- PoneBast Mmozenb Oe30macHOCTH.
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0O0630p MEXIYHAPOIHBIX CTAHIAPTOB HHGOPMAITMOHHONW O€301TaCHOCTH

Conepxanue yueOHOTo MaTepuana:

- Ponb cranmapToB nHpopMannoHHoit 6e30macHOCTH.

- Kpurepuu 6e3omacHOCTH KOMIBIOTEPHBIX cucTeM MuHHCTEpCcTBA 000poHs! CIIIA (OpanxeBas KHUTA),
TCSEC.

- EBpomneiickue kpurepun 6ezonacHocty nHpopMarmoHHbIX TexHonoruit (ITSEC).

- OenepanbHbIe KPUTEPUH OS30MACHOCTH HHPOPMAMOHHBIX TexHomoruit CIIIA.

- Enunble kxputepun 6€30macHOCTH HHPOPMAIIMOHHBIX TEXHOJIOTHH.

- I'pynna mexayHapoaabix ctangaptos 270000.

13

NudopmarnmonHbie BOMHBI U HHOOPMAITMOHHOE TPOTHBOOOPCTBO
Conepxanue yueOHOTo MaTepuana:

- OnpeneneHre ¥ OCHOBHBIE BUABI MH()OPMAMOHHBIX BOMH.

- UndopmannoHHO-TeXHUUECKass BOWHA.

- ndopmannoHHO-TICMXOJI0THYECKast BOWHA.

14

HopmatuBHO npaBoBO€ peryaupoBaHHe 3alIUThl HH()OpMAIHH

ConepxaHue yaeOHOTO MaTepHuaa;

- OpraHu3anyoHHas CTPYKTYpa CHCTEMBI 3alllUThl HHQOpMaLnH.

- 3aKoHO/IaTeJIbHbIE aKThl B 00JIACTH 3aIIUThI HHPOPMAIIKH.

- Poccuiickne n MeXyHapoHbIE CTaHIAPThI, ONIPEAeIsIoNINe TPEOOBaHUS K 3a1uTe HHPOPMALIUH.
- Cucrema ceprudukaumu PO B obnactu 3anmTsl HHGOPMALIKH.

- OCHOBHBIE NIPaBUJIa U JOKYMEHTHI CUCTEMBI cepTidukanun PO B o6nacTr 3amuThl HHOOPMALIUH.

15

Cucrema ceprudukannu PO B o0nactu 3amuThl uHGopManuu. OCHOBHBIE ITpaBUIa U

JIOKYMEHTBI cucTeMbl cepTudukanuu PO B o6acTy 3amuThl HHGOpMALUK
ConepxaHue yaeOHOTO MaTepHuaa;

- OCHOBHBIE MEXaHU3MBbI 3aLIUTHl HH)OPMAILIH.

- Cucrema 3auThl HHPOPMAIHH.

- Mepbl 3anuthl HHGOPMAIUH, peai3yeMble B aBTOMaTH3NPOBAHHbBIX (MH()OPMAIIMOHHBIX) CUCTEMAX.
- [IporpamMmHBIe 1 IPOrpaMMHO-aMIapaTHbe CPECTBA 3alUThHl HHPOPMAIHH.

- I/IH)KCHepHaﬂ 3aliUuTa U TEXHUYCCKAd OXpaHa 00BEKTOB I/IH(I)OpMaTI/ISaL[I/II/I.

- OpFaHI/ISaIII/IOHHO'paCHOPHﬂI/ITCHLHaﬂ 3almTa I/IH(bOpMaIII/II/I.

- Pabora c kasipaMu 1 BHYTpH OOBEKTOBBIN PEKHM.

- HpI/IHHI/IHLI NOCTPOCHUA OpFaHI/BaHI/IOHHO'paCHOPHHHTeHLHOﬁ CHCTCMBI.

16

praBJ’ICHI/IC I/IH(I)OpMaI_[I/IOHHOI\/II 0€301aCHOCTBIO MpCaANIprUATUA

ConepxaHue yaeOHOTO MaTepHraa;

- OOBEKTHI 3aIIUTHl HH(OPMALINY HA TPEATPHUITHN.

- Kimaccudukanus BuoB, cioco00B, METOOB M CPEICTB 3aIIUTH HHPOPMALMU HA TIPEATIPHSTHH.




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

- Hasnadenue u cTpyKTypa CHCTEM 3alUThl HHGOPMAIHH.
- KomrutekcHas cucteMa 3anuthl HHGOPMAIMK Ha TIPETIPUSITHH.

4.2. 3aHATUS CEMUHAPCKOTO TUNA.

JlaGopatopHbie pabOThI

/o

HaumenoBanue nabopaTopHbIX paboT / KpaTKoe cofepxaHue

Cummerpuunoe mudpoBanue: AES B pasnmuunbix pexxumax (ECB, CBC, GCM)

B pe3ynbTaTe BBIIOIHEHHS 1a00PAaTOPHON pabOTHI CTYACHT MOJYYHUT HABBIKH peann3a-Iuy Mu(POBaHUs U
nemupoBaHUA JaHHBIX ¢ uctonb3oBanneM AES, ananmsa ysa3Bu-mocteit pexnma ECB (Hanpumep, mpu
pabote ¢ m3o6pakeHmsiMu), Beroopa pexumoB CBC 1 GCM ains obecriedeHUs KOHQUACHITNATBHOCTH U
[IEJIOCTHOCTH.

AcummeTpuyHas kpuntorpadus: reHepanus kiaodeit RSA u oOmen 3ammdpoBaHHBIMU
COOOLIEHUIMU

B pesynbraTe BhINONHEHUS 1a00paTOPHOM pabOTHI CTYIEHT MOJIYYUT HABBIKU T€HEPA-1IUU MyOJIUIHBIX U
MPUBATHBIX KITFOUCH, IHU(PPOBAHUS COOOIICHUS MyOIHYHBIM KITFO-4OM MOJIydaTes, AeidpoBanus
MPHUBATHBIM KITIOYOM, a TAKKe TOHUMAHUS BBIYHCIIH-TEIBHON CII0)KHOCTH aTaK Ha KOPOTKHUE KITIOUH.

Onexrponnas noamuck (RSA-PSS / ECDSA) u npoBepka MOAIMHHOCTH JaHHBIX

B pesynbTaTe BBIOTHEHHS 1a00PAaTOPHOH pabOTHI CTYJEHT MOIYYHUT HABBIKK CO3MaHMS IH(PPOBOI
noanucu aist (aiina, sKCropTa MOoANKCH B OTACIBHBIN (aiiil, MPOBEPKH MOJIHCH C HCIOIb30BaHUEM
MyOJMYHOTO KJIF0Ya, a TaKke 0OHapyeHus dakta Moau-(UKALWMU JaHHBIX TOCIIE [TOITMCAHUS.

Kpuntorpaduueckoe xsmuposanue (SHA-256, MDS5) u ero npuMeHeHue Jj1s1 KOH-TPOJIS
LIEJIOCTHOCTU

B pesynbTaTe BRITIOTHEHHS JTAOOPATOPHOMH pabOTHI CTYJEHT MOJIYYNT HAaBBIKM BHIUYMC-TCHUS XIIeiH
(haiinoB, cpaBHEHNS X3UIeH JUId OOHAPY)KEHNS! I3MEHEHUH (B T.4. OMTO-BBIX), IOHUMAHUS KOJUIM3UH Ha
npumepe MDS5 u BeIOOpa CTOWKHAX aNrOPUTMOB JUTSL XpaHEHHUS TTApOJICH.

Artaka «denoBek nocepenune» (MITM) Ha npotokon oomMeHa kiarouamu Judou —
Xenmana

B pesynprare BRIIOTHEHHUS 1a60PaTOPHOI pabOThI CTYICHT MOJYYHUT HABBIKK MIEPEXBa-Ta U MOIMEHBI
MyOJIMYHBIX KJIIOYEH B HE3alIMIIIEHHOM KaHalle, paciidpoBku Tpaduka 6e3 BeomMa CTOPOH, a TakxkKe
MPaKTHYECKOT0 IIOHUMaHUsI He00X0JuMOCTH ayTeHTHu-Kammu kioueit (PKI).

Amnanu3 cereBoro Tpaduka ¢ Wireshark: nmepexsat maposeit mo nmporokonam HTTP, FTP,
Telnet

B pesynbrare BeIMOTHEHHS Ta00PaTOPHOH pabOThI CTYACHT MOJYyYUT HABBIKH 3aXBaTa MAaKETOB B
JIOKTBHOH ceTH, GUIbTpanuy Tpaduka mo npoToKoJIaM, BOCCTAHOBJICHUS MEepelaBaeMbIX JJOTHHOB U
napoJjei u3 plain-text mpoTOKOJIOB, a TaK)Xe 0OHAPYKEHUS TOIO3PUTEIHHBIX COCTUHEHUIMA.

ARP-spoofing: nepexar Tpaduka B 1okanbHOI cetu ¢ momonibio BetterCAP / Ettercap

B pesynbTate BINOTHEHHS 1a00paTOPHON pabOThI CTYIEHT MOJMYYHUT HAaBBIKK oTpaBiie-Hust ARP-Tabmum,
opranusanuu MITM Mexny xepTBoit u nutto3oM, nepexsara HTTP-ceccuil, a Taxoke HacTpoHKu
cratnueckux ARP-3amuceit kak MeToaa 3allUThI.




HaumeHnoBanue 1abopaTopHbIX pabOT / KpaTKOE CoJepKaHne

Ckanuposanue nmoptoB u OC ¢ nomompsto Nmap (TCP SYN, FIN, XMAS) u o6xox
pocThIX (haiipBOIIOB

B pesynbTaTe BINOIHEHHS J1JA0OPATOPHOI padOTHI CTYJECHT MOJTYYUT HABBIKU ITPOBE-IEHUS CKPBITOTO
CKaHMPOBAHUSI, ONIPEAEICHUS OTKPBITHIX IIOPTOB M CEPBHUCOB, HaeH-TH(UKamu OC 1o oTrevyaTkaM cTeka
TCP/IP, a Takxe aHanu3a 3allUIIEHHOCTH CETE-BbIX IEPUMETPOB.

Ob6napy-xenue Bropxkenuii (IDS): HacTpoiika Snort 1151 CHTHaTYpHOTO aHajIu3a Tpadu-Ka

B pesynbTaTe BBIIOIHEHHS 1a00PAaTOPHOH pabOTHI CTYICHT MOTYYHT HABBIKH HAIIUCAHUS COOCTBEHHBIX
curHaTyp (mpaBmiI) Snort, mepexBaTa MOJO3pUTEIHHBIX TAKETOB (Hampumep, ¢ mpu3HakamMu SQL-
MHBEKIMU UM CKAaHUPOBAHUSI IOPTOB), TeHEPALIMU OIIOBEICHUI 1 JIOTHPOBAHMUS aTak.

10

3ammra ot DDoS: HacTpoiika rate limiting u cuaxpoHHbIX KYK (SYN cookies) Ha Linux
(iptables)

3
B pe3ynprarte BRINOTHEHHUS Ta00paTOPHOI pabOTHI CTYICHT MOMYYHUT HABBIKM OTpaHIMYCHIS YrCTIa
coenmHeHUH ¢ ogHoro 1P, 3amuTer ot SYN-flood ¢ Brimtouennem SYN cookies, SMyIIsIin aTaku ¢
moMoIIbIo hping3, a Taxke aHaIHM3a 3arpy3KH cepBepa MO aTaKOMH.

11

CermeHTanms CETH U MeKCeTeBbIe SKpanbl (pfSense): mpaBuia mponycka Tpaduka
mexay VLAN

B pesynbraTe BhIMONHEHUS 1a00paTOPHOM pabOThI CTYJEHT NOTYYUT HAaBBIKU co3ganus VLAN, HacTpolku
npasui allow/deny st pasubix 30H (DMZ, LAN, Guest), opranu-3auuu NAT, a Takxke npoBepku
W30JIAIIH CETMEHTOB C MTOMOIIBIO CKAHUPOBAHUS.

12

SQL-unbekuun (SQLIi) Bpyunyto u uepes sqlmap: u3BiieueHne TaHHBIX U3 0a3bl

B pesynbTate BITOIHEHHS 1a00paTOPHOM pabOThl CTYICHT MOIYYHUT HABBIKA OOHAPYKEHUSI YSI3BUMBIX
napameTpoB, ucnonszoBanus UNION u crienbix nabekimit (boolean/time-based) mis o6xona
ABTOPH3AIINH, JaMIIa Ta0JIHII, a TAKKE IPUMEHEHHUS MapaMeTPU30BaHHbBIX 3alIPOCOB IS 3alUTHI.

13

MesxcaifToBbiit ckpunTHHT (XSS): Kpaxka ceccuii u mogmena konreHTa (stored / reflected
/ DOM)

B pe3synsTaTe BBITOTHEHHS Ta00PATOPHOM pabOTHI CTYAEHT MONYIHUT HABBIKK BHEApeHUs JavaScript-koma
B KOMMeHTapuu wii mapametpbl URL, mepexsara cookie skepTBbI ¢ OTIPaBKOI HA BHELTHHUI cepBep,
CO3JIaHus OJIENIbHBIX (OPM BBOJIA, a Takxke HacTpoiiku Content-Security-Policy (CSP).

14

CSRF (MexcaiiToBas Mmojelika 3ampoca): araka Ha CMEHy mapoJis 0e3 BeoMa
MOJIb30BaTENs

B pesynbrare BeIMOTHEHHUS 1a00PaTOPHOIN pabOThI CTYACHT MOMYYUT HaBBIKH CO3JaHMsI BPEJOHOCHON
HTML-cTpanuns! ¢ aBTomatnyeckoit otnpaskoit POST-3ampoca, nepexBaTta BalUIHON CECCHH, a TAaKXKe
BHenpenus anti-CSRF TokeHoB u mpoBepku Referer-3aronoBkoB kak MeTo/1a 3aIIHTHL.

15

Heb6e3omacHbie necepuanuzanus B Java/Python: ynanennoe Bemonuenue koaa (RCE)

B pe3ynbrarte BRINOIHEHUS 1a00OpaTOPHOH pabOTHI CTYICHT MOIYYHUT HABBIKK CO3JaHUS BPEIOHOCHOTO
CEpUAIM30BAaHHOTO 00BEKTA, IKCIUTyaTallH T'a/PKET-IIETIOUKH (HampuMep, ysoserial), momydeHns reverse
shell, a Takxke caHUTH3AIMK W OETIOTO CIMCKA KIIAC-COB MPH JIeCEpHaTU3aIIH.

16

XXE (XML External Entity): urenue nokanbHbIx ¢aitno u SSRF uepe3 mapcep XML

B PE3YIbTATC BBINIOJIHCHUSA na60paTopH017I pa6OTBI CTYACHT NOJYYUT HABbIKWU BHESIPCHUA BHEIITHEH




Ne
/ HaumeHnoBanue 1abopaTopHbIX pabOT / KpaTKOE CoJepKaHne
n/m
CYIIHOCTH JJISl YTeHHs /etc/passwd, opraHu3aiiy 3ampoca K BHyTpeHHHM cepBepaM (SSRF), mposenenns
DoS uepes «billion laughs», a Taxke oTkiroueHus 06-padoTku external entities B mapcepe.
4.3. CamocrosiTenbHas padoTa 00y4JarOIHuXCs.
No .
Bun camocrosiTensHO#M paboThI
/11
1 |Pabota c JIeKIIMOHHBIM MaTEepUaATIOM
2 |[logroroBka Kk 1abopaTopHBIM paboTam
3 | BeimosHeHue KypcoBO# paboTHI.
4 | IloarotoBka K MpOMEKYTOYHOW aTTECTALIUU.
5 | IloxroroBka K TEKyIIeMy KOHTPOJIIO.

4.4. ITpumepHbIN IEpEUYEHb TEM KYPCOBBIX pabOT
1. ®opmbl MCUXOJOTUYECKON 3alUTHl YelOBEeKa OT MH(POPMALMOHHOM Iie-

perpy3KH.
2. CouumanbHo Bpeanas uHpopmanus B8 CMU.

3. Bpennas u onacHas ungpopmanus B iatepuer
4. ®opmbl 0OMaHa U MolIeHHUYecTBa B IHTEpHET.

5. ®opmbl HE3aKOHHOT'O MCMOJIB30BaHUS MH(GOpMAIMU. 3aKOHOJATEIbHBIC
MephbI MPOTUB HE3aKOHHOT'O HUCIOIb30BaHUs HH(POpPMALIUU.
6. Moaenb nHPOPMAIIMOHHOM 3alIUTHI KAHAJIOB CBSI3H.

7. Crtpaterus oOMaHa W €€ HCHOJb30BaHHE B cdepe HMHPOPMAIUOHHOM
3aIUTHI.
8. Boripockl nH(opMaiMoHHON 0€30MacHOCTH B TIOJIMTUKE U TUTNIOMATUH.

9. Opranu3aioHHO-PaCOPSIUTEIbHBIE MEPbl TH(GOPMAIIMOHHOMN 3aIlU-ThI.

10. TpaguuuoHHble HampaBiIeHUs MHPOPMALMOHHON 3alIUThl U MYTH HX
MHTETPaLUU.

5. Ilepedenr wu3maHWI, KOTOpPbIE PEKOMEHAYETCS UCIOIb30BaTh MIPHU
OCBOCHMH TUCUHUILITUHBI (MOIYJIS).
Ne
n/n

bubnmnorpaduueckoe onucanue Mecto noctyna




KoaupoBanue u 3amnura
uHpOpMaLUU B TOKyMEHTO000pO-
TE: METOJI. YKa3. K IPaKT. U J1a0.
pab. ms cryn. cnen. [pu-knaanas
nH(popmaTuka (B SJKOHOMHUKE) 110
mucil. Mapopma-iimoHHast
6e3onacHocTh / B.M. Mopo3zoBa,
K.3. Bpy6nes-ckuit; MUNT. Kad.
DxoHOMUYecKast HHpopMaTuka. -
M.: MUUT, 2010. - 56 c.

https://library.miit.ru/bookscatalog/metod/03_19830.pdf
(miit.ru). (mata oopamenus 22.09.2026) Tekcr :
HenocpencTBeHHbINH.004.056.57 M 80

IudpoBanue ¢ OTKPHITHIM
KITFOYOM: METOJI. yKa3. K J1a0. pao.
no auct. MadopmarronHast
0€30IaCHOCTb U 3aIlInTa
UH(POPMALIUK TSI CTY/I. CIEll.
ABTOMAaTHU3UPOBAHHBIE CU-CTEMBI
00paboTKK HHPOPMALIUU
ynpasienus, Uundpopma-nnoHHbIe
cUCTeMbI U TexHosoruu / 3.1.
KoctrokoBckas, A.M. Ynanos;
MUUT. Kap.
ABTOMAaTHU3UPOBAHHBIE CUCTE-MBI
ynpasienus. - M.: MUUT, 2008. -
28 c.

URL: https://library.miit.ru/bookscatalog/metod/04-
46051.pdf (miit.ru). (mara obpamenws 22.09.2026)
Tekcr : HemocpencTenubIin.004 K 72

Kpunrorpaduueckas 3amura
KOMITBIOTEPHOHN HH(OpMAITIH:
METO/1. YKa3. K J1a0. pab. mo aucil.
TeopeTnyeckre OCHOBBI
KOMITbIOTEPHOI 0€301MacHOCTH JUIs
CTYA., 00y4. IO Hatmp.
HNudopmannonHas 6e30macHOCTb /
. M. T'onpoBckuii, b. B.
Kenenkos, U. E. Cadonosa;
MUUT. Kad. Beruucnurens-Hbie
CHUCTEMBI U CETH. - M.:
MI'VIIC(MUUT), 2013. - 36 C.

URL.: https://library.miit.ru/bookscatalog/metod/03-
42764.pdf (miit.ru). (mata obpamenus 22.09.2026)
Tekcr : HemocpeacTennbIin.004 1'60

HNudopmannonHas 6€30macHOCTb
NEPCOHATBHBIX KOMITBIOTEPOB:
y4e0. nocodue Ui CTy[. CHEL.
CATIP 1 cTpOUTENBHBIX CHEL. 110
Kypcy Meroasl u cpencrsa
3aIIHATHI KOMITBIOTEPHON
uHpopmanuu. 4.2 / B.1O.
Cwmupnos, O.B. CmupHOBa;
MUUT. Kag. CAIIP

URL.: https://library.miit.ru/miitpublishing/10-2256.pdf
(miit.ru). (nara oopamenus 22.09.2026) Tekcer :
HernocpencTBeHHbIi.681.3.066 C 50




TPAHCIOPTHBIX KOHCTPYKLIMH U
coopyxenuit. M.: MUUT, 2010. -

88 c.
5 Pa3zpaboTka Mep 3aniuTh URL.: https://library.miit.ru/bookscatalog/metod/DC-
UH(OPMAIMOHHBIX PECYPCOB B 435.pdf (miit.ru). (naTa obpammenus 22.09.2026) Tekcr

KOPIIOPATHBHOM CETH ¢ BBIXOAOM B | - HETIOCPECTBERHEIH.004 A-47
UHTEPHET: y4eOHO-METO/I.
mocoowue 1o Kypc. padore ais
CHELHUATNCTOB HAID.
Kommnbrotepnas 6e3omacHocTs / B.
M. Anekcee; MUUT. Kag.
YnpasneHue u 3amura
uHpopmanuu. - M.: PYT(MUUT),

2017.-9c.

6 | AcnekTsl HH)OPMALIMOHHON URL: https://library.miit.ru/bookscatalog/metod/DC-
Oe30macHoCTH: yd4el. mocobue s 667.pdf (miit.ru). (mata oopamenns 03.10.2026) Texct
cryx. crer. KommbiorepHast : HenocpeacTeenHblin.004 C-34

6e3omacHocTs / B. I'. Cu-mopenko,
H. H. Cxopo6orarosa; MUUT.
Ka¢. Ynpasnenue u 3ammura
uHpopmarnuu. - M.: PYT(MUUT),
2018. - 64 c.

6. IlepedueHb COBpPEMEHHBIX MNPO(PECCHOHANBbHBIX 0a3 JaHHBIX U
MH(POPMAILIMOHHBIX CIIPABOYHBIX CHCTEM, KOTOpPBIE MOTYT HCIIOJIb30BAThCA IPHU
OCBOEHUU JIUCUUIUIMHBI (MOZYJIS).

- Hayunas snextponnas 6uonunorexa (http://elibrary.ru)

- Marepuassl 1o HHPOPMALIMOHHBIM TEXHOIOTUsAM (Www.citforum.ru)

- Opunmanshsiii caiit PYT (MUUT) http:/miit.ru

- Hayuno-texunueckas ouonuorexka PYT (MUUT): http://library.miit.ru

7. IlepedyeHb  JUUEH3MOHHOIO M  CBOOOJHO  PaclpOCTPaHSIEMOTO
MPOrpaMMHOT0 OOecredeHusi, B TOM YHCJIE€ OTEUYECTBEHHOTO MPOU3BOJICTBA,
HEO0OXOUMOTO JIJISl OCBOCHUSI TUCIUTLTUHBI (MOYJIs).

- Uurepuer-6pay3zep (Yandex u nip.)
- Microsoft Windows.
- Microsoft Office

8. OmnmucaHue MaTepuaJIbHO-TEXHUYECKOM 0a3bl, HEOOXOIUMOM IS
OCYILECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUILTMHE (MOIYIIIO).



VYuebnas aymuTopus Uil TPOBEACHUS YUYEOHBIX 3aHIATHN (3aHATUI
JCKIIMOHHOTO  THUIMA, JIA0OpaTOPHBIX pabOT, KypCOBOTO MPOCKTUPOBAHUS
(BBITIOJIHEHUST KYPCOBBIX padoT):

- KOMIBIOTEp TpEToaaBaTelisi, MyJbTUMEIUTHOEe 00OopyaoBaHUE, padoune
CTaHIIUU CTYJICHTOB, TOCKA.

AyauTopus oakiIrovYeHa K cetu «MHTepHeT.

9. ®opma MPOMEKYTOUYHOU ATTECTALINU:

3aueT B 4 cemecTpe.
KypcoBas paboTta B 4 cemectpe.

10. OueHouHbIE MaTEPHAIIBI.

OueHOYHbIE MAaTEepUAIIbl, TPUMEHSIEMBIE TIPU MPOBEICHUH MTPOMEKYTOUHON
aTTeCTallui, pa3padaThIBAlOTCA B COOTBETCTBUHU C JIOKAJIbHBIM HOPMATHUBHBIM
aktom PYT (MUUT).
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