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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

[leapto ocBoeHust yueOHON auCHUIUIMHBI «OCHOBBI HMH(POPMALIMOHHO-
KOMMYHUKAITIOHHBIX TEXHOJIOTUI» SBISETCS (OPMUPOBAHUE y OOYUAFOIITUXCS
KOMITETCHIINA B COOTBETCTBUH C TPEOOBAHUSIMH CAMOCTOSTEIHLHO YTBEPKIACHHOTO
o0Opa3zoBaTenbHOro cra”aaprta Beiciiero oopazosanus (CYOC) no HanpaBiIeHUIO
noJAroToBKK OanakaBpuaTta «MHPOKOMMYHHKAITMOHHBIE TEXHOJIOTHH U CHCTEMBI
CBS3U». 3aJjauM JUCIMIUIMHBI BKIIOYAIOT B ce0s MpuoOpeTeHrne 00y4yaromuMHucs
3HAHWW, yMEHHI 1 HABBIKOB B 00JIACTH MTPOESKTUPOBAHUS OOHEKTOB M CHCTEM CBSI3H,
TEJIEKOMMYHHUKAITMOHHBIX CUCTEM

2. Ilnanupyemblie pe3ynbTaTbl 00YYEHHS IO JUCUUILIMHE (MOIYJIIO).

[lepeyenr GopMHUpyEeMBIX pe3yJbTaTOB OCBOCHHSI  0Opa3oBaTEILHOM
porpamMmbl (KOMIIETEHIINI) B pe3ysibTaTe 00yUeHHUs 10 AUCHUIUIUHE (MOIYIIO):

IIK-6 - CnocoOeH OCymecTBISATh MPOSKTHPOBAHWE OOBEKTOB M CHCTEM
CBSI3U, TEIEKOMMYHUKAITMOHHBIX CUCTEM.

OOyueHue 1Mo JUCIUILTHHE (MOTYJIIO) IPE/IIoIaraeT, 4YTo [0 ero pe3yabTaTaM
oOyyarommuiicst Oyier:

3HaTh:

- IPUHIIMUIBI TIOCTPOCHUSI 0OBEKTOB U CUCTEM CBSI3U, OCHOBHBIE MPOTOKOJIBI U
MOJEIIN B3aNMOJIEUCTBUSI CETEBBIX DJIEMEHTOB 5 CErMEHTOB
TEJIEKOMMYHUKAIIMOHHBIX CETEH

YMmeTh:
- TIPUMEHSITh OCHOBBI MATEMaTHYECKOTO MOJCIMPOBAHUS IS pa3pabOTKu
IIPOEKTOB TEJICKOMMYHUKAIMOHHBIX CETEMU.

Baanernb:

- HAaBbIKAMU KOHBEPI'€HIIMM CETMEHTOB TEJIEKOMMYHUKAIMOHHBIX CETEeU U
MOCTPOEHHUS JIOKAJIbHBIX, KOMMYTHPYEMBIX u TPAHCIIOPTHBIX
TEJICKOMMYHUKAIIMOHHBIX CETEH.

3. O0beM AUCIUTUTMHBI (MOJTYJIS).
3.1. O6mas Tpy10€MKOCTh AUCIUTIIUHBI (MOTYJIs).

OO6uiast TPyJIOEMKOCTh AUCHUILIMHBI (Moaynisi) coctaBiser 3 3.e. (108
aKaJeMHYeCKuX Jaca(oB).



3.2. OOwvem mucuuriMHbl (MOAynsi) B (OpMe KOHTAaKTHOM paboOThI
oOyJaromuxcsi C  TeJarorM4ecKuMM  paboTHUKaMu ©W  (WIM)  JIMIIAMH,
MIPUBJIEKAEMBIMH K pean3aiuy 00pa3oBaTeIbHON MpOorpaMMbl Ha UHBIX YCIOBHSIX,
IIPU MTPOBEICHUH YICOHBIX 3aHATHM:

KomnuectBo yacos

Tun y4eOHBIX 3aHSTHIA
Bcero | Cemectp Ne2

KonrtaktHas paboTa mpu npoBeieHIH yIeOHBIX 3aHATHH (BCETO): 12 12
B toMm uucae:

3aHATHS JIEKIIMOHHOTO TUIIA 4 4
3aHATHSI CEMHHAPCKOTO THIIA 8 8

3.3. O6beM auCHUIUIMHBI (MOIYJisi) B (OpME CaMOCTOSITENIbHOM padOThI
oOydaroruxcsi, a Takke B (opmMe KOHTAKTHOM pabOThl OOydYarOMIMXCA C
nearoruaeckuMu paboOTHUKAMU U (MJIH) JTUIAMU, TIPUBJICKAEMBIMH K peaii3aiiiu
oOpa3zoBaTrenpHON TpOorpaMMbl  HA HWHBIX  YCIOBHSAX, TP  IPOBEIACHHUH
MPOMEXYTOUHOM aTTEeCTAIlN COCTaBIsIeT 96 akageMudecknx yaca (OB).

3.4. ITpu oOy4eHnH 0 UHAUBUAYATLHOMY Y4EOHOMY IIJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM 00Y4YeHUH, 00BEM JUCIUIUIMHBI (MOJIYJISI) MOXKET OBITh peaii30BaH
MOJIHOCTBIO B (hOPME CaMOCTOSITENIbHON paboThl 00yJaronuxcs, a Takke B hopme
KOHTaKTHOW PabOThl OOYYaIOIIUXCSl C MEAAroruueCKUMU paOOTHUKaMU U (WJIH)
JUIIaMU, TIPUBJICKACMBIMH K peai3aIlii 00pa30oBaTeILHOM MPOrpaMMbl Ha WHBIX
YCIIOBHSIX, TIPH MPOBECHNN TTPOMEKYTOUHOHN aTTECTAIIHH.

4. ConepskaHue JUCIUTUIMHBI (MOIYJIS).

4.1. 3aHITHA JTEKIUOHHOTO THUIIA.

Temaruka JIEKIIUOHHBIX 3aHATHH / KpaTKO€ COACPIKAHUC

1 |Moxmens OSI

PaCCManI/IBaCMLIC BOIIPOCHI:
- CCMHUYPOBHCBasA MOJICJIb B3aHMOHeI71CTBH5[ OTKPBITBIX CUCTEM.

2 TCHCKOMMYHI/IKaL[I/IOHHLIC CHUCTCMBI U CCTH.

PaccmarpuBaemble BONIPOCHI:

- KJIaccu(UKanus TEIEKOMMYHHUKAITMOHHBIX CUCTEM U CeTei.

3 KomMmmnoHeHTBI TCIICKOMMYHUKAIIUOHHBIX CUCTCM.

PaccmarpuBaeMblie BOpOCHL:

- KOMIIOHEHTHI TEJIEKOMMYHHUKAIIMOHHBIX cucTeM. Onucanue. [IpuHuuns! paboTsl.
4  |TenekOMMYHHUKAITMOHHBIE MPOTOKOJIBI M TEXHOJIOTHH.
PaccmarpuBaeMblie BOIpOCHL:

- 6a30BBIC TEICKOMMYHHUKALMOHHBIE TIPOTOKOJIBI ¥ TEXHOJIOTHH.




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

duznyeckre 0CHOBEI nepcaadyun JaHHbIX.
PaCCManI/IBaeMLIe BOIPOCHI:
- (1)I/I3I/I‘~ICCKI/IG OCHOBBEI IIepciaviun JaHHBIX 11O KaO€eILHBIM U 66CHpOBO}IHLIM KaHaJ1aM.

HJIaHI/IpOBaHI/Ie " MIPOCKTUPOBAHNE TCICKOMMYHUKAIIMOHHBIX ceTei.
PaccmarpuBaembie BOIPOCHL:
- OCHOBBI IUNTAHUPOBAHHUS U TPOESKTUPOBAHUS TEIEKOMMYHHKALMOHHBIX CETEH.

Hocwurenu undopmarnum.
PaccmarpuBaeMble BOIIPOCHI:

- marauTHBIC Aucku (HDD);

- TBepoTeNnbHbIe HakonuTenu (SSD);

- onrtuueckue aucku (CD, DVD, Blu-ray);
- (her-namMsTh.

AnnapaTHoe obOecIieueHue.
PaccmaTpuBaemble BOTIPOCH:
- aPXHUTEKTypa KOMIIBIOTEPA, THITBI KOMIIBIOTEPOB U NMEPUPEPUHHBIX YCTPOHUCTB.

Kommnsrorepnsie cetn u IHTEpHET.
PaCCManI/IBaCMHe BOIIPOCHI:
- TUIIBI CeTEeH, CeTeBbIe MMPOTOKOIBI, apXUTEeKTypa MHTepHeTa, BeO-TeXHOIOTHH.

10

bazb1 maHHEBIX.
PaccMarpuBaeMble BOIIPOCHL:
- OCHOBHBIE TIOHATHUSA, persiiuonHas moaeib, CYBJL, s3pik SQL (0cHOBBI).

11

Tononoruu cereu.
PaCCManI/IBaGMHC BOHpOCBII
- IIMHAa, 3B€3/1a, KOJIbIIO, z[epeBo, A4YCUCTas TOIIOJIOT U,

12

CereBble IMPOTOKOJIBI.
PaccmarpuBaemble BOIPOCHL:

- TCP/IP: ocHOBHBIE IpOTOKOIIBL, [P-anpecanusi, MapipyTusanms;
-HTTP, FTP, SMTP, DNS.

13

Mapuipytuzanus 1 KOMMYTAaIus.
PaccmarpuBaeMbie BOIIPOCHL:

- anroput™bl MapmpyTtuzanuu (RIP, OSPF, BGP);
- KOMMYTAIHs KaHAJOB U KOMMYTALMs [1aKeTOB;

- BUpTyasbHbIe YacTHEIC ceTH (VPN).

14

BeCHpOBOHHHC TCXHOJIOTHH.
PaccmarpuBaemble BONIPOCHI:

- craugaptsr Wi-Fi (802.11 a/b/g/n/ac/ax);
- bluetooth;

- MoOmibHas cBs3b (2G/3G/4G/5G).

15

CerteBast 6€3011aCHOCTb.

PaccmaTpuBaemble BOIIPOCHI:

- MexxceTeBble 9kpanbl (firewalls): mpuHIMITBI paOOTHI, THIIBI;

- CHCTEeMBI 0OHapyXKeHUs 1 npenoTepamieHus sropxerni (IDS/IPS);
- 6esomacHOCTh Beb-npuioxkenuit (OWASP);

- aHaI3 CETeBOrO TpaduKa.

16

be3omnacHocTb B 00axe.

PaccmaTpuBaemble BOIIPOCHI:

- Shared responsibility model;

- ynpasienue uneHrndukanueid u gocrynom (IAM);
- mu(ppoBaHUE JaHHBIX B 00JIaKe.




4.2. 3aHATHS CEMHUHAPCKOTO THUIIA.

[IpakTrueckue 3aHATHS

/o

Tematuka MPAKTUYICCKUX 3aHATHH/ KpaTKO€ COACPKAHUC

[TpoToKOIIBI PU3HMUECKOTO YPOBHHI.

PaccmarpuBaeMble BOIIPOCHI:

- m3y4eHue npotokonoB ¢mmdeckoro yposHs. IEEELS. IEEE 802.15 nnu Bluetooth, IRDA. IRDA, RS-
232, 11.802.11, GSM, DSL.

[IpoTOKOJIBI KAHAIBHOTO YPOBHS
PaccmarpuBaeMbie BOTIPOCHL:

- U3yYCHHE MPOTOKOJIOB KaHAILHOTO YPOBHS:
Ethernet;

Token Ring;

FDDI,

LLC; SNAP; CIF;

GARP (Generic Attribute Registration Protocol) — 6a3oBslit mpotokou peructpaiuu pecypcos); GMRP
(GARP Multicast Registration Protocol);
GVRP (GARP VLAN Registration Protocol);
VLAN.

IIpoTOKOJIBI CETEBOIO YPOBHS

PaccMarpuBaeMble BOIIPOCHL:

- I3y4eHHUE MMPOTOKOJIOB ceTeBoro ypoBHs: [Pv4/IPv6, Internet Protocol;

DVMRP, Distance Vector Multicast Routing Protocol; ICMP, Internet Control Message Protocol;
IGMP, Internet Group Management Protocol;

PIM-SM, Protocol Independent Multicast Sparse Mode; IPsec, Internet Protocol Security;

IPX, Internetwork Packet Exchange;

RIP, Routing Information Protocol; DDP, Datagram Delivery Protocol.

Hpoueccm pacnpeaciiCHusA OTOKOB I/IH(l)OpMaI_II/II/I B y3JIaX CCTU

PaccmarpuBaemble BOIPOCHL:

- OCHOBBI MaT€MaTHUECKOTO MOJICITUPOBAHMS IPOIIECCOB pacIpeIesICHIsI TIOTOKOB HH(POPMAIUHU B y37IaxX
ceTy;

- yIpaBJeHHE CTPYKTYpPOil ceTH, 00bEMOM IIOTOKOB, pacIpeieIeHeM ITOTOKOB BHYTpH ceTH. [lnan
pacnpeseneHus Harpy3KH.

ITpoTOKOIBI TPAHCTIOPTHOTO YPOBHS

PaccmarpuBaemble BOIPOCHI:

- I3y4eHHue NMPOTOKOIOB TpaHcmopTHOTo ypoBHS: ATP (AppleTalk Transaction Protocol), CUDP (Cyclic
UDP), DCCP (Datagram Congestion Control Protocol), FCP (Fibre Channel Protocol), IL (IL Protocol),
NBF (NetBIOS Frames protocol), NCP (NetWare Core Protocol), SCTP (Stream Control Transmission
Protocol), SPX (Sequenced Packet Exchange), SST (Structured Stream Transport), TCP (Transmission
Control Protocol), UDP (User Datagram Protocol).

IIpOTOKOIIBI CEaHCOBOTO YPOBHS

PaCCManI/IBaCMLIe BOIIPOCHI:

- U3y4YeHNne MPOTOKOJIOB ceaHCcoBOro ypoBHs: [Iporokoisl ceaHcoBoro yposHs: H.245 (Call Control
Protocol for Multimedia Communication), ISO-SP (OSI Session Layer Protocol (X.225, 1ISO 8327)), iSNS
(Internet Storage Name Service), L2F (Layer 2 Forwarding Protocol), L2TP (Layer 2 Tunneling Protocol),
NetBIOS (Network Basic Input Output System), PAP (Password Authentication Protocol), PPTP (Point-to-
Point Tunneling Protocol), RPC (Remote Procedure Call Protocol), RTCP (Real-time Transport Control
Protocol), SMPP (Short Message Peer-to-Peer), SCP (Session Control Protocol), ZIP (Zone Information
Protocol), SDP (Sockets Direct Protocol).




TemaTuka MpaKTHYECKUX 3aHATUI/KpAaTKOe CollepKaHHe

IIpoTokosbl ypOBHS IPEACTABICHUS

PaCCManI/IBaeMLIe BOIPOCHI:

- U3y4eHHe MPOTOKOIOB ypoBHs npeacTasienus: AFP — Apple Filing Protocol, ICA — Independent
Computing Architecture, LPP — Lightweight Presentation Protocol, NCP — NetWare Core Protocol,
NDR — Network Data Representation, XDR — eXternal Data Representation, X.25 PAD — Packet
Assembler/Disassembler Protocol.

IIpoToKOJIBI TPUKIIATHOTO YPOBHS

PaccMaTpuBaembie BOIPOCH:

- I3y4eHHUEe MMPOTOKOJIOB puKiIagHoro yposHs: RDP, HTTP, SMTP, SNMP, POP3, FTP, XMPP, OSCAR,
Modbus, SIP, TELNET.

SI3BIKM IPOrpaMMUPOBAHMUSL.

PaccMarpuBaeMble BOIIPOCHL:

- 0030p momyJIApHBIX A36IKOB: Python, Java, C++, JavaScript;

- OCHOBHBI€ KOHLICTIIIUU IPOrPAMMUPOBAHUA: IEPEMEHHBIC, TUIIBI JAHHBIX, ONIEPATOPHI, YIIPABIIAIOLINE

KOHCTPYKIMH, QYHKIUH.

10

Cucremsl ynpasnenus 6a3zamu nansbix (CYB/).
PaCCManI/IBaCMLIe BOIIPOCHI:

- pynxmmu CYB/: co3ganue, xpaHenne, 00paboTKa, 3aInuTa JaHHBIX;
- npumepsl CYB1: MySQL, PostgreSQL, Oracle, Microsoft SQL Server.

11

S3eik SQL.

PaccMarpuBaeMble BOIIPOCHL:

- ocHoBHble onepaTopsl: SELECT, INSERT, UPDATE, DELETE;
- 3aIpOCHI K 0a3e TaHHBIX.

12

TuIbl KOMIBIOTEPHBIX CETEM.
PaccMaTpuBaembie BOIPOCH:

- mokanbHble ceTr (LAN);

- robanbubie cet (WAN);

- 6ecripoBoaubie cetr (Wi-Fi).

13

Tononoruu cere.
PaccmarpuBaemble BOIPOCHL:
- IIMHA, 3B€3/1, KOJIBIIO, I€PEBO, SIEUCTAsT TOTIOIOTHSL.

14

UckyccTBennsblil nnTemnekT (Al) u mammuaHOe oOyuenue (ML).
PaccmaTpuBaemble BOTIPOCH:

- ocHOBHbIE TTOHsATHS Al 1 ML;

- mpuMeps! npuMeneHus Al u ML.

15

Yrpo3bl uHPOPMATMOHHOMH O€30MacHOCTH.
PaccmarpuBaemblie BOIIPOCHL:

- BUPYCBI, TPOSIHBI, YSPBH;

- XaKepCKHe aTaKH;

- (pummHr, criam;

- yTeUKa JaHHbIX.

16

MeTtopl 3amuThl HHGOPMAIIHH.
PaccmarpuBaemble BOIPOCHI:

- aHTHBHPYCHOE IPOTrPaMMHOE 00eCIIeYeHue;
- MEXCETEeBBIE dKpaHbI (OpaHAMAay3PHI);

- kpunrorpadus (muppoBaHUe JaHHBIX );

- pe3epBHOE KONTMPOBAHHUE NAHHBIX;

- OJIUTHKA OE3011acHOCTH.




4.3. CamocrosTenbHas paboTa 00yJarommxcs.

Bun camocrosiTensHO#M paboThI

1 HSyLIeHI/IC ﬂOHOHHHTeHBHOﬁ JIMTCPATYPhI, IIOATOTOBKA K ITPAKTHYCCKUM 3aHATUAM,
IoAroToBKa K HpOMe}I(YTO‘lHOﬁ aTTcCTaluu, II0AroTOBKA K HpOMe)I(YTOqHOﬁ aTTcCTallun
H KOHTPOJIIO

2 | IlogrotoBka K MpOMEXYTOYHOH aTTeCTaLUH.

5. IlepeueHp wu3NaHMM, KOTOpPHIE PEKOMEHAYETCS MCIIONb30BATh IIPU
OCBOCHUU JUCHUIUIUHBI (MOYJIA).
Ne

/o

bubnunorpaduueckoe onucanue MecTo gocrymna

1 TenekoMMyHHKAIMOHHBIE CHCTEMBI U CeTH : yuebHoe | https://e.lanbook.com/book/111070
nocobue : B 3 romax b. U. Kpyk, B. H.
[Tonantonomnyno, B. I1. llyBanos 2018

2 | TenekOMMYHUKAIIMOHHBIC CUCTEMBI U ceTH : yueGHoe | https://e.lanbook.com/book/63223
noco6ue : B 3 tomax I'. [1. Karynun, I'. B. Mamues,
B. H. [lonanTonomnymno, B. I1. lllyBanos 2014

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOpPHIE MOTYT HCIOJIB30BATHCS MPH
OCBOCHUU JUCHUIUIUHBI (MOYJIA).

Uudopmanmonnsiii  mopran  Hayunas  snexkTpoHHas — OuOimoTeka

eLIBRARY.RU (www.elibrary.ru);

Enunas komnekius mudpoBbix oOpa3zoBatenbHbiX pecypcoB (http://window,

edu.ru);

Hayuno-texaunueckas onbnuorexka PYT (MUUT) (http/library.miit.ru);

DIeKTPOHHO-0MOIMOTeUHAS cuctemMa  usgarensctBa  «JlaHby @ —

http://e.lanbook.com/;

DeKTpOHHO-0MOIMoTeuHas cucrema ibooks.ru — http://ibooks.ru/;

DeKTpOHHO-0MOIMoTeuHas cucrema «Y MI» — http://www.umczdt.ru/;

DJIEKTPOHHO-OUOINOTEUHAS cucreMa «Intermedia» —

http://www.intermediapublishing.ru/;

DnekTpoHHO-0MOMoTeuHas cuctema « BOOK.ru» — http://www.book.ru/;

DIIEeKTPOHHO-0MOIMOTeUHAS cucTeMa «ZNANIUM.COM)» —

http://www.znanium.com/

7. llepedyeHb  JHUIEH3UOHHOTO U  CBOOOJHO  PacCHpOCTPaHSIEMOIo
POrpaMMHOr0 OOEeCnedYeHus, B TOM YHCJIE€ OTEYECTBEHHOTO MPOU3BOJICTBA,
HEO0OXOMMOTO JIJIs1 OCBOCHHMSI TUCIIUTUTUHBI (MOYJIs).



[IporpammHoe oOecredueHne Ui BBITIOJHEHUS TNPAKTUYCCKUX 3aJTaHUM
BKJTFOUAET B ceOsl MpOrpaMMHBIC TIPOAYKTHI OOIIET0 MPUMEHEHHSI: OTICpaIliOHHAS
cuctemMa Windows, Microsoft Office 2003 u Brimie, bpay3sep Internet Explorer 8.0
u Beime ¢ ycrtaHoBieHHbIM Adobe Flash Player Bepcun 10.3 u Bwime, Adobe
Acrobat, a Takke cienuaM3upoBaHHOE MTporpammHoe obecnedenue Cisco Packet
Tracer wim aHaiaor

8. Omucanne MaTepuaaIbHO-TEXHUYECKOW 0a3pl, HEOOXOMMMOW s
OCYIIIECTBICHUS 00pa30BaTEIBLHOTO MPOIIecca MO AUCIUILINHE (MOJIYIIIO).

VY4eOHble ayauUTOpUM Uil MPOBEACHUS YUYEOHBIX 3aHSATUN, OCHAILEHHBIE
KOMITBIOTEPHOW TEXHUKON U Ha0OpamMu IEMOHCTPAMOHHOTO 000PYI0BAHHS.

9. ®opma MPOMEKYTOUHOM aTTECTALNU:

DK3aMeH BO 2 CEMECTpE.

10. OtnieHOUYHBIE MaTEPUAITBI.

OueHOYHbIE MAaTepUaIIbl, TPUMEHSIEMBIE TIPU MPOBEICHUH MTPOMEKYTOUYHON
aTTeCTallui, pa3padaThIBAlOTCA B COOTBETCTBUHU C JIOKAJIHHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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