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1. Iesin ocBoeHUs1 y4eOHOI JMCIUIITHHBI

Llenbto ocBoeHUs y4eOHOM NUCHUTUTMHBI «OCHOBBI TOCTPOCHHUS 3AIUIIICHHBIX BHIYUCIUTENbHBIX
ceTei» sBiseTcs GopMUpoBaHUE y 00y4arOIIUXCsl KOMIIETEHLIUN B COOTBETCTBUH C
deaeparbHBIMU TOCYJAPCTBEHHBIMU 00pa30BaTeIbHBIMU CTAHAAPTAMH I10 CIICIIUATHFHOCTH
«[Ipuknaanas uandopmaruka» U npuoOpPeTeHUE UMU:
- 3HAHUM O MPUHIIUIIAX TOCTPOCHUS 3AIIUILIEHHBIX BHIYUCIUTEIBHBIX CETEH, TEXHOIOTHSIX
MMOCTPOEHUS 3alIUIIEHHBIX CETEH;
- YMEHH MOIb30BATHCS CPEICTBAMU HACTPOIKU M KOHPUTypalluU CPEACTB CETEBOM 3aIIUThI
(MexceTeBbIe YKpaHbl, cpenactBa VPN u ap.), HEOOXOAUMMBIMU JIJIsl peaTn3allii CUCTEM 3alUThI
nH(pOpMaLIUHU B CETSIX;
- HaBBIKOB HACTPOMKHU M KOH(PUTYPUPOBAHUS CPEJICTB CETEBOU 3aIUTHI.
2. MecTto y4yeOHoi nucuuniuabl B crpykrype OII BO

VYyeOnas aucuunianHa "OCHOBBI IOCTPOEHUS 3aLUIIEHHBIX BEIUMCIUTEIbHBIX ceTei"”
oTHOCcUTCS K 6moky 1 "Iucuurnianasl (MOAYHM)" ¥ BXOAMT B €r0 BApUATUBHYIO YaCTh.

3. [lnanupyembie pe3yJabTaThl 00y4eHUS MO JUCUMUILINHE (MOIYJII0), COOTHECEHHbIE ¢
IUIAHUPYEMBIMH Pe3yJIbTATAMH 0CBOEHHUSI 00pPa30BaTe/JbLHOMH MPOrpaMMbl

[Tpouecc n3yueHus: AUCIUILIMHBI HATIPABIICH Ha (POPMHUPOBAHUE CIICTYIONTUX
KOMIIETEHIINN:

[1K-1 CIOCOOHOCTBIO MCIIOJIb30BaTh U Pa3BUBATh METO/bI HAYUHBIX MCCIEJOBAHUHN U
MHCTpYMEHTapus B o0jacTu poekTupoBanus U ynpasieHus 1C B
MPUKJIAJHBIX 00JIACTSIX

4. O01mast Tpy10eMKOCTh JUCIHUNJIMHBI COCTABJIsIET
4 3adeTHble equHUIBI (144 ak. 4.).
5. O0pa3oBaTebHbIEC TEXHOJIOTHH

B cootBercTBHU ¢ TpeOOBaHUAMHU (heepaTIbHOTO rOCy1apCTBEHHOTO 00pa30BaTEIbHOIO
CTaHJapTa BBICIIETO MPO(ecCHOHAIBHOTO 00Pa30BaHUs sl peaTU3allii KOMIIETEHTHOCTHOTO
MOAX0/a U C LIETBI0 POPMUPOBAHUS U Pa3BUTHS MPOGECCHOHATBHBIX HABBIKOB CTYICHTOB I10
YCMOTPEHHUIO TIPETIo/IaBaTesisi B y4eOHOM MPOIIECCEe MOTYT OBITh HCTIOJB30BAHbI B PA3JIMUHBIX
COUYETaHMSIX aKTUBHBIE M HUHTEPAKTUBHBIC (DOPMBI POBEACHUS 3aHATHIA, BKItoUYasi: JIGKIIMOHHBIE
3aasaTus. MadopmaTuzanmst 00pa3zoBaHus 00ECTICUMBACTCS C TIOMOIIBIO CPEJICTB HOBBIX
MH(OPMAILIMOHHBIX TEXHOIOTHH - DBM ¢ cooTBeTCTBYOmMUM NiepudepuitHbIM 000pyAO0BaHUEM;
CPEICTBA M YCTPONCTBA MAHUITYIMPOBAHHMSI ayAMOBU3YaTbHON HH(POPMAITUEH; CHCTEMBI
MaITuHHOMN TpaduKu, MPOrpaMMHBIE KOMITJIEKCHI (OTIepalliOHHBIE CHCTEMBI, TTAKEThI
MPUKIATHBIX Tporpamm).Jlaboparopusie 3ansaTus. Undopmarusamms oopazoBanus
obecrneunBaeTcs ¢ TOMOIIBIO CPEJCTB HOBBIX MH()OPMAIIMOHHBIX TeXHONOTHH - DBM ¢
COOTBETCTBYIOIINM TepUPEPUITHBIM 000pYI0BaHNEM; BUPTyaJbHBIE JJA0OPATOPHBIE PaOOTHI.
CamocTtosrenbHas padota. JJuctaHronHoe 00y4eHHe - MHTEPHET-TEXHOJIOTHUS, KOTOpast
obecreunBaeT CTyJACHTOB y4eOHO-METOUIECKAM MaTepraIoM, pa3MEIIeHHBIM Ha CaiTe
aKaJIeMHH, U TIPEAIoiaracT HHTEPAKTUBHOE B3aMMOICHCTBHE MEXK/TY MperoaBaTeieM 1
cryneHTamu. KoHTpoIb caMoCcTosATeIbHON paboThl. Mconp30BaHNe TECTOBBIX 3aJaHUM,
pa3MerieHHbIX B cucteme «Kocmocy, 4To mpeanonaraeT UHTEpaKTUBHOE B3aUMOICHCTBUE
MEXy MpenoaaBaTesieM U CTYACHTaMu. .

6. Coneprkanue IMCHUILIMHBI (MOAYJIs1), CTPYKTYPHUPOBAaHHOE 0 TeMaM (pa3aejiam)




PA3JIET 1
Pa3/:[en 1. 3aH_II/ITa I/IH(l)OpMaI_II/II/I B JIOKAJIBHBIX BBIYUCIIMTCIIBHBIX CCTAX

[TporpaMMHo-arnapaTHble cpecTBa odecrneyeHus: HHPOPMAIIMOHHON 0€30acCHOCTH
UHPPACTPYKTYPHI CeTH. 3alUTa aAMUHUCTPATUBHOTO HHTEp(delica aKTUBHOTO CETEBOTO
obopynoBanus Cisco. Bupryanbnsie nokanbabie ceTd (VLAN) Kak cpesicTBO 3alTUThI
uHpopmanuu. [Iporokon marucrpanbabix kaHanoB VLAN VTP (VLAN Trunk Protocol).
CrangapTHble U paclIUpPEeHHbIe CIIUCKU JocTyna. OunbTpaius Tpaduka ¢ MOMOILILI0 CTUCKOB
JocTyna

PA3JIEJI 1
Pazpmen 1. 3ammura naGoOpManuy B JOKATBHBIX BEIYUCITHTEIBHBIX CETIX
BbinosiHeHue KII

PA3JIEJI 2
Paznen 2. 3amuTa nepuMeTpa BHIYUCIUTEIIBHON CETH

Knaccudukanus mexcereBbix skpanos (MD). [Iporpammubie u anmapaTHO-IIporpaMMHbie MO.
[TpuHIHITBEI TOCTPOSHUS B (PYHKIIMOHUPOBAHUS MEKCETEBBIX IKpaHOB. OcoOeHHOCTH
MEKCETEBOI0 IKPAaHUPOBAHUS Ha pa3ianuHbIX ypoBHIX Moaenu OSI. CucreMbl 0OHApYKEHUS U
MPEAOTBPAIIEHUS KOMITBIOTEPHBIX aTak.

Ob6ecneuenue nenoctnoctd uHpopmanuu. [lonutuka AAA (Ayrentudukanus, ABTopu3anus u
Ayaur).

PA3/IEJI 2
Paznen 2. 3anmra nepumeTpa BEIYUCIUTEILHON CETH
BoinonHenue KII

PA3JIEJI 3
Pa3nen 3. 3ammra ynaneHHOro ocTymna

Texnonoruu BupTyanbHbIX yacTHbIX ceter (VPN). [Iporokonst VPN. Texnonoruu [Psec.
TyHHenbHBIN U TpaHCHOPTHBIN pexxumsbl [PSec. Acconmanus 3amutsl [PSec. [Tpotoxon IKE.
CornacoBanue kiroueit o cxeme Auddu-Xennmana.

PA3JIEJI 3
Pa3nen 3. 3ammra ynaneHHOro gocTymna
BeinosiHeHMe KII

PA3JIEJI 4
Paznen 4. Koudurypuposanue cepsepoB goctyna Cisco ASA 5500

Pexumbl padotsl cepepoB noctyna ASAS5500. Hacrpoiika NAT u PAT. Koudurypuposanue
nocryna uepe3 ASA5500 ¢ momomipto criuckoB goctyna. CepBUCHBIE TIOIUTHKU.

PA3JIEJT 4
Paznen 4. Kondurypuposanue cepsepos jocryna Cisco ASA 5500
BeinosiHeHue KII 3amura JIP

PA3AEJL 5
JOITYCK K SK3aMEHY

PA3AEJL 5
JOITYCK K SK3aMEHY



sarmmra KI1
DK3aMeH

DK3aMeH
3K3aMEH

DK3aMeH

PA3JIEJT 8
KypcoBoii nmpoexr



