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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[lenpro wm3ydeHus IUCHUTUIMHBI «OCHOBBI TTOCTPOEHUE 3aIUIIEHHBIX
KOMITBIOTEPHBIX CeTei» SBISICTCS TEOpPETHYECKass M IMPaKTHYECKas ITOATOTOBKA
00yJaromxcs K IeITeIbHOCTH, CBI3aHHOM C ITOCTPOSHHUEM 3alTUIIICHHBIX CETEBBIX
aBTOMATU3MPOBAHHBIX CUCTEM, a TaK)Ke O0yUCHHE IPHHITUIIAM B METO/IaM 3aIlUThI
nH(OpMAITUU B KOMITBIOTEPHBIX CETSIX.

3amaun JUCIUILINHEL:

- U3yYCHUE TUTIOBBIX yTPO3 OE30MaCHOCTH B KOMIIBIOTEPHBIX CETSX;

- W3y4eHHe KpuUnTorpaduyecKux W MPOTrpaMMHO-ANMAPaATHBIX METOJIOB
oOecrieueHrs MHOOPMAITMOHHONW 0€30MTACHOCTH B KOMITBIOTEPHBIX CETSIX;

- MPUOOPETEHNE HABBIKOB HACTPOMKHU 1 DKCIUTyaTaIlMH CPEJICTB 0OSCIICUCHHS
0€30ITaCHOCTH B KOMITBIOTEPHBIX CETSX;

- OBIIQJICHUE CPEICTBAMH M METOJaMU TPOCKTUPOBAHHUS M TIOCTPOCHUS
3aIUAIIEHHBIX CETEBBIX ABTOMATH3NPOBAHHBIX CUCTEM;

- OBJIAJICHUE CPEJICTBAMH M METOJAMH BBISBICHUS W HEHTpaIHd3aIiuu
MOTIBITOK HAPYIICHUS 0€301TaCHOCTH B KOMITBIOTEPHBIX CETSX.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS MO TUCHUILIIMHE (MOIYJIIO).

Ilepeuenb GopmMuUpyeMBIX pe3yJbTATOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHIIUI) B pE3yIbTaTe 00yUeHHUs 10 AUCHMILTUHE (MOIYIIO):

OIIK-10 - CnocobeH aHanMM3UpOBAaTh TEHICHIUU Pa3BUTHS METOJIOB U
CPEINCTB KpHUNTOrpapu4ecKoil 3ammThl WH(DOpPMAIMU, HCIOJIB30BaTh CPEJICTBA
Kpunrtorpaduueckod  3amuThl  WHPOPMANUKM TP PENICHWW  3a1ad
npo¢heCCUOHATIBHON JIEATEIbHOCTH;

OIIK-16 - CriocoGeH mpoBOANTh MOHUTOPHUHT pabOTOCITIOCOOHOCTH U aHAJIH?3
3¢} (PEKTUBHOCTU CPEACTB 3AIIUTHI MH(OPMAIMU B KOMIBIOTEPHBIX CHCTEMax H
CeTsX;

OIIK-17 - CriocoOeH aHamuM3upOBaTh OCHOBHBIC 3TAIbl U 3aKOHOMEPHOCTH
UCTOPUYECKOro pa3Butus Poccum, ee MecTo W pojib B KOHTEKCTE BceoOlIei
UCTOPUH, B TOM 4YHCIIC IS (POPMUPOBAHMS TPaKIaHCKOW TMO3WUIIMA W Pa3BUTHS
NaTpUOTH3MA;

IIK-7 - CnocobeH mpoBOAUTH aHAIN3 WHOOPMAIIMOHHOW 0€30MacHOCTH
00BEKTOB M CHCTEM, NMPUHUMATh Y4YacCTHE B OPTraHW3allid M COIMPOBOXKICHUU
aTTecTanuu 00bekTa MHGOpPMATH3AIMKA HA TIPEIMET COOTBETCTBUS TPEOOBAHUAM
3amuThl THOPMAIIHH;

IIK-9 - Coocoben ywacTBOBaTh B yIpaBiICHUH HWH()OpPMAIMOHHON
0€30MacCHOCThI0 KOMIBIOTEPHON CHUCTEMBI, pPa3palaThiBaTh MPEAJIOKEHHUS IO ee
COBEpIICHCTBOBAHUIO;



IIK-11 - CnocoGeH mpoBOAUTH NPOBEPKH A(HPEKTUBHOCTH M BBINOJHSITH
paboTHI MO0 BOCCTAHOBIIEHUIO PAOOTOCTIOCOOHOCTH MPOTPAMMHBIX, MPOTPAMMHO-
anmapaTHBIX ¥ TEXHUYECKUX CPENICTB, MOACUCTEM 3aITUThI HH(DOpMAIUH;

IIK-12 - Cmoco0OeH BBHINIOJHATH MOJMHBIA 00beM padoT, CBS3aHHBIX C
peanu3anueld 4acTHBIX MOJUTUK HHGOPMAIMOHHON O€30MacHOCTH, MPOBOIAUTH
MOHUTOPHUHT U aHAIU3 3()PEKTUBHOCTHU peaTnu3alui CUCTEM AU Tl HHPOPMALIUU
U JICUCTBYIONIMX MOJUTUK O€30MaCHOCTH B KOMITBIOTEPHBIX CUCTEMAX.

OO0y4eHue 1o JUCUUILIUHE (MOIYJII0) MPENOIAraeT, 4YTo MO €ro pe3yJbraraM
oOydaroruiicst Oyner:

3HaTh:

- OCHOBHBIE METO/IbI M CPEACTBA KpUNTOrpaduyecKoi 3aiuThl HHGOPMAIIIH,
UCIIOJI30BATh CPEACTBA KPUMTOTPAPUUECKOM 3a1IUTHI MH(GOPMAITUH [TPU PEIICHUH
3a/1a4y mpodeccuoHaIbHOM 1eITeNbHOCTH;

- HOPMATHUBHO-TIPABOBYIO JIOKYMEHTAIMI0 B OOJACTH HMH(POPMAIMOHHOM
0€30IacHOCTH, 3aIUTHl HH()OPMAIIUH.

- CpeCTBA 3aIUTH HHPOPMAIIUHA B KOMITBIOTEPHBIX CHCTEMAX M CETSIX;

Ymern:

- NMPUMEHATh HAa MPAKTUKE METOABI U CPEACTBA OLECHKH A()PEKTHBHOCTH
OTIEPAITMOHHBIX CUCTEM M CUCTEM YIIPaBJICHHUS 0a3aMH JTaHHBIX.

- aHAIM3UPOBATh PE3yJbTaThl OLEHKH JG(PEKTUBHOCTH pealn3aliu
NEHUCTBYIONTUX TIOJIUTHK OE30MMacHOCTH OMEPAIIMOHHBIX CHCTEM W CHCTEM
yrpaBJjieHus1 6a3aMU JIaHHBIX; JIeJaTh COOTBETCTBYIOIIUE BBIBOJIbI U CTPOUTH CBOIO
NEATEeIbHOCTh B 3aBUCUMOCTH OT JIOCTUTHYTBHIX PE3yJIbTaTOB U TOJTYUYEHHBIX
BBLIBOJIOB.

- MPUMEHSTh Ha MPAKTHUKE METOAbl U CPEACTBA KOHTPOJS KOPPEKTHOCTH
(YHKITMOHUPOBAHHUS MPOTrPAMMHO-AIIIAPATHBIX CPEACTB 3alTUThl HH(DOpMAIMHU B
KOMITBIOTEPHBIX CUCTEMAX U CETAX

Baagern:

- METOJAaMHU M CPEJCTBAMHU KOHTPOJS KOPPEKTHOCTH (PYHKITMOHHUPOBAHHMS
IIPOrPaMMHO-AINITAPATHRIX CPEJACTB 3aIlUThl HH(POpPMAIMA B KOMITBIOTEPHBIX
CUCTEMax M CETsIX.

- METOaMH aHaju3a 0€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM, B TOM YHCIIE C
WCIIOJIb30BAaHUEM METOJI0OB MOJCIUPOBAHUS, HA COOTBETCTBUE OTEUECTBEHHBIM U
3apyOeKHBIM CTaHJApTaM B 00JIACTH KOMIBIOTEPHOM 0€3011aCHOCTH.

3. O0beM TUCHUIUTUHBI (MOJTYJIS).

3.1. O6mias Tpy10€MKOCTh AUCIUTIIAHBI (MOIYJIsA).



OO6mast TPYJIOEMKOCTh AUCIUILIMHBI (Moayisi) coctaBisier 4 3.e. (144
aKaJeMHYeCKuX Jyaca(oB).

3.2. OOvem mucuuriMHbl (MOAynsi) B (OpMe KOHTAaKTHOM pabOThI
oOyJarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMu ©W  (WIM)  JIMIIAMH,
MIPUBJIEKAEMBIMH K pean3anun 00pa3oBaTeIbHON MPOTrpaMMbl Ha MHBIX YCIOBHSX,
IIPU MTPOBEICHUH YICOHBIX 3aHATHH:

KomnaecTBo gacoB

Tun y4eOHBIX 3aHTHIA
Bcero | Cemectp Ne§

KonrakTHas paboTa Ipu NpoBeleHNN yUeOHBIX 3aHATHI (BCEro): 80 80
B Tom uucne:

3aHATHSA JIEKIIHOHHOTO THIIA 32 32
3aHATHSI CEMUHAPCKOTO TUIIA 48 48

3.3. O06beM auCHUIUIMHBI (MOIyYJiA) B (OpME CaMOCTOSITENIbHOM pabOThI
oOyyJarommxcsi, a Takke B (opMe KOHTAKTHOM paboOThl OOydYaromMXcs C
nearoruaeckKuMu paboTHUKAMHU U (WIIH) JIUIIAMU, IPUBIIEKAEMBIMU K peau3aiiu
oOpa3oBaTenpHON TIpOrpaMMbl  HAa HWHBIX  YCIOBHSAX, TP IPOBEICHUU
MIPOMEKYTOYHOM aTTECTAIIMHN COCTaBIIACT 64 akaJIeMHIeCKUX Jaca (OB).

3.4. ITpu oOy4eHuH 0 MHAUBUAYAJIbHOMY YYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM 00y4YeHUH, 00BEM AUCIUIUIMHBI (MOJIYJIsI) MOXKET ObITh pealii30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHON paboThl 00yJarouXcs, a TakkKe B hopme
KOHTAaKTHOW PabOThl 00YyYaIOIIUXCSl C MEAArorMueCKUMU paOOTHUKaMU U (WIIH)
JUIIAMH, TIPUBIIEKaEMbIMH K peau3alliid 00pa30BaTeIbHON MPOTrpaMMbl HA WHBIX
YCIIOBUSIX, TP MPOBEICHNUU TPOMEXKYTOUHON aTTECTAIIHH.

4. ConeprxaHue TUCIUIIIAHBI (MOTYJIs).

4.1. 3aHATHA JEKIUOHHOT'O THUIIA.

/ TemaTuka JTEKIIMOHHBIX 3aHATUM / KPATKOE COJEPKaHNE
/T

1 |KC u ux opranuzanus / CeTeBble aTakH.
PaccmarpuBaembie BOIPOCHL:
- OcHOBHBIE MEXaHU3MBI IIPOBEJICHHS CETEBBIX aTak Ha pa3IMYHBIX ypoBHAX Mozaenn ISO/OSI.

2 |MexaHu3Mmbl peanuzanun atak B cetsix TCP/IP.
PaccMarpuBaeMble BOIIPOCHL:

- MeTonb! ckaHUPOBAHHS IOPTOB.

- MeTtobl 0OHapyKEeHUs ITaKeTHBIX CHU((HEPOB.

- Meroapl 06xoma MD.




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

MerToibl iepexBara ceTeBbIX coeanHeHuii B ceTsix TCP/IP.
PaccmarpuBaembie BOIIPOCHL:

- Texuuueckue MCEPHI 3allIUThI OT CCTCBLIX aTak.

- ATaky HamnpaBJICHHBIE Ha CETEBYIO HHPPACTPYKTYPY

[Tpumeps ceTeBbIxX atak B ceTsax TCP/IP.
PaccmarprBaeMbie BOTIPOCHI:

- Texanueckue MEPHI 3aIMUTHI OT CETEBBIX aTaK

- [Ipuny’XneHue K yCKOPEHHOH nepeaaye.

- Artaku, HanpaBJICHHBIC Ha OTKa3 B 00CITy)KHBaHUM.

- I3MeHeHne KOHPUTYpaHy M COCTOSIHHS XOCTOB.

- HpOI‘paMMHO'TCXHI/I‘{eCKI/Ie MEPHI 3allIUThI OT CETCBLIX aTaK

Kpunrorpadudeckue MeTo bl 3a1TUThl HHPOPMALIUA B KOMIIBIOTEPHBIX CETSX.
PaccmaTtpuBaeMble BOIIPOCHI:

- Kpunrorpaduueckue npotokoiisl obecredeHus: 6e30MacHOCTH.

- [IpoToko:b! ayTeHTH(HUKAINK HAa TIPUKJIAHOM YPOBHE.

- [Iporoxox Kepberos.

- [IpoToKoIBI ayTeHTH(HUKAINY HAa TPAHCIIOPTHOM ypoBHE: IpoTtokoa SSI/TLS

3amuTa BUpTyalibHbIX YacTHbIX ceTeil (VPN).

PaccmaTtpuBaeMble BOIIPOCHI:

- Ha3znaueHue, OCHOBHBIE BO3MOXKHOCTH U BapuaHThl peanusanuu VPN.

- JIOCTOMHCTBA U HEJOCTAaTKU IIpuMeHeHus VPN

- [Iporoxoxn IPSEC/ IIpotokonst AH u ESP.

- Hcnonp3oBanne nporokona L2TP g opraHu3anuy BUPTyaabHBIX YaCTHBIX CETEH.

Pa3paboTka 3aMIIEeHHBIX CETEBBIX MTPHIIOKEHUH.

PaccmarprBaeMBIe BOIIPOCHL:

- AyTtentudukauus, mudpopaHue, 00ecIeYeHNe NEeJOCTHOCTH C UCIIOIb30BaHHEM IIPOTPaAMMHOTO
uaTepdeiica SSPI.

- [Iporpammusiii uaTepdeiic Open SSI.

HpOFpaMMHO'aHHapaTHHe cpeacTBa obOecrieueHHs O€30ITACHOCTH B KOMITIBIOTCPHBIX

CCTHX.

PaccmarpuBaemble BOIPOCHL:

- CpezcTBa 3alUThl JIOKAJIBHBIX CEeTEel NPH MOAKIIOUCHUN K VIHTepHeT.
- MecTto 1 poip M3 B obecriedeHIN ceTeBOi 0€3011acHOCTH.

- OCHOBHBIE BO3MOKHOCTH M CXEMBbI pa3BepThIBaHusI MO

Mertoasi cereBoit TpaHcisiuu aapecoB (NAT).
PaccmarpuBaembie BOIIPOCHL:

- [octpoenue npaBuit GUIIBTpaLIUU.

- Peanu3anus ceTeBOM MONMMTHKK OE30MAaCHOCTH C MCITONIb30BaHneM MD.
- Metomapl 00X0/1a MEKCETEBBIX IKPAHOB

10

3amura cepBepoB U pabOYMX CTAHIIUA.

PaccmaTprBaemble BOIIPOCH:

- Cucremsl oO0HapyskeHus sropxxeHuii (COB).

- Mecto u poxe COB B o0mieii cucteme o0ecrieueHust CeTeBOI 0€30MacHOCTH.
- Knaccudukanus COB.

11

CpencTBa ¥ METO/BI IPEIOTBPAIIECHUS B OOHAPYKEHUN BTOPIKEHUI.
PaccmarpuBaembie BOIPOCHL:

- BoIsiBlIeHHE aTak HA OCHOBE CUTHATYP aTak M BbISBJICHHE aHOMAJIHH.

- AyJUT NPUKIATHBIX CIYXKO.

- CpenctBa 0OHapyKEHUS YSI3BUMOCTEH CETEBBIX CITYXkO.

- Cucremsl BUpTyaibHbIX JoBymek (Honey Pot u Paded Geet).




4.2. 3aHATUS CEMUHAPCKOTO TUNA.

JlaGopatopHbie pabOThI

/o

HaumenoBanue nabopaTopHbIX padoT / KpaTKoe cofepaHue

CpencTBa MpoBeICHUS aTak
B pesymnprare BRIIOTHEHUS Ta00paTOPHOI pabOThHI CTYICHT paccMaTpUBAaeT OCHOBHBIE HHCTPYMEHTAJIbHEIC
CpeICTBa IPOBEICHIS aTaK.

Ceru TSP/IP
B pe3yinbTate BBIMOTHEHHS Ta00PATOPHOM pabOThl CTYICHT M3ydaeT METOIBI U CPEJICTBA IEPEXBATA B
cersx TSP/IP.

MepH 3allUThI OT CETEBBLIX aTaK
B PE3yJIbTAaTC BBINIOJTHCHUSA na60paT0pH01‘/'I pa6OTBI CTYACHT pACCMATPUBACT TCXHUYICCKHUC MCPHI 3allIUThI OT
CCTCBEBIX aTakK.

VPN c ucnons3osanuem IPSEC
B pe3yinbTate BIMOIHEHHS 1a00paTOPHO#H pabOThI CTYJCHT pacCMaTPUBAeT OCOOCHHOCTU Pa3BEPTHIBAHUS
VPN c ucnons3oBanueM IPSEC.

[Tporpammusiii untepdeiic SSPI
B pesynbraTe BBINOIHEHUS 1a00paTOPHON PabOThI CTYJEHT PacCMaTPUBAET OCOOCHHOCTU OOeceYeH s
L[EJIOCTHOTO C UCTIONIb30BaHHEM IporpaMMHoro nurepgeiica SSPI

VPN 6a3oBeiMu cpeactBamu OC Linux
B pesynprarte BRIIOTHEHUS Ta00paTOPHOI pabOTHI CTYISHT MOTyYaeT HaBBIK pa3BepThiBanus VPN
6azoBbmMu cpeactBamu OC Linux ¢ ucrons3oBarnem L2TP.

[Takernsiit punsTp OC Linux iptables.
B pe3synbTare BHIIOIHEHUS IA0OPATOPHOM paboTHI CTYIEHT OTPa0ATHIBAET YMEHHUE T10 HACTPONKE K
HCIIOJIb30BaHUE BCTPOCHHOTO makeTHOTo uibprpa OC Linux iptables.

ITpokcu-cepsep SQUID
B pesynbrarte BRIOTHEHUS Ta00paTOPHOI pabOTHI CTYICHT YUUTCS HACTPOUBATH U MCIIOJIE30BATh MPOKCH-
cepsepa SQUID.

CpencrtBa 0OHapyKeHUsI BTOP>KEHHI Snort
B pe3ynbrarte BRIOTHEHUS 1a00PaTOPHOI pabOTHI CTYIEHT OTpabaTHIBACT YMEHHUE 10 HCIIOIB30BAHUIO U

HaCTpOMKe CpeCTB OOHAPY>KEHUS BTOPKEHHUH Snort.

4.3. CamocrosiTenbHas padoTa 00ydarOIuXCs.

o/

Bun camocrositensHo# paboThI

W3yueHne JONOITHUTENBHON JINTEPATYPBI.

IIoarororka k MPAKTUYCCKUM 3aHATUAM.

BrinonHenune kypcoBoid paboThI.

IToaroToBKa K MPOMEXKYTOYHOM aTTECTALMH.

gl B W N

IIoarororka k TCKYILIEMY KOHTPOJIIO.

4.4, TTpumepHbIN IEpeUeHb TeM KYPCOBBIX pabOT
1) Texnonorust SIEM u ee pyHKIIMOHANIBbHBIE BOZMOXKHOCTH. [IpenmyiiecTBa

1 HCJOCTATKH 11O CPABHCHUIO C APYTMMH PCIICHUAMMU.



2) CeTeBble MAKETHBIE PUIIBTPBI U UX PA3HOBUIHOCTH.

3) I[locpenuuku U 0COOCHHOCTH UX MIPUMEHEHUS JJIsl CETEBOU 3alUTHI.
4) Texnonorust NAT 1 BapuaHThI €€ pa3BUTHUS

5) Ceancossiii mocpeanuk SoC u crienuduka ero npuMeHEeHUs

6) lHCIEKTOpbI COCTOSIHUSI KaK MHCTPYMEHT (DUIbTpaIuu Juisi o0ecreueHus
Tpedyemoro ypoBHs Ub.

7) OoOecrniedyeHue MEKCETEBOM 3amuUTBl pecypcoB mocpenactBom UTM-
ycTpoiictB u NG firmware

8) BupryaibHble 4YacTHbIE CETM W HaAWMOOJEEe YacTO HCIOJIb3yEeMbIe
poToKOJIbl VPN

9) XapaktepucTuka u apxuTekTypa nporokosna IPsec.

10) Cucrembl OOHapy e€HUsI BTOPKEHUH CTPYKTYpPbl M IPHUHIUIIBI
MTOCTPOEHUS

11) CpaBHUTENbHBIA aHAIM3 CHCTEM OOHApPYXEHUS BTOPKEHUH H I
CeTeBOW OE30MaCHOCTH

12) DLP-cucteMbl U X BO3MOXKHOCTH. AHAJIN3 9acTo mpuMeHsieMbix DLP-
CUCTEM.

13) CereBble cKaHEpPbI YSI3BUMOCTEH, KaKk CpeACTBa aHAJIM3a 3aIIUIEHHOCTH
ceren

14) JloBymiku, Kak cpeacTBO cOopa uHGOPMAIUU O 37T0YMBIIIJICHHUKE.

15) 3amura 10KaIbHbBIX BBIYUCIUTEIbHBIX CETEN OT aTaK KAHAJIbHOTO YPOBHS

16) 3ammra undopmanuu or [IBMUH

17) OGecnieueHre ayTeHTH(PHMKAIIMKA TIOJb30BATEICH M pa3rpaHHUYCHHE
JocTyna K uHQOpMaImOHHBIM pecypcam

18) Obecneuenue 3amuThl HUHPOPMAIMOHHBIX PECYPCOB KOMIIAHUU OT
CETEBBIX aTak

19) [TocTpoenue cucrem 0€30MaCHOCTH CETEBOTO YPOBHS Ha 06a3e MpOTOKOJIa
IPSec

20) IToctpoenue orkazoyctoiuuBoit JIBC Ha 6a3e nmporokosna STP

21) 3ammra paboumx craHIUMA cetd oOT BpemoHocHoro IO w
HECAHKI[MOHUPOBAHHBIX ICHUCTBUN COTPYAHUKOB

22) 3auuTa uHGOpMaluy U KOHPUACHINMAIBHBIX JaHHBIX, IEPEJaBAEMbIX 10
e-mail

23) Cucrema obHapyxeHust Brop:kenuil RealSecure

24) YnpaBiieHHE KJI0UYaMH B BBIYUCIUTEIBHBIX CHCTEMAX

25) UHCcTpyMEHTaNIbHBIE CPEICTBA MPEAOTBPALIEHUS! CETEBBIX aTak



5. lIlepedenr wu3maHuii, KOTOpbIE PEKOMEHAYETCS MCIIOIb30BaTh MIPHU
OCBOEHUU JUCHUIUIAHBI (MOAYJIA).

Ne

n/m

bubnunorpaduueckoe onucanue MecTto gocryna

1 Nudopmarnmonnas 6€30macHOCTh U 3a1iuTa HHGOPMAIH B HTB (yu.4); HTB ($6.);
KOPIOPATHBHBIX CETAX kKeye3Hoa0poskHoro Tpancnopra B.B. | HTb (u3.1)

Skosnes, A.A. Kopuuenko OnnotromHoe nzaanne Y MK
MIIC Poccun , 2002

2 Komnerorepnsie cetu. [IpuHIMIBI, TEXHOIOTUH, IPOTOKOJIBI HTB (yu.3)
B.I'. Omuadep, H.A. Omudep ITutep , 2006

1 Crangaptel Ub. Kypc nekuuii I'anatenko B.A. UHTYUT.PY,
Wutepuer-Yuusepcuret Muadopm. Texnonoruit M. ,

2 be3zonacHocts kopniopatuBHbIX cerell busuyes T.A. CIIb,
2006

6. IlepeuyeHb COBpEMEHHBIX MNPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPbIE MOTYT HCIOJIB30BATHCS MPH
OCBOCHMH JTUCUUTUTUHBI (MOIYJIS).

Odunuaneuseiii caiit PYT (MUUT) (https://www.miit.ru/).

Hayuno-texuuueckast oudnuoreka PYT (MUUT) (http:/library.miit.ru).

O6pa3zoBarenbHas miatdopma «tOpaiit» (https://urait.ru/).

O6mme wuHPOPMAIMOHHBIE, CIPABOYHBIE M  TOUCKOBBIE  CHUCTEMBI
«Koncynbrant Ilmroc», «I'apanmy.

DIIeKTPOHHO-0MOIMOTeUHAS cucTtema W31aTeIbCTBA «JIanby»
(http://e.lanbook.com/).

DneKTpoHHO-0MOMoTeuHas cucrema ibooks.ru (http://ibooks.ru/).

/. IlepeuyeHb  JUIEH3UOHHOTO U  CBOOOJAHO  PACIPOCTPAHSIEMOTO
MpOrpaMMHOT0 OOECTeUYeHUs, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTRA,
HEO0OXOIMMOTO JIJIs1 OCBOCHMS AUCITUTIIIUHBI (MOIYJIs).

Microsoft Internet Explorer (unu apyroii 6paysep).

Microsoft Office.

Pacnpoctpansiemas cuctema BupTyanuzanuu Virtual Box.

OmnepanronHas cucteMa Linux.

CB00OOIHO pacHpoCTpaHsIEMBbIi MaKeTHBIM QUiIbTp iptables.

CBo60o1HO pacnpocTpanseMsblii mpokcu-cepep SQUID.

CBoOomno pacnpoctpansembie [1O ms opraHu3anuu BUPTYyaIbHBIX CETEH

OPEN VPN.
CBo0Oo0aHO pacnpocTpaHsemMasi cucteMa oOHapy>KeHHsI BTOpKEHUM Snort.



CB0001HO pacnpocTpaHseMblil cepBep yaaneHHoro goctyna OPENSSH.

8. Ommcanme MaTepUATBHO-TEXHUYECKOW 0a3bl, HEOOXOTUMON IS
OCYILIECTBJICHUSI 00pa30BaTEIbHOIO Mpoliecca Mo JUCIUILUIMHE (MOIYJIIO).

YyeOHble ayIUTOpUM JUIsl TPOBEACHUS YUYEOHBIX 3aHSATUN, OCHAIEHHBIC
KOMITHIOTEPHOU TEXHUKON M HabOpamMu JIEMOHCTPAITMOHHOTO 000PYT0BaHMSI.

9. ®opma MPOMEKyTOUHON aTTECTAIIH:

Kypcosas padota B 8 cemectpe.
DK3aMeH B 8 ceMecTpe.

10. OueHouHbIE MAaTEPHUAIIBI.

OrneHOYHbIE MaTepHUaIbl, TPUMEHSIEMBIE TIPU TIPOBEICHUN MPOMEKYTOUHON
aTTeCTallui, pa3padaThIBAlOTCA B COOTBETCTBUHU C JIOKAJIbHBIM HOPMATHUBHBIM
aktom PYT (MUUT).
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