MHUHHUCTEPCTBO TPAHCIIOPTA POCCUICKOM ®EJEPALIIA

OEJEPAJTBHOE 'OCYJAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIBHOE
YYPEXXJIEHUE BBICIHIEI'O OBPA3OBAHMUSA

«POCCHUUCKHNHA YHUBEPCUTET TPAHCIIOPTA»
(PYT (MUUT)

/

\_

Paboyast mporpamma JUCHUILIMHBI (MOJTYJIs),
KaK KOMIIOHEHT 00pa30BaTeIbHON IPOrpaMMbl
BBICILIErO 00PAa30BaHusl - IPOrPaMMbI CIICLIUAIUTETA
TI0 CHEHATbHOCTH
10.05.01 KommbrotepHast 6€3011acHOCTb,
yTBEpKJIeHHOMH nepBbIM npopexTopom PYT (MUUT)
TumonnnsiM B.C.

\

J

PABOYASI MPOI'PAMMA JUCHMITJIMHBI (MOJIYJIST)

OcHoBbI IMOCTPOCHMA 3aIUIINCHHBIX KOMIIBIOTECPHbBIX ceren

CrenuaabHOCTE:

Crenuanusamnus:

®opma 00yUeHUsI:

10.05.01 KommnbrotepHasi 06€301maCHOCTh

NudopmanmonHass 06e30MacHOCTb  OOBEKTOB
uHpopMaTh3zanuu Ha 0a3e KOMITBIOTEPHBIX

CHCTCM

Oynag

( PaGouast mporpaMma JUCIUIIINHEL (MOTYJIs) B BULIE )
3JIEKTPOHHOTO JIOKYMEHTa BBITPYKEHa U3 eIMHON
KOPIOPATHBHOM MH(OPMAIIMOHHOI CHCTEMBI YIIPaBJICHHS
YHHMBEPCUTETOM M COOTBETCTBYET OPUTHHAITY
- J

Ipocras nekTpoHHast NOANKUCH, BeiganHas PYT (MUNT)
ID noamucu: 2053

Jata: 01.06.2025

Hoamucan:  3aBemyrommii kKadeapoit bapanos Jleonnn ABpamoBuy




1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[lenpro wm3ydeHus IUCHUTUIMHBI «OCHOBBI TTOCTPOEHUE 3aIUIIEHHBIX
KOMITBIOTEPHBIX CeTei» SBISICTCS TEOpPETHYECKass M IMPaKTHYECKas ITOATOTOBKA
00yJaromxcs K IeITeIbHOCTH, CBI3aHHOM C ITOCTPOSHHUEM 3alTUIIICHHBIX CETEBBIX
aBTOMATU3MPOBAHHBIX CUCTEM, a TaK)Ke O0yUCHHE IPHHITUIIAM B METO/IaM 3aIlUThI
nH(OpMAITUU B KOMITBIOTEPHBIX CETSIX.

3amaun JUCIUILINHEL:

- U3yYCHUE TUTIOBBIX yTPO3 OE30MaCHOCTH B KOMIIBIOTEPHBIX CETSX;

- W3y4eHHe KpuUnTorpaduyecKux W MPOTrpaMMHO-ANMAPaATHBIX METOJIOB
oOecrieueHrs MHOOPMAITMOHHONW 0€30MTACHOCTH B KOMITBIOTEPHBIX CETSIX;

- MPUOOPETEHNE HABBIKOB HACTPOMKHU 1 DKCIUTyaTaIlMH CPEJICTB 0OSCIICUCHHS
0€30ITaCHOCTH B KOMITBIOTEPHBIX CETSX;

- OBIIQJICHUE CPEICTBAMH M METOJaMU TPOCKTUPOBAHHUS M TIOCTPOCHUS
3aIUAIIEHHBIX CETEBBIX ABTOMATH3NPOBAHHBIX CUCTEM;

- OBJIAJICHUE CPEJICTBAMH M METOJAMH BBISBICHUS W HEHTpaIHd3aIiuu
MOTIBITOK HAPYIICHUS 0€301TaCHOCTH B KOMITBIOTEPHBIX CETSX.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS MO TUCHUILIIMHE (MOIYJIIO).

Ilepeuenb GopmMuUpyeMBIX pe3yJbTATOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHIIUI) B pE3yIbTaTe 00yUeHHUs 10 AUCHMILTUHE (MOIYIIO):

OIIK-10 - CnocobeH aHanMM3UpOBAaTh TEHICHIUU Pa3BUTHS METOJIOB U
CPEINCTB KpHUNTOrpapu4ecKoil 3ammThl WH(DOpPMAIMU, HCIOJIB30BaTh CPEJICTBA
Kpunrtorpaduueckod  3amuThl  WHPOPMANUKM TP PENICHWW  3a1ad
npo¢heCCUOHATIBHON JIEATEIbHOCTH;

OIIK-16 - CriocoGeH mpoBOANTh MOHUTOPHUHT pabOTOCITIOCOOHOCTH U aHAJIH?3
3¢} (PEKTUBHOCTU CPEACTB 3AIIUTHI MH(OPMAIMU B KOMIBIOTEPHBIX CHCTEMax H
CeTsX;

OIIK-17 - CriocoOeH aHamuM3upOBaTh OCHOBHBIC 3TAIbl U 3aKOHOMEPHOCTH
UCTOPUYECKOro pa3Butus Poccum, ee MecTo W pojib B KOHTEKCTE BceoOlIei
UCTOPUH, B TOM 4YHCIIC IS (POPMUPOBAHMS TPaKIaHCKOW TMO3WUIIMA W Pa3BUTHS
NaTpUOTH3MA;

IIK-7 - CnocobeH mpoBOAUTH aHAIN3 WHOOPMAIIMOHHOW 0€30MacHOCTH
00BEKTOB M CHCTEM, NMPUHUMATh Y4YacCTHE B OPTraHW3allid M COIMPOBOXKICHUU
aTTecTanuu 00bekTa MHGOpPMATH3AIMKA HA TIPEIMET COOTBETCTBUS TPEOOBAHUAM
3amuThl THOPMAIIHH;

IIK-9 - Coocoben ywacTBOBaTh B yIpaBiICHUH HWH()OpPMAIMOHHON
0€30MacCHOCThI0 KOMIBIOTEPHON CHUCTEMBI, pPa3palaThiBaTh MPEAJIOKEHHUS IO ee
COBEpIICHCTBOBAHUIO;



IIK-11 - CnocoGeH mpoBOAUTH NPOBEPKH A(HPEKTUBHOCTH M BBINOJHSITH
paboTHI MO0 BOCCTAHOBIIEHUIO PAOOTOCTIOCOOHOCTH MPOTPAMMHBIX, MPOTPAMMHO-
anmapaTHBIX ¥ TEXHUYECKUX CPENICTB, MOACUCTEM 3aITUThI HH(DOpMAIUH;

IIK-12 - Cmoco0OeH BBHINIOJHATH MOJMHBIA 00beM padoT, CBS3aHHBIX C
peanu3anueld 4acTHBIX MOJUTUK HHGOPMAIMOHHON O€30MacHOCTH, MPOBOIAUTH
MOHUTOPHUHT U aHAIU3 3()PEKTUBHOCTHU peaTnu3alui CUCTEM AU Tl HHPOPMALIUU
U JICUCTBYIONIMX MOJUTUK O€30MaCHOCTH B KOMITBIOTEPHBIX CUCTEMAX.

OO0y4eHue 1o JUCUUILIUHE (MOIYJII0) MPENOIAraeT, 4YTo MO €ro pe3yJbraraM
oOydaroruiicst Oyner:

3HaTh:

- CoBpeMEHHbIE TEHJICHUUU pPa3BUTUS KPUNTOTrpaPUUECKUX METOJIOB U
CPEIICTB, MPUMEHSEMBIX JIJISl 3aIUTH HHPOPMAILIUU B KOMITBIOTEPHBIX CETSX.

- Meronuku MOHHUTOPUHra pPabOTOCHOCOOHOCTH M KPUTEPUH OLEHKU
3¢ (HEKTUBHOCTHU CPEACTB 3aIIUTHI UH(POPMALIMK B KOMITBIOTEPHBIX CETSIX.

- OcHOBHBIE DJTambl HCTOPUYECKOro pa3zButuss Poccum wu  poib
MH(})OpMaMOHHOW 0€30MaCHOCTH B 00ECIIEYEHNU HAIMOHAJIBHBIX HHTEPECOB.

- HopMaTuBHO-TIpaBOBYIO JOKYMEHTAIMI0 B 00JacTH HHPOPMALMOHHOM
0€30MacCHOCTH,  PEIVIAMEHTUPYIOLIYI0  MOPSIOK  aTTecTallud  OOBEKTOB
uH(pOpMaTU3ALIUN.

- OcCHOBHBIE TPUHLUIIBI yHpaBiIeHUS HHPOPMALMOHHOW 0€30MacHOCTHIO
KOMIBIOTEPHBIX CHUCTEM W  METOAbl OLEHKU H(P(PEKTUBHOCTH  MOJIUTUK
0€30MacHOCTH.

- TunoBble HEHCHPABHOCTH U YA3BUMOCTH IMPOTPAMMHBIX, MPOTrPaMMHO-
anmnapaTHbIX CPEJCTB U MOJACUCTEM 3aIUThl HH(OPMAIIH B CETSIX.

- Mertoapl U cpeicTBa peanu3aldy YaCTHBIX MOJUTUK HMH(DOPMAIMOHHOU
0e30macHOCTH, a TakKe METONUKH aHanu3a 3(P(OEKTUBHOCTH CHUCTEM 3allUTHI
uH(pOpMAITUU B KOMITBIOTEPHBIX CHCTEMAX.

Ymern:

- Ucnionb30BaTh cpeacTBa KpunTorpaguueckoit 3amutsl nuapopmanuu (VPN,
[PSec, SSL/TLS) mnpu pemeHun 3agad  obOecnedeHus  OE30MaCHOCTH
KOMIIBIOTEPHBIX CETEM.

- IlpoBoAUTH MOHUTOPHUHI COOBITHMI O€30MACHOCTH MW AaHAIU3UPOBATH
3¢ PeKTUBHOCTH (HDYHKIIMOHUPOBAHUS CPEICTB 3AIUTHI B KOMITBIOTEPHBIX CETSX.

- AHaNM3UPOBATh UCTOPUUYECKUE MPOIIECCH] U UX BIUSHUE HAa (POPMUPOBAHUE
COBPEMEHHBIX TPEOOBAaHUH K 3aIUTE UHPOPMAITUH.

- IIpoBoauTh aHanu3 MHMGOPMAIMOHHONW O€30MACHOCTH OOBEKTOB U CHCTEM
JUTSl IOJTOTOBKH K TIPOLIEYPE aTTECTAIUH.



- Pa3zpabaTpiBaTh TPEIIOKEHHS] 1O COBEPIICHCTBOBAHUIO CHCTEMBI
yrpasieHus HHHOPMAIMOHHON 0€30TaCHOCThIO KOMITBIOTEPHON CUCTEMBI.

- BumonHsaTe paboOThI MO BOCCTAHOBJICHHIO PaOOTOCIIOCOOHOCTH CPEICTB
3amuThl HHGopManmu (MexceTeBbIX 3kpanoB, COB, VPN-mo30B) mocie cOoes.

- Peann3oBbIBaTh YacTHBIC MOJIUTUKH WHPOPMAIMOHHONW O€30MacHOCTH U
NPOBOJAUTh MOHHUTOPUHT A(H()EKTHBHOCTH ACHCTBYIOIIMX CHCTEM 3alllUThl B
KOMITBIOTEPHBIX CHCTEMaX.

Baaners:

- HaBpikamMu mnpuMEHEHHsS] KpUNTOTrpaQHUUECKUX MPOTOKOJOB IS
OpraHu3alMH 3alIHMIIEHHOIO CETEBOI0 B3aUMOICHCTBUS.

- HWHcTpyMeHTaNbHBIMH ~ CpPEeICTBAMU  MOHUTOpUHTA 3P HEeKTUBHOCTH
IITATHBIX U TONOJHUTEIBHBIX CPEACTB 3aLIUThI KOMIIBIOTEPHBIX CETEM.

- HaBblkamu popmupoBaHUS I'pa)kIaHCKOM MO3UIMM MPU PELICHUM 337a4
obecrieueHHst O€30MaCHOCTH B IPO(ECCHOHAIBHOM cpefe.

- MeronamMun aHanu3za MHQOPMALMOHHOW  OE30MaCHOCTH  OOBEKTOB
MH(}OpMaTU3ALMK HA IPEIMET COOTBETCTBHS TPEOOBAHUSAM 3alIUThI MH(OPMAIUH.

- Meronamu oueHkH 3()(PEeKTUBHOCTH IEUCTBYIOIIMNX MOJUTUK O€30aCHOCTH
Y yNpaBlIeHUs HHPOPMALMOHHON 0€30MaCHOCTHI0O KOMITIBIOTEPHOU CUCTEMBI.

- HaBbikamMu TecTHpoOBaHUS U MPOBEPKU PabOTOCIIOCOOHOCTH MPOTPaMMHO-
anmnapaTHbIX CPEACTB 3alIUTh UH(POPMALIMH B CETSX.

- MerogamMu U cpeiacTBaMHM MOHUTOpPHHra M aHanuza 3((EeKTUBHOCTH
pealln3alyy CUCTEM 3aIIUThl UH(POPMALIUY B KOMITBIOTEPHBIX CUCTEMAX.

3. O0beM TUCHUTUIUHBI (MOITYJIs).
3.1. O6mias TpyA0eMKOCTb JTUCIHUILUIMHBI (MOTYJIS ).

OO6mast TPYJIOEMKOCTh AUCIHUILIMHBI (Moayisi) coctaBisier 4 3.e. (144
aKaJeMHYeCKuX Jaca(oB).

3.2. O06bem guciuIUIMHBL (MOAYJsi) B (opMe KOHTAKTHOM pabOThI
oOydJarommxcss ¢ MEJarorTMYecCKUMH  padOTHUKaAMU W (WIKM)  JIHUIAMH,
MPUBJICKAEMBIMHU K peau3aiii 00pa3oBaTeIbHON MPOTpaMMbl Ha HHBIX YCIOBHUSX,
P MIPOBEJICHUYN YUE€OHBIX 3aHITHI:

KonuuectBo yacos

Tun y4eOHBIX 3aHATHIA
Bcero | Cemectp Ne8

KonrakTHas paboTa Ipu npoBeIeHHH yueOHBIX 3aHsATHil (BCero): 80 80

B tom uucie:

3aHATHSA JIEKITMOHHOTO THITA 32 32

3aHATUS CEMUHAPCKOTO THIA 48 48




3.3. Obbem aucHMIUIMHBI (MOAYJsi) B (opMe caMOCTOATENIbHOU pPabOThI
oOydJarormuxcsi, a Takke B (opmMe KOHTAKTHOW pabOThl OOyYarommMXCs C
Mearorn4ecKuMU pPabOTHUKAMHU U (WJIH) JTUI[AMU, TIPUBJICKAEMBIMH K peaTU3aIliH
oOpa3oBaTeNnpHON TpPOrpaMMbl  HA HWHBIX  YCIOBHUSAX, TIPH  MPOBEICHUU
IPOMEKYTOUHOM aTTECTAIIMH COCTABIIACT 64 aKkaJeMHIECKUX Jaca (OB).

3.4. ITpu oOy4eHnu o UHAUBUAYATLHOMY Y4€OHOMY ILJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM O0Y4YE€HHH, 00BEeM JTHUCHHUILUIMHBI (MOJYJIsI) MOXKET OBITh peaIn30BaH
MOJIHOCTBIO B (POpPME CaMOCTOSITENFHOM pabOThl 00YUAIOUINXCS, a TAaKXKe B opme
KOHTaKTHOM pabOThl 00Yy4YaIOUIUXCSl C MEJAarornyeCKuMU pabOTHUKaMU U (UJIN)
JUIAMH, TIPUBJIEKaEMbIMH K peau3allii 00pa30BaTeIbHON MpOrpaMMbl Ha MHBIX
YCJIOBUSIX, TIPH MPOBEACHUH MPOMEKYTOUYHOM aTTeCTallUU.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a"HATHA TEKIIMOHHOTO THUIIA.

/ TemaTnka JEKIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC
/11

1 |KC u ux opranuszanus / CeTeBbIe aTaky.
PaccmaTprBaemble BOTIPOCHI:
- OCHOBHBIC MEXaHU3MBI IIPOBEICHHS CETEBBIX aTak Ha pa3IMYHBIX ypoBHAX Moxemn ISO/OSI.

2 |MexaHu3mbl peanuzanun atak B cetsix TCP/IP.
PaccMaTprBaeMble BOTIPOCHI:

- MCTOI[LI CKaHUPOBaHUSA TTOPTOB.

- Metoapl 0OHapyKEeHHS TAKETHBIX CHUPHEPOB.

- Metozs! o6xoma MD.

3 |Meronbl nepexBara ceTeBbIx coequHeHuit B cetsix TCP/IP.
PaCCManI/IBaeMHe BOIPOCHI:

- Texanueckue MCEPHI 3alIUThI OT CCTCBLIX ATaK.

- ATaku HaIllpaBIICHHBIC HA CETEBYIO HHPPACTPYKTYPY

4  |[Ipumeps! cereBbix aTak B ceTsix TCP/IP.
PaccmarpuBaembie BOIPOCHL:

- Texuuueckue MCEPHI 3allIUThI OT CETCBBIX aTaK

- [IpuHy>x1€HKEe K YCKOPEHHOH nepenaye.

- ATaKI/I, HanpasJICHHBIC HA OTKa3 B O6CJ'ly)KI/IBaHI/II/I.

- I3aMeHeHne KOHPUTYpauy M COCTOSIHHS XOCTOB.

- [IporpaMMHO-TEXHUYECKHE MEPHI 3AIIUTHI OT CETEBBIX aTak

5 |Kpunrorpaduueckne MeTo bl 3aIMTHl HH(OOPMALIMK B KOMIIBIOTEPHBIX CETAX.
PaCCMa’IpI/IBaGMI)IC BOIPOCHI:

- Kpunrrorpaduueckue npoTokoisl obecredeHus: 0e301acHOCTH.

- [IpoToxoss! ayTeHTHQHUKAINY HA IPUKIIAHOM YPOBHE.

- [Iporoxox Kepberos.

- [IpoToxosbel ayTeHTH)HUKAINY HAa TPAHCIIOPTHOM ypoBHE: TpoTokoa SSI/TLS

6 |3ammra BUpTyanbHbIX YacTHBIX ceTeld (VPN).
PaCCManI/IBaCMLIC BOIPOCHI:




TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE
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- Ha3znaueHue, OCHOBHBIE BO3MOXXHOCTH U BapuaHThl peanu3zauud VPN.
- JIOCTOMHCTBA U HEJOCTAaTKU ITpuMeHeHus VPN
- [Iporoxoxn IPSEC/ IIpotokonst AH u ESP.
- Ucnonp3oBanue nporokona L2TP nis opranu3anuy BUPTyalbHBIX YaCTHBIX CETEH.
7 |Pa3paboTka 3alTUIIIEHHBIX CETEBBIX MPUIOKECHUM.

PaccmarpuBaeMbIe BOIIPOCHL:

- Ayrentudukauus, mudposaHue, 00ecIeYeHHe HETOCTHOCTH C HCIIOIb30BaHHEM IPOrPAMMHOTO
uaTepdeiica SSPI.

- [Iporpammustit naTepdeiic Open SSI.

8 HpOIpaMMHO'aHHapaTHBIe CpeacTBa obecneuennst 6€30IaCHOCTH B KOMITBIOTCPHBIX
CCTHX.
PaccmarpuBaembie BOIIPOCHL:
- CpezcTBa 3aIUTHI JIOKAJIBHBIX CeTeH MpH NOJKMoueHUH K HTepHeT.
- Mecro u posib M3 B obecrieueHnH ceTeBoil 6€30I1aCHOCTH.
- OCHOBHBIE BO3MOXXHOCTH U CXEMBI pa3BepThIBaHusI MD
9 |Meronusl ceTeBoit Tpancsmun aapecoB (NAT).
PaccmarpuBaeMbIe BOIIPOCHL:
- [TocTpoeHue mpaBuII GUIBTPALUH.
- Peanusanus ceTeBoil NONUTHKM 0€30MAaCHOCTH € HCIOIb30BaHuEM MDO.
- Metozap! 06x0/1a MEKCETEBBIX IKPAHOB
10 |3amuTa cepBepoB U pabOUYUX CTAHIUI.
PaccmaTtpuBaeMble BOIIPOCHI:
- Cucremsl oOHapyxerns BTopxkeHuit (COB).
- Mecto u poxe COB B o0mieii cucteme o0ecTiedeHns CEeTeBOI OE30MaCHOCTH.
- Kimaccudukamnus COB.
11 |CpencrtBa u METOBI IPENOTBPALLEHUS B OOHAPYKEHUH BTOP>KEHUH.
PaccmarpuBaembie BOIPOCHL:
- BrisiBIeHHE aTak HA OCHOBE CUTHATYp aTaK U BBISABJICHUC aHOMAJTHIA.
- AyauT IPUKIATHBIX CITYXKO.
- CpencrtBa oOHAPYKEHHS YI3BUMOCTEH CETEBBIX CITYXkKO.
- Cucrembl BUpTyalibHbIX JoByiek (Honey Pot u Paded Geet).
4.2. 3aHATHS CEMUHAPCKOTO THUIIA.
JlabopaTopHbie paboThI
Ne
e HanmenoBanue nabopaTtopHbix paboT / KpaTKoe coliepKaHue
1 |CpencrBa nmpoBeaeHUs aTak
B pesynbTaTe BBIIOTHEHHS 1a00PAaTOPHON pabOThI CTYJCHT PaCCMAaTPUBAET OCHOBHBIC HHCTPYMEHTAIbHbIC
CpencTBa NPOBENICHHUs aTak.
2 |Ceru TSP/IP
B pesynbrare BeIMOTHEHHS Ta00PATOPHOH pabOThI CTYACHT U3y4aeT METOJIBI U CPEJICTBA TIepexBaTa B
cetsx TSP/IP.
3 |Mepsl 3a0TUTHI OT CETEBBIX aTaK

B PE3yJbTAaTC BBINIOJIHCHUSA na6opaTopH017I pa6OTLI CTYACHT paCCMATPUBACT TEXHUYICCKUEC MEPHI 3alUTHI OT

CCTCBLBIX aTak.




HaunmenoBanue 1a60paTopHBIX paboT / KpaTKoe copepikaHue

4 |VPN c ucnonpzoBauueMm [PSEC

B pe3ynbTate BRINOIHEHUS Ta00OPaTOPHOI pabOTHI CTYJICHT pacCMaTpUBAET OCOOCHHOCTH Pa3BePTHIBAHUS
VPN c¢ ncnoas3oBanueM IPSEC.

5 |[Iporpammusiii nuaTepderic SSPI
B pesyibTaTe BHIOIHEHHUS 1a00PaTOPHOIT pabOTHI CTYICHT PacCMATPUBACT OCOOCHHOCTH 00ECIICYEHNUS
IIEJIOCTHOTO C MCIOJIB30BaHNEM IIporpaMMHoOro uHTepdeiica SSPI

6 |VPN 6a3oBbimu cpeactamu OC Linux
B pesymnbrarte BRIIOTHEHHUS 1a00paTOPHOI pabOTHI CTYIEHT MOJyYaeT HaBBIK pa3BepThiBaHUSI VPN
6azoBbmMu cpeacteamu OC Linux ¢ ucrons3oBarnem L2TP.

7 |[Takernbrit puasTp OC Linux iptables.
B pesynbTaTe BhIIOIHEHUS 1a00PAaTOPHOU padOTHI CTyJEHT 0TpabaThIBaeT yMEHUE [0 HACTPOUKE U
UCIIOJIb30BaHKe BcTpoeHHoro naketHoro guibrpa OC Linux iptables.

8 |IIpokcu-cepsep SQUID
B pe3ynbrarte BRIIOTHEHUS Ta00paTOPHOI pabOTHI CTYICHT YUNUTCS HACTPOUBATH U MCIIONIE30BATh MIPOKCH-
cepsepa SQUID.

9 |CpenctBa 0OHapY>KEHUSI BTOPKEHHUH Snort
B pesynbraTe BhINONHEHHUS J1TAOOPATOPHOIT pabOTHI CTYAEHT OTPadaThIBAET YMEHHUE 110 UCTIOIb30BAHUIO U
HACTpPOWKe CPeCTB OOHAPYKEHUsI BTOP)KEHHUI Snort.

4.3. CamocrosiTenbHas padoTa 00ydaroImmxCs.

No .
Bun camocTosiTennsHOM paboThI

/1

1 |U3yudeHue MOMOTHUTEIBHOM JIUTEPATYPHI.

2 |IlogroroBka K J1aOOpaTOpHBIM paboTaM.

3 | BemonHeHne KypcoBoi paboTHI.

4 | IloarotoBka K MpOMEKYTOYHOW aTTECTALIUU.

5 | IloaroroBka K TeKyILIeMy KOHTPOJIO.

4.4. ITpumepHbIN IEpeUeHb TEM KYPCOBBIX pabOT

1) Texunonorust SIEM u ee pyHKIMOHAIBHBIC BO3MOXHOCTH. [IpenmymecTBa
Y HEJIOCTATKH MO CPABHEHUIO C IPYTUMHU PELIEHUSAMM.

2) CeTeBble MAKETHBIE PUIIBTPBI U UX PA3HOBUIHOCTH.

3) [MocpenHUKK U OCOOCHHOCTH UX IPUMEHEHHUSI ISl CETCBOM 3all[UTHI.
4) Texnonorust NAT u BapuaHThI €€ pa3BUTHUSA
5) Ceancobiit mocpenuuk SoC u cnienudpuka ero MpuMEeHESHUS

6) lHCIeKTOpbI COCTOSIHUS KaK MHCTPYMEHT (DUIbTpaIuu Juisi o0ecreyeHus
Tpebyemoro ypoBusa Ub.

7) OOecrieueHrne MEXKCETEBOW 3amlMThl pecypcoB mocpeactBom UTM-
yctporictB u NG firmware



8) BupryaibHble 4YacTHbIE CE€TM W HamOOJee YacTO HCIOJIb3yeMble
poTokossl VPN
9) XapakTepucrtrka u apXutTektypa nporokosna IPsec.

10) Cucrtembl 0OHapy>KE€HUS BTOPKEHUI CTPYKTYpbl M TNPUHIUIIBI
OCTPOEHUS

11) CpaBHUTENbHBIA aHAIM3 CHCTEM OOHApPYXEHUS BTOPKEHUH H I
ceTeBoil 0e3omacHoCcTH

12) DLP-cucteMsl U UX BO3MOKHOCTH. AHAJIN3 9acTo mpuMeHsieMbix DLP-
CUCTEM.

13) CeteBble ckaHephl YSA3BUMOCTEH, KaK CPEJCTBA aHAN3a 3AIUIIEHHOCTH
ceren

14) JloByuiku, Kak cpencTBo cOopa nH(GOPMaLUU O 3T0YMBIIIJICHHUKE.

15) 3ammTa 10KaNbHBIX BBIYUCIUTENBHBIX CETEN OT aTaK KaHAIBHOTO YPOBHS
16) 3amura undopmaruu ot [IDMUH

17) OOecnieueHre ayTeHTU(HUKALMK TMOJB30BATENE M pa3rpaHUUYECHUE
J0CTyna K MHQOPMAIIMOHHBIM pecypcam

18) OGecneuenue 3amuThl HHOOPMALMOHHBIX PECYPCOB KOMIIAHUU OT
CETEBBIX aTaKk

19) Iloctpoenue crctem 0€30MaCHOCTH CETEBOTO YPOBHS Ha 0a3e MPOTOKOJIA
IPSec

20) IToctpoenue otkazoycroiunBoil JIBC Ha 6a3e nporokona STP

21) 3ammra paboumx craHiUHA cetd oT BpemoHocHoro IO w
HECAHKI[MOHUPOBAHHBIX JICUCTBUN COTPYIHUKOB

22) 3amntuTa uHGopMaiuy 1 KOHPUICHIINAIBHBIX JAHHBIX, IIEPEaBaEMbIX 10
e-mail

23) Cucrema oOHapyxeHus BTopskeHuit RealSecure

24) YupaBiieHHE KI0UYaMH B BBIYUCIUTEIBHBIX CHCTEMAX

25) UHcTpyMeHTaNbHBIE CPEICTBA IPEAOTBPAILICHUS CETEBBIX aTaK

5. llepeueHb wu3AaHUI, KOTOPHIE PEKOMEHIYETCS WCHOJIb30BaTh IIPH

OCBOEHUU JUCUUILIAHBI (MOAYJIA).
Ne

/1

bubnnorpaduueckoe onucanue Mecro nocryna

1 Komnsrorepnsie cetn Pakutun P. 1O,
Mockaneako E. B. Yue6roe mocobne https://reader.lanbook.com/book/139182
AnTaiicKuil rocyJapCTBEHHBIN

nearornyeckuii yuusepcurer, - 340 c. - ISBN
978-5-.88210-942-3 , 2019




2 CereBble Texnonoru Bacun H.H. YueOnuk https://reader.lanbook.com/book/223364#2
Cawmapa, [II'VIIH, - 265 c. , 2019

6. IlepeuyeHb COBpPEMEHHBIX MPO(PECCHOHANBHBIX 0a3 JaHHBIX |
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIIOJIb30BAThCS IIPH
OCBOCHUU JUCHUIUIUHBI (MOIYJIA).

Odunuaneueiii caiit PYT (MUUAT) (https://www.miit.ru/).

Hayuno-texandeckas 6unbmuorexka PYT (MUUT) (http:/library.miit.ru).

Oo6pazoBatenbHas miatopma «kOpaitt» (https://urait.ru/).

OOmue WHPOPMAIIMOHHBIC, CIPABOYHBIC W  IOWCKOBBIC  CHCTEMBI
«Koncynprant [Tmroc», «["apanTy.

DIEKTPOHHO-OMOIMOTeUHAS cucrTema U371aTeIIbCTBA «JIaHB»
(http://e.lanbook.com/).

DneKTpoHHO-0MOmoTeuHas cucrema ibooks.ru (http://ibooks.ru/).

7. IlepedyeHb  JHUIIEH3MOHHOTO U  CBOOOJHO  PacHpOCTPAHSIEMOTO
MpOrpaMMHOr0 oOecredyeHus, B TOM 4YHUCIE OTEUYECTBEHHOIO MPOU3BOJCTBA,
HEO0OXOIMMOTrO /I OCBOCHUS AUCITUTLIIUHBI (MOYJIs).

Microsoft Internet Explorer (wiu apyroii 6pay3sep).

Microsoft Office.

Pacnpoctpansemas cuctema BupTyanuzanuu Virtual Box.

OmnepanuonHas cuctema Linux.

CB0OOOIHO pacpoCTpaHsIEMbIi MaKeTHBIN GuIIbTp iptables.

CBoOomHO pacnpocTpansiemsiil mpokcu-cepsep SQUID.

CpoOonno pacnpoctpansembie [1O s opraHu3anuy BUPTyaJbHBIX CETEH
OPEN VPN.

CBoOomHO pacnpocTpaHsiemMasi cucteMa 0OHapy>KeHHsI BTOpKEHUM Snort.

CB0001HO pacTpocTpaHsieMblil cepBep yaaneHHoro noctyna OPENSSH.

8. OmnucaHue MaTepuaJIbHO-TEXHUYECKOM 0a3bl, HEOOXOAUMOM it
OCYIIIECTBJICHUSI 00pa30BaTEILHOTO MPOIecca MO AUCIUTUTHHE (MOIYIIIO).

YueOHble ayIUTOpUU Ui TPOBEACHUS YYEOHBIX 3aHSITHH, OCHAIIICHHBIC
KOMITHIOTEPHON TEXHUKOW 1 HaOOpaMu IEMOHCTPAIIMOHHOTO 000PYI0BaHMUSI.

9. ®opMa NpoMeKyTOUHOU aTTECTAIUU:

KypcoBas pabota B 8 cemectpe.
DK3aMeH B 8 cemecTpe.



10. OueHouHble MaTEpHUAIBI.

OreHOYHBIE MaTepUANIbl, TPUMEHSIEMBIE TIPU MTPOBEACHUH TPOMEKYTOUHOM
aTTecTanuu, pa3pabaThIBalOTCS B COOTBETCTBUU C JIOKAJIBHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTOpBI:

npodeccop, mpodeccop, 1.H. kKadheaps
«YTpaBieHUE U 3alUTa
uHpopMaIm

CoracoBaHo:

3aBenyrommii kadeapont Yu3n

[Ipencenarens yueOHO-METOUUECKOM
KOMHUCCHU

M. KienoB

JILA. bapaHos

C.B. Bonoaun



