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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[lenpro wm3ydeHus IUCHUTUIMHBI «OCHOBBI TTOCTPOEHUE 3aIUIIEHHBIX
KOMITBIOTEPHBIX CeTel» SIBIISCTCS TEOPETHYECKas M IMpaKTHYecKas ITOArOTOBKA
00yJaronmxcst K IeSITeIbHOCTH, CBSI3aHHOM C IIOCTPOCHUEM 3alTUIIICHHBIX CETEBBIX
aBTOMATU3MPOBAHHBIX CUCTEM, a TaK)Ke O0yUCHHE IPHHITUIIAM B METO/IaM 3aIlUThI
nH(OpMAITUU B KOMITBIOTEPHBIX CETSIX.

3amaun JUCIUILINHEL:

- U3yYCHUE TUTIOBBIX yTPO3 OE30MaCHOCTH B KOMIIBIOTEPHBIX CETSX;

- W3y4eHHe KpuUnTorpaduyecKux W MPOTrpaMMHO-ANMAPaATHBIX METOJIOB
oOecrieueHrs MHOOPMAITMOHHONW 0€30MTACHOCTH B KOMITBIOTEPHBIX CETSIX;

- IPUOOPETEHNE HABBIKOB HACTPOMKHU U IKCILTyaTallMH CPEJICTB 00ECIICUCHUS
0€30ITaCHOCTH B KOMITBIOTEPHBIX CETSX;

- OBIIQJICHUE CPEICTBAMH M METOJaMU TPOCKTUPOBAHHUS M TIOCTPOCHUS
3aIUAIIEHHBIX CETEBBIX ABTOMATH3NPOBAHHBIX CUCTEM;

- OBJIAJICHUE CPEJICTBAMH M METOJAMH BBISBICHUS W HEHTpaIHd3aIiuu
MOTBITOK HAPYIICHUS 0€30ITaCHOCTH B KOMITBIOTEPHBIX CETSX.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS MO TUCHUILIIMHE (MOIYJIIO).

Ilepeuenb GopmMuUpyeMBIX pe3yJbTATOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHIIUI) B pE3yIbTaTe 00yUeHHUs 10 AUCHMILTUHE (MOIYIIO):

OIIK-3 - CrmocobeH Ha OCHOBaHMM COBOKYITHOCTH MAaT€MaTHYECKHUX
METO/IOB, (PU3MUYECKHX 3aKOHOB M MoOjelNiel pa3pabaThiBaTh, 0OOCHOBBIBATH U
pea30BBIBATH MPOIIEAYPHI pelieHH s 3a1a4 MpodeCCHOHATBHON AeSITETbHOCTH;

OIIK-6 - CmocoOeH TPUMEHATh METOABI HAYYHBIX HCCIEAOBAHUU MPH
MPOBEJICHUH Ppa3pabOTOK B 00acTH o0ecrneueHus: 6€30MaCHOCTH KOMIBIOTEPHBIX
CUCTEM U CETEM.

OO0yueHnue 1Mo JUCIUIUTHHE (MOTYJII0 ) IPEIOIaraeT, 4YTo 1Mo ero pe3yJIbTaraM
oOyyarommiicst Oyier:

3HaTh:

- CoBpeMEHHBIC TEHIEHIIMN Pa3BUTHS KPHUNTOTPA(PUUIECKUX METOJIOB H
CPEIICTB, MPUMEHSEMBIX JIJIS 3alIUTH HHPOPMAIIUHA B KOMITBIOTEPHBIX CETSX.

- MeTogukun MOHHUTOPHHTa pPabOTOCTIOCOOHOCTH W KPHTEPUU OICHKU
3¢ (PEKTUBHOCTH CPENICTB 3aUTHI HHOOPMAITUU B KOMITBIOTEPHBIX CETSIX.

- OcHOBHBIE OJTambl HCTOpUYECKOTOo pa3BuTus Poccum wu  ponb
nH(pOPMAITMOHHOM 6€30I1aCHOCTH B 00SCIICUCHNH HAITMOHAIBLHBIX HHTEPECOB.



- HopmaTuBHO-TIpaBOBYIO JOKYMEHTAIMIO B 00JIaCTH HH(POPMAITMOHHOM
0e30macHOCTH,  PETJIAaMCHTHUPYIONIYI0  TIOPSAIOK  aTTecTalid  OOBEKTOB
uH(pOpMaTU3ALINN.

- OCHOBHBIC TPHUHIMIBI yHPABICHUS HHPOPMAIMOHHOW 0€30MaCHOCTHIO
KOMITBIOTEPHBIX CHCTEM M METOABl OICHKH A((PEKTUBHOCTH  TOJUTHUK
0€e30MacHOCTH.

- TunoBble HEHCNPABHOCTH M YSA3BUMOCTH IPOTPAMMHBIX, MPOTrPaMMHO-
anmapaTHBIX CPEJICTB U MOJICHCTEM 3allUThl HH()OPMAIMHU B CETSX.

- MeTtoapl U CpeicTBa peanmu3alliid YacTHBIX TMOJUTHUK HWH()OPMAIMOHHON
0e30macHOCTH, a TakK)Ke METONWKH aHamu3a 3(G(OEKTUBHOCTH CHUCTEM 3allUTHI
nH(OpMAITUU B KOMITBIOTEPHBIX CHCTEMaX.

Ymern:

- Ucnionb3oBaTh cpeaicTBa KpunTorpaguieckoit samutsl uHGopmaruu (VPN,
IPSec, SSL/TLS) mnpu pemeHun 3amad  oOecmedeHus  OE30MacCHOCTH
KOMITBIOTEPHBIX CETEH.

- IlpoBoAUTH MOHUTOPHUHI COOBITHI O€30MACHOCTH M AaHAIU3UPOBATH
3 PeKTUBHOCTD PYHKIIMOHUPOBAHUS CPEACTB 3AIIUTHI B KOMIIBIOTEPHBIX CETSIX.

- AHaNM3UPOBATh UCTOPUUYECKUE MPOLIECCHI U UX BIMSHUE HA (POPMUPOBAHUE
COBPEMEHHBIX TPeOOBaHUH K 3aIIUTE UHPOPMAIIUU.

- [IpoBoauTh aHanu3 MHGOPMAIIMOHHON 0€30MACHOCTH OOBEKTOB U CUCTEM
JUIs1 TOATOTOBKH K MPOIEAYPE aTTECTALINH.

- PazpabatpiBaTh MNpeqIOKEHUS IO COBEPIICHCTBOBAHUIO CHCTEMBI
yrpaBiieHUs] THQOPMAIIMOHHON 0€30MaCHOCTHI0 KOMITBIOTEPHOU CHUCTEMBI.

- BemonHATE paboThl MO BOCCTAHOBJICHUIO PabOTOCHOCOOHOCTU CPEJCTB
3amuThl uHGopmaIluu (MexcereBbix d3kpanoB, COB, VPN-1u1t030B) nocie c6oeB.

- Peann3oBbiBaTh YacTHBIC MOJUTHUKA WH(OOPMAIIMOHHOW OE30MacCHOCTH U
MPOBOJUTH MOHUTOPUHT S(HPEKTUBHOCTU JEHUCTBYIOIIMX CHUCTEM 3allUThl B
KOMITbIOTEPHBIX CUCTEMAX.

Baaners:

- HaBbikamMmu mnpuMeHEHHs] KpUNTOrpaQHUUecCKUX MPOTOKOJOB IS
OpraHM3aIlNH 3aIIUIICHHOTO CETEBOTO B3aUMOICHCTBUSI.

- HMHcTpyMeHTaIBHBIMH ~ CpPEeICTBaMHU  MOHHUTOpUHTA  A(hHEeKTHBHOCTH
MITATHBIX M TOTIOJTHUTEIBHBIX CPEJCTB 3aIIUTH KOMITBIOTEPHBIX CETEH.

- HaBeikamu (opmMupoBaHUs TPaKJAHCKOW TMO3WIUU MPU PEIICHUH 3aad
obecrieueHUsT 0€30IMaCHOCTH B PO ECCHOHATILHOM Cpeie.

- Merogamu ananu3a uHOpPMAIMOHHOW  0€30MacHOCTH  OOBEKTOB
uH(pOpMaTU3aLKK Ha PEIMET COOTBETCTBUS TPEOOBAHUSIM 3aIUTHI THPOPMALIUH.



- MeTtonamu onieHKH 3(pPEKTUBHOCTH AEUCTBYIOLINX MOJIUTHK 0€301aCHOCTU
U yIpaBjieHus HH)OPMALMOHHON 6€30MaCHOCTHI0 KOMITBIOTEPHOI CHCTEMBI.

- HaBbikamMu TecTHpoBaHUS U MPOBEPKU PabOTOCIIOCOOHOCTH MPOTPaMMHO-
anmnapaTHBIX CPEACTB 3aIIUTH HHPOPMAIINH B CETSX.

- MertogamMu U CcpeacTBaMHM MOHUTOpPMHIa M aHanu3a 3((eKTUBHOCTH
pealn3alyy CUCTEM 3aIIUTHl UH(POPMALIUY B KOMIIBIOTEPHBIX CUCTEMAX.

3. O6beM AUCIUTLINHBI (MOTYJIs).
3.1. Ob6mas Tpy10eMKOCTh JUCITUTUTHHBI (MOTYIIS).

OO6mast TpyOEMKOCTh AUCHUIUIMHBI (MOIyJis) coctaBisieT 4 3.e. (144
aKaJeMHYEeCKUX Jaca(oB).

3.2. O6bem pgucuuIuIMHBL (MOAYJsl) B (opMe KOHTAKTHOM pabOThI
oOyyarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMU HW  (WIM)  JIMIIAMH,
IPUBJIEKAEMBIMU K peain3alun 00pa3oBaTesIbHOM MporpaMmbl Ha UHBIX YCIOBHSX,
IPU [IPOBEJICHUH YUEOHBIX 3aHATUM:

KonmaectBo yacoB

Tun y4eOHBIX 3aHSTHIT
Bcero | Cemectp Ne§

KonrakTHas paboTa Ipu NpoBeIeHNN yueOHBIX 3aHATHI (BCEro): 80 80
B Tom uucne:

3aHATHSA JIEKIIHOHHOTO THIIA 32 32
3aHATHS CEMUHAPCKOTO THIIA 48 48

3.3. O6bemM aucCHUIUIMHBI (MOIyYJiA) B (OpME CaMOCTOSITENIbHONW padOThI
oOydJarormxcsi, a Takke B (opmMe KOHTAKTHOW pabOThl OOyYaroMIMXCS C
nearoruaeckuMu paboTHUKAMHU U (WITH) JIUIIaMU, IPUBJIEKAEMBIMH K peau3aiiu
o0pa3oBaTeNnpHON TporpaMMbl HAa HWHBIX YCIOBHUSX, TIPU MPOBEICHUU
MIPOMEKYTOYHOHN aTTECTAIIMHN COCTaBIIACT 64 akaJeMHUeCKUX Jaca (OB).

3.4. ITpu oOy4eHuH 0 UHAUBUAYAJIbHOMY YUYEOHOMY IIJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM 00Yy4YeHUHU, 00BEM JUCITUTUTHHBI (MOIYJIsI) MOXKET OBITh peaii30BaH
MOJIHOCTHIO B (POpME CaMOCTOSITEIPHON padOThl 00yUaromuxcs, a Takxke B popme
KOHTaKTHOU pabOThl O0y4YarOMIMXCSA C MEJarorudecKuMu paboTHUKAMHU | (WJTHN)
JUIaMH, TIPUBJIEKAEMBIMH K peaIM3aIliid 00pa30BaTEILHON MPOrpaMMbl Ha MHBIX
YCIIOBUSIX, TIPH MTPOBEICHUHU TPOMEKYTOUHOU aTTECTAIIHH.

4. ConepxaHue JUCUUIUIAHBI (MOIYJIA).

4.1. 3aHsATHSs JIEKIIUOHHOTO THUIIA.




/o

Tematuka JICKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC

KC u ux opranmzainus / CeTeBbIie aTaku.
PaccmarpuBaembie BOIIPOCHL:
- OcHOBHBIE MEXaHU3MBI IIPOBEIICHHUS CETEBBIX aTaK Ha pa3IMIHBIX ypoBHAX Moxemn ISO/OSI.

Mexanu3msl peanuzanuu atak B cetax TCP/IP.
PaccMaTprBaeMble BOTIPOCHI:

- MeTto/ipl CKaHUPOBAHHUSI TIOPTOB.

- MeTop1 00HAPYKEHUS TAKETHBIX CHUGDEPOB.

- Metoasl o6xona MO.

Mertoapl iepexBata ceTeBbix coenuHeHuit B ceTsix TCP/IP.
PaccmarpuBaembie BOIIPOCHL:

- Texanueckue Mepr 3allIUTHI OT CCTCBBIX ATaK.

- ATaku HaIlpaBIICHHBIC Ha CETEBYIO HHPPACTPYKTYPY

[Tpumeps! cereBrix atak B cetsax TCP/IP.
PaCCManI/IBaeMHe BOIPOCHI:

- Texuuueckue MCEPHI 3alllUThI OT CETCBBIX aTaK

- IIpunysxeHe K YCKOPEHHOH nepeaaye.

- ATaKI/I, HanpaBJICHHBIC Ha OTKa3 B 06CJ’Iy)KI/IBaHI/II/I.

- VI3MeHeHne KOH(PUTYpaLK U COCTOSHHS XOCTOB.

- IIporpaMMHO-TEXHUYECKUE MEPBI 3aLUTHI OT CETEBBIX aTak

Kpunrorpaduueckue MeTo ! 32U TH HHPOPMALIUU B KOMITBIOTEPHBIX CETSX.
PaccmarpuBaeMbIe BOIIPOCHL:

- Kpunrorpaduyeckne IpoToKoIsl 0OecriedeHust 0e30MacHOCTH.

- [IpoTokoIbl ayTeHTH()HUKAINK HA IPUKIIQIHOM YpPOBHE.

- [Ipotoxox Kepberos.

- [IpoTokosbl ayTeHTH(HKAIIMK Ha TPAHCIIOPTHOM ypoBHe: potokon SSI/TLS

3amuTa BUPTyalbHBIX YacTHBIX ceTeil (VPN).

PaccmarpuBaembie BOIPOCHL:

- HaznaueHue, OCHOBHbIE BO3MOXXHOCTH M BapuaHThI peanu3auuu VPN.

- JIoCTOMHCTBA M HEJOCTATKU NpuMeHeHnus VPN

- [Iporoxox IPSEC/ IIporokonsr AH u ESP.

- Ucnonb3oBanue nporokosia L2TP g opranu3anuu BUPTyallbHbIX YaCTHBIX CETEH.

Pa3pa60TI<a 3allIUIICHHBIX CCTCBBIX HpHJ’IO)KGHHfI.

PaccmarpuBaembie BOIPOCHL:

- AytenTudukanus, mudppoBaHue, odecredeHue HeJTOCTHOCTH C UCTI0Ib30BaHHEM IPOTPAMMHOTO
unTepdeiica SSPI.

- [Iporpammusiii uaTepdeiic Open SSI.

[IporpamMmmHoO-anmapaTHbie CpeCTBA 0OecreueHns 0€30MaCHOCTH B KOMITBIOTEPHBIX

CCTHX.

PaccmaTprBaemble BOIIPOCHI:

- CpezcTBa 3aIIUTHI JIOKAJIBHBIX CeTeH NMpH NOAKIIOYeHNH K MIHTepHeT.
- MecTto 1 poie MO B obecniedeHIn ceTeBOi 0€301macHOCTH.

- OcHOBHBIE BO3MOXXHOCTH U CXEMBI pa3BepThIBaHusA MO

MeTtonsl ceteBoit TpaHcusanuu aapecos (NAT).
PaccmaTprBaemble BOIIPOCHL:

- [locTpoenue npaBui GUIIBTpanny.

- Peanu3zanus ceTeBoil HONMNTHKK O0€30TIaCHOCTH € HCHOJIB30BaHuEM MD.
- MeTtoipl 00X0/1a MEXKCETEBBIX SKPAHOB




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

10

3amuTa cepBepoB U pabOYMX CTAHIIUU.

PaccmarpuBaembie BOIIPOCHL:

- Cucremsl o6HapyxkeHus ropxeHuii (COB).

- Mecro u posis COB B 061ieii cucteme obecrieueHust ceTeBoH 0€30MacHOCTH.
- Knaccudukanus COB.

11

CpencTBa 1 METOABI IPEIOTBPAIICHUS B OOHAPYKEHUU BTOPIKEHUI.
PaccmarprBaeMbIe BOIIPOCHL:

- BrisiBiIeHHe aTak Ha OCHOBE CHTHATYP aTaK M BBISABICHHE aHOMAJIHIL.

- AyauT IpUKIagHBIX CIYXO.

- CpexncrBa 00HAPYKECHHS YA3BUMOCTEH CETEBBIX CITYKO.

- Cucremsl BUpTyasibHbIX JoByHiek (Honey Pot u Paded Geet).

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI

/o

HaumenoBanue nabopaTopHbIX padoT / KpaTKoe cofepKaHue

CpeI[CTBa IMPOBCACHUA aTaK
B pesynbraTe BhINONHEHHS JIAOOPATOPHOIT pabOTHI CTYACHT pacCMaTpUBAEeT OCHOBHbBIE HHCTPYMEHTAIIbHbIE
CpE/CTBA IPOBEACHUS aTak.

Cetu TSP/IP
B pe3yinbTate BhIMOIHEHHS 1a00paTOPHOI pabOThI CTYICHT M3y4aeT METO/IbI M CPE/ICTBA MepexXBara B
cersax TSP/IP.

MepLI 3alIUThI OT CECTCBAIX aTaK
B pesynbrare BeIMOTHEHHS Ta00PAaTOPHON pabOThI CTYACHT PACCMATPUBAET TEXHUUECKHE MEPHI 3aIIUTHI OT
CETEBBIX aTaK.

VPN c ucnons3osanuem IPSEC
B pe3ynbraTte BRINOTHEHUS Ta00paTOPHOI pabOTHI CTYICHT paccMaTpUBaeT 0COOCHHOCTH Pa3BePTHIBAHUS
VPN c ucnone3oBaaueM IPSEC.

[Iporpammusiit nuatepdeiic SSPI
B pesynbrare BeImoIHEHHUS 1a00paTOPHON pabOThI CTYICHT PaccMaTpUBAEeT OCOOEHHOCTH 00eCTIeUeHuUs
I[EJIOCTHOTO C MCIOIB30BaHNEM MporpaMMHoro uarepdeiica SSPI

VPN 6a3oBeiMu cpeactBamu OC Linux
B pesynbrare BeIMOTHEHHS 1a00PaTOPHON pabOTHI CTYACHT MOMy4YaeT HaBbIK pa3BepThiBanus VPN
6azoBemMu cpeactBamu OC Linux ¢ ucrons3oBarnem L2TP.

[Takernsrit punbtp OC Linux iptables.
B pesyinbTate BINOIHEHHS 1a00paTOPHON pabOTHI CTYIEHT OTpabaThIBaeT yMEHHE 110 HACTPOIKe U
UCIIOJIb30BaHKE BCTpoeHHOTro nakeTHoro ¢guibrpa OC Linux iptables.

[Ipoxkcu-cepsep SQUID
B pesynbrare BeIMOTHEHHS 1a00paTOPHOH pabOTHI CTYACHT YUUTCS HACTPOUBATH U UCTIOIB30BaTh MPOKCH-
cepsepa SQUID.

CpencrtBa 0OHapyKEHUSI BTOPKEHHU Snort
B pesyinbrate BhINOIHEHHS 1a00PATOPHOH pabOTHI CTYJEHT OTpabaThiBacT yMEHHE 110 HCIOIb30BaHUIO U
HacTpoWKe cpeCTB OOHAPY)KEHUsI BTOP)KEHUH Snort.

4.3. CamocrosiTenbHas padboTa 00yJarommxcsl.




Ne Bun camocrosiTensHO#M paboThI
/1

1 |U3ydeHue 1OMOJHUTEIBHOMN JIUTEPATYPHI.

2 |l[logroroBka k 1abopaTOpHBIM paboTaMm.

3 | BrimonHeHne KypcoBoit paboThI.

4 | IloarotoBka K MpOMEKYTOYHON aTTECTALIUU.

5 | [loaroroBka K TeKyuiemMy KOHTPOJIIO.

4.4. ITpumepHbIN IEpeUeHb TEM KYPCOBBIX padOT

1) Texunonorus SIEM u ee pyHKIIMOHAIBHBIE BO3MOXHOCTH. [IpenmymiecTBa
Y HEJIOCTATKH 10 CPABHEHUIO C APYTHUMU PEIICHUSIMU.

2) CereBble MakeTHbIEC (GUIBTPHI U UX PA3HOBUIHOCTH.

3) [MocpenHUKH U OCOOCHHOCTH UX IPUMEHEHHUSI ISl CETECBOM 3all[UTHI.
4) Texnonorust NAT u BapuaHThI €€ pa3BUTHUSA
5) Ceancobiit mocpenuuk SoC u cnenudpuka ero NpuMeHEHUS

6) lHCIEKTOPBI COCTOSIHUS KaK MHCTPYMEHT (DUIbTpaIuu Juisi o0ecreyeHus
Tpedyemoro ypoBHsa Ub.

7) OOecrieueHne MEKCETEBOM 3alMThl pecypcoB mnocpeactBom UTM-
ycTpoiicTB 1 NG firmware

8) BupryanbHble uyacTHble CeTH W Hauboyiee YacTO HCIOJIb3yEeMbIe
poTokoybl VPN

9) XapakTepucTtrka u apXuTeKTypa nporokosa IPsec.

10) Cucrembl OOHApyXCHHS BTOPKCHHH CTPYKTYPbl W IPHHIIUIIBI
OCTPOEHUS

11) CpaBHUTENBbHBIA aHAIM3 CHCTEM OOHApYXEHUS BTOPXKEHUN W IS
CeTeBOW OE30MacCHOCTH

12) DLP-cucteMsl U UX BO3MOKHOCTH. AHAJIN3 9acTo mpuMeHsieMbix DLP-
CUCTEM.

13) CereBbie CkaHEPHI YSI3BUMOCTEHN, KaK CPEACTBA aHAIM3a 3aAlUIIEHHOCTH
ceren

14) JloBymiku, Kak cpeacTBo coopa HHGOPMAIIUH O 37T0YMBITIICHHUKE.

15) 3ammTa 10KaNbHBIX BBIYUCIUTENBHBIX CETEN OT aTaK KaHAIBHOTO YPOBHS

16) 3amura undopmanuu or [IBMUH

17) Ob6ecnieuenne ayTeHTU(UKAIMU TIOJb30BATENIC W pa3rpaHUYCHUE
J0CTyna K HHPOPMAIIMOHHBIM pecypcam

18) Obecneuenue 3amUThl MHPOPMALMOHHBIX PECYPCOB KOMIIAHUU OT
CETEeBBIX aTaKk



19) IocTpoeHue crcteM 6e30MacCHOCTH CETEBOT0 YPOBHS Ha 0a3e MpoTOoKoJa
IPSec
20) [Moctpoenwue otkazoycroitunBoii JIBC Ha 6a3e mporokona STP

21) 3ammra paboumx cTaHIMK cetTh OT BpeaoHocHoro IIO wu
HECaHKIIMOHUPOBAHHBIX JEHCTBUI COTPYAHUKOB

22) 3amuTa napopmanuu 1 KOHOUICHIINATBHBIX TaHHBIX, IEPE1aBaeMbIX 110
e-mail

23) Cucrema obHapyxeHus Bropskenuit RealSecure

24) praBHGHI/Ie KJIIO4aMH B BBIYHMCJIIMTCIIBHBIX CUCTCMax

25) UHCTpyMEHTANIbHBIE CPECTBA MPEAOTBPALIEHUS CETEBBIX aTaKk

5. HepequL I/IBI[EIHHﬁ, KOTOPBIC PCKOMCHAYCTCA HCIIOJIB30BATh IIPU

OCBOCHHUU JUCHUIUIUHBI (MOIYJIA).
No
/1

bubnuorpaduueckoe onucanue Mecro nocryna

1 Komnetorepusie cetu Pakutun P. 1O.,
Mockaienko E. B. Yue6Hoe mocobue https://reader.lanbook.com/book/139182
AnTalicK1il TOCy1apCTBEHHbIN
nejarornyeckuil ynuepcurer, - 340 c. - ISBN
978-5-.88210-942-3 , 2019

2 CereBrnie TexHoJiorun Bacun H.H. YueOuuk https://reader.lanbook.com/book/223364#2
Cawmapa, [1I'VIINH, - 265 c. , 2019

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH(OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE€ MOTYT HCIOJIb30BAThCS MPHU
OCBOCHHUU JUCHUIUIUHBI (MOIYJIA).

Odurmansuseiit caiit PYT (MUUT) (https://www.miit.ru/).

Hayuno-texuunueckast oudnuoreka PYT (MUUT) (http:/library.miit.ru).

O6pa3zoBarenbHas miatdopma «FOpaiit» (https://urait.ru/).

O6mme wuHPOPMAIMOHHBIE, CIPABOYHBIE M  IOUCKOBBIE  CHUCTEMBI
«Koncynbrant Ilmoc», «I'apanm.

DIIeKTPOHHO-0MOIMOTeUHAS crucTema W3aTeIbCTBA «JIaHnby»
(http://e.lanbook.com/).

DIeKTpOoHHO-0MOnoTeuHas cucrema ibooks.ru (http://ibooks.ru/).

/. llepedyeHb JNHIIEH3UOHHOTO U  CBOOOJHO  PaCHpPOCTPAHSIEMOIO
MpOrpaMMHOr0 OO€CTedYeHus, B TOM YHCJIE OTEUECTBEHHOI'O IPOU3BOJICTRA,
HEO0OXOMMOTO JIJIS1 OCBOCHHMSI TIUCIIUTUTUHBI (MOYJIs).

Microsoft Internet Explorer (i apyroi 6paysep).



Microsoft Office.

PacnpocTtpansemas cuctema Buptyanusanuu Virtual Box.

Omnepanuonnas cuctema Linux.

CB0060OHO pacmpocTpaHseMblid TaKeTHBIN GunbTp iptables.

CBoOoaHO pacnpocTpansiemslii mpokcu-cepsep SQUID.

CBoOonno pacnpoctpansembie [1O s opraHu3anuyd BUPTYalIbHBIX CETEH

OPEN VPN.
CBoOomHO pacnpocTpaHsemMasi cucTeMa oOHapy>KeHHsI BTOpKeHu# Snort.
CB000OIHO pacTpocTpaHsieMblil cepBep yaaneHHoro noctyna OPENSSH.

8. Omnmcanne MaTepuaaIbHO-TEXHUYECKOW 0a3bl, HEOOXOmMUMOW IS
OCYIIECTBJICHUSI 00pa30BaTEIHLHOTO MPOIecca MO AUCIUILTHHE (MOJIYIIIO).

VYyeOHble ayIUTOpUU AJisI MPOBEICHHUS YUEOHBIX 3aHATHM, OCHAILCHHbBIC
KOMIIBIOTEPHOU TEXHUKON U HAOOpaMu IEMOHCTPAIIMOHHOTO 000pYy10BaHUS.

9. ®opma MPOMEKYTOUHOM ATTECTALINU:

Kypcogas pabota B 8 cemectpe.
DK3aMeH B 8 cemecTpe.

10. OueHouHbIe MaTEPHUAIIBI.

OueHoOYHbIE MaTepUalIbl, TPUMEHSIEMBIE TIPU MPOBEICHUH MTPOMEKYTOUHON
aTTeCTallui, pa3padaThIBAlOTCA B COOTBETCTBUHU C JIOKAJIHHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTOpBI:

npodeccop, mpodeccop, 1.H. kKadheaps
"NHTennexTyanbHOE yIPaBICHUE U
nH(popMarmoHHas: 6€3011acHOCTh B
BBICOKOABTOMAaTU3UPOBAHHBIX
TpaHCHOPTHBIX cucteMax" MHcTUTyTa
KEJIE3HOJOPOKHOTO TPAHCIIOPTa

CorJiacoBaHo:

3aBenyromuit kadenpoit Yu3n

[Ipencenarens yueOHO-METOIUYECKOM
KOMUCCHUU

M. KnenoB

JILA. bapaHos

C.B. Bonoauna



